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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OK-3 CrnocoOHOCTh aHaIM3UPOBAaTh OCHOBHBIE ATalmbl W 3aKOHOMEPHOCTH HCTOPHUYECKOTO Pa3BUTHS
Poccun, e€ MecTo M posib B COBPEMEHHOM MHpe AJis (POPMHUPOBAHUS I'PAXTAHCKOM MO3MLMU U Pa3BUTUSA
aTpuoOTH3MA

[TIK-9 CriocoGHOCTh OCYLIECTBIATH MOAOODP, U3yYeHHE M 0000IIeHNe HAayYHO-TEXHHUYECKON JIMTepaTyphl,
HOPMAaTHBHBIX W METOAMYECKHX MAaTepHajioB, COCTaBIATH 0030p MO BOIpoOcaM oOOecredeHust
MH(POPMALMOHHOM 6€30MaCHOCTH 10 MPO(UITIO CBOEH MPOo(dhecCHOHANBHOM NesTeTbHOCTH

1.2 Buns! u 3a1a4u poeCCUOHANBHON A€ATEIbHOCTH O AUCHUIUINHE:
- DKCIIEPUMEHTAIILHO-HCCIIEI0BATEIbCKAS
- cOop, U3yUYeHHE HAYYHO-TEXHUYECKOW MH(POPMAIIH, OTEYECTBEHHOTO M 3apyOEkKHOT0 OIbITa MO
TEMaTUKe MCCIEJOBAHUS
- TpOBeJICHHE HKCIIEPUMEHTOB IO 33JaHHOI METOANKe, 00paboTKa U aHAJIN3 UX Pe3yIbTaToOB
- TIPOBE/ICHHE BBHIUYUCIUTEIBHBIX 3KCIEPIMEHTOB C HCIIOIb30BAaHUEM CTAaHAAPTHBIX MTPOTPAMMHBIX
CpencTB

1.3 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromIuXcsl TOJKHBI ObITH COPMUPOBAHBI CIIETYIOIHNE
KOMITETEHITUH:

O60011eHHBIE TPYIOBBI Kon 1 HanMeHOBaHuE KO 3HaHUs U YMEHHS, HEOOXOANMBIE 1]
OK-3 CnocoOHOCTb aHanu3u|3HaeT U IOHUMAET:
HaTpuoTU3Ma Mpoliecca CTAHOBICHHUS CHCTEM 3aIUThl HHPOPMALIUH B M1

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):
MPUMEHSTH TTOTyYSHHBIC 3HAHUS B MPAKTUIECKOM padoTe;

Bnaneer:
CBEJICHUSIMU O COBPEMEHHOM OIIBITE OPTaHU3aLUU CUCTEM

[TIK-9 Crioco6HOCTE ocytiec]3HaeT U IOHUMAET:
MH(POPMALMOHHOM 6e30M1aCH| npakTHYeCKoi 3HAYUMOCTH HOPMATHBHO-IPABOBBIX JJOKYM
YMmeer (criocoOeH IPOoaeMOHCTPHUPOBATH ):
CaMOCTOSITETILHO OCYLIECTBIISITh IOMCK HAYYHOH JTUTEpaTy]

Bnaneer:
METOJMKaMHU aHaJIKM3a U CUCTEMATU3alluHU TIOTYYCHHOHN HH(]

1.4 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OK-3 Crtoco6HOCTh aHATM3UPOBATh OCHOBHBIC ATAIbl K 3aKOHOMEPHOCTH UCTOPUIECKOTO
pazButus Poccum, e€ Mecro M poiab B COBpEeMEHHOM Mupe A (OpMUPOBaHUS
Ipa)XIaHCKOM MO3ULIMU U Pa3BUTHSI MAaTPUOTH3MA

Ne HaumenoBanue | ®opM
n/m OuH3
(cemg

2

HcTopus +

I[IK-9  CnocoGHOCT,  OCYHIECTBIATH  MOMOOp,  HW3y4YeHHME H  0000IIeHuE
HAyYHO-TEXHUYECKOW JINTepaTypbl, HOPMATHBHBIX ¥ METOAWYCCKUX MAaTEpUAJIOB,
COCTaBJISITh 0030p MO BOMpocaMm oOecredeHus: WHOOPMAIMOHHONW O€30MacHOCTH TI0
npod o cBoeH mpodeccnoHanbHOU NeATeTbHOCTH

Ne HaumenoBanue | ®opM
/i Oung
(cemg




ITIpakTuka Mo noiayyeH:

2. MecTo nucuuiuiaabl B cTpykrype OIl 0akanaBpuara:

JucrtummHa « CHCTeMBI 3alUThl HHPOpMAIIUKU B MUPE» OTHOCUTCA K 0a30BOi yactu yueOHoro tutana Ol
o HanpasieHuto noAarotoBku 10.03.01 - MudopmarmonHas 6€30macHOCTb.

JucuummHa «CucTeMsl 3auThl HHQOpMaIMK B MUpe» u3ydaercs B 5, 6, 7 cemecTpax.

3.00beM u conepxaHHue TUCUUILINHBI
3.1.00peM quctMIUIHHEL: 17 3.€.
Oumnas: 17 3.e.

Bun yueOHOM paboTh (Bcgglf;io]s)

O0mas Tpy10€éMKOCTh JMCHUIITHHBI 612
KonTaktHas pabora 266
Jlexnuu (Jlekrun) 90
[Tpaktuueckue (IIpaxr. pab.) 176
CamocrositenbHas pabota (CP) 310
DK3aMeH 36
3auer -

3.2.Conepxanue Kypca:

No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlek |IIpa | CP
L[UH | KT.
pao.
O]l0|O
5 cemecTp
1 Hcropus 3amuThl TectupoBanue
uHpOpPMaLIUH B 214 |10
Poccun no XX Beka
2 Ob6ecnieueHune TectupoBanue
HallMOHAJIbHOMN
0€30MacHOCTH
Poccun B 2 4 |10
nH(pOpMAITMOHHOM
chepe 1900-1917
IT.
3 Ob6ecnieueHune TectupoBanue
HallMOHAJIbHOMN
0€3011acCHOCTH B
nH(pOpMAITMOHHOM
chepe B miepuos 4 |4 |10
CO3JaHUSA COBETCKOU
BJIACTH, B TIEPHUO]L
H3IIa u moBOCHHEIN
nepuos




OOGecneuenue
HalMOHAJILHOU
0€30I1aCHOCTH B
MH(POPMALTMOHHON
cdepe B mepuo
Benuxoii
OrcdecTBEHHOMN
BoiiHbl.

TectupoBanue

Cucrema
0€30IMacHOCTH
CCCP Bo BrOpO#
noJjioBuHe 40-x —
MEPBOM MOJOBUHE
50-x rr. XX Beka.

TectupoBanue

Opranuzanus
3aIIUATEI
TOCYJIapCTBEHHBIX
CEKpPETOB U CHUCTEMA
0e30MacHOCTH BO
BTOPO MOJIOBUHE
50-90 romos.

TecTtupoBaHue

CoBpemeHHas
CUCTEMa 3alllUThI
nHpopmaruu B PO.

10

TecTtupoBanue

[TpoGrembr
obecrnieueHuUs
MH(POPMALTMOHHON
0€30I1aCHOCTH B
Poccun.

10

TectupoBanue

JlnuensupoBanue u
ceprudukanus
EeSITEILHOCTH B
00JIaCTH 3aIIUTHI
uHpOpMaLIUH.

10

TectupoBanue

10

OpranuzanmoHHO
MpaBOBasi CUCTEMA
O0pBOEI C
TEPPOPU3MOM.

10

TectupoBanue

6 ceMmec

Tp

11

DTarnsl pa3BUTHUS U
CTPYKTYypa CUCTEMBbI
3aIUTHI
nHpopmaiuu B
3apyOeIKHBIX
CTpaHax.

12

TecTtupoBanue

12

CraHoBneHue u
pa3BUTHE CUCTEM
3aIIUTHI
uHpOpPMaLIUH B
BEAYIINX
3apyOeKHBIX
cTpaHax. 3amura
uHpopmanuu B XX
BEKE.

12

TectupoBanue




13

CocrosiHne
POOIIEMBI
MH(POPMALTMOHHON
0€301acHOCTH B
CTpaHax
EBpocoro3a.

12

TectupoBanue

14

CucreMa 3anuThl
nHpopmaiuu B
CIIA.

12

TecTtupoBaHue

15

Cucrema 3amuThl
uHpOpPMAaLIUH B
BenukoOpuranum.

12

TectupoBanue

16

CucTeMbl 3alIuThI
nH(popmaIum Bo
®paHuuH.

12

TecTtupoBaHue

17

CucTeMbl 3aIUThI
uHpOpPMaLIUH B
Kurae.

12

TectupoBanue

18

udposoit
CYBEPCHUTET.

2

4

12

TecTtupoBanue

7 cemecTp

19

KubepbezonacHoCTh
— MHP 9KCIIEPTOB U
[IPECTYIIHUKOB.

4

10

14

TectupoBanue

20

«Kyo»
KnoepOe30nacHOCTH

10

14

TecTtupoBanue

21

Yrpo3sl
KkrbepOe30nacHOCTH
, YA3BUMOCTH U
aTaKu.

12

14

TectupoBanue

22

Kpunrorpaduyecku
€ METO/IbI 3aIUTHI
uHpOpMaLIUH.

12

14

TectupoBanue

23

Ob6ecrieueHue
LIETOCTHOCTH
AHHBIX.

12

16

TecTtupoBanue

24

Konuenmms «ogartu
TIEBATOK).

12

16

TectupoBanue

25

3amnura 1oMeHa
KkrbepOe30nacHoCTH

12

16

TectupoBanue

26

ChoenuanucTel 1o
KnoepOe30nacHOCTH

12

16

TecTtupoBanue

Tema 1. Uctopus 3amutsl uHGpopmauuu B Poccun 10 XX Beka (OK-3)

Jlexkuns.




3amuTa rocynapcrBeHHbIX nHTepecoB B XII — XIV BB. 3amura rocyiapCTBEHHBIX MHTEPECOB B IEPHOA
00pa3oBaHMs PYCCKOTO HEHTPAIU30BAaHHOTO IOCY/IapCTBa. 3alluTa roCyl1apCTBEHHBIX HHTEPECOB B MEPUO]
COCJIOBHO-IIpe/ICTaBUTENbHON MOHapxuu (cepenuna X VI B. — cepennna XVII B. 3ammura rocy1apcTBEHHbBIX
uHTepecoB Bo Bropoil mojoBuHe XVII — XVIII BB. 3ammura rocyaapcTBEHHBIX HHTEPECOB B IEPBOM
nosoBuHe XIX B. 3ammMra rocynapcTBEHHBIX MHTEPECOB BO BTOpoi nonoBuHe XIX B. OCHOBHBIE 3Tallbl U
3aKOHOMEPHOCTU HCTOPUYECKOTO pa3BUTHUSA Poccun, eé MECTO 5 ponb
(bopMHPOBaHUS TPAKAAHCKON TTO3ULIUHN U PA3BUTHUS ATPHOTH3MA

IIpakTH4eckoe 3aHATHE.
Oco0eHHOCTH OpraHU3aIliy OPTAaHOB TI0 3aIUTHl HAITMOHATBHBIX HHTEPECOB B MH(OpMAITMOHHON cepe.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. B yem 3akmodyanuch GyHKIUH pa3psiIHOTO MPUKa3a Kak opraHa, 00eCIeYrBaIOIIEro HH(OPMAIIMOHHYIO
6e3omacHOCTh rocynapcrsa B 16-17 Bexax?

2. [Tpoananu3upyiTe OCHOBHBIE ATAbl M 3aKOHOMEPHOCTH UCTOpUUYECKOTO pa3BuTHsi Poccun B 18 Beke.
3. B yem 3akmouanuch 3a1aun Cenar B cucreme 3U B Poccuiickoit  umnepun 18 Beka?

4. Kakue yupexaeHus oCymecTBIsu GyHKIHH 1Mo 3amuTte napopmaruu B 19 Beke?

5. Kak ObL710 OpraHu30BaHO CEKPETHOE JETOMPON3BOACTBO B BOCHHOM MUHHUCTEPCTBE B 19 Beke?

6. UTO OTHOCHJTIOCH K 3aIlIMIINaeMbIM CBEJICHUSM B 00JIACTH KOMMEPUYECKON TaiHbI B 19 Beke?

Tema 2. O0ecnedyeHue HAMOHAIBLHOI 0e3o0nacHocTH Poccuu B nHpopmanuonnoii cepe 1900-1917
IT. (OK-3)
Jlekumus.

Brenenwue. 3ammTa BoeHHOM TaiHbl. OpraHu3aiius KOHTppa3BeIbIBATEIbHONU CITYKOBI. OpraHbl 1O 3aIluTe
BOCHHOU TaiiHbl. BoeHHas 1ieH3ypa neuaTHsix uzganuid. Opranuzaius Genbaberepckoi CBsI3H.

IIpakTnyeckoe 3ansATHE.
BnusiHue neqarenbHOCTH HMHOCTPAHHBIX CITyKO0 Ha xon ucropuu Poccun.
3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. ITo xakuM HampaBiIeHHUSIM BeJlach padoTa Mo 3alllMTe BOCHHOH TaiiHbl B Hadase 20 Beka?

2.YT0 BBIACHIJIOCH B 00JIACTH 3aIIUTHI BOCHHOW TaHBI 110 HaYay MEPBOH MHPOBOM BOWHBI?

3.B kakoii MOMEHT OBUTM TPEANPHUHIATEI MEphl 10 KOPECHHOMY YIYYIICHHIO OpraHu3aIuH
KOHTppPa3BeA0BaTeNIbHOM cy>KObI U moueMy (Hadaso 20 Beka)?

4.HazoBuTe 0JHY U3 MPUUUH Oe37eCTBUS POCCHICKUX CIIEICITYKO HAa comnKkax MaHIKypHH.
5.Yto crano npuuuHo# "katactpodsl" y Masypckux ozep?

6. Ocy1miecTBUTE MOUCK MHPOPMAIIIH, CBI3aHHOH C 3aIUTON BOCHHOW TalHBI.

Tema 3. O0ecnieyeHre HAMOHAJBLHOM 0€30IIACHOCTH B HH(POPMALMOHHOI cepe B ePHOA CO3AAHUS
coBeTCcKOM BiaacTu, B nepuoa HIIla u noBoennslii nepuoa (OK-3)



Jlekumus.
Coznanne BUK. 3amaun o o6ecneuennro 6e3onacHoctd BUK (OI'TTY). KommiekroBaHue OpraHoOB U BOKWCK
OI'TIY.  Oprasbl rOCYmapCTBEHHON O0€30MaCHOCTH KaK HMH(POPMAIMOHHOE SAPO IO OOECIECUYCHHIO
nH(popMaIueil BRICIINX OpraHOB rOCyJapCTBEHHOM BIIaCTH. 3allUTa roCcyJapCTBEHHBIX HHTEPECOB B MEPHOJ
HOIla. 3amura rocymapcTtBeHHbIX HHTepecoB B 1928 — 1941 rr. MudopmarmonHas BoifHa W Hadajo
Bemuxoit oreuectBennor BouHBI. [letictBuss CCCP B wuHbopmanmonnoit BoitHe. [lomck, aHanmm3 u
CUCTEMAaTU3UPOBAHWE HAYyYHOW MHQOpPMAIMKM, OTEUYECTBEHHOTO M 3apy0eKHOro OmblTa IO TeMe
UCCIIEIOBAHMUS.

IIpakTnyeckoe 3ansATHE.
WNudopmanmonHas BoliHa B TOBOSHHBIH MEPHOI.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
- 3anucarh KpaTKUii KOHCIEKT JIEKIIHUH.
- M3yunthb 6a30By10 U JOMOTHUTEIBHYIO JIUTEPATYyPy MO TEME JICKITHH.
- Hamucarts acce.
TemaTuka BOIPOCOB:
1.C xaxo#i nieapio 0b11a ocHoBana BUK?
2.ITouemy BUK 6buta nepedopmuposana B I'TIY?
3 Kakwue 3agauu BeinosHsiaa BUK?
4.Kem 0611 cmeHeH D.9. J[3ep>XKMHCKUN U B CBSI3U C YeM?
5.beumn mu y BUK ocoObie monHOMOuHs, €Cu J1a, TO Kakue?
6.C xakumu coObiTusiMu cBsi3an niepexon ['TTY k OI'TIY?

Tema 4. O0ecnieyeHre HAIMOHAJBLHOM 0€30aCHOCTH B HH(POPMALMOHHOII cepe B nepuoa Benukoii
OTteuecTBeHHoi Boiinbl. (OK-3)
Jlexknus.
Haponnbiii komuccapuar BHyTpeHHMX Jnen CCCP. CocrtaB. HesaBucumble KOHTppa3BeAbIBAaTEIIbHBIE
opranuzanuun CMEPII. Opraunsl pa3senku B nepuog BOB. Kpuntorpaguueckrue u TeXHUYECKHE METObI
3anuThl HH(pOpMaLKu B BOeHHBIH nepuos. [ludposansHas annaparypa.

IIpakTn4yeckoe 3ansATHE.
W3yueHne npuMeHeHHs aIrOpUTMOB KpUNTOTpadruecKoi 3auThl JaHHBIX B ieprox BOB.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

1.JInst wero CCCP B 1939 1. y CIIIA 3akynun 100 aBroOycoB "ctynebekkep"?

2.Kakoi BKJIaJ BHECIU COTPYIHUKH HIM(PPOBATLHON CIIyKOBl Ui  JOCTHXKEHHs odenasl B Bemukoit
OTtedecTBEHHOH BOIHE?

3.B cBs3u ¢ yeM u B Kakoi crerneHu npumenenue mudparopa "Cobonb-I1" nmoBnusiio Ha ucxon 0os Ha
Kypckoit nyre?

4. IlpoBectn aHanu3 AEATEILHOCTH KOHTppa3BenoBarenbHbIx opranuzanuiit CMEPIII.
5.Yro 6110 06mIero y mmdpoBanbHbX ycrpoicTB "CoBa" u "Hesa'"?

6.Hackomnpko cTana pazBurtoil mudpocnyxda K KOHIYy BOIHBI?

Tema 5. Cucrema 6e3onacioctu CCCP Bo Bropoii nosioBune 40-x — mepsoii nmojiopune 50-x rr. XX
Beka. (OK-3)
Jlekumus.

v~



[TocnencTBus BOWHBI M HOBBIE TEHACHLIMHU B pa3BUTUH oOImecTBa. CrcremMa 1ByOJIOKOBOTO MPOTUBOCTOSIHUS
B mupe. ['epmanckas npobnema. Buemnss nonmutuka CCCP.Tpu sTana cTaHoBieHUs roCyaapCTBEHHOM
6e3onacHoct CCCP. Buemnss passenka. Boennast pasBenka. [louck, aHanu3 M cuCTEMaTU3MpPOBaHHE
Hay4HOW MH(OPMAIIUH, OTEYECTBEHHOTO U 3apyOeKHOTO OIBITA [0 TEME UCCIICIOBAHMS.

IIpakTH4Yeckoe 3aHATHE.
Opranu3anus 3amuThl THHOPMAIIMH B TIOCJIICBOCHHBIN TTEPHO/T.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. B uem cocrout [maBHas mpuyMHA HEy/lay MOJUTUKHM KOJUIEKTUBHOM  0€30MacHOCTH B MOCIEBOCHHBIN
nepuona?

2. Kak Ha3pIBanoCh 1ectoe ynpasieHue MUHHUCTEPCTBA TOCYyAapCTBEHHONW Oe3omacHoCTH?

3. UTo OTHOCHUTCS K YMCIY BEChbMa Ba)KHBIX CTPYKTYPHBIX MpPeoOpa3oBaHUNl  OpraHOB rocOEe30MacHOCTH
BTOpOTO 3Tana?

4. OcHoBHble 3a1aun opraHoB «Cmepum»—HKI'B-MI'b HenocpeacTBeHHO 1ociie  3aBeplleHus: BOMHbBI?

5. Kakas 3agaua Obiia mocrasneHa IIpaBurensctBom CCCP mepen BHemHeW — pa3BenkoM B IEpBOM
nosoBuHe 50X ro10B?

6. UeMm 3aHnManuch Jia ynpasienue Munucrepcta rocoesonacHoctu (I1I'Y MI'B)?

7. CpaBHUTE HCTOPUYECKHUI OMBIT OTE€YECTBEHHBIX U 3apyOEKHBIX NCCEIOBAHUM.

1. B uem cocrout [maBHas mpuyMHA HEy/lay MOJUTUKHM KOJUIEKTUBHOM  0€30MacHOCTH B MOCIEBOCHHBIN
nepuona?

2. Kak Ha3pIBajIoCh 11€CTOE ynpaBiieHne MuHUCTEpCTBA TOCYAApCTBEHHOW Oe30macHoCTh?

3. UTo OTHOCHUTCS K YMCIY BEChbMa Ba)KHBIX CTPYKTYPHBIX MpPEeoOpa3oBaHUl  OpraHOB rocOEe30MacHOCTH
BTOpOTO 3Tana?

4. OcHoBHble 3a1aun opraHoB «Cmepum»—HKI'B-MI'b HenocpeacTBeHHO nociie  3aBeplleHus: BOMHbBI?

5. Kakas 3apgaua Obiia mocrasneHa IIpaBurensctBoMm CCCP nepen BHemHeW — pa3BelkoM B IEpBOM
nosioBuHe 50X ron0B?

6. Uem 3annManuch asa ynpasienne Munucrepcrsa rocoesomacaoctu  (I1I'Y MI'B)?

7. CpaBHI/ITe I/ICTOpH‘{eCKI/Iﬁ OITBIT OTCYCCTBCHHBIX 1 Sap}I6€)KHBIX HMCCEIIOBAHUI.

Tema 6. Opranu3anus 3alUTHI TOCYTIAPCTBEHHbIX CEKPETOB U CHCTeMa 0e30IaACHOCTH BO BTOPOM MOJIO)
50-90 roxos. (I1K-9)
Jlekumus.

MunuctepctBo locynapctBennoit bezomacHoctu CCCP. Crpykrypa MI'B. Ilpuuunbl peopraHuzanuid.
KomwuteT rocynapcreennoit 6ezonacnoctu CCCP. Crpykrypa KI'b CCCP. Ocnornbie 3anaun KI'b.

IIpakTnyeckoe 3ansATHE.



W3yueHne poccuiickoil MpakTUKU NPUMEHEHHS AITOPUTMOB KPUNTOTpaprueCKON 3aIIUThI JAHHBIX HA
COBPEMEHHOM JTaIle.

3ananus 1J151 CAMOCTOSITEILHOI padoThI.
- 3anucaTh KpaTKUK KOHCIIEKT JICKIIMH.
- MByunth 60a30BYIO U JOTMOIHUTENBHYIO JIUTEPATYPY MO TEME JICKIUH.
- BoInonHuTh NpakTU4YecKy1o padory.
Temaruka BOIPOCOB:
1.B gem 3akmouanock ommune npaktukd MI'b ot npenmectBytonux et crpykryp(HKB/I,BUK)?
2.C xaxo# 1ienbro 06110 coznano LeHTpansHoe 0r0po Mo palMoHAIN3auN U 1300peTaTeabCTBY ?
3.YUto BXoamio B 00s3aHHOCTH 1-rO oTnena 1-ro maBHoro ynpasienus MI'b?
4.0nuiuTe 0CHOBHBIE UCTOpUYeckue 3tansl pazsutus KI'b.

Tema 7. CoBpeMenHas cuctema 3amuThl HHpopmanuu B PO, (I1K-9)

Jlexknus.

Opranbl  ®enepanbHoi cayxkO0bl Oe3omacHocTH. Opranel DenepanbHOl  CiIyXO0bl OXpaHbl. Oprasbl
BHyTpeHHUX aen. Coser besonmacHoct P®. BuyTpennue Bolicka MuHucrepcrBa BHyTpeHHHX enn PO.
Cnyx06a BHemHe#l pa3Benku. OpraHbl HorpaHuuHON cioyxObl. DenepanbHas cilyxk0a TEXHHYECKOTO HU
HKCTIIOPTHOTO KOHTPOJIs. Opransl NpaBUTEILCTBEHHOM CBA3U U MH(OPMAIIHH.

IIpakTH4eckoe 3aHATHE.

N3yuenune rocynapcTBEHHBIX OpraHOB o0OecrieueHus: MH()OpPMAITMOHHONW 0€30MTaCHOCTH.
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

1. Ilepeuncnure ocHOBHbIE HamnpaBieHus: nearenbHocTH PCh.

2. B xakux cepax nesrenpHoctd @Cb akTUBHO COTPYIHHMYAET C IPYTHMH CIIELCITYKO0amu?

3. OObsICHUTE IPUUUHY OXPaHBI BBICIIUX JIUI TOCYAApCTBAa B COOTBETCTBUM C NMOJOKEHUsIMU KoHCTHTY MK
P® u penepanbHBIMU  3aKOHAMH.

4. OnuiuTe CTPyKTypy OpraHOB rOCYIapCTBEHHOW OXpPaHbl

5. [Ipoanamu3upyiite, B 4ém 3akirodaercs aesareabHocts @CO, HanpaBiaeHHas HA  o0OecreueHue
uH(popMamoHHol 6e3onacHoctu PO

6. Kakue BenomctBa B cocraBe MB/I BXoaaT B opraHbl BHyTPEHHUX JI€]1 U NOJIULNIO?
7. Kakumu cpencramu MB/] obecrieunBaer 0€30MacHOCTb JOPOKHOTO ABMKEHHS?
8. Ha uTo HampaBiieHa 1eaTeIbHOCTD MOJIUIINH?

9. I1o xkakoMy NMPUHLHUITY CO3AAI0TC MeKBE1OMCTBEHHbIE KOMUCCHU?

10. B uém coctout yuactue Yuénoro cosera B padbore Cosera bezonacnoctu PO?
11. Ilepeuncnure OCHOBHBIE 3aa4 BHYTpeHHUX Bolick MBJl PO

12. KakoBa cTpykTypa BHyTpeHHUX Boiick MBJ[ P®?

13. KakoBa ponb BHyTpeHHHX Boiick MBJ] P® B 6oprbe ¢ Teppopuzmom?



14. Ilepeuncnure pernoHalbHbIe KOMaHI0BaHusl B coctaBe BB MBJ[ PO

15. Kakumu ocoObiMu TipaBaMu HajiennsieTcst [ocymapcTBeHHas (enbabperepckas ciry>k0a il BHITOJTHEHHS
BO3JIOKCHHEIX Ha Hee 3ajay?

16. Kakue nomHomouust ocymectBisier [ @C PO B cdepe HopmoTBOpUECTBA?

17. KTo MOXeT SBIATHCS BIAACTbIIEM OTIPABICHUNA 0CO0O0N Ba)KHOCTH, COBEPILICHHO CEKPETHBIX,
CEKPETHBIX U UHBIX CITY>)KEOHBIX OTIPaBICHHH, JOCTaBKy KOTOpbIX obecnieunBaet [ @C PO?

18. KTo ocymiecTBiIsieT KOOPAUHAIMIO U PYKOBOACTBO JeATEIHLHOCTHI0 CITyKOBI CIIeIMaIbHBIX 00bEKTOB
nipu [Ipe3unenre PO?

19. B unTepecax kakux QenepaibHbIX OPTraHOB TOCyIapcTBeHHOH BiiacTu Ciyx0a crieraibHbIX
00BEKTOB 3aHUMAETCSI MOOWIN3AIIMOHHON I1OJATOTOBKOI?

20. Yro mogpazymeBaeTcs moj odecrneueHrne MOOMIN3AIMOHHOM TTOJITOTOBKHA OPTraHOB TOCYIapCTBEHHOM
Bnactu Poccutickoit deneparuu Ciyx00ii  criennanbHbIX 00bekTOB npu [Ipesunente PD?

21. Kakue 1OKyMEHTBI 3aBUTENb NPEACTABIAET Ul nonydeHus aunensuu B CBP Poccun?
22. Kak 3amuiieHsl JIM1a, OKa3blBaonme konpuaenuuaipaoe cozaevictsue CBP?

23. KoMy npenocraBisieTcst pa3BeibIBaTesibHas HUHPOpMaLus?

24. KaxoBsl nomHOMouust City>kObl BHEIIHEH pa3BeaKu?

25. Kak ¢unancupyercst Ciry:x06a BHEIIHEH pa3BeIku?

26. KakoBo nipaBoBo€ NojioxeHne corpyrHukos CBP?

27. Kakue JOKyMEHTBI, HEOOXOMMO MPEeNbIBIATh rpaxnaHam Poccuiickoit deneparyy nmpu nepecedeHuu
POCCHICKO-YKPAauHCKON TOCyJapCTBEHHOM IPaHULbI?

28. KakuMu TOKyMEHTaMU OIPEAEIICH MOPSA0K HAXO0XKIACHUS IPa)KJaH B MOTPAHUYHON 30HE?
29. Kak cratb corpynaukom CBP Poccun?

30. Yro BxomuT B coctaB denepanbHO MOTPpaHUIHOU CITy:KObI PD?

31. KakoBa Ponr @®CTIK B coBpemeHHOM Mupe?

32. Kto ocymiecTBisieT pyKOBOACTBO JesTenbHOCThI0 DCTIK?

33. OcymectBuTe orck uHpopmaruu no GyakmnrnonupoBanuo @CO?

34. KakoBo Ha3zHa4YeHHE (eepaIbHbIX OPraHOB TPABUTEIHCTBEHHOM CBS3HM M MH(pOpMauu?



35. Yro cocTaBisieT MpaBOBYIO OCHOBY JESTEIBHOCTH (peepanbHbIX OPraHOB MPABUTEIBCTBEHHOMN CBS3H U
uHpopmanuu?

Tema 8. IIpodaembl o0ecneyenus naHGopmanuonHoi 6ezonacHoctu B Poccun. (ITK-9)
Jlexknus.

Uro Takoe wuH(pOpMaIMOHHAss O€30MacCHOCTh: pa3jIMyHbIe IMOAXOAbl K ompeneneHuio. lcropudeckue
NpeanocelIku. Perymsaropel B obmactu mHpopMannoHHOM Oe3zomacHocTu. CucTema cepTU(UKALUHN T10
TpeOoBaHUAM OE30MaCHOCTH.

IIpakTnyeckoe 3ansATHE.

W3yueHne cuCTeMbl OT€UE€CTBEHHBIX CTAaHIAPTOB HH(OPMALIMOHHOM 6e30MacHOCTH.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

- 3anucarh KpaTKUi KOHCIEKT JIEKIIHUH.

- N3yunts 6a30ByI0 U JOMOIHUTENBHYIO JIUTEPATYPy MO TEME JICKIUH.

- BBInmonmHUTE IpakTUYECKyIo padoTy.

TemaTuka BOpOCOB:

1. Oxapakrepusyiite cepy uHTEepecoB B HMHPOPMANMOHHONW OE30MACHOCTH IS PA3NMYHBIX KATErOPHid
JOJKHOCTEN OpraHu3aliyu.

2. Yro BKIIOUaeT B cebds "nHpopmannonnas cgepa?

3. Kakue ricropuueckne IpeArnoCchlIKU CIIOCOOCTBOBAIH (HOPMUPOBAHUIO COBPEMEHHOM CHCTEMBI 3aIlUTHI
nHpopmaruu B Poccun?

4. Tlepeuncnute cdepy KOMIETEHIIMH pa3IUYHBIX PETYIITOPOB B 007acTH MH(POPMAITMOHHOM
0e30macHOCTH. B yem ux KoMIeTeHITMN IepeCceKaroTCs?

5. Onummre cuctemy cepTudukanuu cpeactB 3amuThl uHbopMmanmuu B Poccun. B uem omimuume
OTE€YECTBEHHOW CUCTEMBI CEPTU(PUKALIUNA OT MEXKITYHAPOTHOM?

Tema 9. J/IuneH3npoBanne U cepTUPUKALUSA AeATEILHOCTH B 00s1acTH 3a1uThl HHGopmanuu. (ITK-9)
Jlexknus.
JluuensupoBanue B o0jacTh 3amuTBl  MHGOpMamMU. ATTecTanus OOBEKTOB HH(pOPMAaTH3AIMH.
Ceprudukamus. Knaccudukanus cpencts zammuThl. lestensHocts opranoB @Ch PO u ®CTOK PO B
cepTUQUKALMU W JHMIEH3UPOBAaHHMM B OOJNACTH 3aIluThl HWH(popMmanuu. Peectp cepTUUIMPOBAHHBIX
CPEACTB.
IIpakTH4Yeckoe 3aHATHE.
AHanu3 pa3BUTHS OTEUECTBEHHBIX TEXHUYECKUX CPEICTB 3aIlUThl HHPOPMALUH.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
- 3anucarb KpaTKUil KOHCIEKT JIEKIHH.
- N3yunts 6a30ByI0 U JOMOJHUTENIBHYIO JINTEPATYPY MO TEME.
- BBImonHUTE IpakTUYECKyI0 padoTy.
TemaTuka BOpOCOB:
1. Uto cocTaBnsieT OpraHU3alMOHHYIO0 CTPYKTYPY CUCTEMbI FOCYaPCTBEHHOTO JINLIEH3UPOBAHUS?
2. [lepeuuncnure oO1Iie HOPMBI, YCTaHABIMBAIOIIME TOPSAOK JOIyCKa OpraHu3alliii K mpoBeieHnIo padoT ¢
nH(popMaImen, CoOCTaBIsIONIEH TOCyIapCTBEHHYO TalHY.
3. Oxapaxkrepu3yite cepy KOMIIETCHIINI OPraHOB, YIIOJHOMOYEHHBIX Ha BEJICHUE JTUIICH3UOHHOM
NeSITeIbHOCTH.
4. Kakue BUIBI 1€ATEIHHOCTHU O 3alIUTe MHPOPMALIUU MTOJIEKAT JTULICH3UPOBAHUIO?
5. UTo MOET MOCITYKUTh OCHOBAaHUEM ISl OTKa3a B BbIAAY€ JIULIEH3UU?
6. Uem JTMIIEH3UPOBAHKE OTIIMYAETCS OT cepTrudukaum’?
7. Yto Takoe kiacc 6e3omacHocTH? Kakue kinaccel BbI 3HaeTe?



Tema 10. OpranusanuoHHo npasosas cucrema 60ps0bI ¢ Teppopusmom. (I1K-9)
Jlexknus.

IIpaBoBast cucrema OopsObl ¢ TeppopusmMoM. OOHapyXeHHE TPUYMH OOpPHOBI € TEPPOPHU3MOM.
TepmuHonoruueckass 0aza: TeppopHU3M, TEPPOPUCT, TEPPOPHCTUYECKAs TpyIa, TeppOpPUCTHUECKas
OpraHu3aIys, TEPPOPUCTHUECKAS JESATeIbHOCTh. MeEXAyHapoaHas TEPPOPUCTHUYECKAS IESTEIbHOCTb.
CTpyKTypHas cxema B3aUMOJCHCTBUS CyOBEKTOB, OCYIIECTBIISIONINX O0pbOY ¢ Teppopusmom. DenepanbHast
aHTUTEppOpHCTHUECKas KoMuccHs. OCHOBHBIE ATAIlbl U 3aKOHOMEPHOCTH UCTOPHUYECKOTo pa3Butus Poccum,
e€ MeCTo M pojb B COBPEMEHHOM MHUpE B LEIsIX (OPMHPOBAHUS TPAKAAHCKOW MO3ZUIUM U PA3BUTHUSA
NaTpUOTH3MA.

IIpakTH4eckoe 3aHATHE.

Nzyuyenne nHHOPMAIIMOHHO-TICUXOJIOTHYECKOW BOWHBI M TUTIOB HH(OPMAIIMOHHOTO OPYKHUS.
3ananus 1J151 CAMOCTOSITEILHOI padoThI.

- 3anucaTh KpaTKUK KOHCIIEKT JICKIIMH.

- 3yunTh 6a30BYyI0 U JOMOJHUTENBHYIO JUTEPATYPY IO TEME JIEKIIUH.

BrimonHuTh MpakTHYecKyto padoTy.

1. Uem Teppopuctuueckas rpynmna OTIMYaAeTCs OT TEPPOPUCTUUECKON OpraHu3alnu?

2. YTO OTHOCST K TEPPOPUCTUUECKON 1€ TEIHLHOCTU?

3. Kakue opranbl rocyIapCTBEHHOM BIaCTH 3aHUMAIOTCS 00pr00ii ¢ TeppopusmMom? OxapaKkTepusyiTe ux
KOMITETEHITH B TaHHOMU cepe.

4. Kakue npaBa UMEIOT JIUIIA, B 30HE IPOBEACHUS KOHTPTEPPOPUCTUICCKON ONeparuu, IPOBOISIIHIE ITY
oneparuio?

Tema 11. DTanbl pa3BUTHS M CTPYKTYPA CHCTEMBI 3aIUMTHI HHPOPMALMH B 3apy0e;KHbIX CTPaHax.
(IIK-9)
Jlexknus.

HcTtopusi pa3BUTUSl CUCTEM 3aIIUTHl MH(POpPMAIMHM B 3apyOeKHBIX CTpaHaxX. DTarbl Pa3BUTHUS CHCTEMBI
3anMThl UHpoOpManuu B Hacrosmiee Bpems. CTpPyKTypa CHUCTEM 3alMThl WH(POpPMALUH, NMPUMEHSEMBIX B
00IIEMUPOBON TPAKTUKU obecreueHuss HH(pOpMAIMOHHONH O€30MacHOCTHU: OpraHM3allMOHHAs 3alluTa
MHPOPMAaLIUH, TEXHUYECKas UM MHKECHEPHO-TEXHUYECKas 3aIuTa HHHopMaluu, IporpaMMHO-annapaTHas
3alIUTa, KPUITOrpaduuecKre METONbl, NCHXOJIOTHYECKHE BHIBl 3aAIIUTHI, MOPAIBHO-3TUYECKHE BHIbI
3alUThI, CTpaxoBas 3amuTa HHPopmarun. OCHOBHBIE ITAlbl U 3aKOHOMEPHOCTH UCTOPUYECKOTO PA3BUTHUS
Poccun, e€ MecTo 1 posib B COBPEMEHHOM MHpE B LIEJSIX (POPMHUPOBAHUS TPAXKAAHCKON MO3UIIUH U PA3BUTHUSA
NaTpUOTH3MA.

IIpakTH4eckoe 3aHATHE.
BhINONHUTE NpakTHYECKYO padboTy

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. CucremaTuzanusi HCTOPUU Pa3BUTHsI METOJOB U cpencTB 3V B mpoliecce 3BONIIOLMH YEIIOBEUECTBA.
2. Beienure 0coOEHHOCTH BTOPOTO M TPETHETO MEPHO/Ia Pa3BUTUSL METO/OB U cpeacTB 3U.

3. KakoBbl OCHOBHBIE BUIbI HOCUTENEH nHpopmanuu Obutu B 60-80 rT. ?

4. Ha xakoli mepuoj NPUXOIUTCS HamOOJee HHTEHCHBHOE DEILIECHUE npobieM WHPOPMALMOHHOM
Oe3omnacHocTH?

5. OxapakTepu3yiTe COBPEMEHHOE COCTOSIHUE MPOOIEMBI 3aIUTHl  MH(GOPMAIIMH B MUPE.

6. HazoBHuTe OCHOBHBIC DJIEMEHTEI THIIOBOI CHCTEMEBI 3alIUThI I/IH(l)OpMaHI/H/I B COBpCMCHHOﬁ CHUCTEMC.



Tema 12. CTaHoB/IeHHEe H PA3BUTHE CUCTEM 3aIIMTHI MH(POPMAIIUN B BeAYLIUX 3apy0esKHbIX CTPaHaX.
3amura unpopmauuu B XX Beke. (ITK-9)

Jlexkuns.

BripaboTka HaBbika aHanmmza 3amuThl WHopmaruu B apeBHoctH ([peBHue Iepmanus, Wpnanmus,
Ucnannus, Jlanus w apyrue ckanauHaBckue crpasbl, JpeBHue I['peuuss u Pum, JlpeBnue Erumer u
Meconoramusi, Ctpanbl bmmxkaero Bocroka, pesnsis Wnnus, [dpeBusas Snonus, Hpesnuit Kwuraii).
3ammra wuHopmanuu B cpeanue Beka (CpenneBekoBas Epoma). 3amura wnbopmamuu B 17-19
Bekax.3ammTa nHpopmaruu B 1-if momoBuHe XX B. 3amurta wHGOpPMAUA BO BpPEMs BTOPOM MHUPOBOM
BOMHBI. 3amnuTa nH(OpPMAIK BO BTOPOH MmoJIoBUHE XX B.

IIpakTH4eckoe 3aHATHE.

Kpunrorpaduueckas 3amura nHpopMaIii Ha Ha4aIbHOM JTarle.
3ananus 1J151 CAMOCTOSITEILHOI padoThI.

- 3anucaTh KpaTKUK KOHCIIEKT JICKIIHH.

- 3yunTh 6a30BYy10 M JOMIOJHUTENBHYIO JUTEPATYpy IO TEME JIEKIIUU

- BemonauTe 1aboparopHyro padory.

TemaTnka BOIpOCOB:

1. Kak mmdpoBanu nHGpopMaIyio mpy moMouuy pyH?

2. B uem 3akimouaercs GopMUPOBaHUS U KAKOBBI OCOOCHHOCTH CUCTEM 3aIIUThI HH()OPMAIIUU B IPEBHEM
Kurae u Uaqun?

3. KakoBbI HCTOUHUKH, XapaKTEPU3YIOIIHE 0COOCHHOCTH U 3aKOHOMEPHOCTH CTAHOBJICHHUSI CUCTEM 3aIlUThI
uHpopmanuu B [[peBHemM mupe?

4. KakoBbl 0COOCHHOCTH CHUCTEM 3allMUThl KOMMEPUYECKOM TalfHbI B cTpaHax 3amagHoi EBpomnsl B XIX -
Hauyaje XX BB?

5. IlepeuncnuTe 3TANbl CTAHOBICHUE CUCTEMBI 3alUThl HH(popManuu B CILIA?

6. Uem eBpoIeiicKre TTOIX0/IbI K 3aIUTe HHPOPMAITUN OTIAUIACTCS OT BOCTOUHBIX?

7. YTO MOHMMAETCS MO «UHACUCKON KpunTorpapueiin»?

8. B ueM Ob1TO ci1aboe MecTo B repMaHCKOM MamnHe DHUTMa?

Tema 13. Cocrosinue npodaeMbl nHpopMannoHHoii 0e3onacHoctu B crpanax Espocorosa. (ITIK-9)
Jlekumus.

EBpomneiickoe areHTCTBO 1o ceTeBoil n mHbopmamnuonHon Oe3omacHocTH (ENISA) u rocymapcTBeHHbIE
cTparerun kuoepoOeszonacHocTu. lLleHTp mo OGoppbe ¢ KuOeprnpecTynmHOCThI0. bikaiiime MpoeKThI
EBpocoro3a.

IIpakTH4eckoe 3aHATHE.

[TpunHumne! mudpoBanus. AHaIU3 pa3BUTH 3apy0eKHON MPAKTUKU IPUMEHEHHS] aJITOPUTMOB
KpunTorpauyueckoil 3anThl JaHHBIX.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
- 3anucaTh KpaTKUK KOHCIIEKT JICKLIMH.
- MByunth 6a30BYI0 U JOMOIHUTENBHYIO JINTEPATYPY MO TEME JICKIIUU
- BoimonHuTh NpakTuyeckyto paboty
TemaTuka BOpOCOB:
1. Korga u ¢ xakoii niensto 061 co3nan EBporeiickuii coro3?
2. Yto Takoe nH(HOpMAIIMOHHOE OpYyKUe?
3. KakoBa ocHOBHast 0COOCHHOCTh MH(GOPMAIIMOHHOTO OPYKUS?
4. C xakoii 11enp1o 06110 co3nano EBpomneiickoe areHTCTBO MO CeTeBOM U MHPOPMAITMOHHON 6e30macHOCTH?

5. Kakue (pakTopbl 0Ka3bIBalOT BIMSHUE HAa (DYHKITMOHUPOBAHNE KITIOYEBBIX HH(DOPMAIIMOHHBIX CHCTEM
001I1ero MmoyIb30BaHus?

6. Uto Takoe knbepOe30macHOCTh?
7. dns wero ENISA pa3zpaborano crnenmansHoe pykoBoacTBo GoodPracticeGuideon NCSS?



8. KaxoBsI cdepsl oTBeTcTBeHHOCTH EBporielickoro meHTpa mo 60pboe ¢ KubepnpecTymHoCThI0?

9. KakoBbl 0OCHOBHBIEC HanpaBiieHus ooecnieuenust MadopmanmonHoit 6e3onmacHocTi EBpocoros3a B
KpaTKOCPOYHOM mepcreKTuBe?

10. B yem cyTh HOBBIX IIPaBUJI 3AIIUTHI MEPCOHAIBHBIX TAHHBIX, IPEIJIOKEHHBIX HA paccMoTpeHue B EC?

Tema 14. Cucrema 3amutbl uHGopmauuu B CHIA. (ITK-9)
Jlekumus.

Konnenmus nanmonansHo#t 6e3omacHocTr CIIA. T'ocymapcTBeHHBIE OpraHbl 0OeCIIeYeHUsT HAIlMOHATIBHOU
oeszonacHoctu CIIA. PasenpiBatensHoe ynpasienue (DI). OmneparuBHoe ynpasnenne (DO).
Hayuno-texunueckoe ympasinenune (DS&T). AamunucrtparusHoe ymnpasienue (DA). Ilouck, anamus u
CUCTEMAaTU3UPOBAHWE HAYyYHOW MHQOpPMAIMKM, OTECUYECTBEHHOTO U 3apy0eKHOro OmblTa IO TeMe
UCCIIEIOBAHMUS.

IIpakTnyeckoe 3ansATHE.

N3ydeHne rocynapcTBEHHBIX OpraHoB odecrneueHus nHpopMmanroHHoii 6e3omacuoctu CIIA.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

- 3anucarh KpaTKUil KOHCIEKT JIEKIHUH.

- MByunts 6a30ByI0 U JOMOIHUTENBHYIO JINTEPATYpy MO TEME JIEKIUU

- BrImomHuTh MpakTU4YecKyto padoTy

TemaTuka BOIpoOCOB:

1. Ilepeuncnute HOPMATUBHO-NIPABOBBIE AKTHI, pETIAMEHTUPYIOIINE TocyapcTBeHHY0 monuTHky CIIA B
obnactu HHPOPMATH3AIHH.

2. Kakyto nonutuky noikubl Bectu CHIA st yenenrHoit peanu3aiuu nojoxxenuit Konnenuu
HaMoHaILHOH Oe3omacHocty CIIIA?

3. UTo sBIIsIeTCS pe3yNnbTaToOM peaiu3auy nojaoxeHuit Konnenimu narponansHoi 6e3onacaoct CIIIA?

4. Kakumu nupextuBamu [Ipesuaenta CILLIA pernmameHTHpYETCS pElICeHHE BaXKHbBIE CTPATErHYeCKue
BOIPOCHI HAIIMOHAJILHOM TOTUTUKH B chepe HHPOPMAITMOHHOM 6€30macHOCTH?

5. Uro Takoe «Pa3BenpiBarensHoe CoobmectBo» CIIIA u kakue opraHu3anuu B HETO BXOJAT?

6. Kakue opransl ucnoanutenbHo Biactu CIIA 3aHMMAarOTCs UCKITIOUYUTEIBHO TOJIBKO Pa3BeIbIBATEIbHON
NEATEILHOCTRIO?

7. Kakue cTpyKTypHBbI€ IToJipa3AeiaeHus BXoaiaT B coctas [IPY?
8. HazoBuTte npuuuHsl 1 11enu co3aanuss MunuctepcTBa BHyTpeHHEH 6e3omacHoctr CIHIA.

9. Kakue ynpasineHus U OTIENbI BXOIAT B cocTaB HannonanbHOro yrpasiieHUs: BOEHHO-KOCMHYECKOM
passenku CIIIA?

10. Kakue metons! ucnons3yer AHB B cBoeit nmpodeccnonanbHOM 1esTenbHOCTH?

Tema 15. Cucrema 3ammtbl nHGopmanun B Berukoopuranuu. (ITK-9)

Jlexknus.
[TapnmamenTckui KOMUTET o pa3Benke U 0€301acHOCTH BennkoOpuranuu
(IntelligenceAndSecurityCommittee /ISC/). PasBenpiBarenpHas ciryx0a BenukoOpuranuu

SecretIntelligenceService / MI16. KontppassenpiBarensHas ciry:x6a MI-5. LleHTp npaBUTEIbCTBEHHON CBA3U
(GovernmentCommunicationsHeadquarters /GCHQ/). IIporpammusie cpenctsa Ub.

IIpakTH4eckoe 3aHATHE.
Crannmaptel Ub. CTpykTypa 3aTpar Ha 3amuTy HHGOpMaIlMK B MpaBUTEIbCTBE bpuranumu.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.

[Touck wuHOpMaIU 0 TOCYIapCTBEHHBIX OpTraHax obecrneueHrs HHPOPMaAITMOHHOW 0€30MMacHOCTH
Benmukobpuranum.

Tema 16. Cuctembl 3amuThl HHGopMmauuu Bo @pannun. (I1K-9)
Jlekumus.



Crencnyx0b1 @paniry3ckoii pecmybmuku. Ctpykrypa crencinyx06 ®panmysckoit pecmyomuku. [II'CE.
VYnpasnenue BoeHHo# passeaxu (IPM). Ctpykrypa JIPM.

IIpakTH4Yeckoe 3aHATHE.
N3yuenune rocynapcTBEHHBIX OpraHOB o0OecrieueHus: nHpopMaIrmoHHoi 6e3onacHoctu OpaHIun.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Kak npaButenscTBO @paHIMK paccMaTpUBaeT KOHIEMINIO HH(POPMALMOHHOW BOMHBI?

2. Yem (QpaHIty3cKoe MPeCTaBICHNE IKOHOMHUUECKOTO KOH(IMKTA OTIMYACTCS OT APYTUX
€BPOIEHCKUX CTpaH?

3. AHa/M3 NPEeUMYLIECTB BUPTYAIIbHON BOMHBI?

4. 1nsa kaxkux ueneit Bo @paniun coznaéress MHGOPMAIMOHHO-aHAIMTUYECKAs CHCTEMa MOJIEPKKU
MIPUHATHSA PELICHUI?

5. Kakue MeTozpl M0 MHEHUIO (PPaHITy3CKHX HKCIEPTOB 00ECIIeUNBACT HAJEKHYIO 3aLIUTY
MH(POPMALIUHU U KaKUe MEpPbl HEOOXOIUMBI IS AOCTHXKEHHS STUX METO0B?

6. UTo npensaTCTBYET 3alUTHBIM JEHCTBUSAM [0 MPEIOTBPALLECHUIO U CHHXKEHHIO YTPO3
nH(OPMAITMOHHON BOMHBI?

Tema 17. Cucrembl 3amutsl uHGpopmauuu B Kurae. (ITK-9)
Jlekumus.

[IpencraBnenne 006 wHGOpPMAMOHHOM MPOTHBOOOpPCTBE B Kurae. 3akoHOmarenscTBO B cdepe
nHpopmarmonHoir Oe3zomacHocth B Kwurae. OOecmeuenne 0€30MaCHOCTH KOMITBIOTEPHBIX H
nH(popMaMoHHbIX cucteM.  OpraHu3aloHHas CTpykTypa crneucnyx6 Kuras. «Bemukas crena»

nHpopmarmonHoi Oe3omacHocTH Kwutas. MunucrepcTtBo rocymapctBeHHol Oe3zomacHoctu KHP.
[Touck, aHanmuM3 M cUCTEMaTH3UpPOBAHUE HAyYHOM HHQPOpPMAIMM, OTEYECTBEHHOTO U 3apyOe’KHOTO
OTIBITA 110 TEME UCCIIeI0OBaHUSI.

IIpakTH4eckoe 3aHATHE.
N3yuenune rocynapcTBEHHBIX OpraHoB oOecrieueHus: nHpopmarmonHon 6ezonacuoctu Kuras.
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.

1. Oxapakrepusyiite HopMaTUBHO-TIpaBoByt0 0azy Kuras B chepe b u oTBeTCTBEHHOCTS 32
KOMIIBIOTEpHBIE IIpecTyIuleHus B Kurae.

2. [lepeuncnure ocHOBHBIE crienicay 0bl Kutasi, kakue (pyHKUHUU OHU BBITOTHSIOT?

3. Uro Takoe «Benukas ctena» nHpopMannoHHoi Oe3zonmacHoct Kutas? Uem oHa oTiMuaeTcs OT
nonutuku b B Poccun?

4. KakoBbl 0COOCHHOCTH MOJICPKKU  MIHTEpHET-pecypcoB YacTHBIMU JHiaMu B Kurae?
5. Kakue 3anaum pematorcsi B Kurae B paMkax HMHTErpanuy B MUPOBBIE HH(OpMAIIHOHHBIE

6. Uto nonpasymeBaercs noa codoii "Konuenmust cereBbix cun" ?



7. Ha30BUTE OCHOBHBIE MEPOIIPUSITHUS, OCYILECTBIIIEMbIE PYKOBOACTBOM KHTasi, HalpaBlICHHbIE Ha
nobiieHre b crpansl.

8. Uro mpencrapiusier coboit kornenius B Kurtasn?
9. KakoBbl OCHOBHBIE 311€MEHTHI paBoBoiicucTeMbl b Kuras?

10. KakoBbl 0CHOBHBIE MeponpusTHs o  obecnieuenuto b Kuras, ocymiecTeisemslie B mipoiecce
WHTETpaIiy B TNIOO0ANbHYIO ceTh MHTepHET?

Tema 18. Hlu¢posoii cyBepenntet. (I1K-9)
Jlekumus.

Drnoxa ciioMa CyBepeHHTeTa. DJICKTPOHHBIA cyBepeHuTeT. Kubeppoiina. MHpopMamoHHBI CyBEepEHUTET.
Pa3paboTka HE3aBHCUMOr0 HHTEPHET-I0CTYyIA.

IIpakTn4yeckoe 3ansATHE.
CpaBHHUTENbHAS XapaKTEPUCTUKA CUCTEM 3alIUThl HH(OPMALIUU B BeIyLNX 3apyOeKHBIX CTpaHaXx.
3ajaHus AJ151 CAMOCTOSITEIbHOM PadoThI.

1. Uto Brurouaet B ce0s "3JEKTPOHHBIA IIUT" TOcyaapcTBa?

2. Bo3mokHo u Hannuue y Poccun "snexrponHoro murta"?

3. YUro BrIItOUaET B ce0s "MHPOPMAITMOHHBIM TTUT" rocyaapcTBa’?

4. Obnamaer nmu Poccust B Hacrosiiee Bpemsi  "wHGOPMAIIMOHHBIM IITUTOM"?

5. Kakas cTtpana B HauOosblel ctenenu odnanaer "»aeKTpoHHBIM" U "HH(OPMAIMOHHBIM" ITUTOM?

Tema 19. Ku6epo6e3onacHoctTs — MUP 3KCepTOB U npectynHukoB. (I1K-9)
Jlexknus.
Mup kubepbezonacuoctu. Jlomensl kubepoOezonacHoctu. KubepOe3omacHOCTb: 310yMBINUICHHUKN U
cienuanucTel. Mzyuenne oOmmx yrpo3. Yrpo3sl HHTEpHET-yCIyraM. YIpo3bl KIFOUEBBIM OTPACIISIM
NPOMBIIITICHHOCTH. PactipocTpanenue yrpo3 kuoepOe30nacHTCH: MyTH PacIpOCTPaHEHHsI U YPOBEHb
CIIOKHOCTH  yrpo3. JlomonHuTenbHas MOAJEpKKAa Oe30MacHOCTU: HMHTEPHET-COOOIIecTBAa U
MeXIyHaponHas ceprtudukanys. OCHOBHbBIE 3Talbl U 3aKOHOMEPHOCTH HCTOPHUYECKOTO PA3BUTHUS
Poccun, e€ MecTto U poib B COBPEMEHHOM MHUpE B LENAX (POPMHPOBAHUS TPAKTAHCKOM MO3UIMH U
IIpakTnyeckoe 3ansATHE.
Onpenenenue kubepmomeHHnuecTBa. Knubepoesonacunocts. Unentudukanus yrpossl. OnpeneneHue
cnienuanu3anuu no uHpopmarmronHoi o6ezomacuoctu NISP/NICE.
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1.3a 9TO OTBEUaeT areHTCTBO HanMOHaIbHOM O0e30omacHOCTH (NSA) B CIILIA?
2. Yo HaHOCUT OoJbIINil yiepO, BHYTpEHHHUE YTPO3bl UM BHEHIHKE Yrpo3bl? U mouemy?
3.YT0 UCTIONB3YIOT JHOOUTENN WM KBAIU(UIUPOBAHHBIE 3JI0YMBIIIUIEHHUKH IIPH BHEIIHUX YTPpo3ax?
4. Yto B ce0s BKITIOYAIOT KOPIIOPATUBHBIC TAHHBIE?

5. Urto co3maeT pacTyIyro yrpo3y s OpraHu3aliii, KOTOPbIE MO3BOJITIOT MOOUJIBHBIM YCTPOHCTBAM
COTPYIHUKOB TOJIKJIFOYAThCS K CBOUM CETAM?

6.Uto Takoe Internet of Things (IoT) ?



7. bonbIne naHHBIE MPECTABIISAIOT COOO0M KaK BHI30BBI, TAK U BO3SMOXKHOCTH, OCHOBAHHBIEC Ha TPEX
U3MEPEHMSX, HA KaKuX?

8.Uto Takoe nepenosas nocrosiHHas yrposa (APT) u uig yero npecTynmHUKN 00b19HO BbIOUpaioT APT?
9.YT1o MOTYT OTCEXKHUBATH araku ainroputrma? [Ipusenure npumep.
10. Pamka paboueii cuiibl knaccuuimpyer padoTy o kubepOe3omacHoCTH Ha ceMb Kareropuit . Ha kakue?

Tema 20. «Ky0» knéepoesonacnoctu. (OK-3)
Jlexknus.

Tpu m3mepenus Kky6a kubepOe30nacHOCTH: LENOCTHOCTH (MPUHIIMIT LIEJTOCTHOCTH JaHHBIX, MOTPEOHOCTH B
LEJIOCTHOCTH, TMPOBEPKA HEIOCTHOCTH), KOH(DUICHINATBHOCTD (MPUHLIMIT KOH(PHUICHIMAIBHOCTH, 3aIlnTa
KOH(UACHIMANBHBIX JTAaHHBIX, YIPABICHUE TOCTYIOB, MEXIyHAPOAHOE 3aKOHONATEIBCTBO) U JOCTYIHOCTD
(mpUHLMI JTOCTYMHOCTH,00ecreueHne AocTynHocTh). JlaHHble M oOecrieueHre Oe30MacHOCTH: THUIIBI
XPaHWIHUIL JaHHBIX, METO/BI Mepeadn TaHHBIX, TPOOIEMbI 3aIUThHl XpaHUMBIX JTaHHBIX In-Transit, popmer
00pabOTKU M BBIUMCIICHUS JAHHBIX, ONPEAeNICHHE COCTOSHUS NaHHBIX. KoHTpMeps! o knbepOe3onacHoCTy.
TexHnonmoruu: mporpaMMHble TapaHTHHM O€30IaCHOCTH, amlmapaTHble CPEICTBA 3alUTHI, CETEBBIC
TEXHOJIOTHH, oOnauyHble TexHomoruu. Co3maHue KyJIbTYpbl OCBEIOMJICHHOCTH O KHOepOe30macHOCTH.
[Monutukn W mpouenypsl  KuOepOe30macHOCTH:  CTaHAApThl, METOAWYECKHE  PEKOMEHAALUH,
nporenypsl.Onpenenenne  kateropud — nportuBozeiicTBus.Cucrema  ympanenuss  UT:  mozmens
kubepo6e3onacuoctu 1SO.

IIpakTnyeckoe 3ansATHE.

Anamu3 npunuunoB Ub. Onpenenenne npunuunos Mb. Onpenenenue CcOCTOSHUSA JaHHBIX. YCTaHOBKA
BupTyanbHoi MamuHel Ha [1K. M3yuenue ayrenTudukanuu, aBropuszanuu u yueta. Usyuenue
mdpoBanus ¢aitioB u naHHbIX. [IpoBepka 1eT0CTHOCTH (PailyioB U TaHHBIX.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.Yro Takoe KkubeprnpocTpaHcTBO?
2. Kakue Tpy BO3MOKHBIX COCTOSTHUSI UMEIOT TaHHBIE?
3.Yemy npensTcTByeT KOH(PUACHIUAIBHOCTD?
4.Kakwue CylecTBYIOT TPH THIA KOH(UICHIIUATbHON HH(OPMAITIH?
5.YT0 TaKkoe eI0CTHOCTh U KaKHe METO/IbI UCIOIB3YIOTCS sl 0O0ecieueH sl 1eJI0CTHOCTH TaHHBIX ?
6.Ut0 cymecTByOT 001IHe Xen-(QpyHKIIu?
7.910 Takoe NOCTYNHOCTh JAHHBIX?
8.Kakue Tpu npuHIHMNA MPOEKTUPOBAHUS OOBIYHO BKITIOYAIOT CUCTEMBI BBICOKOM IOCTYITHOCTH?
9.Kakue neficTBHSI BBITIONHACT OpraHU3amus 11l 00eCIeYeHUs JOCTYTHOCTH?
10.91o Takoe DAS u NAS?

Tema 21. Yrpo3nl kudep0e30nacHoOCTH, ya3BUMOCTH M aTtaku. (ITK-9)
Jlekumus.

BpenonocHble mporpaMMbl M BpPEAOHOCHBIA KoJ. TuIbl BpEAOHOCHBIX MPOTpamMM: BHUPYCHI, YEpBH,
TPOSIHCKHE KOHHM, JIOTMYECKHE OOMOBI, BBIMOTATeNH, O3KBOJAbI M PYTKUTHIL. 3allUTa OT BPEIOHOCHBIX
nmporpaMM. ATaku 3JIEKTPOHHOM MOCTHI U Opay3epa: craM, spyware, adware, scareware, pumunr. [1narunst
Opay3epa. 3ammTa OT aTak JIEKTPOHHOW MOCTHI U Opay3epa. MOIIEHHUYECTBO: JaBUHT, MUTTUPOBAHUE U
JIpyTHe METOMABI. 3aluTa OT MolleHHu4YecTBa. KubOeparaku: Tumbel kubOeparak (OTKa3 B OOCITYyKHBaHUH,
MOJIJICIKY, "YeIOBEeK MocepennHe”, aTaku ¢ HYJIEBBIM JTHOM, BEIEHHUE JKypHaia KJIaBHATyphl). 3alura OT
arak. OOHapy>eHHe yrpo3 U YSI3BUMOCTH. ATakM U 3aluTa OeCHpOBOIHBIX U MOOWJIBHBIX YTCPOWCTB.
Hactpoitka WEP/WPA2 Psk/ WPA2 RAdius. Ilpukiagapie aTaku: MEXCAUTOBBIM CKPUITHHT, BBOJ KOJa,
nepenojiHeHue Oydepa, ynaaieHHOe UCIIOJIHEHUE KOMa, AJIEeMEHTHI yrnpasieHus ActiveX u Java. 3amura ot
aTaK MPUIOKEHUMN.

IIpakTnyeckoe 3ansATHE.



OmnpeneneHue TUIIOB BPeIOHOCHOTO Kojia. OmnpernieneHue atak 3JIeKTPOHHOM MOYTHI U Opay3epa.
Onpenenenue npodieM corpanbHol HHXeHepun. Onpenenenue kudep-arak. OnpenaeneHue THIIOB
IIPUJIOKECHUH U aTaK.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.Yro Takoe kubeparaka?
2. Yto Takoe BpenoHocHoe [107?
3. HazoBurte Tpu criocoba pacrpocTpaHEeHUs! KOMITbIOTEPHBIX BUPYCOB.
4.YT0 HYXHO c/Ie1aTh, YTOOBI 3aIIUTUTH CEOSI OT BPEIOHOCHBIX MporpamMm?
5. Kakue uenu npecnenyer cnam?
6.Uto Takoe Spyware?
7. Yem otinuaetcs OObIYHBIN (UIITUHT OT (PUITUHT-KOIIbS?
8. [ns wero npeanasHadeHo orpasienne SEO?
9. HazoBuTe crioco0bl yCTpaHEHUs criama.
10.HazoBute cnocoOsl murruposanus (Piggybacking)

Tema 22. Kpunrorpadpuueckune meronsl 3amutbl nHGpopmanun. (OK-3)

Jlexknus.
Hctopus kpuntorpadpun. Cosznanue 3amudppoBaHHOro Tekcra. M3yuyenune mmdpa Buxenepa. /[a Tuma
mudpoBanus: MmMUGPOBAHUE C 3aKPHITBIM KIIOYOM (IIPOIIECC CHUMMETPUYHOTO IIU(PPOBAHUSA, THIIBI,
JITOPUTMBI), MIM(PPOBAHUE C OTKPHITHIM KIIIOYOM (aCCUMETPUYHBIN IMporecc mu(poBaHusi, aJropuTMBbI).
KitoueBoii menempxkMenT. CpaBHEeHHE THIIOB K poBaHust. KOHTpob 10CTyna: TUIIBI KOHTPOJIS, CTPaTEeruy,
UACHTU(UKAIMSA, METOAbl MPOBEPKH MOJIMHHOCTH, AaBTOPH3alMs, IOAOTYETHOCTb, THUIBI CpPEACTBA
KOHTpoJIsi 6e3omacHocTH. COKpBHITHE JaHHBIE: MACKUPOBaHUe, cTeraHorpadus, oodyckarms.

IIpakTnyeckoe 3ansATHE.
Hcnonb30BaHNe CUMMETPUYHOTO K (ppoBaHus. Vcronb30BaHNE aCCUMETPHUYHOTO MU(PPOBAHUS

CpaBHEHHE CHMMETPHUYHOTO M acCUMETpU4HOro ImudpoBanus. OmpeaeeHne CTPATeTHid KOHTPOJIS
nocryna. OmnpejelieHne METOIOB MPOBEPKU MOMTUHHOCTH. CpaBHEHHE THIIOB 3JIEMCHTOB YIPaBICHUS
0€30IaCHOCTBRIO.

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1.Yto Takoe kpunrtorpadus?
2.Ilepeuncnure criocoObl CO3AaHUS 3aMM(POBAHHOTO TEKCTA U MX KPATKOE OMUCAHUE.
3.Ha3oBuTe 1 onuImuTe JBa TUIA AITOPUTMOB MU(DPOBAHUS.
4.YUto Takoe KOHTPOJIb Gu3ndeckoro aocrymna? HazoBuTe ero 1enb.
5. HazoBuTe M OMUIINTE HECKOJBKO CPEACTB KOHTPOJIS AOCTYIIA.
6. [lepeuriciiure BUIbI KOHTPOJIA JOCTYTIA.
7. OnumuTe TPUHIUI PabOThI UICHTU(DUKAITHH.
8. Ha3zoBuTe 1 OMHIINTE JIBAa TUTIA OMOMETPUIECCKUX UICHTH(PUKATOPOB.
9. Yto Takoe aBTopu3aus’?
10. Yo Takoe NomOTYETHOCTE?

Tema 23. O6ecneuenue mea0cTHOCTH JaHHBIX. (OK-3)

Jlexknus.
ObecnieueHne MEIOCTHOCTH JaHHBIX. THIBI 3JIEMEHTOB yIpaBieHHs LelocTHOCThIO. [ndpoBbie moamnumcy,
CpaBHEHHE QJITOPUTMOB IM(poBoi mnoxnucu. McmonpzoBanue uuppoBbix mnoxmucei. CepTuUKATHL:
co3nanue 1udpoBoro ceprudukara, Mporecc MPOBEPKH, MyTh ceprudukara. ObdecrnedeHne coOMOneHUs
LEJIOCTHOCTH 0a3bl JaHHBIX: TpoBepka M TpeOoBaHus K 1enoctHoctd bJl. Ilowck, aHanu3 wu
CHCTEMaTU3UPOBAaHHE HAyYHOH HWHQPOpPMAIMM, OTECYECTBEHHOTO U 3apyOeXKHOro OIbITa 10 TeMe
UCCIIEJOBAHHUS.

IIpakTnyeckoe 3ansATHE.

N)



Onpenenenne repmunonorun. Cracking (B3nom) nmaposeii. McrionbzoBanue u@poBbIX MOAMHCEH.
Pabota ¢ mudpossiMu ceptudukaramu. Opranusamus yIaJIeHHOTO JOCTYyIIa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. Yto Takoe xemupoBaHue?
2. [lepedncnure cBOHCTBAa KPUNITOrpahUIECKOi Xd1I-(PyHKIHH.
3. Yto ucnosib3yeT araka ciaoBaps?
4. Yro Takoe Tabnuia moucka?
5. Yto moMoraeT yCTaHOBHUTH U(PPOBAsI MOAHUCH?
6. Uro Takoe PKI?
7. Ceptudukar npuHAICKUT IETOYKE CePTU(HUKATOB, HA3BIBAEMOH ... .
8. IlepeuncnuTe YeTHIpE MpPaBUIA U OTPAHUYCHHS LIETOCTHOCTH IaHHBIX.
9. [lepeuncnure KPUTEPUH, UCIIOIB3yEMbIE B IPABUJIE TIPOBEPKH.
10. Yto rapanTupyeT UEIOCTHOCTh IOMEHa?

Tema 24. Konnenuusi «naTu AeBAToKk». (OK-3)
Jlexknus.

UYro Takoe "mATh AeBiATok"? Cpensl, TpeOyromme "nsaTh AeBATOK". Yrposy aoctynHoctu. [IpoexTrupoBanue
CUCTEMBI BBICOKOM JIOCTYNHOCTBIO. Mepbl MO YIyYIIEHHIO JOCTYNHOCTH. YIpaBIE€HHE aKTHUBAMU!
UACHTU(UKAIMA aKTHBOB, KJIACCU(HKALMS aKTHBOB, CTAaHAAPTU3ALMUS AKTUBOB, MACHTU(HUKAIMI YTrpo3,
aHanmu3 pucka. M30BITOYHOCTS. CucremHass ycrolumBocTh. PaccienoBaHHe WHIMICHTOB: (a3bl
pearupoBaHMs Ha WHIUAEHT (MOArOTOBKA, OOHApY)XEHHE, aHajh3, BOCCTAaHOBJIEHME). TexHoioruu
pearupoBaHMs HAa MHUUACHT: KOHTPOJIb JIOCTYNa B CETh, CUCTEMbl OOHApY>KEHHS BTOPKEHUH, CHCTEMBI
IIPEOTBPALLCHNUs] BTOP)KEHUI.aBapUMHOE BOCCTAHOBJIICHHWE: IUIAHMPOBAHHWE BOCCTAHOBJIEHHMHM IOCIIE
CTUXHMHHBIX O€ACTBUH, IIIAaHNPOBAaHHE HEMPEPHIBHOCTH OM3HEca.

IIpakTH4eckoe 3aHATHE.

[IpoBenenue ananu3a pucka akTuBoB. OnpesiesieHne YpoBHs 3alIUThl. AHaIU3 a3 pearnpoBaHus Ha
WHIU/ICHT.

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. Yto o3Ha4yaeT IIATH AEBITOK?
2. Uto HeoOxXoaruMOo YTOOBI 00ECIIEYNTh BHICOKYIO IOCTYITHOCTh?
3. Kakue cpenpl, TpeOyOT IATh JEBATOK.

4. Ilepeuncnure Tpu OCHOBHBIX NMPUHITUIIA, KOTOPbIE BKIIOUAET B ce0sl BHICOKAst JOCTYIMHOCTD IS
JOCTHKEHUS 1IeJTM HEMPEPBIBHOTO JIOCTYIA K JAHHBIM M YCIIyTraM.

5. [lepeuncnure kareropuu UACHTU(GUKAIINN AKTHBOB.

6. Uto Briroyaet B cebs unenrudukarop CVE?

7. YTto Takoe aHaJIU3 PUCKOB?

8. Kakue yetbipe 001X crocoda CHIKEHUS pUCKa CYIECTBYIOT?

9. Urto aemaet pe3epBHBIN MAacCHUB He3aBUCUMBIX AUCKOB (RAID)?

10. Yro siBnsieTcs ocHOBHOMU (yHKImMel Spanning Tree Protocol (STP)?

Tema 25. 3ammura nomena kudepoesonacaoctu. (I1K-9)
Jlexknus.
3anUTHBIE CUCTEMBI M yCTPOUCTBA: yKkperuienue (6esonacunocts OC, ynpaBieHue natyamu, OpaHaMays3phl,
6e3onacHas cBsi3b). bezomnacHocTh GecripoBOaHBIX 1 MOOMIBHBIX ycTpoiicTB: WEP, WPA/WPA?2, B3anmHas
ayTeHTHU(HKaKs. 3aluTa JaHHBIX X0CTa: KOHTPOJIb AOCTyNa K Qaiinam, mudpoBanue (aiiiaos, pe3epBHOE
KOIMPOBAaHHUE CHUCTEMbI U JAHHBIX. YIpaBlIeHHE M300pKEHUSIMH M KOHTEHTOM: CKPHHUHT M OJIOKHMpPOBKA
KoHTeH. PU3nUecKas 3ammra pabounx craHiuii. besonacHOCTh cepBepoB: O€30MaCHBIN yAaIeHHbIH JOCTYTI,
aJIMUHUCTpAaTUBHBIC MEpPHI, (PU3NUECKast 3allUTa cepBepoB. be3onacHOCTh ceTH: 3almTa CeTeBBIXyCTPHOCT,
roJIOCOBOE U BUI€0000pyaoBanue. Pu3nueckas oxpaHa: KOHTPOJIb JOCTYIIA U BUCOHAOIIOICHNUE.

IIpakTH4eckoe 3aHATHE.

N)



bezonacHocTh cuctemsl Linux. 3amuTHeie CUCTEMBI U ycTpoiicTBa. CepBepHble OpaHaIMaysphl 1
Mapupytusatopsl ACL.

3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1. Uto Takoe Microsoft Baseline Security Analyzer (MBSA)? Ilepeunciaute ee 0CHOBHBIC (DyHKIIUH.
2. Ha3oBuTe pa3HOBUIHOCTH aHTUBUPYCHBIX MporpamMm. OxapakTepusyiTe ux.
3. [lepeuncnuTe NpenMyIecTBa UCIOIb30BaHUS CITY>KObI aBTOMAaTHYECKOrO OOHOBIICHUSI.
4.HazoBute crannaptsl 6e3onacHocti Wi-Fi. Kakoii u3 Hux nHanbonee agdexrunen?
5. Urto Takoe KOHTPOJIb JOCTyMa K (ainam? HazoBurte paszpernieHust, 10CTyHbIC 1751 (HaiijioB U TaroK.
6. Uto Takoe mudponanue nanubix? Kak oHo paboraer?
7. HazoBuTe o0mue npaBuia mocTpoeHus 3QPEKTUBHBIX CHCTEM JIEKTPOCHAOKECHHUS.
8. Uro Takoe OpanamMaysp?
9. Uro Takoe Voice over IP (VoIP)? HazoBute ycTpoiicTBa, HeoOxoaumsbie st VoIP.
10. HazoBute (puzndeckue METOAbI OXPAHbI MPEAIPUATHS.

Tema 26. Cneunanuctsl no kudepoezonacHoctu. (IIK-9)
Jlexknus.

JlomeHbl KHOepOe30MacCHOCTH: MOB30BATEILCKAN TOMEH (0OIIMe yrpo3bl MOJIb30BaTeNe U ysI3BUMOCTH,
yIpaBJIEHUE Yrpo3aMH IOJb30BaTeNIeH), TOMEH YyCTpoiicTBa (0OIIME yrpo3bl YCTPOWCTBA, YIpaBlICHHE
yIpo3aMu yCTPOWCTBA), JOMEH JIOKAJIbHOW ceTu (oOIipe yrpo3bl M YIpaBiICHHE YIpO3aMM), YaCTHBIN
oOnayHblii ToMeH (00Iue yrpo3sl W YIpaBlIeHHE yrpo3aMu), OOIIEeCTBEHHBIH OONauyHBI JAOMEH (oOmue
YIPO3bI U YIpPaBJICHUE YIPO3aMHu), JOMEH sl pu3nueckux Juil (001Ire yrpo3sl U yIpaBlIeHHE yrpo3aMu),
JIOMEH TNpHIOXKEeHUH (00mue yrpo3sl W ympaBlieHHE yrpo3amu).. Dtuka pabdotel B Mb: pykoBopsiue
MIPUHIUIIBI, 3aKOHBI H OTBETCTBEHHOCTH, MH(POPMALIMOHHBIE CAMNTBHI).

IIpakTH4eckoe 3aHATHE.

CootBeTcTByIOIIME 00acTh KubepOezonacHoCTH. Vcronb30BaHne COOTBETCTBYOIIETO HHCTpyMeHTa 3.
WNHuTerpanus HaBBIKOB.

3ajanus AJ151 CAMOCTOSITEJIbHOM PadoThlI.
1. Ilepeuuncnute 001IMEe YTPO3bI MOJIB30BATENEH, OOHAPYKEHHBIC BO MHOTUX OPTaHU3alLIUsX.
2. [lepeuncnure yrpo3sl A pU3NUECKUX YCTAHOBOK B OPraHU3aIUH.
3. Ilepeuuncnute yrpo3bl JUIst MPUIOKEHUH.
4. Kakue Mepbl MOTYT BHEPATh OPTaHU3aLMH ISl 3aIIUThl IPUIOKEHUHN OT Pa3InYHbIX YIpo3.
5.YT0 TaKkoe 3THKA CIEeUAINCTa 10 KHOepOe30macHOCTH?
6. Ha3oBuTe 3THYECKHME CUCTEMBI, KOTOPBHIE PACCMAaTPUBAIOT ITHKY C Pa3HBIX TOYEK 3PEHUSI.
7. HazoBuTe necsaTh 3a1oBeaei KOMIIbIOTEPHOU STUKH.

8. Konsennus o kubepnpectynnoctu. Kakue ctpansl nmoanucany 3Tot goropop? HazoBure 0611yto
MOJIUTUKY OTOBOPA.

9. Yto takoe CERT. Kakue yciyru oHu npeaocTaBiisitor?
10. CymectByeT 1 TUCTpuOyTHUB Oe30macHOCTH Ha ocHoBe linux? Ecnu 1a, To Kakoe ero Ha3BaHue?

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

5 cemecTp
* mocemnraemocts — 10 GammoB
*  TEKyIIUWA KOHTPOJIbL — 72 Gasia
*  KOHTPOJILHBIE CpPe3bl — 2 cpe3a Mo 9 6aioB Kaxablit
* mpeMuasbHBIC OauTel — 20 6aioB

Pacnipenenenre 6aJiioB 10 3aaHKSIM:

N)



Ne T
MBI

Hassanue 1

Dopmbl

Max. ko

MCTO,Z[I/IKa IMMPOBCACHUA 3aHATHUA U OLIC

Hcropus 3ail

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

9 6anyoB - CTYAEHT MPaBMIbHO OTBeyaeT Oojee yeM Ha 90% Bompocos
7-8 GanmoB — CTyAeHT MpaBHIIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amoB - cTyneHT npaBuiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT mpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.

O0ecnieueHue ¥

Tectuy]

TecT cOCTOUT U3 BOTIPOCOB € BEIOOPOM OTBETA.

9 6anoB - CTyAEHT MpaBWILHO OTBevyaeT Oosnee yem Ha 90% BOMPOCOB
7-8 GamoB — CTyJEHT MpaBUIIbHO oTBeuyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWILHO OTBeuyaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.

OO0ecnieueHue Ha
HOIlau 1

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

9 6anyoB - CTYAEHT MpaBMIbHO OTBeyaeT Oosee yeM Ha 90% BompocoB
7-8 GannoB — CTyAeHT MpaBHIIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amoB - cTyneHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT mpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

O0ecnieueHue Ha
BoiiHbl.

Tectuy]

TecT cOCTOUT U3 BOTIPOCOB € BEIOOPOM OTBETA.

9 6anoB - CTyAEHT MpaBWILHO OTBevyaeT Oosnee yem Ha 90% BOMPOCOB
7-8 GanmoB — CTyJEHT MpaBHIIbHO oTBeuyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyAeHT NpaBUWIbHO OoTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE JAAET.

Cucrema Oe3om

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

9 6anyoB - CTYJEHT MpaBMIBHO OTBeyaeT Oosee yeM Ha 90% BompocoB
7-8 GanmoB — CTyAeHT MpaBMIIbHO oTBeyaeT Ha 50-80% BOIMPOCOB B Te(
4-6 6amIoB - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT MpaBUIBHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

Opranuzanus 34

Tectuy]

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

9 6anoB - CTyAEHT MpaBWILHO OTBevyaeT Oonee yem Ha 90% BOMPOCOB
7-8 OanmoB — CTyJEHT MpaBUIIbHO oTBeuyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTYIEHT NpaBWiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWILHO OoTBeuyaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.

CoBpeMeHH4

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BEIOOPOM OTBETA.

9 6anyoB - CTYAEHT MPaBMIbHO OTBeyaeT Oojee yeM Ha 90% Bompocos
7-8 GanmoB — CTyAeHT MpaBMiIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyneHT mpaBUIBHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

[Ipobaemsr o

Tectuy]

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

9 6anoB - CTyAEHT MpaBWILHO OTBevyaeT Oonee yem Ha 90% BOMpOCOB
7-8 GamoB — CTyJCHT MpaBHIIbHO oTBeuaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWIbHO OoTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AAET.

JlunieH3zuposat

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

9 6anyoB - CTYAEHT MPaBMIbHO OTBeyaeT Oosee yeM Ha 90% Bompocos
7-8 GanmoB — CTyAEeHT MpaBMIIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTyIeHT npaBuiIbHO oTBevaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyneHT MpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT

Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

N)



10.

Opranuzanu

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

9 6anoB - CTyAEHT MpaBWILHO OTBevyaeT Oonee yem Ha 90% BOMPOCOB
7-8 OanmoB — CTYJEHT MpaBUIIbHO oTBeuaeT Ha 50-80% BOMPOCOB B Te(
4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWILHO OoTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.

I1.

ITocemtaemocTh

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7 6aiIoB — MOCENIAeMOCTh CTyIeHTa cocTaBisieT He MeHee 80 % 3aHs
5 6anIoB— MOCEMAeMOCTh CTy/IeHTa cocTaBisieT He MmeHee 50 % 3aHsT]
1 Gamn — mocemaeMoCTh CTYIEHTa COCTABISIET HE MeHee 25 % 3aHATHj

12.

IIpemuansHbIe G

20

JIoNONMHUTENBHBIE IPEMUATBHBIC OATUIBI MOTYT ObITh HAYHCIICHBI:

- 33 TIPOEKT, BHIMTOJHEHHBIN 110 3aKa3y padoToNaTeNs U peaTn30BaHHbIY
- TOCTOSIHHASI aKTUBHOCTH BO BPEMsI MPAKTHICCKUX 3aHsITHH — 10 Gan
- TOJTHOCTBHIO MOJITOTOBJICHHAS K ITyOJIMKAIIMH CTAThs 110 TEMATUKE B P3
- yYacTHE C JOKJIAJIOM BO BCEPOCCHUCKON OJIMMITHAJIE IT0 TEMATHKE U3
- YJacTHE B BBICTaBKE IO TEMATHKE N3y9IaeMOU TUCIIUTIINHEI — 20 6aT)
- MyOJIUKAIHS CTAThH [0 TEMATHKE U3y4aeMOW JUCIUTLTUHBI B COOPHH

13.

Htoro 3a cemec

100

rocemaemMocts — 10 0ayuioB

TEKYIIHI KOHTPOJIb — 67 6aioB
KOHTPOJIbHBIE cpe3bl — 2 cpe3a: 11 6amios, 12 6amios
npeMuanbHelie 6amisl — 20 6anos

6 cemecTp

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No T
MB]

Hassanmne T

Dopmbl

Max. ko,

MeTtoauka IpOBEICHUS 3aHATHS U OIIC

Oransl pa3BUT

Tectuy]

11

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10-11 GanmnoB - cTyIeHT NpaBUIIBHO OTBedaeT Oosee ueM Ha 90% Bomp
7-9 GannmoB — CTyJCHT MpaBUIIbHO oTBeuaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWILHO OoTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0aylIOB HE AaET.

CraHoBJICHUE U []

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

11

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

10-11 GasmnoB - cTyAeHT MpaBHILHO OTBe4YaeT 6osee yem Ha 90% Bomp
7-9 GannmoB — CTyAeHT MpaBMIIbHO oTBeyaeT Ha 50-80% BOIPOCOB B Te(
4-6 6amoB - cTyneHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT mpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

CocrosHue np

Tectuy]

11

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10-11 GanmnoB - cTyneHT NpaBUIIBHO OTBedaeT Oosee ueM Ha 90% Bomnp
7-9 GanmoB — CTyJEHT MpaBUIIbHO oTBeuyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWIbHO OoTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AAET.

Cucrema 3al

Tectuy

11

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

10-11 GasmnoB - CTyAeHT MpaBIIBLHO OTBe4yaeT 6osee yem Ha 90% Bomp
7-9 GannmoB — CTyAeHT MpaBMIIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT mpaBUIBHO oTBedaeT Ha 25-30% BOMPOCOB B TECT

Menee 25% mpaBHIIBHBIX OTBETOB 0AJTOB HE JAET.

N)



Cucrema 3ar

Tectuy]

11

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10-11 GanmnoB - cTyneHT NpaBUIIBHO OTBedaeT Oosee ueM Ha 90% Bomp
7-9 GanmoB — CTyJEHT MpaBUIIbHO oTBeuyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWILHO OoTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.

Cucremsl 34

Tectuy

11

TecT cOCTOUT U3 BOMPOCOB C BEIOOPOM OTBETA.

10-11 GanmnoB - cTyAeHT MpaBHILHO OTBe4YaeT 6osee yem Ha 90% Bomp
7-9 GannmoB — CTyAeHT MpaBMIIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amoB - CTyIeHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyneHT mpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

CHUCTEMEI 3

Tectuy]

12

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

10-12 6amioB - cTyAeHT MpaBUILHO OTBe4aeT Oosee yeM Ha 90% Bomp
7-9 GanmoB — CTyJICHT MpaBUIIbHO oTBeuyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6aIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWIbHO OTBeuaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE JAaET.

Hudposoi

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

12

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

10-12 GanmoB - CTyZIEHT MpaBMWIIBHO OTBedaeT bonee ueM Ha 90% Borip
7-9 GannoB — CTyAeHT MpaBMIIbHO oTBeyaeT Ha 50-80% BOIPOCOB B Te(
4-6 6amoB - cTyneHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT mpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.

ITocemnaemocts

10

10 6amioB — CTOMPOIIEHTHOE TOCEIIEHUE 3aHITHI CTYIEHTOM

7 0aJIOB — MOCEIIAeMOCTh CTYICHTA COCTaBIIsICT He MeHee 80 % 3aHs
5 0aJI0B— MOCEMAEMOCTh CTYIIEHTa cocTaBisieT He MeHee 50 % 3aHsT]
1 Gay — mocemaeMoCTh CTYICHTa COCTABISCT HEe MeHee 25 % 3aHATHj

10.

[IpemuaneHsIe G

20

HOHOJ’IHHTCJ’IBHHC IMpEMUAJIbHBIC Oamsl MOTYT OBITh HAYKCIICHBI:
- 3a IPOCKT, BBIIIOJIHCHHBIN 110 3aKasy pa60T0;[aTen$[ u peaJ’II/IBOBaHHHﬁ
- IOCTOSAHHAA aKTUBHOCTDH BO BPEMS MPAKTHYCCKUX 3auaTHil — 10 Oamn
- IIOJIHOCTBIO IMOATOTOBJICHHAA K Hy6J'II/IKaI_[I/II/I CTaTh4 0 TCMATUKE B pd
- y4aCTue ¢ 10KJIaJ0M BO BCCpOCCHﬁCKOﬁ OJIMMIIUAIC IO TCMATUKE U3Y
- Y4aCTHC B BbICTABKC I10 TCMATUKE H3y‘-IaeM0ﬁ JUCHUIITTMHBI — 20 Oaj
- Hy6J'II/IKa]_[I/I$I CTaTbH I10 TCMATUKE 1/I3yqaeM0171 JHUCHUIIIMHEI B C60pHI/I

11.

Hroro 3a cemec

100

nocemaemMocts — 10 0ajuioB

TEKyIIUH KOHTPOJIb — 44 Oaia

7 cemecTp

KOHTPOJBHBIC CPe3bl — 2 cpe3a: 7 6amos, 9 6amioB

npemMuaabHbie 0amisl — 20 6ayIoB

OTBET Ha dK3amene: He Oosiee 30 0aiuioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

No T
MB]

Hassanmne 71

Dopmbl

Max. ko,

MeTtonuka MIpOBEICHUS 3aHATHS U OIIC

Kubepbesong

Tectuy]

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

6-7 0aIoB - CTyACHT NMPaBUILHO OTBedaeT Oosee yem Ha 90% Bompoc
4-5 6amIoB — CTYJIEHT MpaBWIBHO OTBeuaeT Ha 50-80% BOMPOCOB B Te(
2-3 Gayta - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.

Menee 25% mpaBUWIBHBIX OTBETOB 0AJIOB HE JACT.

N)



«Ky0» xuod

Tectuy]

TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

6-7 OaJIOB - CTYIIEHT MPaBWIBHO OTBedaeT Oonee yeM Ha 90% Borpoc
4-5 6amIoB — CTYJIEHT MpaBWIBHO OTBeuaeT Ha 50-80% BOMPOCOB B Te(
2-3 Gayta - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/lIOB HE AaET.

Yrpo3s! kub

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BEIOOPOM OTBETA.

6-7 0aIoB - CTYJIEHT MPaBMWIIBHO OTBeuaeT Oornee ueM Ha 90% Bompoc
4-5 6amnoB — CTyeHT npaBuiIbHO OoTBedaeT Ha 50-80% BOMPOCOB B Te(
2-3 Gaa - cTyeHT paBuiibHO oTBevaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB OAJJTOB HE JAET.

Kpunrorpad

Tectuy]

TecT coCTOUT U3 BOIIPOCOB C BHIOOPOM OTBETA.

6-7 OaJIOB - CTYIIEHT MPaBWIBHO OTBedaeT Ooinee yeM Ha 90% Bompoc
4-5 6amIoB — CTYIIEHT NMpaBWIBHO OTBedaeT Ha 50-80% BOMPOCOB B Te(
2-3 Gayta - cTyleHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIBHBIX OTBETOB 0a/IOB HE JAaET.

O0ecneueH|

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

6-7 0aIIoB - CTY/IEHT MPaBMIIBHO OTBedaeT Oornee ueM Ha 90% Bompoc
4-5 GamnoB — CTyeHT npaBuiIbHO oTBedaeT Ha 50-80% BOMpPOCOB B Te(
2-3 Gama - cTyeHT paBuiibHO oTBevaeT Ha 30-50% Bompocos.

1 Gamn - cTymeHT mpaBWIIBHO OTBedaeT Ha 25-30% BOmpoCoB B TecTe.
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.

Konnemnmus

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

6-7 OaJTOB - CTYIIEHT MPaBWIBHO OTBeuaeT Ooinee yeM Ha 90% Bompoc
4-5 6amIoB — CTYIIEHT MpaBWIBHO OTBeuaeT Ha 50-80% BOMPOCOB B Te(
2-3 Gaia - CTyZleHT npaBuiIbHO oTBedaeT Ha 30-50% BompocoB.

1 Gann - cTyneHT npaBUIIbHO OTBedaeT Ha 25-30% BompocoB B TecTe.
Menee 25% npaBUIIBHBIX OTBETOB 0aylIOB HE AAET.

3amura 101

Tectuy

TecT cOCTOUT U3 BOMPOCOB C BLIOOPOM OTBETA.

9 6anyoB - CTYAEHT MPaBMIbHO OTBeyaeT Oojee yeM Ha 90% Bompocos
7-8 GanmoB — CTyAeHT MpaBMiIbHO oTBeyaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amoB - CTyneHT npaBuiIbHO oTBedaeT Ha 30-50% Bompocos.

1-2 Ganna - cTyIeHT MpaBUIHHO oTBedaeT Ha 25-30% BOMPOCOB B TECT
Menee 25% mpaBHIIBHBIX OTBETOB 0AJJTOB HE JAET.

Crnenmaiud

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

TecT cOCTOUT U3 BOTIPOCOB C BEIOOPOM OTBETA.

9 6anoB - CTyAEHT MpaBWILHO OTBevyaeT Oonee yem Ha 90% BOMPOCOB
7-8 OamoB — CTyJEHT MpaBMIIbHO oTBeuaeT Ha 50-80% BOMPOCOB B Te(
4-6 6amIoB - CTYIEHT NpaBUiIbHO oTBeuaeT Ha 30-50% Bompocos.

1-2 Ganna - CTyOeHT NpaBUWIbHO OoTBeuyaeT Ha 25-30% BOIPOCOB B TECT
Menee 25% npaBUIBHBIX OTBETOB 0aylIOB HE AaET.

ITocemtaemocTh

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7 6aiIoB — MOCEIAeMOCTh CTyAeHTa cocTaBisieT He MeHee 80 % 3aHs
5 6anyIoB— MOCEMAeMOCTh CTy/IeHTa cocTaBisieT He MeHee 50 % 3aHsT]
1 Gamn — mocemaeMoCTh CTYIEHTa COCTABISIET HE MeHee 25 % 3aHATHj

10.

IIpemuansHbIe G

20

JIonONMHUTENBHBIE PEMUATBHBIC OATUIBI MOTYT ObITh HAYHCIICHBI:

- 33 TIPOEKT, BHIMTOJIHEHHBIN 110 3aKa3y padoToNaTeNs U peatn30BaHHbIY
- TOCTOSIHHASI aKTUBHOCTH BO BPEMsI MPAKTHICCKUX 3aHsITHH — 10 Gan
- TOJTHOCTBHIO MOJITOTOBJICHHAS K ITyOJIMKAIIMH CTAThs 110 TEMATUKE B P3
- yYacTHE C JJOKJIAJIOM BO BCEPOCCHIUCKON OJIMMITHAJIE IT0 TEMATHKE U3
- YJacTHE B BBICTaBKE IO TEMATHKE N3yIaeMOU TUCITATIINHEI — 20 6aT)

- MyOJIUKAIKSI CTAThH 110 TEMATHKE U3y4aeMOM TUCIUILIAHEI B COOPHU
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11.

OTBeT Ha DK3aM

30

OrneHka «ymn0oBIETBOPUTEIBHON»- CTYEHT UMEET 10CTaTOUYHBbIH MUHIMY
OreHka «XOpOIIo» — *J0CTaTOYHO MOJHBIE U CUCTEMAaTU3UPOBAHHBIE 3
Hay4YHBIX U Ipo(eCcCHOHANBHBIX 3a/1a4; YCBOCHHE OCHOBHOW U IOTIOJH
- OneHka «OTIMYHO» — CUCTEMAaTU3UPOBaHHbBIE M TV U NIOJTHBIE 3HAHM|
JTUCLMITIINHBI, a TAK)KE 10 OCHOBHBIM BOIPOCAM, BBIXOSAIINM 3a Ipe.d
IyOOKOe YCBOGHHE OCHOBHOHN U JOTIOIHUTENLHON JINTEPaTyphl, PEKOM

12.

Hroro 3a cemec

100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHON 1Kajge W B TPATUIIMOHHOMN

YeThIpEX0a/UIbHON  IIKAJIe.

[TepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCIUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaJUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OtnuyHO
70 - 84 6anmoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

TecTupoBanme

Tema 1. Uctopus 3amutsl nHbopManmu B Poccun 1o XX Beka

1.Kak Ha3pIiBasncs o01erocyjapcTBeHHbIN Kofieke B KoHIe XV Beka?

a. HCT BCPHOI'0 OTBETA

b. cynebnuk +
C. JICTOITUCh
d. Koncrurynus

2.Kak HazpIBanoch 3amu@poBanHoe cooduienne B 16 Bexe?

a. BCC NIEPCUYUCIICHHOC

b. rpamora

C. 3aTeHOE NUCHMO +

d. 3ammdpoBaHHOE MHCEMO

3.Kakoii mpuka3 BBIIOIHSII Pa3BebIBaTEIbHbIC PYHKIHH?

a. MyIIKapCKui
b. OpoHHBI

C. CTpeNeuKui
d. moconbckuii +

4.Bpiciiuii oprat BIacTy B TOCYIapCTBEHHOM cucTeMe yrpasieHus u 6ezonacnoctu Bennkoro Hoeropopa:

a. 0OsIPCKUIA COBET

b. coBeT npu KHs3E

C. Beue +
d. nuepkoBb

5.Kakoii(-ue) mmdp(-b1) cymectBoBai(-u) B cepenune 18 Bexa?

a. cTeHorpaduyeCcKuit

N)



b. yHHBEpCaIbHBIN
C. TCHEPAIbHBIN U UHIWBUAYAJIbHBIN +
d. TpaHCTIO3UITMOHHBII

6.J1ns1 0603HaueHMs cTaTel CeKPeTHOCTH B 19 Beke IpUMEHSITUCH TPUQBL...
a. KOH(pUICHIIMAITBHO

b. cekpeTHO 1 0000 BaKHOCTH

C. CeKPETHO U BECbMa CEKPETHO +

d. cexpeTHO, BeCbMa CEKPETHO U 0COO0I BaXKHOCTH

7. He3akoHHOE M3IaHNE COUYMHCHUI HAa3bIBANIOCK...
a. IeH3ypa

b. koHTpadakums+

C. DMUCCHS

d. COUMHUTENBLCTBO

8.Kakas ¢ynkuus 3amutsl nHpopmauuu HE ocymecTBnsnach BOGHHO-YYEHBIM OTACICHUEM B CTPYKType
I'VIIL...

a. pa3paboTKa HHCTPYKIIUI 110 BOMPOCY ACSITEILHOCTH MUHUCTEPCTBA
b. npeaynpexaeHre HeCaHKIIMOHUPOBAHHOTO TOCTYIA K JaHHBIM +
C. BEICHHE CEKPETHOTO JIEJIONPOU3BOACTBA

d. ynpaBieHre BOEHHbIMU areHTaMu

9.B 19 Beke B kpunTorpaguveckux Ciyx0ax mudpsl KI1acCHPUITUPOBAIUCH...
a. 10 OTPacieBOMY Ha3HAUYCHUIO

b. Mo cTeneHn CeKPeTHOCTH

C. BCE BBIIIIE MTEPEUNCICHHOET

d. 1O SI3BIKOBOMY TIPUHITUITY

Tema 2. O6ecneueHne HaMOHAILHOM Oe30omacHoCTH Poccnu B mHbopManmonHoi chepe 1900-1917 rr
1.Kakoii ouriep 3aHumasicst BorpocaMu KoHTppa3Benku B [lerepOypre B nepuos nepBoil MUPOBON BOWHBL...
a. P.3opre
b. P.Xanccen
¢. M.JI.bonu-bpyeBuu+
d. JLI1.bepus

2.B xakom roay kauuensipus BoenHo-ydeHnoro xomurera ['enepanpHoro mraba BoenHoro muHucrtepcrna
MOATOTOBUJIA CEKPETHBIA IECTUCTPAHUYHBIA NMPOEKT OpraHU3allMd KOHTPPa3BEIbIBATEILHONU CIYXKObI B
BOECHHOM BEIOMCTBE...

a. 1917
b. 1903+
c. 1937
d. 1913

3.KoMy noaunHsAIMCh MOrpaHUYHAs U TAMOXKEHHAsI CTPaXa...
a. MB/]

b. KOHTpOJIILHOMY OIOPO

C. BOCHHOMY BEJIOMCTBY

d. MUHHCTEPCTBY (pHHAHCOB+
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4. Kakue Bonpocsl permaMeHTupoBai cnenotaen VIII apXxuBHO-UCTOPUYECKOTO OTACIICHMUS. ..
a. BblJJa4a JOKYMCHTOB

b. paGoTHI ¢ CEKPETHBIMU JOKYMEHTAMH +

C. KpUIITOBAHHE MEPEIUCKU

d. opraHusaius CeKpeTHOMN NepenucKku

5.Kto BmepBble B HCTOPHMH peaau30Bajl Ha MPAKTUKE CXEMYy IUCTAHIIMOHHOTO CheMa aKyCTHYECKOMU
nHpopmarumu...

a. Slnonnsa+

b. Kurait

c. Aurnus

d. Poccus

6.Kakumu Bompocamu 3aHumManics BocbMoM cTton VII oTnenenHuss BegeHUsT BOEHHOM CTaTUCTUKU
MHOCTPaHHBIX rocynapcTB Broporo Ynpasnenus I'enepan-Ksaprupmeiicrepa...

a. BEJICHUE MEPENICKU T10 areHTYpHOU pa3BeaKe

b. obGecniedenne paboOThHl MPUKOMAHIMPOBAHHBIX HHOCTPAHHBIX OPHUIIEPOB K PYCCKON apMUn

C. BCE BBILIENIEPEUNCICHHOET

d. BezieHHe Mepenucky 1o CeKPeTHBIM BOIIPOCcam

7.B xakoii cTpaHe 10 MepBO MUPOBOM BOMHBI CYIIECTBOBAIM BOCHHBIE ACIIM(PPOBAILHBIE OPTaHHbl...
a. 'epmanus

b. ABcTpus

c. Poccus

d. ®pannusa+

8.MecToM XpaHEHHS MOOWIM3AIMOHHBIX IJIAHOB COMIACHO | THUTOBOM MHCTPYKIMU «IIyHKTBI XpaHEHUS
SIBJISUTHCD. ..

a. BCE€ BHIIIECTIEPEUNCICHHOE+

b. Kapiep npu raynraxre

C. JICHEXHasl KJ1a/10Basi TApHU30HHOM raynTBaxXThl
d. MOOMITU3AIIMOHHBIHN OT/eN Taba OKpyra

Tema 3. OGecnieueHre HaIIMOHAIBHON 0€30MaCHOCTH B MH(OPMAIIMOHHON c(epe B mepros co3aaHus
COBETCKOM BiacTH, B iepuoa HOIla u noBoeHHbI niepron

1.Kak Ha3piBanach crericnyx0a, OCHOBHOE Ha3HauYeHHE KOTOPO# Obliia 00ppOa ¢ KOHTPPEBOIIOLUEH U
caboraxem ¢ 1917-1921 rr.

a.Haponueiit Komuccapuar Bayrpennux Jlen (HKB/I)

b. O6seauHEHHOE TOCYTapCTBEHHOE NToiuTHYecKoe ynpasienue (OI'TIY)
c. Becepoccuiickas upesBsryaitnas komuccus (BUK)+
d. l'ocynapctBennoe nonutuueckoe ynpasienue (I'TIY)

2.IIpaBo nmpuMeHeHUs BHECYACOHBIX pETpecCcrii ObUIO JAHO MO OTHOIICHHIO K. ..
a. BCE€ BBILICNIEPECYUCIEHHOE T

b. K UekHcTaM, COBEpPIIMBIINX JIOJKHOCTHOE MPECTYTIICHUE

C. Y4aCTHHUKaM BOOPYKEHHBIX OrpadieHuit

d. yroJoBHHKaM-peIUBUCTAM, 3aXBaY€HHBIX C OPYKUEM B pyKax
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3.B kaxom rogy ynpaszaamiu Beepoccuiickas Upessrruaitnas Komuccus (BUK)
a. 1922r+

b. 1924r

c. 1923r

d. 1921r

4.Kem HazHauanmuch npencenarenb OObeTUHEHHOTO TOCYIaPCTBEHHOTO MOJMTHYECKOTO YIIPABICHUS U €T
3aMECTUTENH ..

a. tuuHo B.U. Jlenunsim

b. xomteruett ['ocynapcTBennoro nonutudeckoro ynpasieHust (I'TIY)
c. Coetom Hapoausix komuccapoB CCCP;

d. [Mpesnamymom [IUK CCCP+

5.IlepBoii akmueit Beepoccutickas Upespsruaiinas Komuccust (BUK) B [lerporpane crano ..
a. paccliieZloBaHue AesITenbHOCTH L[eHTpabHOrO cTa4YeyHOr0 KOMUTETA+

b. paccnenoBanue B mpodcoro3ax

C. IPUMEHEHHE MepP K MPECEUYCHHUIO TOAPHIBHBIX aKIUi

d. HeT BepHOTO OTBETA

6.Pabounm(-u) opranom (-amu) CraBku BepxoBHoro [ maBHOKOMaH10BaHUS SBIISIICS(-HCB)..
a.BC€ BBINICIIEPECYUCIEHHOE +

b. YnpaBneHnue HapkoMaTOB 00OPOHBI
c. 'enepanpHblil mTad

d. BM®

7 Kto0 noamucall pyKOBOAAINIHME YKa3aHHsS HadYaJlbHUKaA mrabda BCPXOBHOI'0O ITIaBHOKOMAaHIOBAaHHUA II0
MAaCKHUPOBKE IMOATOTOBKU arpe€CCHuu..

a. ['mtnep
b.JIenun

c. Kefitenp +
d. Benens

8.Kto Ob11 mepBbiM pykoBoautenem YK(BUK) CCCP?
a. @©.3./I3epKkuHCKui+

b. JL.IL.bepus

c. B.P.Menxuuckuii

d. M. JIsmuc

9.Kaxk Ha3bIBasIach IJIaBHAsI T€OTIOIUTHYECKAs TOKTpUHA?
a.PropukoBuun

b. Mocksa-Tperuit Pum+

c. Mockaa

d. TKO

10.Kto 6511 mmaBoit HKBJI ¢ 1938 .?
a. JL.IL.bepus+

b. ©.2./I3epxuHCcKuit

c. B.P.Memxunckuit

d. M.S. JIammc
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Tema 4. O6ecnieuenne HalMOHAIBHOM Ge30macHOCTH B MH(OpMAIIMOHHOH cdepe B nepuon Bennkoit
OteuecTBeHHOM BONHBI.

1.IlenTpanbubiii opran rocygapcrseHHoro ympasieHuss CCCP nmo 6opb0e ¢ mpecTymHOCThIO B
1934-1946r.r. — 310

a. 'maBHoe Ympasnenue ['ocynapcrsernoi bezonacnoctu (I'YI'B)

b. Oco6oe Koncrpykropckoe bropo (OKB)

c. Komurer I'ocynapctBennoit besomacuoctu (KI'b)

d. Hapoansrit Komuccapuar Bayrpennux Jlen (HKBJ)+

2.B ciepe orBercTtBenHOCTH Haponusiit Komuccapuar Buyrpennux Jen (HKB/I) naxonumucs ...
a. BbIJ1aua MacropToB

b. mruHas 6€30MacHOCTb TpaXkIaH

C. DKOHOMHUYECKas JeSITEIbHOCTh CTPAHbI

d. mpaBoO BbIHECEHHUSI IPUTOBOPOB BO BHECYIEOHOM MOpsiKe+

3.3anpaueit morpannuHbix Bovick Hapomusiit Komuccapuar Bayrpennux Jlen (HKB/) Obwio ...
a. 6oprba ¢ TuBepcaHTaMu

b. Bce BbIIIE epeUrcIeHHOEet

C. BBISIBJIEHHE HapyLIEHUH NOrPaHUYHOIO PEXUMA

d. oxpaHa rocyapCTBEHHOM IpaHUIIbI

4.CMEPII 310 ...

a. HA3BaHHUE CEKPETHOTO JJOKyMEHTa

b. Ha3BaHUe psjia HE3aBUCHMBIX APYT OT Jpyra KOHTPPa3BeIbIBaTeIbHBIX OpTraHU3alMii+
C. KOZIOBOE Ha3BaHUE OTEpaIUN

d. ycTpoiicTBo 151 3acekpeunBaHus Tele(OHHBIX TIEPErOBOPOB

5.K 3agauam CMEPIIla HE otHOCHNOCH

a. 6oprba ¢ 1e3epTUpcTBOM Ha GPOHTAX

b. BBIMTOTHEHHUE CTICUATBHBIX 3aJaHUI HAPOTHOTO KOMHCcapruaTa 00OpPOHBI
C. MPOBEpPKa BOEHHOCITY>KaIINX, OBIBIINX B IUVIEHY U OKPYKEHHH ITPOTUBHUKA
d. KOHBOMpOBaHNE BOCHHOIUICHHBIX +

6.ITepBbie pa3zpaboTKy anmapaToB cekpetHoro TenedonupoBanus B CCCP OTHOCHIINCEH K ...
a. 1930-1931rr

b. 1929-1930rr

c. 1927-1928rr+

d. 1928-1929rr

7.Kak Ha3bpIBaIOCH YCTPONUCTBO aBTOMAaTHYECKOTO 3aCEKPEUNBAHUS Telle(DOHHBIX MTIEPETOBOPOB?
a. HUMC

b. PKKA

c. uaBeprop EC +

d. CMOPII
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8.KTo pykoBOAMI TpymIoil Mo CO3AaHUIO ammaparypsl MUGPOBAaHHUS U OLEHKONW CTOMKOCTH ammaparypsl
3aCEKpEeYMBaHMsI pEUYEBOT0 CUrHana?

a. B..bekaypu

b. B.A.KorenpaukoB
c. A.Il.Ilerepcon+
d. MutkeBu4

Tema 5. Cucrema 6e3onacaoctu CCCP Bo BTOpOi#i monoBuHe 40-X — mepBoii nmonoBuHe 5S0-X IT. XX Beka.
1.Opransr CMEPII-Haponnsiit Komuccapuar I'ocynapcrennoit bezonacnoctu(HKI'B)-Munuctepcrso
locynapctBennoit bezonacnoctu(MI'b)-MB/I Haxonunuck moji KOHTpOJIEM
a. Cranuna
b. Jlenuna
c. bepun
d. Cranuna u xyparopa [IK+

2.Kakne MexIyHapoaHbIe OpraHu3auy Bo3Hukim omarogaps yuactuto CCCP B mocneBoeHHBIE TOTbI
a. MeXKIyHapOaHAs JeMoKpaTtudeckas gpenepanus skeHmmH (MJIDX)

b. Bce BhIIIeTIEpEUNCIICHHOE+

C. BCEMHPHBII KOHTpecca MUpa

d. BcemupHnas deaepannn 1eMokpaTuieckoi Mmonoaexu (BOIM)

3.Kak HaspiBaeTCs COBMECTHO co3naHHoe B 1947 romy mHbOpManmoHHOE OIOpPO CO ITA0-KBAPTHPOH B
ropone benrpane

a. KoMuHpopM+

b. KOMUHTEpH

c.xomuteT ['ocynapctBennoit bezonmacHoctu (KI'B)

d. napoansiit Komuccapuar Bayrpennux [len (HKB/)

4.Bo uto, B Mmapte 1946r., 6611 ipeodpazoBan Cosaapkom CCCP?
a. BepxoBHbI CoBeT

b. coBer MuHHCTPOB+

c. penepansHoe Cobpanue

d. rocynapctBennyto JJymy

5.Kakue opransl B okTsi0pe 1949r Obutn nepenansl B MUHHCTEPCTBO rOCYAapCTBEHHON 6e30nacHOCTH?
a. HeT BEpPHOTO OTBETa

b. opransl q03HAHUS

C. OpraHbl MIJIMIMH ¥ TTOTPAaHUYHbIE BOWCKa +

d. TamoxxeHHas ciryx6a

6.Kakast HOBas KaTeropus areHTypsl ObUIa BBe/IeHa B stHBape 1952r?
a. areHThI

b. pe3uneHTHI

C. KOHTPAreHThI

d. cerareHThI+

7.B xakom rogy B CIIIA 6b110 coznano LlenTpansnoe Pa3sensiBatensnoe Ynpasienue (LIPY)?
a. 1941
b. 1947+
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c. 19451
d. 1955

8.C uenpro npenotBpaiieHus: paketHo-saepHoro yaapa no CCCP B Boopyxkennsix Cunax CCCP B 1951r
OBLIM CO3IAHBI:

a. BCE BBIILE IEPEUHUCIICHHOE

b. nemudpoBabHOE yrpaBlIeHUE

C. IITAaTHBIC B3BOJIBI PAIUCTOB

d. mTaTHele JUBEPCHOHHO-Pa3BeIbIBaTEIbHBIC ()OPMUPOBAHUS B COCTABE apMHiA+

Tema 6. Opranuzarus 3aUTH TOCYAAPCTBEHHBIX CEKPETOB M CUCTEMa 0€30TaCHOCTH BO BTOPOH MOJIOBUHE
50-90 romos.

1.B kakom roxy npu Munuctepctse ['ocynapcrsennoit bezonmacnoctu(MI'B) 6b110 coznano LlentpansHoe
010pO IO palMOHATN3AINH U H300peTaTeIbCTBY

a. 1941r
b. 1945r
c. 1953r+
d. 1975r

2.Kakoro otnena B ctpykrype Munucrepcte [ocymapctBennoit bezonacnoctu (MI'b) Ha konery 1946 .
HE 65110

a. otner «II»+
b. otmen «K»
C. OTHET «A»
d. otmen «P»

3.Kro 6wt Ha3HaueH npeacenareneM Komutera [ocynapcrsennoit besonacHoctu (KI'B)
a. 1.B.Cranun

b. N.A.CepoB +

c. C.H.Kpyrios

d. M. JI.Promun

4.Yem 3anumaerca otaen «K» B crpykrype Munucrteperse I'ocynapctenHoi besonacnoctu (MI'B)
a. KOHTppa3BeAbIBaTEIbHBIM 00€CIeYeHHEM OOBEKTOB aTOMHOM MPOMBIIIIIEHHOCTH+

b. paTnoKOHTppa3BeIKOM

c. 60pr0OIi ¢ TEPPOPU3MOM

d. KoHTppa3BenKon

5.®@yHkusA(-un), BO3JIOKEHHbIE HA CAMOCTOSITENIBHOE 5 YNpaBlIeHHWE B LIEHTpajdbHOM amnmnapare Komurera
IocynapctBennoit bezonacuoctu (KI'b)

Bribepute onuH OTBeT:

a.0praHu3anuy padoThl MO BHISBICHUIO U U3YYEHHUIO MPOLIECCOB, MOTYIIUX OBITH
HCIIOJIB30BAaHHBIMU IIPOTUBHUKOM B LENAX UIECOJIOTMUYECKON TUBEPCUU

b.pa3paboTku B KOHTAKTE C Pa3BEAKOM HICOTOTUYECKUX LIEHTPOB MPOTUBHUKA, AaHTUCOBETCKHUX
SMHUIPAHTCKUX U HALIMOHAJIMCTUYECKUX OpraHU3aluii 3a pyOexoM

C. BCE BBINIETIEPEYNCIIEHHOE +

d.BBISIBICHUS U TIPECEUEHUS BPAXICOHOM NesITeTbHOCTH aHTUCOBETCKUX, HALIMOHATMCTUYECKIX

MU IIEPKOBHO-CEKTAHTCKHUX OJJIEMEHTOB, a TaKXke mpenorBpamieHus (coBmectHo ¢ opranamu MOOII)
MacCOBBIX O€CIIOPSIKOB
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6.I'oBopst o mpuopuTeTax, OCHOBHBIX HAIPABICHUSAX M MPHUHIMIIAX MEPECTPOWKH B paboTe OpraHoB
rocyaapcTBeHHOM 6e3omacHocTH B.A. KproukoB onpenenu ux Kaxk

a. 3akoH, ['macHocTs u [lopsigok
b. 3axon, [IpaBaa u [macnocts+
c. 3akoH u I macHOCTH

d. IIpaBna u I'macHocTh

7.Kro 6w 3amectuTenemM npenacenarenem Komurera ['ocynapctenHnoii besomacnoctu (KI'B)
a. ®@.J]1.bookxoB

b. A.®.Kazgpimes

c. E.®.1BanoB

d. M.1.EpmaxoB+

8.0cHoBuble 3amaun Komurera ['ocynapcrBennoit besonacHoctu (KI'b) mpu Coroze Munuctpos CCCP B
1954r

a. OXpaHa PyKOBOJUTEIEH MapTUHU U TOCyAapCTBa

b. opranuzanus mudpoBanus u aemubpoBaHus aea

C. KOHTppa3BebiBaTeNbHas pabota B CoBeTckoii Apmuu 1 BoeHHO-MOpCcKoM ¢uiote
d. Bce BhImIeNIepeUnciIeHHoe+

Tema 7. CoBpeMeHHas cuctema 3ammuThl nHGopmaruu B PO.

1.Crenciy>x6a, denepanbHbIi OpraH UCIOTHUTENBbHOM BiIacTu PD, ocymecTBisionas B mpeaenax CBOUX
IIOJIHOMOYUH PEIICHUE 3aa4 110 KOHTPPA3BEIKE

a. Coser 6e3omacHoctu PO

b. OpraHsl BHYTPEHHUX A€

c. ®epepanbHas cinyxo6a 6ezonacaoctu (OChH)+
d. ®enepanbhas ciyx6a oxpansl (PCO)

2.Yto Bxomaut B opranbl denepanpHoii Ciryx0b1 bezomacHocT (PCH) PO?

a. Ynpasinenue ®Cb P® no otnenbHbIM peruonam u cyobexkram PO

b. ®enepanpHas ciyxoOa 6e3omacaoctu PO

c.Bce Beienepeunciennoe+

d. Ynpasnenue ®@Cb PO B Boopyxennbix Cunax PD, Bolickax u MHBIX BOWHCKHX (DOPMUPOBAHMSIX

3.Ilenb corpynanuectBa OenepanpHoit Cioyx0n1 besonacnoctu (PCH) PO ¢ MunucrepctBom BHyTpeHHUX
Hen (MB]), morpannyHoil 1 TamoxkeHHOU cimyxkO6amu, denepanpHoit Ciryx0b1 KonTposs 3a Hapkotukamu
(®CKH)

a.BC€ BBIIICIIEPEYUCIICHHOE+

b. ¢ HE3aKOHHOW MUTpaIuen

c. 6opn0a ¢ koHTpabaH/10# U HE3aKOHHBIM 000POTOM HAPKOTHUKOB
d. 6oppOa ¢ TEPPOPUCTUIECCKUMH OPTaHU3AIUSIMH

4.Kto Bosmasisin Cinyx0y 6e3onacHocTH [Ipe3unenta PO B 1993-1996rT?
a.B.I' Kynumos

b. E.A.MypoB

c. A.B.Kopxakos+

d. C.M.CmupHoB
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5.B cnyx0y komennanta MockoBckoro Kpemiis Bxoaut?
a. rapaxx 0co00ro Ha3HauYEHUs

b. moYeTHbIH KaBaIePUICKHIA FICKOPT +

C. cIry>k0a OXpaHbI

6.MUHHCTEPCTBO BHYTPEHHUX 11 Ob1JI0 00pa3oBaHoO?
a. 1992r+

b. 1991r

c. 1994r

d. 1995r

d. HEeT BepHOTO OTBETA

7.B enuHyl0 LIeHTpaIn30BaHHYO cucteMy opraHoB BuyTtpennux [len P® HE Bxogat?

a. OpraHu3alid U TOApa3EICHUs, CO3aHHBIC JUIsl BBHIMIOJHEHUS 3a/a4 M OCYIICCTBICHHUS MOJHOMOYHH,
BO3JI0keHHBIX Ha MBJ[ PO

b. opransl qo3HaHus +
c. opransl BuyTpennux Jlen(Bkitouas MOIULUIO
d. BHyTpeHHUE BoMCcKa

8.BenomcTBO, cocTaBHasg yacth MBJ] PO, nestenbHOCTh KOTOPOTO HAIlpaBJICHA HA 3aIUTY KU3HU ?
a. TUBJJ]

b. CoBeT 0e30macHOCTH

c. BHyTpeHHue BoiiCcKa

d. IMomnmsa+

9. maBHOKOMaHAYIOIIMH BHYTPEHHUMH Boiickamu MuHuctepcTtBa BHyTpeHHuX aen?
a. B.B.Ilyrun

b. B.B.30on010B +

c. B.B.Tuxonos

10.ITocTossHHO ~AEWCTBYIOIIME CHELMAIBHBIE OpraHbl, IPEIHAa3HAYEHHBIE [UISI HENOCPEICTBEHHOIO
yOpaBieHUs  OOBEIUHEHHBIMM  CHJIAMM M CPEIACTBaMH,  BBIIEICHHBIMH  JUIS  IPECEUYEHUs
JUBEPCUOHHO-TEPPOPUCTUYECCKUX AKIIMM, a TAKXKE JIUKBUIALUU UX ITOCIEACTBUN

a. OI'B
b. ®Cb
c. I'pynna OneparusHoro Ynpasienus (I'pOVY);+
d. MB/1

11.B Kakux ropHbIX pailOHax JIEHCTBYIOT BOGHHbIE KoMeHaTypbl Munucrepcrsa O6oponst PO?
a. HET BEPHOI'0 OTBETA

b. KaBkazckom

. YpajibCKom

d. Benenckom u lllaraiickom+

12.B xakom rony co3nana ['ocynapctBennas ®enbaberepekas Cinyx6oa (I'PC)?
a. 1896r

b. 1696r

c. 1996r

d. 1796r+
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13.0cHoBHO¥ (-pIMK) 3aaueii (-amu) [ocynapctBennoit ®enbaberepckoit Ciayxont (I'OC) PO sBusercs
a. BCE IEPEUYHUCIIEHHOE+

b. Ympasnenue tepputopuanbHbiMu opranamMu ['®@C Poccum u obecneunBarommmu aestenbHOCTh ['DC
Poccun opranuzanmsiMu, CO3IaHHBIMU 1Sl pelieHus: Bo3noxeHHbIX Ha [ @C Poccuu 3amau

c.o0ecreueHue ornepaTuBHON JOCTaBKHU M TapaHTUPOBAHHON COXPAaHHOCTH OTITPaBJICHUI 0CO00# BaXKHOCTH,
COBEpIICHHO CEKPETHBIX, CEKPETHBIX M UHBIX CITY)KEOHBIX OTIPABICHUMN;

d. nmocTaBKa KOPPECHMOHJEHIMH IVIaB 3apyOEKHBIX TOCYJapCTB M TJIaB TMPABUTEIBCTB 3apyOEKHBIX
rOCyIapcTB,  OpPraHOB  TOCYJAapCTBEHHOM  BJacTH  rocygapcrB-ydyacTHukoB — CommameHuss o
MexnpaBuTeIbCTBEHHOHN (eTbIbETePCKON CBSI3H;

14 .Kaxue monmuomouust HE ocymecteisier '@C PD B chepe HopmoTBOpUecTBa?

a.y4aCTBYeT B YCTAaHOBJICHHOM IIOPSAKE B IIOATOTOBKE M 3aKIIOYEHMM MEKIyHApOAHBIX JIOIOBOPOB
Poccuiickonn @enepanuy, B TOM 4YKCIIE MEKBEIOMCTBEHHOI'O Xapakrepa, II0 BOIPOCAM, OTHOCSALIUMCS K
YCTaHOBIICHHOH c(epe AeITeNbHOCTH; yYacTBYeT B YCTAHOBICHHOM IMOPSAKE B IMOJATOTOBKE U 3aKIIOYCHUU
MEKIYyHApOAHBbIX N0roBopoB Poccuiickont denepanuu, B TOM 4YUCIE MEKBEIOMCTBEHHOIO Xapakrepa, I10
BOIIPOCAM, OTHOCSAILINMCS K YCTaHOBJICHHOM cepe nesTeIbHOCTH;

b. HeT BepHOTO OTBETa+

c.Ha OcHoBaHMM U Bo wucnonHeHue Koncrutryuuu P®, ¢denepanbHpIX KOHCTUTYLHOHHBIX 3aKOHOB,
dbenepanbHbIX 3akoHOB, akToB IIpesmaenta PD wu IlpaButenbctBa P® camocToATeNbHO NPUHUMAET
HOpPMAaTHUBHBIE TIPABOBbIE aKThI 10 BOMPOCAM, OTHOCSIIIUMCS K YCTAHOBJICHHOM cdepe NesTeIbHOCTH;

d.pa3pabarbiBaeT M IMpeacTaBiseT B ycTaHoBieHHOM mopsnake Ilpesunenty P® u B IlpaButensctBo PO
NPOEKTH (enepanabHbIX 3akoHOB, akToB IIpesunenra PD u IlpaButensctBa PD, a Takxke apyrue
JOKYMEHTBI, TI0 KOTOpbIM TpeOyetcsi pemenue [Ipesunenta PD u IlpaBurenscrBa PD, mo Bompocam,
OTHOCSIIMMCS K YCTaHOBICHHOH cepe e TeNbHOCTH;

15.B Benennu kakoii cimy>x0bp1 HaxoauTcst Ciyxk6a CrienimanbHbIX 00bekTOB TipH [Ipe3uaente PO
a. ®Chb

b. MO

c. 'VCII+

d. ®CO

16.B umnTepecax kakux ¢heaepalbHBIX OpPraHOB TOCYIApCTBEHHOW BIACTH HE 3aHUMAIOTCS MOOMIHHOU
MTOITOTOBKOM CITy>k0a CrieluagbHbIX 00bEKTOB

a. HET BEPHOI'0 OTBETA +

b. Bepxosnoro Cyna PO

c. maynar PenepansHoro Codbpanust PO
d. Koncruryunonnoro Cyna PO

17.HeoOXoaMMOCTh OCYIIECTBICHUSI Pa3BEIbIBATEIIBHON JEATEIBHOCTH OMpEAeNsieT B MpPEaeiax CBOUX
HOJTHOMOYUH

a. [Ipesunent PO

b. ®enepansHoe codpanue u ['ocynapcrBeHHas Jlyma
c. [Ipesunent PO u ®@enepansnoe CoOpanue+

d. l'ocynapcteennas [[yma

18.YeMm onpenenensl nomHomounsi CBP PO?
a. Koncrurynueit

b.Vkazom [Ipesunenra

c. cT.6 @3 «O BHewHEN pa3Beake»n+

D



d. YK PO

19.410 BXOAUT B CTPYKTYpY OpraHoB (heaepabHOM MOTPaHUIHOM CITy>KOBI?
a. IOrpaHUYHas CTpaxa

b. opranbl MOrpaHUYHOTO KOHTPOJIS

C. OpraHbl BHEIIIHEN pa3BeAKU

d. Bce BbIIIENIEpEUHCIICHHOE

20.I1enTpanpHBlil OpraH yIpasiieHUs: BOEHHOH pa3Benkoil B BC PO
a.I'PY +

b. CBP

c. CBO

d. KI'b

21.Ha3naueHue BOCbMOTO OCHOBHOTO yrpasiieHus [ PY
a. HATO

b. nuBepcroHHOE+

C.yIlpaBlieHuE BOCHHOH pa3BellKU

d. ympaBieHne onepaTUBHON pa3BeAKU

22.00m1as opranu3aiys 1 KOOpAWHAIMS paboT Mo 3aIuTe HHPOpMaIul, 00padaTsiBaeMON TEXHUYECKHUMHU
CpeACTBaMH, OCYIIECTBISIETCS

a. DCTOK+
b. ®CO
c.I'PY

d. ®Cb

23.Komy noaBenomcTBenHa ciyxxb6a @CTIK?
a. ®CO

b.®Ch

c. MO PO+

d. [Ipe3unenty PO

24 B 3agaun ®CO PP HE Bxomur....

a. OpraHu3anys W TPOBOXKICHHWE MEPONPUATHI MO NPEAOTBPAIICHUIO YTEYKH HHGOpMAUU TI0
TEXHUYECKUM KaHajlaM B CUCTEMaxX CIELHUAJIbHOW CBS3M, 110 NPEAOTBPALIEHUIO HECAHKIIMOHMPOBAHHOIO
JOCTYIIAa K YKa3aHHBIM CUCTEMaM

b. oGecreyenune 3amUThl KATETOPUPOBAHHBIX TTOMEIICHHI

C. 3amuThl UMHpOPMAUMU TpU  pa3paboOTKe, MPOU3BOACTBE, OKCIUIyaTallud W  yTWIM3AlUU
HEMH()OPMAITMOHHBIX U3TYYarOIINX KOMIUIEKCOB, CUCTEM U YCTPOMCTB+

d.ocy1iecTBieHne 3KCIUTyaTalliy, OpraHu3alus U MPOBOXKIEHUE MEPOIPUATHIH 11O

COBEpIICHCTBOBAHUIO, OOECIEUYEHHI0 Oe30MacHOCTH W HAaJEeKHOCTH CHUCTEM CHEIHaIbHON CBSI3W Ha
Tepputopun  PD, a Takke MEKIyHApOJHOW NPABUTEIBCTBEHHOM W WMHBIX BHUJIOB CIELHATbHON
MEXKTYHAPOIHOU CBSI3U

25.11paBoByI0 OCHOBY ACSATEIHHOCTH (heepATIbHBIX OPTraHOB MPABUTEIHLCTBEHHOW CBSI3M M WH(MOpMAIIN
COCTaBJIIsIET

a. Koncturynus PO
b.Bce nepeuncienHoe +
C. HOPMAaTUBHBIE aKThI
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d. 3axonsl PO

26.B enunyto cucreMy (heaepalbHBIX OpraHOB MPAaBUTENILCTBEHHOH ¢BsA3H U nH(popmaru HE Bxoaut
a. CMU+

b.Boiicka

c. denepanpbHOE areHTCTBO MPABUTEILCTBEHHOM CBs3M M HHpopManuu ripu [Ipesunenre

d. HayyHO-MCCIeI0BaTEeNIbCKUE OpraHU3auu

27.®denepanbHble OpraHbl MPABUTEIBCTBEHHOM CBA3H U MH(POPMAIMK B TIPEeaX CBOCH KOMIIETEHTHOCTH
a. pa3paboTKa, CO3[JaHNE U UCTIOIb30BAHHE CIIEUATBHBIX TEXHUUECKUX CPEICTB+

b. MpOTHBOIEHCTBIE HHOCTPAHHBIM TEXHUYECKUM Pa3BeIKaM

c. o0ecreynBaroT 6€30MacHOCTh HH(OPMAITH B KITFOYEBBIX CHUCTEMax WH()OPMAIIMOHHON CTPYKTYPBI

d. HEeT BepHOTO OTBETA

28.JloKkyMeHTalbHbIE MaTepHalIbl, Kacaloluecs IesATeIbHOCTU (pefiepanbHBIX OPraHOB MPABUTEIbCTBEHHOM
CBSI3U M HH(POPMALIUH, XPAHATCS B

a. dCO

b. ®Cb

C. apXuBax 3THX OPraHOB+
d. Kpemie

29.Ham3op 3a wucnomHeHueM 3akoHOB P® denepanbHBIMH OpraHaMH TPAaBUTEIBCTBEHHOW CBSI3H U
nH(pOpMaIHU OCYIIECTBISAET

a. [Ipesuaent

b. HeT BepHOTO OTBETA

c. [eHepanbHBIN POKYPOP U MOMYHHSIONIUECS eMY ITPOKYpPOPBI+
d. 'enepanbHbIi IPOKypop

Tema 8. [Ipobnemsl obecnieuenust nHGopMaIoHHO# Oe3omacHocTu B Poccum.

1.CocrosiHHE 3alUMIIIEHHOCTH HHTEPECOB NPEANpUATUs B UHGOPMAIIMOHHOM cdepe, Onpenestoxcs
COBOKYITHOCTbBIO cOaJJaHCUPOBaHHBIX MHTEPECOB TIMYHOCTH, O0IIECTBA, TOCYIapCTBa U OM3HEca — 3TO. ..

a. nHGOpMaIIMOHHAs CUCTEMA

b. nuadopmanronHas 6e30macHOCTb+
c. uHpopManoHHas cdepa

d. nHpOpPMAITMOHHEIE TEXHOJIOTHH

2.Yt0 Takoe «cTerkxonuep»?
a. I'T-cnenuanuct
b. 3auHTEpEecoBaHHAs CTOpOHA+

c. mudp
d. xpanunuie

3.Yto mudpyroT CUCTEMBbI KPUITO3AITUTHI?
a. nHGOPMAIIHIO

b. nanHBIC+

c. nHGOpPMAIIHUIO U TaHHbBIC

d. HeT BepHOTO OTBETA

4.Kak pacummdposiBaeTcst abopeuarypa DIKW?
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a. TaHHbIe, MHPOPMAIHSL, KIIF0Y, OKHO

b. mara, uadopmarius, K04, OKHO

c. nara, uapopMaIus, K4, TaHHbIE

d. manHbIe, nHpOpPMAIKS, 3HAHUS, MYAPOCTH +

5.Ha xakux ypoBHSIX CerojiHs KOHIIEHTPUPYETCs OOJIBIIMHCTBO COBPEMEHHBIX aTak?
a. SCADA-pemenust

b. ERP-, CRM-pemenus

c. B/I;

d.Bce BBIIIIE TTepeUnCIeHHOS+

6.0OcHoBHOI1 3aKkoH B oonactu MHpopmarmonnsix Texunomoruit 1 MapopmannonHoit besomacnoctn
a. 3akoH PD No5485

b. ISO-IEC

c. @3 No149+

d. Joxrpuna b

7.Kakue opranbl HCTOPUYECKH 3aHUMAJIUCh BOIIPOCcCaMu HH(GOPMAIIMOHHON O€30TTaCHOCTH CTPaHbI?
a. ['ocynapcrBennas Jlyma

b. anmapar I1pe3unenra

C. CHerCIyXObI+

d. opraHbl 3aKOHO/IaTEILHON BIIACTH

8.Kakue cucreMbl cepTudukanuu CpeacTB 3alIUThI CYIIECTBYIOT B PD?
a. MO u CBP

b. ®Cb

C. BCE BBIIICIEPEUUCICHHOE+

d. ®CTOK

9.Yto siBrsieTCA HAIVISIAHBIM MMOATBEPKICHUEM CepTU(UKALINN HA TIPOTYKTe?
a. [1Ie4aThb

b. Haanuce «ToBap cepTuduIpoOBan»;

. rojorpaMmmat

d. miom6a

Tema 9. JInnieH3upoBaHue U CepTUPHUKANNS ACITESITHHOCTH B 00JIACTH 3alUTHI HH(OPMAIINH.
1.0Oprann3anmoHHYI0 CTPYKTYPY CHCTEMbI FOCYIaPCTBEHHOTI0 JIMIIEH3UPOBAHUS NMPEINPUITHI B
00,1aCcTH 3alIUTHI HH(POPMALIMHU 00Pa3yIOT
a. IpCaAnpuiATUA-3adBUTCIIN
b. Bce mepeuncieHHoe+
C. TOCYJapCTBEHHBIC OPTaHbI MO TUIICH3UPOBAHUIO
d. TMTIICH3NOHHBIE TICHTPHI

2.Y1onmHoMOYeHHbBIE OopraHbl Ha BECIACHHUC J'II/II_ICHBI/IOHHOI\/'I ACATCIIBHOCTH Ha IIpaBO OCYHICCTBICHUSA

MEPOTIPUITHI W/WIIH OKa3aHUs yCIIyT B oOmactu 3ammTel [T
a. ®Ch,0CO

b. ®Ch, ®CTOK

c. ®Ch, ®CO, ®CTOK

d. ®CB, ®CO, CBP+
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3.Ilpu pa6ote ¢ Kondunennmmanpaonn Mudopmanueit munensuposannto HE mopiexar crnegyrompe BHUIIbI
ESITENBLHOCTH.

a. JlesATenbHOCTh 1O  pACHpPOCTPAHCHHUIO W TEXHUYECKOMY  OOCITY)KMBAaHHIO  IIH(PPOBAIHHBIX
(kpunTorpaduueckux) C3U

b. JlesTenbHOCTH 110 TexHUYeCcKou 3amure K.
c. [IpoBenenue skcriepTu3 npeanpusTUn. +
d. [Ipenocranenue ycayr B oomacty mudpoBaHus HHHOPMAIIUH.

4.Ha oprasx no nuuen3uposanuto HE Bo3naraercs.

a. [Ipuobperenue, yuer u xpaHeHue O1aHKOB JuIeH3uld. HeBepHO
b.Opranuzaiust pabOThI JTUIIEH3MOHHBIX IICHTPOB.

c. Bolmaua simien3uil.

d. Benenue cekpeTHbIX IEpPEroBOpOB.+

5.00wexTh1, HE nomexariye o0s3aTeIbHON aTTeCTaluu
a. ynpaBJIeHHe 3KOJIOTUYCCKH OITaCHBIMHU OG’LCKTaMI/I.

b. rocynapcTBeHHas TaiiHa.

C. BEJICHUE CEKPETHBIX IEPETOBOPOB

d. ycTaBbl opranuzanuii+

6.ITomenenus, MpeaHA3HAYCHHBIC IS TTPOBEICHUS 3aKPBITHIX MEPONPHATHI (COBEIIaHUM, KOH(DEpPEHIINH,
3aceqaHuii, COOPOB, MEPErOBOPOB U T. I1.), HA KOTOPBIX 00CYXIAI0TCSI BOMPOCHI, COIEPIKALIUE OXPAHSIEMbIE
CBE/ICHUS

a4.3aKPBITBIC TOMCIICHUA

b. BbIIETICHHBIC TIOMETIIEHHSI+
C. OXpaHsACMbIC ITOMCIICHUSA
d. Bce mepeuyuncieHHoe

7.B coorBercTBME C Kakoil crarbed 3akoHa P® "O rocymapcTBeHHOM TaiiHe" BCe CpeACTBa 3aIMThHI
nH(pOpMaIMU JOHKHBI UMETh CEPTU(HKAT, YIOCTOBEPSIOUINI UX COOTBETCTBHE TPEOOBAHUIM IO 3alIUTE
CBEJICHUI1 COOTBETCTBYIOIIEH CTENIEHH CEKPETHOCTH

a. 28 +
b. 29
c. 36
d. 47

8.Opranuszanus ceprudukaiuu cpencts 31 Boznaraercs Ha (BpiOepeTe 1 MM HECKOJIBKO BApHAHTOB OTBETA
a. DCTOK+

b. ®CO

c. ®Ch

Tema 10. Opranu3aIiioHHO MPaBOBasi cHCTeMa OOPHOBI C TEPPOPUZMOM.
1.IIpaBoByto cuctemMy OOpPBOBI C TEPPOPU3MOM COCTABJISIOT:
a. YK PO
b.BCe BBIIIIE IEPEUUCIICHHOE
c. Koncturynus PO
d. @3 «O 60prde ¢ TeppopuzMOM»+



2. Teppopuctuueckas nesreabHocts HE Brittouaer

a. 3aKOHHOCTB +

b. BepOOBKY

C. OpraHu3alus, JIAHUPOBAHUE TEPPOPUCTUUECKON aTaKu
d. puHaHCHMpOBaHME TEPPOPUCTHUECKON OPTaHU3AINH

3.I'maBHBIN CYOBEKT B CTPYKTYpE B3aUMOACHUCTBUS CYyOBEKTOB, OCYIIECTBISIOMNX O0pHOY € TEppOpU3MOM
a. [IpaBuTenbcTBO+

b. ®Cb

c. MO

d. CBP

4.Kakue mpaBa B 30HE INPOBEACHUSA KOHTPTEPPOPUCTUYECKOH ONEPALMKM HMMEIOT JIMLA, IMPOBOASIINE
YKa3aHHYIO OIIE€paluio:

da. HCIIOJIB30BaTrb B CHy)K€6HBIX oeisix CpeaAcCTBa CBA3HM, BKIIKOYAsd CICHUAJIBHBIC, MPUHAMJICKAIINUC
rpaxJianaM v opraHu3alusaM HE3aBUCHUMO OT (I)OpM COOCTBEHHOCTH

b. 3amepKUBaTh U JOCTABISATH B OpraHbl BHYTpeHHUX 1en Poccuiickoit @enepannu nul, COBEPIIMBIINX HITH
COBEpIIAIOIIMX MpPAaBOHAPYILICHUsT JMOO WHBIE JEHCTBHs, HANpaBJICHHbIE Ha BOCHPENSATCTBOBaHHE
3aKOHHBIM TPEOOBAHUAM JIUII, TPOBOISIIUX KOHTPTEPPOPHUCTUUECKYIO ONIEPALIUIO

C. TIPOBEPSTH Y TPAXKAaH U TOJDKHOCTHBIX JIUII JOKYMEHTBI, YIOCTOBEPSIOIINE UX JIMYHOCTh
d. Bce mepeunciaeHnoe+

5.Kto ocymecTBiger 3amMry OpYKHS MacCOBOTO IOPAXXEHMsI, PAKETHOIO, CTPEIKOBOIO OpYKHUs,
6oenpunacoB 1 B3PbIBHBIX BEIIECTB:

a.CB

b. MO+
c. CO
d. ®Cb

6.Uem 3aHmMaetcsi QenepaibHas aHTUTEPPOPUCTHUYECKAs KOMHCCHUS (BBIOEpPETE OIMH WIIM HECKOJIBKO
BapUaHTOB OTBETA).

a. popMHpOBaHHEM SKCIIEPTHBIX KOMUCCUI

b. mpuHATHEM YyuyacTHs B TOATOTOBKE MEXKIyHApOAHBIX J0roBopoB B P® B obmactu OoprObI C
TEPPOPU3MOM+

C. IOCMOTPOM T'PaKJIaH U UX JIMYHBIX Bellen
d. mpoBepKoit JOKYMEHTOB, YI0CTOBEPSIOLUIUX JTUUHOCTh

Tema 11. Drambl pa3BUTHs B CTPYKTypa CUCTEMBI 3alITUTHI HHPOPMAITUU B 3apyOEIKHBIX CTpaHaXx.
1.Ha ckonbKo 1nepuoioB ASIUTCS MPOLECC Pa3BUTHUS CPEICTB U MeTO10B 31 ?
a. l
b. 2
c. 3+
d. 4

2.Kto aBTOp «ZIMCKOBOTO MHDpar?
a.A.Jlamm

b. T.JIxxeddepcon+

c. A. TeropuHr

d. JI.Dinep



3.Haubonee pacmpocTpaHeHHON B aBTOMaTU3MpOBaHHOU cucteme 00padoTku naHHbix (ACO/) B 60-70 T
ObL1a(-1) poBepKa(-m)

a. 10 JOCTYIly K 0a3€ NaHHBIXS || 3k CiEENbIbbad AR ARau IR = S [I tbMaxE—

b. 0 pa3rpaHUYEHUIO TOCTyIa K MACCUBY TaHHBIX+

C. II0 OTIIEUATKY MaJbIa

d. mo meTony mudpoBaHus

4 K xapakrepuctukam 3tana pa3putusa cucteMsl 31 B 70-80rr HE otHOCUTCA

a. O6’beIII/IHCHI/Ie BCCX MPUMCHACMBIX CPCACTB 3allIUThI B CAMOCTOATCIIbHBIC CHCTCMBI
b. oco3Hanue HEOOXOAUMOCTH KOMIUIEKCUPOBAHHUS LIEJIeH 3aIlUThI

C.M3MEHEHHE METOI0JI0TNYEeCKOro noaxoaa k 31U+

d. oco3HaHne He0OXOTUMOCTH KOMITJIEKCUPOBAHUS 1IeJIeH 3aIUThI

5.Ha kakux npmsnakax B 70-80 ©.r. pa3pabaThiBaJIiCh METOABI M CPEIACTBA IS OIMO3HABAHMS JIWII,
HMMEIOIINX MPaBo noiab3oBarbest KN?

a. BC€ NEPEUYUCIICHHOCT
b. oTnieuarky najablEeB
C. TOJIOC

d. ceTuarka rmasa

6.0OcHoBHOI 3a1a4eit TpeTbero 3tamna (80ble T-HaCTOosIIIEee BPEeMsl) SBIISIETCS:
a. 00beIMHEHNE BCEX MPUMEHSIEMBIX CPEACTB 3allUTHI
b.KOMITJIEKCHPOBaHHE 1eJIeH 3aIIUThI

c. nmepeBoj npoiecca 3 Ha cTporo Hay4YHy0 OCHOBY+

d. m3006pereHre HOBOro MeTo/a MU(POBAHUS

7.CoequHEHNE B €IMHOE LIEJI0€ OTAEIbHBIX AIEMEHTOB, MEXaHU3MOB, IIPOLIECCOB, SBIECHUI, MEPONIPUITUH,
MEp M HpOorpaMM HMX B3aUMOCBS3EH, CIOCOOCTBYIOIIMX pealu3alydy LeJeid 3aluThl U 00eCIEYCHUIO
CTPYKTYPHOTO ITIOCTPOEHUS CUCTEMBI 3alIUTHI — 3TO. ..

a. 3amura Uadopmarun+

b. [oncucrema 3amutsl Madopmarim
c. MUadbopmanmonnas bezonacHocthb

d. Konpunenmansnocts Mapopmanumn

8.3amuTa wHbOpMANMK, TpPEIyCMaTPHUBAIOIIAs BO3MEIICHHE YOBITKOB OT €€ YHHUYTOXKCHHUS WU
MOIU(DUKALIUY TTyTEeM MOTyYeHUS BHITLIAT

a. crpaxosas 31U+

b. opranmzanuonnas 31

c. kpunrorpaduueckas 31U
d. Texunueckas 31U

Tema 12. CtaHoBIeHHE U PAa3BUTHE CHCTEM 3aIIUTHl HHPOPMAIIMH B BEAYIINX 3apYOEKHBIX CTPaHAX.
3ammra nHpopManuu B XX BEKe.

1.Kak Ha3bIBaeTCS KIIACCUYECKUI OOIETepMaHCKUN PyHUYECKUNA CTPOit?
a. DHesd

b. Jlpynn

c. Arra

d. ®yrapk+



2.Haubonee pacnpoctpanennslii mudp B [pesueit ['peunn u Pume:
a. Apucrorens

b. Ceronus

c. [Imarona

d. Le3zapsa+

3.KT0 n300pen «KHWKHBINA mudp»?
a. [lommOuit

b. Apucrorens

c. [Tmyrapx

d. DHeii+

4.Kto nepBbIMM OTKPBUIM U ONMCAJIA METO/BI KpUIITOaHAIN3a?
a. rpeku

b. uamyCHI

C. HEMIIbI

d. apaGer+

5.Yto HE Bxonuno B ¢pyHkiuu arentoB B pesuert Uunnun?
a. BBIIBJICHHME IIITMOHOB

b. HabnroneHue 3a NapTHAMHU

C. KOHTPOJIb 32 POACTBEHHUKAMM LIapsi

d. oxpana nepumeTpoB+

6.KT0o mpumyman nepBblii TpaHCIO3UITUOHHBIN HpP?
a. JI.Kapgano+

b. A. Teropunr

c. [.J.Bunbena

d. ®.bskon

7.Kak Ha3piBaeTCs TEPBBIA JOKYMEHT Ha TEPPUTOPHUH AMEpPUKH, B KOTOPOM HCHOIB3yeTcs MHUdp
«caracteres ignotos»?

a. HeT BEPHOTO OTBETA
b. mucema D.Kopreca

C. TMepenrcKa KaTOMUIECKUX OPJICHOB
d. nenema Xpucrohopa Komymba+

8.0t1uom kpunrtorpaduu CIIA Ha3piBaIN:
a. b.Yépua

b. I.JIoBemnsa+

c. T.JIxxeddepcona

d. Y.YurcTtona

9.Kt0 n300pen MamuHy ¢ BpaniareJIbHBIMU MTUGPOBATHHBIMHA TUCKAMH C PA3IMYHBIM KOJTMYECTBOM OYKB?
a. XKX.-®.IIlamnonsoH

b. JI.BaacBopt+

c. A. TeropuHr

d. Y.Yurcton



Tema 13. Cocrostnue npoOieMbl HHPOPMALTMOHHON 6€30MacHOCTH B cTpaHax EBpocorosa.
1.Kakyto 0coOO€HHOCTB HCIIOIb30BaHNs HH()OPMAIIMOHHOTO OPYKHUSI 0CO00 BBIACISIOT SKCIEPTHI?
a. JOCTOBEPHOCTh
b. CKpBITHOCTH+
C. YA3BUMOCTh
d. oTKpBITOCTH

2.Kakas ctpaHa uMeeT JUAEpCTBO B cpepe pa3paboToOK B 00JIACTH CUCTEM CBS3U M 00paOOTKH JTaHHBIX ?
a. 'epmanus

b. Aarus

c. CILIA+

d. Poccus

3.Kakas ctpana B pamkax BTO HE cornacoBana oTMEHy BHYTPEHHUX OTPAaHUYECHUIN Ha JOMYCK
MHOCTPAHHOTO KaluTaja B 00JacTh HAIIMOHAIBHBIX TEIEKOMMYHHUKALIUN?

a. Ucnanus
b. ®pannus
c. beaprus

d. Utamusat+

4.Kax Ha3bpIBaeTCsl €BpOIEcKoe areHTCTBO 1o cereBoil u Nb?
a. IOnecko

b. EACUB

C. HET BEPHOI'0 OTBETA

d. ENISA+

5.HabGop cpencts, cTpareruu, MPUHIIMITE 00ecTieueHus: 6€30MaCHOCTH, TapaHTHH 0€30MacHOCTH,
PYKOBOJISIIIHME TPUHIIMIIBI, TOIXO/IbI K YIIPABICHUIO PUCKaMHU, NEHCTBUS, MPOQeCcCUOHATbHAS TTOATOTOBKA,
MPAKTHUYECKHUI OMBIT, CTPAXOBAHUE M TEXHOJIOTHH, KOTOPHIE MOTYT OBITh HCIIOJIb30BAHBI JIJIS 3AIIUTHI
KuOepcpenbl, pECypCOB OPraHU3alUU U TIOIH30BATENSI ITO:

a. TeXHUYECKas 0€30IMacHOCTh

b. HanmoHaNnLHasA OE30MaCHOCTD

c. kubepb6e30macHOCTh+

d. opranuzarnmoHHast 6€30MaCHOCTh

6.Kak Ha3pIBaeTCs CTparerus 3amuThl OT KHOepyrpo3, onyoaukoBaHHas EBpokomuccueid?
a. «OTKpBITOE U OE30MACHOE KHOSPIIPOCTPAHCTBOY

b. «be3onacHoe KHOEPIPOCTPAHCTBOY

c. «OTkphpITOC, 6€30NaCHOE U HA/IEKHOE KUOEPIPOCTPAHCTBONY+

d. «OTKpBITOE U HAJIEKHOE KHOEPIIPOCTPAHCTBOY

7.Ilonmumneiickas cimyx06a EBpocoro3a Ha3bIBaeTCs:
a. EBpooxpana

b. EBpomup

c. EBponon+

d. EBpoxomMuccus

8.Kakyro nomnepxky q0JKeH oka3biBaTh oTaen «IIposepka cetn» ctpanam EC ?
a. OpICTpasi MPOBEPKA CBSI3aHHBIX C TEPPOPU3MOM HIIA IKCTPEMU3MOM COOOIIEHUI+



b. MOBBIIIEHUE Pa3TMYHBIX AEKTPOHHBIX YCIYT
c. mudpoBaHUEe BXOIANIUX COOOIICHUIA
d. HpHHHTHe IIaKeTa BHGKTPOHHLIX FpaHI/IL[

Tema 14. Cucrema 3amutsl nHGopmarmu B CLIA.
1.B kakuXx HampaBJICHUSAX OCYIIECTBIACTCS AeATeIbHOCTh cucTeMbl 31 B CIITA?
a. KOHTPOJIb 3a JIOITYCKOM MEPCOHAJIAa K CEKPETHBIM IOKYMEHTOM U MOPSIIKOM BbI€3/]a CEKPETOHOCHUTEIIEH 3a
rpaHuIry+
b. 3acekpeunBaHUEe MaTEPHAIOB HA BEJOMCTBEHHOM U MIPABUTEIHLCTBEHHOM YPOBHE
C. COTPYAHHYECTBO C IPYTMMH CTpaHaMHU
d.pedopmupoBaHue CTPYKTYpBHI, 00ECIIEUNBAIOIIEH HAIIMOHAIBHYIO O€30MMaCHOCTh

2.3axonbl, HE co3naromiue npaBoByto 0CHOBY Jisi ()OPMHUPOBAHUS U IPOBEIEHUS €MHOI roCy1apCTBEHHON
MOJMTUKU B o0OnacTu nHpopmaTuzanmu u 31?

a. «O cBoOoae nH(popMaUn

b. «O 3Ux»+

c. «O 6e30MmacHOCTH KOMITBIOTEPHBIX CETEi»
d. «O cexkpeTtHOCTH»

3.Kakoii 3akoH CIIIA ycTaHaBiMBaeT MpUOPUTET HALIMOHAIBHBIX HMHTEPECOB MPH pelieHru BorpocoB UB?
a. «O mocryne k uHopmanuu o aesTensHocTH LIPY»

b. «O moctymne kK uHGOPMALTHI

c. «O 6e3omacHoctu KC»

d. «O0 obecrnieuenuu 6e3omacHocTd IBM»+

4.B «Pa3BenpiBatenbHOE coobmecTBo» (momumo opranoB MO) HE Bxonur:
a. ®bP MuHucTepcTBa FOCTULIHHA

b. [IPY

C. YnpaBiieHHE pa3BeIKu MUHUCTEPCTBA SJHEPIETUKU

d. BM® CIIA+

5.B xakom mtate HaxonuTcs mrad-kBaptupa [IPY?
a. Buckoncun

b. Bammnrron

c. Buprunus+

d. FOxnas Kaponuna

6.Kakoe ynpasnenne HE Bxoaut B cocta LIPY?
a. pa3BebIBATEIIHHOE

b. onepaTuBHOE

C. aAIMUHUCTPATHBHOC

d. po3sickHOE+

7.Kto pyxkoBogut MunuctepctBoM BayTpenneit 6e3onacnoctu CIIA?
a. ®.KanpBemm

b. JI.bpennan

c. J.Jl>xoncon+

d. C.P.Keiinc



8.B xakom roay ObLIO cO31aHO AT€HTCTBO HAallMOHAIBbHOM Ge3omacHocTu CIHIA?
a. 1971

b. 1960

c. 1964

d. 1953+

9.Komy nomguunsiercs PazpensiBarensHoe Ynpasinenue Munucrepcrsa O6oponsl (PYMO)?
a. MuHHMCTEPCTBY O0OPOHBI+

b. [ocynapcTBeHHOMY JleapTaMeHTy

c. [Ipesuaenty

d. 1Py

Tema 15. Cuctema 3amutsl nHGopManuu B Benukobpuranuu.

1.3a pacxomoBaHuEM OIOIKETHBIX CPEICTB, YIIPABICHUEM U TIOJTUTUKOM Kakoi criericiyk0e1 HE cneaut
KomuTeT mo pa3Benke u 6e3onacHocty BennkoObpuranun

a. O0beqMHEHHBIN IEHTP pa3BenbIBaTeIbHBIX CIIyk0 (JIC)+

b. llentp npaBurenpcTBeHHOM CBsi3u LleHTp npaBuTenbcTBeHHOM cBsi3u (GCHQ);
c. CekpeTtHast pa3BepIBaTebHas c1yk0a BenukoOputanuu (SIS);

d. HaunonansHast Ciyx0a bezonacnoctu BenukoOpuranuu (MIS)

2.0cHOBHas pa3BebIBaTeIbHAA CiIy:k0a BenukoOpuranuu
a.JIunien3us nporpammuoro Oo6ecnedenust (ISC)

b. CexpeTHast pa3BensiBaTenbHas ciayx06a Benmukoopuranuu (SIS)
c. Harmonanpnas Cnyx6a be3omacHoctn Bennko6puranuu (MIS)
d. T'ocynapctBennsiit Opran Buemneii Pazsenxu (MI6)+

3.C pa3Benkoii kakoit crpanbl y CekpeTHOM pa3BenbIBaTeNIbHON Ciry:k0b1 BenukoOopurtanuu (SIS) Her
TE€CHOH CBS3U

a. Hopas 3emangus
b. Ucnagnna+

c. ABctpus

d. Kanana

4.Yto BxoauT B 00s3aHHOCTH HarmonansHoi Ciyx061 bezonacHoctn Benukooputanuu (MIS)
a. IOCTAaHOBKA 3aJJaHUN U ITOATOTOBKA Pa3BeIbIBATECIILHON ITPOLYKIIUU

b. cHaOXeHUe pa3BeIKH OTIEPAaTUBHO-TEXHUYECKUMHU CPEICTBAMHU

C. OXpaHa roCylapCTBEHHOHN I'PaHULIbI

d. obecneueHne BHyTpeHHEH O€30MacCHOCTH+

5.Kaxkoro nenapramenta HET B ctpykrype Hammmonanpnoii Cityx0b1 be3omacHocTn BenukoOputanuu
(MI5)

a. MEXKyHapOJIHbIA TEPPOPUIM

b. oneparuBHas moxaepKKa

c. Upnanackuii Teppop

d. paccienoBanue BepOOBKH rpaxaaH+

6.I'ne pacnonaraercs mrad-kBaptupa LlenTpa npaButensctBeHHoi cBsizu (GCHQ)
a. Yenrenxem+
b. Jlonnon



c. Puamong
d. KemOpumx

7.Kem ompenensercs MOJUTHKA 3aIIUIIEHHOCTH MTPaBUTEILCTBEHHON CEKPEeTHON MH(MOpMAaI B
Benmukobpuranumn

a. JIunensus mporpammuoro Ob6ecneuenus (ISC);

b. OcHoBsI nonutuku 6e3omacuoctu (SPF)+

c.CexpeTHOM pa3BenbIBaTeIbHON ciTyk00i Benmukooputanuu (SIS)
d. MPS

8.Kaxkoit nudpoBoii ko B HacTosimiee BpeMst uMmeeT cranaapT «lIpakruueckue npasuna Yby
a. BS7989

b. BS7799

c. ISO17900

d. ISO17799+

Tema 16. Cuctemsl 3amuTsl HHGOpMaUy Bo OpaHIHH.

1.Kakoe oObetuHEeHHE 3aHUMAETCS Pa3pabOTKON CTpaTeruy HAPaBJICHHS ITOJIMTHKH TTO0 00€CIICUYCHHUO
HAIMOHAILHON 0€30I1aCHOCTH

a. Sagem

b. CLUSIF+
c.NIOKR

d. Marpa (Matra)

2.Uto, mo MHEHHIO (paHITy3CKHX IKCIIEPTOB, oOeceunBaeT Hamrydinyr 31 B ceTsix
a. MeToABI MU pauu-+

b. TexHHUECKHE cpencTBa

C. OpraHu3aluOHHbBIC CPECTBA

d. mporpaMMHBI€ CpencTBa

3.Kto xoopaunupyet padboty crernciyx6 Munucrepcrsa O6oponsl OpaHiiuu
a. [Ipembep-munuctp @panumun

b.I'eHepanbHbIii cekpeTaprat MUHUCTEPCTBA IOCTHIIUN

c. [Ipesuaent

d. 'enepanbHbIil cekpeTapuar HallMOHATBLHONH 0OOPOHBI+

4.Tlocne xakoit onepanu ObUTa co3naHa Opuraaa pa3Bekd U PagHodIEKTPOHHON 00pHObI
a. «byps B mycTeIHE» +

b. «CropTs MHIUTP»

c. «BonHoBOI1 nmepexBaT»

d. «Buemnsss yrpoza»

5.Kakue ynpasieHus BXoAsT B coctaB Ynpasienus Boennoit Pazsenku (DRM)
a. HCCJeI0BaTeIbCKOe

b. Bce mepeuncieHHoe+

C. aHaJIUTHYECKOE

d. Texanyeckoe

6.B xomnerenuuio ['enepansuoro Ynpasnenust Buemneit bezonacnoctu (DGSE) Bxonut



a. IPOBEAECHUE TANHBIX OIEpaLNil

b. Bce BhIIIETIEpEYUCITICHHOE+

C. BBISIBJICHHE U MIPEIyNPEkKICHNE aHTH(PPAHILY3CKOU JEATEILHOCTH 32 TPAHUIICH

d. mo6prya u ananm3 uHGOPMAIINK, UMEIOIIIasl OTHOIICHHE K Oe30omacHoCTH DpaHim

7.Kakoe ympasinenue HE Bxonut B coctas ['enepansroro Ynpasnenus Buemneit besomacaoctn (DGSE
a. TEXHUYECKOE

b. KOHTppa3BenbIBaTEIBHOE+

C. aAIMUHUCTPATHBHOC

d. crparernueckoe

8.Kakue cTaHIIMM UMEIOTCA B ONIEPATUBHOM ympaBieHuu [ eHepanbHOro YnpasieHus Buemnei
bezonacuoctu (DGSE)

a. besomacuoctu Teppuropuii (DGT)

b. llenrpanbhas ciayxba 6e3omacHocTy nHPopManoHHBIX cructeM (SCSSI)
c. CPES+

d. Ynpaenenue Boennoit Pazsenku (DRM)

Tema 17. Cuctemsl 3amutsl nHopmaru B Kutae.

1.Kaxas xomuccust opMHupyeT NOJ0KEHHUE O PEryIMPOBAHUU ACSITEIbHOCTH CTPYKTYP MOJKIIOUEHHBIX K
3apy0eKHBIM KOMIIBIOTEPHBIM CETAM

a. HanimonanpHas 0€3011acHOCTH
b. mo nemam Ub

C. mo aenam uHpOopMaTU3au+
d. HEeT BepHOTO OTBETA

2.0CHOBHBIE 33J]a4M, KOTOPBIE TOJDKHBI OBITH perieHbl Kuraem B mporecce HHTETpUpOBaHUs B INI00AIbHBIC
CUCTEMBI

a. 3alllUTa TOCYyJapCTBEHHBIX I'PAHULL

b. 61okupoBaHKe nOCTyNa K 3apyOeKHON+
C.OpraHu3alus Pa3BEaKHU CIEICITYKO

d. 3ammra oT IIIuoHaXxa

3.3a kakue BUJIbl KOMIIBIOTEPHBIX MPECTYIICHUI BBEIEHA YTOJIOBHASI OTBETCTBEHHOCTh B Kutae
a. CETEeBOE MOILIEHHUYECTBO
b. a3apTHbIE UTPHI B OHJIANH Cpeae

C. OCSATaTeIbCTBO HAa ABTOPCKHUE U CMEKHBIE TIPABa, NPECTYIUICHUS IIPOTUB UHTEJUIEKTYaJIbHON
COOCTBEHHOCTH

d. Bce mepeunciaeHnoe+

4.KTo HeceT OTBETCTBEHHOCTH 3a oOecneyeHre HHPOPMAITMOHHON 3aIIUTHI
a. MU+

b. criericmyx0a

C. areHTCTBO Hall.0€30MaCHOCTH

d. apmus

5.C xakoii crpanoit MI'b oOMeHs10Ch opUIInaNbHO aKKPEAUTOBAHHBIMU PE3UICHTAMU
a. ['epmanueii+
b. Utanueit



c. Poccuein
d. ®pannuei

6.Kak Ha3bIBaeTCs MPOEKT, UMEHyeMbIl «Bennkas ctena»
a. S219+

b. S222

c. S210

d. S200

7.Kak Ha3biBaeTcsi ”HGOPMAIIMOHHOE areHTCTBO B cocTaBe MunucrepcTBa ['ocynapcTBeHHOM
bezonacuoctu (MI'B)

a. Cunbxyat+
b. Xyniiran
c. JInronp
d. [TuapuHBL

Tema 18. LludpoBoii cyBepeHUTET.
Jlocne yero BO3HUKIIO MOHATHE CYBEPEHHOIO TOCYJapCTBa
. IlepBo¥i MUPOBO BOMHBI

. «Xo0JI0aHO0» BOWHEI
. Becrganbckoro mupa+

o0 o e =

. Bropoii MuUpOBO#1 BOITHBI

.CyBepeHuTeT ObIBacT

. PKOHOMHUYECKUN U IMOJIUTHYECKUI
. BC€ IIEPEYUCIICHHOECT

. BOCHHBIM

o0 o N

. KyJIbTYpHBII

.HoBBIi1 KITI04€BOI KOMIIOHEHT CYBEPEHUTETA
. UJICOJOTUYECKHUI

. KyJIbTYpHBII

. upoBO+

. TUIJIOMaTUYECKUM CYyBEPEHUTET

o0 o o W

K 2nexTpoHHOMY CyBE€pEHHUTETY OTHOCUTCS
. YCTOWYUBOCTD K 3JIEKTPOHHBIM aTaKam

. 3aI[UTa OT BUPYCOB

. BCE IIEpEYUCIIEHHOEt

o0 o 0

. 3alUIIEHHOCTH OT BBIKIIIOUEHUS HHPpacTpyKTyphl u [10

5.Yto HE BXOAWT B «3IEKTPOHHBIN HIUT» ISl OOECIICUCHUSI CYBEPEHUTETA
a. COOCTBEHHas MJIM KOHTPOJIMpyeMasi MporpaMMHast miardopma

b. coOcTBeHHAs WIIM KOHTPOIUpyeMasi MOOMIIbHAsSI T1aThopma

c. coOCcTBeHHas anmapaTHas miargopma

d. Het BepHOTO OTBETa+

6.Y KOTO €CTh TTOJTHOIIEHHBIN U(PPOBON CYyBEPEHHUTET (BHIOEPETE OMH MITM HECKOJIBKO BAPHAHTOB OTBETA)
a. CIIA+



b.AHDIUA
c. Kuran

7.«Manbiii ”HOPMAITMOHHBIN IMUT» BKIIOYAET
a. CpelcTBa BEACHUS HAI30pa

b. cpencTsa 3amuThHI

c. cpencTaa obopora

d. cpeactra BustHUSA+

Tema 19. Kubep6e3omnacHOCTb — MUP SKCIIEPTOB M MPECTYITHUKOB.
1.Yro mpexacrasnsiet coboii abbpeBuarypa [oE?
a.IlpoHUIIaTeTbHOCTH BO BCEM
b. UnTemiext no Bcemy
c. IHTepHeT eXeTHEBHO
d. MaTepHer Bemeli+

2. KakoBa kareropusi KaipoBO# CTPYKTYpbI, KOTOpasi BKJIFOYAET Y3KOCIIEIUAIU3UPOBAHHBINA 0030p U OLICHKY
nocTymnaromuei napopmanuu o KubepOe30macHOCTH, YTOOBI ONPEAEIIUTh, MOJIe3Ha JIU OHA [T Pa3BeIKu?
a.Anamuz+
b. OxpaHna u 3amura
c. Hansop u paszBurue
d. bezonacHoe oOecnieueHue

3. Kakoif Tum araku MOXeT OTKIJIFOYUTHh KOMITbIOTEP, 3aCTaBIISISI €70 UCIIOIb30BaTh MaMATh WIH MEPerpyxast
CBOH mpoueccop?

a. Ucrommenue

b. APT

c. DDoS

d. Anroputm+

4. Yto 03Ha4YaeT TEPMUH «YSI3BUMOCTb)?

a. [loreHnuanbHast yrposa, KOTOpYyO CO3/1a€T XaKep

b.MarmHa >xepTBbI WM U3BECTHAS LIEJb

c. CnabocTth, KOTOpast JeNaeT 1eib BOCIPUUMYNBON K aTake+

d. Kommnbrorep, copeprkamiuii KOH(UACHIHAIBHYIO HH(POPMALINIO
€. Meton aTtaku Juisi ONpeIesICHHOM 1en

5. Kak npenorBparuts kubepnpecrymienue? (Beibepute 1Ba orBeTa.)
a. Co3aare CUCTEMY PaHHETO MPEAYIpPExKACHUSI+

b. O6men undopmarmeii B kubep-paszpeaxe+

c. Brixirounts cetb

d. Hanarte xakepoB

e. VI3MeHUTh onepanuoHHy0 CUCTEMY

6. UTO MOXXET CIIYKHUTb IPUMEPOM JJOMEHA JaHHbIX B MIHTEepHETE?
a.Linkedin+

b. Cisco

c. Palo Alto

d.Juniper

th



th

7. Kakoit Bu1 mHGOpMAIK 3aMHTEPECyeT MPECTYITHUKOB MPH KpaXke JAHHBIX C Pa3HBIX OPraHU3aIUi.
(Bsibepure Tpu.)

a. MenumuHckas+

b. Urpa

c. Mecto pabotbi+

d. [Toner (Homep petica)
e. [luranue

f. O6pazoBanue+

. Kak 30ByT xakepa-moburens?
. Cxpunt Kupnu+

8
a
b. Cunas xomanma
c. Kpacnas [llanka
d

. UepHas nuisimna

9. Kakoll TUII aTaku UCMOIB3YET MHOXKECTBO CUCTEM C LI€JIbIO JOBECTH KOMIIBIOTED JKEPTBBI O OTKa3a?
a. Ping sweep
b. DoS

c. Spoof

d. DDoS+

10. Kak 30ByT XakepoB, KOTOpbIE B3JIaMbIBAIOT IS 3AIIUTHI YETO-IM00 (HapuMep, JUIsl 3alUThI
MOJTUTUYECKUX B3ITISAI0B)?

a. bemas nursama
b.T'ony6as nuisma
c. XaKTUBHUCT+

d. Xakep

11. Yro o3nagaet repmun BYOD (TICVY)?

a. [IpuHecTu cBoe COOCTBEHHOE pEIICHUE

b. Kynu cBoe cobcTBeHHOE OeICTBHE

c. [IpunecTu cBOIO COOCTBEHHYIO KaTacTpody
d. [Ipunecu cBoe yCcTpoicTBO+

Tema 20. «Ky6» knbepOe30macHOCTH.
1. KakoBBI TpH OCHOBOIIOIATAIOMIMX PUHIIKIIA KnOepOe3omacHocTu? (Bridepute Tpu.)
a. llenoctHOCTH+
b. [lluppoBanue
c. be3omacHocTth
d. HoctymHOCTH+
e. [lonmutuka
f. KondunenuuaapHOCTh+

2. Kak Ha3bIBatoTCs JIIOOBIE M3MEHEHUS HCXOHBIX JJAHHBIX, TAKHE KaK U3MEHEHUE TaHHBIX
MI0JIH30BATENSIMHU BPYUYHYI0, 00pab0oTKa ¥ U3MEHEHHUE TaHHBIX ITPOrpaMMaMu U cOou 000pyI0BaHuUs?

a. PezepBHOE KONIUpOBaHKE
b. Koppymus

c. Monugukarus+

d. IlenocTHOCTH

e. Ynanenue



f.PacnpocTpanenue

3. Kak Ha3bIBaeTCs 3alUIIEHHAs BUPTyaJbHAasl CETh, UCIONb3YIOMIast OOIIEIOCTYIHYIO CETh?
a. VPN+

b. IDS

c. MPLS

d. NAC

e. IPS

f.bpannmaysp

4. Kakue cymecTByIOT CITy>KObI 0€30MMacHOCTH ISl KOHTpoutst noctymna? (Beidepure Tpu.)
a. Ayrentuduxarus+

b. Joctyn

c.Benenue xypnana yuera+

d. OtBeprxeHue

e. JloctynHoCTh

f. ABTopu3zanus+

5. Kakue nBa MeToa moMorarT 00ecreunTh JOCTYTHOCTh cucTeMbl? (Beibepure 1Ba.)
a. O6cmyxuBaHue 000pyI0OBaHUA+

b. Oraerymmurenu

¢. OTKa30yCTOMYHUBOCTH CUCTEMBI

d. [TpoBepka 1e10CTHOCTH

e. Co3nanue CUCTEMHBIX PE3EPBHBIX KO

f. CBoeBpeMeHHOE OOHOBJICHUE ONEPAITMOHHBIX CUCTEM+

6. Kakuie Tpu 3a1a4n BBITIONHSET KOMIUIEKCHAs TonuTHKa 6e3onacHoctu? (Beibepure Tpu.)
a. He umeer ropuinueckoit CHiibl

b. [Tonesen st ynpasieHus

c. Jlaet coTpymHukam ciry:k0bl 0€30MMaCHOCTH MOAICPKKY+

d. HeompeneneHHoCTh

e. Onpenensier npaBoBbi€ NOCIEACTBUS HAPYIICHUN+

f. YcranaBnuBaeT mpaBuia IS 0XKHIAEMOTO MTOBEICHU S+

7. Kakue cymecTByIOT TpH COCTOSIHUS JaHHBIX? (BBIOEPUTE TPU BapHAHTA)
a. B obnake

b. OTn0XKEeHHBIH

c. B pabote (B mporecce)+

d. B myTu (korza naHHbIe 3arpyKaroTcs )+

e. 3amudpoBaHHBII

f. B cocTosinuu nmokosi+

8. Kakune 3aKoHbI KI/I6€p6€3OHaCHOCTI/I 3alIUIIAOT BaC OT OpraHu3alu, KOTOpasd MOXCT 3aXOTCTh
IIOACIUTHCA BalllUMU KOH(I)I/I,Z[GHI_II/IELHBHBIMI/I I[aHHBIMI/I?

a.KonpuaeHnmansHOCTh+
b.AyrenTuduxarms

c. HeBo3Bpaienue
d.IlenocTHOCTB

th



9. KakoBs 1Be obuue xau-¢pynkuun? (Beioepure asa.)
a. RSA

b.Blowfish

c. RC4

d.ECC

e.SHA+

f.MD5+

10. Kakue nBa MeToa MOMOTAIOT 0OECIEUUTh IIEIOCTHOCTh JaHHBIX? (BriOepuTe nBa.)
a.ABropuzanus

b. [IpoBepka 1EeT0CTHOCTH TaHHBIX+

c. KonpuaennumanpHOCTH

d. HoctymHOCTH

e. Orpuanue

f. XsmupoBanue+

11. Kakoii MexaH13M OpTraHU3allyd MOTYT UCIIOJIb30BaTh JUIsl PEAOTBPAILLIEHUS CIIy4aliHbIX U3MEHEHUN
aBTOPU30BAHHBIMU M0JIb30BATEIISIMU?

a. Kontpounp Bepcuii+

b. PezepBHOE KOTMpOBaHME
¢. Xa1mupoBaHue

d. llludpoanue

e. SHA-1

12. Kakas ciy:x0a onpenensier, K KaKuM pecypcam MoJb30BaTellb MOXKET IMOJIyYUTh JOCTYI HapsAIy C
olepalusIMu, KOTOPbIE MOXKET BBIIOIHSTH [10JIb30BaTENb?

a. AyTeHTuuKaIus

b. ABTopuzanus+

c. Benenue xxypHnana yuera
d.Token

e. buomerpuueckue qaHHbIE

13. Kakue Tpu npuHIHMIIA TPOSKTHPOBAHUS IIOMOTal0T 00ECIIEYUTh BBICOKYIO JOCTYIHOCTh? (BriOGepure
TpH.)

a. YcTpaHeHUe OT/ICNIbHBIX TOYEK OTKa3a+

b. [IpoBepka cOOTBETCTBUS TaHHBIX

c. ObecrieueHue HaZEKHOTO KpoccoBepa+t

d. OGHapyxeHue cO0eB 10 Mepe X BO3HUKHOBEHHS+

e. ObecrieueHue KOHPHUICHIIMATHLHOCTH

f. Ucionws3oBanue mudpoBaHus

14. Kakue Tpu METOIa UCTIONB3YIOTCS ISl IPOBepKH noauHHocTu? (Beibepure Tpu.)
a. Yro BHI fenaere

b. I'me BBI HaxoOUTECH

c. To, uem BBl (HanpuMep: YBJIEKAETECh)+

d. To, uTo y Bac ecTh+

e. To, uTo BBI 3HaeTe+

th



th

15. Yro Takoe MeTO OTHPAaBKU HHPOPMAIIUH C OJHOTO YCTPOWCTBA HA APYTOil ¢ OMOIIBIO ChEMHOTO
HOCHUTENA?

a. ITaker

b. becnipoBonHas ceth
c. Undpakpacuas ceTb
d. [TpoBosHas ceTh

e. Kpoccuer+

f. JIokanbHas ceTh

16. Kakue nBa meToga obecrneynBaioT KoHGUAeHIIMaILHOCTL? (Bp1iOepuTe 1Ba.)
a. JloctynHoOCTh

b. IlemocTHOCTH

c. be3oTKa3HOCTh

d.ABTOopu3anus

e. AyreHTuduKkanus+

f. lllubppoBanme+

17. Yrto onpenesieHo EPBLIM B KHOEpOE30MacHOCTH?
a. 3HaHUs

b. Hemu+

C. 3aIUTHBIE MEPBI

d. UuCcTpyMEHTHI

e. [IpaBuna

18. Kakoii mpuHIIUN MPeJOTBpaIaeT pPaCKpbITHE HH(OPMALIMU TTOCTOPOHHUM JIMIIaM, pecypcam U
npoteccam?

a. be3orkasHocTh

b. KonduaernuanpbHOCTh+

c. IlemocTHOCTH

d. Benenwue xxypraia ydera

e. JloctynHoCTh

19. Kakoe nms npucBanBaeTcs yCTPOICTBY XpaHEHMs], TOJKIIOYEHHOMY K CeTh?
a. NAS+

b. O6nako

c. SAN

d. DAS

e. RAID

20. Kakue cymecTBytoT TUIbl KOHpuaeHIHanpHOU nHpopmaruu? (Beibepure Tpu.)
a. busnec+

b. JInunas nadopmarusa+

c. O6menocTynHast

d. Onmy6nukoBaHHas

e. CexpeTHast

f. Paccexpeuennas

Tema 21. Yrpo3sl kubepOe30macHOCTH, YA3BUMOCTH U aTaKH.



1. Kakoil TepMHH HUCIIOIB3Y€ETCsI, KOTZa 37I0yMBIIIIEHHUK OTIIPABIIET MOILIEHHUYECKOE ITUChMO,
3aMaCcKMpPOBaHHOE 0J] 3aKOHHBIH, HAJEKHbBIN HCTOUHUK?

a. TposiHCKUIA KOHb

b. ®ummar+

c. Bummnr

d. CoumanbHast HHXEHEPHUS
e. UepHblil X0

2. Kak Ha3bIBaeTCs TUI MPOTrPaMMHOT0 00€CTIeUeHUs], KOTOPBIN TeHEPUPYET JOXO/ MyTEM CO3AaHUS
pasapa)karoliX BCIUIBIBAIOIIUX OKOH?

a. Bcmsiaroniye okHa
b. Tpekepsr

c¢. lImnonckoe 110

d. Pexmamuoe I10+

3. Kak Ha3bIBaeTcs yA3BUMOCTb, KOTOpPAsi MO3BOJISET 3710YMBIIIJICHHUKAM BHEJIPSTh CKPUIITHI HA
Be0-CTpaHUIIbl, IPOCMATPHUBAEMbIE M10JIb30BATEIAMU?

a. Beox XML

b. SQL-unBeKINS

c. MexcalToBbI CKPUIITUHT+
d. Ilepenonuenue Oydepa

4. Kaxoil Tun ataku HauesneH Ha 0a3y naHHbIX SQL, ncnomnp3ys 1osie BBojia N0JIb30BaTENs?
a. MexcalTOBbIA CKPUIITUHT+

b. SQL-unbeKkus

c. Beox XML

d. Ilepenonuenue Oydepa

5. Kakuie TakTUKH UCTIONB3YIOTCS B COLUATBHON WHKESHEPUH JIJIS TIOTYYCHHSI TUIHON HHPOPMAIIH OT
HUYETro He Tojo3peBatoiieit nenu? (Beidepure aBa.)

a. YecTHOCTH

b. IlemocTHOCTH
c. CpouHoCTh+
d. 3anyruBanue+
e. Coctpananue

.6. B ueM pasHuIa MeXxay BUPYCOM U uepBeM?

a. Bupycsl CKpbIBatOTCsl B 3aKOHHBIX IIpOrpaMMax, a YepBHU HET.
b. YUepBH caMOpETTUIIMPYIOTCS, HO BUPYCHI 3TOTO HE JIENA0T. +
c. Uepsu TpeOyroT ¢aiia XxocTa, a BUPYCHI HET.

d. Bupycsl caMOperuMupyoTcs, a YepBU HET.

7. Yto Moauumpyer pyTKUT?
a. DKpaHHYIO 3aCTaBKY

b. OnepanoHHyI0 cucTeMy+
c. biioknoT

d. ITporpamMmsl

e. Microsoft Word

th



8. Kakue nBe npuuunbl 00bsacHSIOT, mouemy WEP sBisercs cnabbim npotokonom?(Bribepure nBa.)
a. Kitrou mepenaercst B OTKpBITOM BUje.+

b. Bce B ceT uCONb3yIOT Apyroi KIIroy.

c. HacTpoliku mo ymom4aHuio He MOTYT OBITh U3MEHEHBI.

d. WEP ucnonesyer Te xe ¢pynkuuu mudposanus, 4ro u Bluetooth.

e. Kittou ctarnueH v moBTOPSAETCS B MEPETPYKEHHOM ceTh.+

9. Kakoli TepMUH ONMHCHIBAET OTIPABKY KOPOTKOTO 0OMaHYMBOTO SMS-cO00IIEeH!S, UCTIOIB3YEMOTO IS
oOMaHa 11eJu TIPH MOCeIIeHUH BeO-caiTa?

a. Heneranasnoe 110
b. CMumuar+

c. Cnam

d. [Togpaxanue

.10. Uto nmpoucxoauT Ha KOMIIbIOTEpE, KOT/Ia TaHHBIE BBIXOJAT 3a mpezensl Oydepa?
a. MexcalTOBbIA CKPUIITUHT

b.Ilepenonnenue 6ydepat+

¢. SQL-uabeKIns

d. CucteMHOe UCKITIOUCHHE

11. 370yMBIIICHHUK CUIUT TIEPE]T Mara3uHOM M TI0 OECIIPOBOTHOM CETH KOMUPYET MEKTPOHHBIE TUChMA U
CIHMCKHU KOHTAKTOB C OJIM3JIekKAIIUX HUYET0 HE MOI03PEBAIOIINX MOIb30BATEIbCKUX YCTPOHCTB. UTO 3TO
Takoe?

a. Smishing

b. RF jamming
c. Bluesnarfing+
d. Bluejacking

12. KommbroTep mpeacTaBisieT MoJIb30BaTeNo SKpaH ¢ MPOChOoi 00 oriare, Mpexkie YeM JaHHbIC
MTOJIB30BATEIISI MOTYT OBITh TIOCTYIHBI JIsl TOTO K€ Mojab30BaTesst. UTo 1o 3a BpemoHocHoe [107?

a. Tun BeIKyma+

b. Tun noruyeckoii 6GOMOBI

c. Tun Bupyca

d. Tun uepss

13. Kak Ha3pIBaeTCs mporpaMMa MjIu IpOorpaMMHBIA KOJT, KOTOPBIA 00XOIUT OOBIYHYIO ayTeHTH(OUKAITUIO?
a. Yepssb

b. Bupyc

c. TpositHCKUIA KOHB

d. Beimorarenu

e. baknop+

14. KakoBbl 1Ba 001MX MOKa3aTels cnamM-mouthl? (Beroepute nBa.)

a. B 2J1eKTpOHHOM ITUCHME €CTh CJIOBA C OIMOKAMU WIIA 3HAKH ITyHKTYAIlUH WK U TO, B Jpyroe.+
b. [Tucemo ot gpyra.

c. B nuceMe HET TemMbl.+

d. [TuceMoO OT BaIIEro pyKOBOIUTEIIS.

€. B HeM ecTh KITt0oueBbIE CIIOBA.

f. B aeKTpOHHOM MHUCHhME €CTh BIOXKECHHE, KOTOPOE SIBIISICTCS KBUTAHIIMEH i1 HETABHEH MMOKYTIKH.

15. B yem cMBICT TepMUHa «IOTHYeCKast OoMOa»?

th



a. BpenoHocHbII BUpYC

b. BpenoHocHbI# 4epBb

c. BpenonocHas nporpamma, KOTopasi CKpbIBa€TCsl B 3aKOHHOM MporpamMmme

d. Bpenonocnas nmporpamma, KoTopasi HCIOIb3yeT TPUTTEP IS MPOOYKACHHS BpEAOHOCHOTO Kofa+

16. IlpecTynHHK HCTIONB3YET MPOrpaMMHOE 0OecTiedeHne i MoydeHuss HHGOopMaIi O KOMIIBIOTEPE
nonp3oBarensi. Kak Ha3pIBaeTCs 3TOT TUI MPOTPaMMHOIO o0ecreueHus?

a. Bupyc

b. ®ummHr

c. llInmnonckoe 110+
d. Pexnamuoe 110

17. Kakoli TEpMUH UCHONB3YETCs AJIs B3JIOMA NIEKTPOHHOM IOYTHI, IIyTEM OTIPAaBKHU MHCHMA,
NPeIHAa3HAYEHHOTO JIJIs1 KOHKPETHOTO JIUIa, pa00Talomero B PMHAHCOBOM YUPEKACHUU?

a. HanpaBnenusiit pummmHr+
b. IleneBoit purmmHTr

c. Bummnr

d. Ciam

e. lInuonckoe 110

18. Kakue aBa criocoba 3aluTHTh KOMITbIOTEp OT BpeaorocHoro [10? (Beibepure nBa.)
a. Y1anuTh HEHUCIIONIb3yeMOE MTPOrpaMMHOE 00eCIieueHue.

b. Micnonp30BaTh aHTUBHPYCHOE MIPOTPaMMHOE obecIieueHue. +

c. Ounctuth kemr Opaysepa.

d. ITocTossHHO OOHOBIIATH IPOrPaMMHOE OOecIieueHue. +

e. JlepparMeHTHUpPOBATH )KECTKUN JTUCK.

Tema 22. Kpuntorpadguieckre MeTOIbI 3alTUTH HHPOPMAIIUH.
1. Kaxkoit 128-0uTHbIi anroput™ mu@poBaHus OI0UHBIX MUPPOB UCIIOIb3yeTcs npaBuTeabcTBoM CIIIA
JUISL 3aIIUTHI CEKPETHOM MHpOpMauu?

a. Lle3app
b. 3DES

c. Skipjack
d. Vignere
e. AES+

2. [lpexgynpexnaroniuii 6aHHEP, B KOTOPOM MEPEUHUCICHBI OTPUIIATEIbHBIEC PE3YAbTaThl HAPYIIICHUS
MOJIMTUKYA KOMIIAHUHU, OTOOpa)kaeTcsl KayKIBIN pa3, KOT/ia MoJIb30BaTellb KOMITBIOTEPA BXOJHUT B CHCTEMY.
Kakoil TuI KOHTpOJIs 1OCTyIa peajn30BaH?

a. [IpeBeHTUBHBIN

b. JleTeKTUBHBIN

c¢. CnepxxuBaromuii+
d. MackupoBka

3. KakoBo uMs MeToa, B KOTOPOM OYKBBI TIEPEYTIOPSIIOUCHBI JIJIsl CO3aHus 3aim(ppOBAaHHOTO TeKcTa?
a. [lepecranoBka+

b. 3amena

c. lIudp Bepnama

d. 3aragka

th



4)O06dyckarus — 3T10:

a.Co3manue coo0IeHus, KOTOPOE TOBOPUT OJHO, HO 03HAYAET YTO-TO JPYTOE JJIS ONPEICICHHON ayIuTOpUN
b.O6HapyxeHue CKpbrITOi HHGOpMaIHK B rpaduueckom daiiie

c. Cnenatb coOOIIEHHE 3aITyTaHHBIM, TI0ATOMY €T0 TPYAHO MOHSTh+

5. Kaxkoii TepMUH HCTIONB3YETCs sl OMMCAHUS CKPBITHUS JaHHBIX B IpyroM Qaiisie, TakoM Kak
rpaduuecKuii, 3ByKOBOI M Jpyroi TEKCTOBBIH (paiin?

a. CKpBITHOCTh

b. Creranorpadus+
c. [lyranuna

d. MackupoBka

6. Kakoif TepMHH UCIIONB3YETCS ISl OMUCAHUS TEXHOJIOTHH, KOTOpasi 3aMEHseT KOH(PUIEHIUATbHYIO
MH(OpMAITHIO C TTOMOIIbIO HEUYBCTBUTEILHON BEpCUU?

a. [logaBnenue
b. Cokparienue
¢. Mnima

d. MackupoBka+
€. CKpBITHOCTD

7. Kaxo#i Tum mudpa cnocodeH 3amudpoBaTh 670K 0OBIYHOTO TEKCTa (PUKCUPOBAHHON JUTHHBI B
128-6uTHBIN 010K 3aMPPOBAHHOTO TEKCTA B JTI0O00H MOMEHT BPEMEHH?

a.CummMmerpus

b. BrouHbIi THIT

c. TpanchopmupoBanus
d. Xom

e. [lotok +

8. Kako#t Tun mmdpoBanus mm@pyeT OTKPHITHIA TEKCT ONUH OaWT WIM OAWH OUT 3a pas?
a. 3arajka

b.OmmunTraeckuii

c. Xam

d. [Torok+

e. biiounblii TUN

9. [Taposnb — 370!

a. To, uTo BBI 3HaeTE+
b.To, yem BbI IpHKacaeTeCh
c. To, 4To BHI omIyIIaeTe

10. Kakoit acHMMETpUYHBIN allTOPUTM 00eCTIeunBaeT AEKTPOHHBIN crIoco0 0OMeHa KITro9aMu Jijisi OOMeHa
CEKPETHBIM KIIFOUOM?

a. X/UIMPOBaHUE
b. WEP

c. DES

d.RSA

e. Diffie-Hellman+

th



11. Kakue Tpu ycTpoiicTBa MpeACTaBIAIOT COO0H MpUMephl KOHTpoIist pusndeckoro gocrymna? (Beidbepure
TpH.)

a. Mapipyrusaropst

b. Buneokamepsi+

c. Cepsepsl

d. MarauTHas kapra+

e. 3amku+

f. MexceTeBbie YKpaHbI

12. Kakoit anroput™ mudpoBaHUs UCIIONB3YET OUH KIIFOU I MU(DPOBAHUS JAaHHBIX U APYTON KITIOY JIJIst
nemudpoBaHus JaHHBIX?

a. AcummeTpuun+
b. [TepecTranoBku
c. lIudp Bepnama
d. Cummerpun

13. Kakoli TEpMUH UCHONB3YETCs 1)1 ONMCAHUS HAyKH CO3[aHMsI U B3JIOMA CEKPETHBIX KOHOB?
a.Ilonpaxxanue

b. Criypunr

c. @akropuzanus

d. l>xaMMuHT

e. Kpunronorus+

14. Kakue aBa TepMHUHA UCTIONB3YIOTCS ISl ONMCaHus Kitouer mudposanusa? (Beibepure nBa.)
a. KimtoueBoe npocTpaHCTBO+

b. JInuna kiroua+

c. Ketinmorrunr

d. KiroueBast cimyqaifHOCTh

15. Kakoit anroputm mudpoBaHus ucronb3yercss NSA 1 BKIIOYaeT B ceOsl HCITOIB30BAHUE DIITUIITHYECCKIX
KPUBBIX I CO3aHUs HU(POBON NOAMKUCH U 0OMeHa KiIrouaMu?

a. ECC+

b. Dnp-I'amans
c. IDEA

d. AES

e. RSA

16. Kakue Tpu mporiecca SBISIOTCS TPUMEPAMH JIOTHYECKOTo KOHTPOoJIs foctyna?(Beidepure Tpu.)

a. Cucrema obHapyxenus propxkenuii (IDS) myist HaOmogeHus 3a MOIO3PUTENHLHON CETEBOM aKTHBHOCTHIO+
b. OrpaxkaeHus 17 3alUTHl IEpUMETpa 31aHus

c. buomerpuueckue naHHbIC A TPOBEPKU HU3HUYECKHUX XaPAKTEPUCTHKF

d. MarauTHBIC KapThl AJI JOCTYTIA K 3alPEIICHHON 30HE

e. OXpaHHUKH IS MOHUTOPUHTA YKPAHOB OE30MacCHOCTU+

f. Bpanamayaspsl 1711 MOHUTOpPUHTA Tpaduka

17. Kakoit anroputm mu@poBaHUs UCIIONB3YET OMUH U TOT KE MPEIBAPUTEIHHBIN OOIIHA KITFOY TS
mudpoBaHus U ACIUPPOBAHUS TaHHBIX ?

a. AcuMmeTpus
b. Xom

th



c. lugp Bepnama
d.Cummerpusi+

18. Kakue Tpu mpoTOKoJIa NCIIONIB3YIOT ACHMMETPUYHBIE KITI0OUEBbIe anropuT™Mbl? (Beibepute Tpu.)
a.Pacimmpennsiii crannapt mudposanus (AES)

b. bezomacuslii mpotokon nepenaun daitnos (SFTP)

c. bezonacuast o6omouka (SSH)+

d. YpoBens 3amurieHHbIX cokeToB (SSL)+

e. loBonbpHO xopomas koHpuaeHmaipbHocTh (PGP)+

f. Telnet

19. KakoBbI Tpu nmpuMepa aJMUHUCTPATHBHBIX CPEICTB KOHTPOJIs qocTyna? (Beidepure Tpu.)
a .Cucrema oOHapy>xenus Bropskenuii (IDS)

b. [TomuTuka u mpouemypa+

c. [Ipuem Ha pabory+

d. 3ammTHO-KapayibpHas Ciryx0a

e. [IpoBepka naHHBIX

f. lllubpoanue

20. Kako# TepMHH ONMUCHIBAET TEXHOJIOTHIO, KOTOPAs 3allUIIaeT MPOrpaMMHOE 00CCIIEYCHHE OT
HECaHKIIMOHUPOBAHHOTO JOCTYIa WU MOAU(PUKAIIIHN?

a. ToBapHbIil 3HAK

b. Boasubie 3Haku+
c. ABTOpCKHE paBa
d. Kontpons nocryna

Tema 23. O0ecneyeHue LUETOCTHOCTA JAHHBIX.

1.ITonb30BaTenb cO3/Aa1 HOBYIO IPOrpaMMy U XOUEeT paclpoCTpaHsITh ee BceM B koMmmnanuu. [lonbp3oBarensb
XOueT yOeIUThCS, YTO MPH 3arpy3Ke MporpaMMbl Iporpamma He OyJeT U3MeHeHa BO BpeMsl TpaH3uTa. Uto
MOJIb30BaTEb MOXKET CJIeNIaTh, YTOOBI IPOrpaMMa He U3MEHSIIACh MPH 3arpy3Ke?

a. OTKJIIOYNTE aHTUBUPYC HA BCEX KOMIIBIOTEPAX.

b. YcraHoBuTE IpOrpaMMy Ha OT/EIbHbIE KOMIIBIOTEPHI.

c. 3ammudpyiite nporpaMmy u TpeOyiTe mapoib Mocie ee 3arpy3Ku.

d. Pacnipenenute nmporpamMmy Ha (uIdII-HAKOTIHTEIE.

e. Coznaifre xam (aiina mporpamMmbl, KOTOPbI MOXKHO MCIOJIB30BaTh Ul MPOBEPKH LIEJIOCTHOCTHU (aiina
IOCJIe €T0 3arpy3Ku.+

2.0npenenuTe TpU CHUTyalldd, B KOTOPBIX MOXET OBITh NMpuUMeHeHa (YHKIUs XdrupoBanus.(Beidoepure
TpH.)

a. PKI+

b. IPsec+

c. WPA

d. DES

e. PPoE

f. CHAP+

3.ITonp30BaTens SBASETCS AJAMUHUCTPATOpPOM ©0a3bl MaHHBIX s koMmnaHud. Ilonb3oBarento ObLIO
MPEVIOKEHO BHEIPHUTD MPABHUIIO LIEJIOCTHOCTH, B KOTOPOM TOBOPHUTCS, YTO Kax1as TabiMia JODKHA UMETh
NEPBUYHBIN KJIIOY M 4YTO CTOJOEI] WM CTOJNOIBI, BHIOpAaHHBIE KaK MEPBUYHBIA KIIOY, JOJDKHBI OBITH
YHHUKaJIbHBIMH, a He HyJleBbIMHU. Kakoe TpeOoBaHNe LIETOCTHOCTH pean3yeTcs Moab3oBaTeaem?



a. IlemoctHOCTH OOBEKTAt
b.IlemocTHOCTH JOMEHA

c. IlemocTHOCTh aHOMAIIHH
d. CcpurouHas EJI0CTHOCTD

4. KakoBa 1tenb CSPRNG?

a. YToObl KOMIIBIOTEP HE OBUT 30MOU
b. Jlns obecnieueHus BeO-caiita

c. Jlus nosryyenus conu+

d. OGpabarbeIBaTh XeMI-3aMPOCHI

5. KakoB craHmapt mnsi  WHQPACTPYKTYPHl OTKPBITOTO KIIFOYa Ui YIPABICHUS IUPPOBBIMU
ceprudukaramu’?

a. NIST SP800

b. x.503

c. x.509+

d. PKI

6. KakoBa cuia ncnonb30BaHus (PyHKIIMH XEITUPOBAHUS ?

a. OH UMeeT BbIXOJ NEPEMEHHON JITTUHBI.

b. OH He ucnonb3yercs B 0€30MaCHOCTH.

c. OTO OMHOCTOPOHHSIS PYHKIUS U HE oOpaTumast.+

d. OH MOXeT NPUHUMATH TOJIBKO COOOIIeHNE C (PUKCUPOBAHHOM JUIMHOM.

7. MoxHO co3aaTh [Ba pas3HbIX (hailia, MMEIOMMX OIUHAKOBBIA BBIBOJA. Iloib3oBaTens 3arpykaer
OOHOBJICHHBIN JIpaiiBep /Ui BUACOKApTHI ¢ BeO-caiira. [losBisieTcs mpeaynpexaaonee COoOUeHne O TOM,
4TO ApaiiBep He 0J00peH. Uero He XBaTaeT B 3TOW YaCTH MPOTPAMMHOTO 0OecCTIeueHUS?

a. JlelcTBUTENbHBIN UICHTU(DHUKATOD

b. Ucxonusblii ko

c. lludbporas noanuce+

d. Pacnio3naBanue xoxa

8.Ilonb30BaTenb oOLEHUBAET HMHEOPACTPYKTYpPY O€30MAaCHOCTH KOMIIAHMUM W 3aMEYaeT, 4TO HEKOTOphIE
CHCTEMBl AyTEHTU(HUKAIMKA HE HCIHOJIB3YIOT IEpPEelOBBIC METOIBI, KOTZa JEN0 JOXOAUT JI0 XpaHCHHS
naponeil. Ilonb3oBarenb MOXeT OBICTPO B3JIOMaTh MApOIM M IMOJYYHUTH JOCTYH K KOH(HUIAECHIHATbHBIM
naHHbIM. [lonbp3oBaTens XO4eT NPEACTaBUTh PEKOMEHIAIMM KOMIIAHHMHM O TMPaBWIBHOW pealu3aliu
COJICHUs, YTOOBI M30eXaTh METONOB B3JIoMa Mapojeil. KakoBbl TpH Hamilydline MPaKTUKA BHEIPEHHUS
conenus? (Beibepure Tpu.)

a. JIst KaXk10ro mapoJis JOIDKHA UCTION30BaThCS OTHA U Ta JKE COIb.

b. Counb gomKHA OBITH YHUKAJIBHOW JJIS1 KaXKJI0TO IMapoIIs.+

c. Comnb HeNb35 MCIOIB30BaTh MTOBTOPHO. +

d. Conm He sBisitOTCS 3(PPEKTUBHOM NIEPETOBON MPAKTUKOH.

e. Conu DOIKHBI OBITH KOPOTKUMH.

f. Conb momkHa OBITh YHHKAIBHOM. +

9. Tlonp3oBarento OBUIO TPEIIOKEHO BHEAPUTH IPsec uisi BXOASIIMX BHENIHUX IOMKITIOYCHUM.
[Tonk3oBatens anupyeT ucnoib3oBaTh SHA-1 kak wacte peanusanuu. [loiap3oBarens xo4eT 00eCednuTh
[[ETOCTHOCTh W TMOUIMHHOCTh coenuHeHus. Kakoil WHCTpyMeHT O€30macHOCTH MOXET HCIIONIb30BaTh
M10JIL30BATEIIh?

a. MD5



b. SHA256
c. HMAC+
d. ISAKMP

10. CnenoBarenps Haxonut USB-HakonuTeNlb Ha MECTE NPECTYIUIEHUS U XOYET MPEACTABUTH €TI0 B KAUECTBE
nokazatenscTBa B cyae. CnenoBarens 6eper USB-HakonuTenb M CO31aeT €ro KpUMHHAIMCTUYECKHH 00pa3
1 Oeper X311 Kak opuruHanbHoro USB-ycTpoiicTBa, Tak U CO3MaHHOTO o0Opa3a. UTo cliemoBaTelpb MbITaeTCs
nokaszarb 0 USB-HakonuTesne, Koraa 10Ka3aTeslbCTBa IPEICTaBIEHbI B cyae?

a. CnenoBarens Haren USB-HakomuTeIb ¥ CMOT CIEIATH €TI0 KOIIHIO.

b. Tounyro KOMHIO YCTPONCTBA CAENATh HEb3sI.

c. Bce maHHBIE €CTb.

d. lanubie Ha W300paKECHUU SABJISIOTCS TOYHON KOMHEH, U HUYTO HE ObIIIO M3MEHEHO MTPOIIECCOM. +

11. KakoBsI TpH THTIA aTaK, KOTOPHIE MOXKHO TIPEIOTBPATUTH C MOMOIIbIO colieHus1? (Beibepure Tpu.)
a. PamyxHbie TaOmuIe+

b. Ilneuesoit ceppuur

c. TaGnupl 06paTHOTO MoMcKa+

d. CoumanbHasi HHXEHEpUS

e. Tabmuip! moncka+

f. ®umuHr

g. YrajipiBaHue

12. Kakue Tpu anropurma undposoii noanucu, onodpennsie NIST? (Bribepure Tpu.)
a. SHA256

b. RSA+

c. ECDSA+

d. DSA+

e. MD5

f. SHA1

13. KakoB momraroBelii mporecc co3aaHus muQpoBoii MOAMTUCH?

a. Coznaiite malpKeCT cooOIIeHus; 3amudpyiTe AalKeCT C 3aKPBITBIM KIIFOUOM OTIPABHUTENS;, H
o0beMHUTE cooOIIeHne, 3amu@POBAHHBIN JAWHKECT W OTKPBITBIA K04 BMECTE ISl TOATHCAHUS
JIOKyMEHTa.+

b. Coznaiite naijkect cooOmieHus; 3amm@pydTe AaWIHKECT OTKPBITBIM KIIOUOM OTMPABUTENS; U
00beAMHUTE COOOILICHNE, 3alIN(PPOBAHHBIA JAaWIKECT W OTKPBITBIM KJIIOY BMECTE, 4TOOBI MOANUCATH
JTOKYMEHT.

c. Coznaiite coobmienue, 3ammudpyire ero xsmeMm MDS 1 oTIipaBbTe MaKeT C OTKPHITHIM KITFOUOM.

d. Co3naiite xam SHA-1; 3ammdpyiTe X311 ¢ 3aKpBITHIM KIIIOUOM OTIPABUTENS; U OOBEIUHUTE COOOIICHNUE,
3a(pPOBAHHBINA X311 U OTKPBITHII K04 BMECTE C TIOAMMCAHHBIM JOKYMEHTOM.

14. Amuca n Bo6 UCTonb3yrOT OJMH U TOT K€ MapoJib JUIsl BXOJa B CETh KOMIIAaHUM. JTO O3HAYAET, 4TO 00a
OyayT UMETh OJIMHAKOBBIN XAII U1l CBOMX TMapojieil. UTo MoKeT OBITh peain30BaHO ISl MPEAOTBPAICHUS
TOTO, 4TOOBI 00a X3111a TapoJiei ObLITH OJJUHAKOBBIMU?

a. Conenue+

b. RSA

c. IIceBnociy4aitHelii reHeparop
d. [Tepuenue



15. Kakoit MeToj mbITaeTCs MCIONIBb30BaTh BCE BO3MOXHBIC MMAPOIU O TEX IO, MOKa He OyaeT HaieHo
coBrnazieHue?

a. bpyTt dopc.+

b. Pagyxubie TaOIUIIBI

c. Kpunrorpadus

d. CrnoBapsp

e. O6nako

f. Jlenb poxxaeHus

16. KakoBbI TpH KpUTEpHUS MPOBEPKHU MPABUILHOCTH JJIs NpaBuiia Banuaanuu? (Beibepute Tpu.)
a. Kimtou

b. Jlnanazon+

c. Tun

d. Pazmep+

e. lugpposanue

f. ®opmar+

17. Tlonws3oBaTenb MPOUHCTPYKTUPOBAH OOCCOM, YTOOBI HAWTH JyYIIUWA METOMA JJIs 3alIUThl MapoJied B
nytu. [lonb3oBaTeny McciaenoBan HECKOIBKO CHOCOOOB Clenarh 3TO M OCTAHOBWJICS HAa HMCMOJIb30BAaHUU
HMAC. Kakue Ki1ro4eBbI€ 27I€MEHTBI He0OX0AuMBI 1715 peanmn3aiiun HMAC?

a. IPsec u KOHTpOJIbHAsL CyMMa

b. JlaifokecT cOOOIIEHUST 1 aCHMMETPUYIHBIN KITFOY
c. CUMMETpHUYHBIN KIII04 U aCUMMETPUYHBIN KITIOY
d. CekpeTHBIH K09 U Al HKECT COOOIICHUI+

18. ITonb30oBaTenp NOAKIIOYACTCSA K CEPBEPY MEKTPOHHON KOMMEPIIMU JIJIsi TOKYIKH HEKOTOPBIX BUIKETOB
i komnanuu. [loap3oBaresns MOAKIIIOYAETCA K CATy M 3aMEYaeT, 4TO B CTPOKE COCTOSIHUS O€301MacHOCTH
Opayzepa HeT OnokupoBKku. CalT 3ampalirBaeT UMs MOJIb30BaTEeNs U MapoJib, U MOJIb30BaTENIb MOKET BOUTH
B cucteMy. KakoBa 0rmacHOCTb MpHY NPOAOIHKEHUN 3TON TpaH3aKIIMK ?

a. [IporpammHoe oOecriedeHue ONOKUPOBIIMKA OOBSBICHUN MPEMATCTBYET MPABHJIBHOW padoTe MaHEeIu
0€30IacHOCTH U, CIIeIOBATENIbHO, HET HUKAKOH OMACHOCTH ISl TPaH3aKIINH.

b. CepTudukar ¢ caiiTa UCTEK, HO TIO-TIPEKHEMY Oe301aceH.
c. 15151 BBIMTOTHEHUS TPAaH3aKIIMHU TT0JIb30BaTe b UCIONIb3YET HENMPaBUIIbHBIN Opay3ep.

d. Caiitr He ucnonb3yer mudpoBor ceprudukar sl 0O0ecTieueHUs TPaH3aKIMH, B PE3yIbTaTe 4Yero BCE
CTaHOBUTCS SICHBIM.

19. HenaBHee mUCBMO, OTIPABICHHOE IO BCEH KOMIIAHHWHM, 3asBWIJIO, YTO IMPOW30MAYT M3MCHEHHS B
nonuthke OezonacHoCTH. COTPYIHHK CITy:KObI 0€30IMacHOCTH, KOTOPBIH, KaK MPEAINoIaraioch, OTIIPABUI
cooO1IeHne, 3asBUII, YTO COOOIIEHUE HE OBUIO OTIIPABICHO M3 CIIYKOBI 0€30MaCHOCTH, U KOMIIAHHUS MOXKET
OBITH >KEPTBOM MOAJENAHHOTO HHCbMa. YTO MOIIO OBITH J100aBICHO B COOOIEHHE, YTOOBI COOOIICHHE
JAEWCTBHUTEIILHO TPHIILIO OT YeIOBEeKa?

a. ACUMMETPHUYHBIN KITIOY
b. XsmmpoBanue

c. Pactopxenue

d. Hudposas moanuchr+

20. HenaBHee HapymieHHEe B KOMIIAHMHM OBLIO CBSI3aHO C BO3MOXKHOCTBIO XaKepa IONyYUTh JOCTYN K
KOPIOPAaTUBHOM 0ase JaHHBIX yepe3 BeO-CalT KOMITaHUH, UCIIONB3YsI HEBEPHBIC JaHHBIC B (JOpME BXOIa B
cuctemy. B uem nmpobnema ¢ BeO-caliToM KOMIaHUH?

a. IInoxas nposepka BBOAa+



b. [Imoxoe ums moabp30BaTENsSs
¢. OTcyTcTBUE UCTIPABICHUH ONIEPAIMOHHONW CUCTEMBI
d. Cnaboe mmppoBanue

Tewma 24. KoHenus «IsTH AEBIATOK.
1. Hapymienne 6€301acHOCTH MPOM3OIILIO B KPYITHON KOPIIOpaIiy. [ pynmna HHIIMICHTOB OTBETHIIA U
BBITIOJTHIJIA CBOM IJIaH pearupoBaHMs Ha MHIMACHTHI. Ha kakoM sTare Ucrob3yloTcsl U3BJIeUEeHHbIE
ypOKH?
a.O0HapyxeHue
b. [TonuTuka caep>xuBaHuUsS
c. Boccranosnenue
d. [Togroroska
e. [locne nHumaenTa+
f. AHaM3UpoOBaHKe

2. Ilonp3oBaTento mpejyiaraeTcs ONEHUTH IIEHTP OOpaOOTKM JAHHBIX JJIsi TOBBIMICHUS JOCTYITHOCTH ISt
kiueHToB. [lonbp3oBaTenph 3amedaeT, YTO €CTh TOJBKO OJHO TOIKJIIOUYEHHWE K HHTEPHET-IIpOoBaiaepy,
HEKOTOpBIE W3 00OPYIOBaHMUS HE UMEIOT TrapaHTHH, HET 3alacHBIX YacTe, W HUKTO HE KOHTPOJIHPOBAI
UBII, xotopslii cpabaThiBayl JABaXKIbl B TEUCHHE OJHOTO Mecsia. Kakue Tpu HemocTaTka B BBICOKOM
JOCTYITHOCTH UIeHTU(DHUIIMPOBAHKI MoJIb30BatenemM? (Beibepute Tpu.)

a. OnMHOYHBIE TOYKHU OTKa3a+

b. OTKa3 OT MPOEKTUPOBAHUS /ISl HAICKHOCTH+

c. HecrmocoOHOCTH MpeoTBpaTuTh MHIUIEHTHI 0€30MMaCHOCTH

d. OTka3 3amuThsl OT MJI0XOTO 0OCITY>KUBAHHS

e. HecrmocobHOCTh OOHAPYKUBATh OMIMOKH 110 MEPE MX BOSHUKHOBEHUS+
f. HecnocoOHOCTB onpenenuTs mpoOsieMbl yIIpaBIeHHs

3. I'pynne ObIIO MpEMIOKEHO CO3/aTh IUIAH PEarHpoBaHUS HA WHIMICHTHI B ClIy4yae HHIUACHTOB C
6e3onacHocThio. Ha kakoM sTame IulaHa peardpoBaHMs HAa MHLIMICHTHI KOMaHIA IOy4yaeT OfoOpeHHe
PYKOBOJICTBA IJIaHa?

a. BoccranosieHue

b. O6HapyxeHue

c. Ilocae nHMaeHTA

d. [TonuTtuka caepXuBaHus
e. Iloaroroska+

f. Ananus

4. Tlonn3oBareiro npeajiaracrtcsa OLCHUTHL TIOJIOKCHUC Oe3omacHocTH KoMmaHuu. Iloib3oBareinb
MpOCMATPUBACT NPOULILIC TONBITKU MPOHUKHYTH B KOMIIAHUIO U OLCHUBACT YI'PO3bl U PUCKHU IJId CO3OAaHUA
otyera. Kakoi Thn aHain3a pUCKa MOXKCT BBIIIOJIHUTH MOJIL30BaTEIIh ?

a. Muenune

b. 3amaua

c. KauecTBeHHEBIN+
d. CyObeKTUBHBIIH

5. [Nonb3oBatenb nomkeH 100aBUTh M30BITOYHOCTH K MapIIpyTHU3aTopaM B KoMmranuu. Kakue Tpu BapuaHnTta
MOJIL30BATENh MOXKET UCIONB30BaTh? (Beibepute Tpu.)

a. GLBP+
b. PTS
c. IPFIX



d. RAID
e. VRRP+
f. HSRP+

6. [Tonp30BaTens MOKyNaeT HOBBIN cepBep Il AaTa-lieHTpa Komnanuu. [lonb30Barens XoueT pa3ouTh AUCK
C UETHOCTHIO Ha Tpex Auckax. Kakoil ypoBeHb RAID noskeH BBIOIHUTD MOIb30BATENb?

a. 1+0
b. 1
c.0
d. 5+

7. Tlonmp3oBaTento TMpeiaraeTcs Cco3[1aTh IUJIaH aBapUlHOTO BOCCTAHOBJIEHUS [IJI1 KOMIIAHMH. Y
MOJIB30BATENIS JJOJKHO OBITh HECKOJIBKO BOIPOCOB, HA KOTOPBIC OTBEYACT PYKOBOACTBO ISl MPOIOJDKECHUS.
Kakue Tpu Bompoca JOMKHBI 3a7aTh TOJB30BATEII0 YIIPABICHHE B paMKax IMpoIlecca CO3MaHus IuiaHa?
(Bei6epure TpH.)

a. Tpebyet nu iporiecc yTBepKacHUS?

b. Kak gonro mpoxoaut mnpouecc?

¢. MOXeT 11 4esroBeK BBIOJIHUTB 3TOT npouecc?
d. KTo HeceT 0TBETCTBEHHOCTH 3a MPOIIeCcC+

e. KakoB npouecc?+

f. ['ne yenoBek BHIMOIHSET ATOT Iporecc?+

8. Kommnanust oOecriokoeHa Tpa(uKOM, KOTOpBIM MpoTekaeT depe3 cerh. CyIllecTBYeT oONaceHue, uTo
CYIIECTBYET BPEJOHOCHAs MPOrpaMMa, KOTopasi CyLIeCTBYET, KOTopasi He OJIOKUPYETCs UM HE YCTpaHsIeTCs
aHTUBHUpycoM. Kakyro TEeXHOJOTHIO MOKHO BHEIPUTH Ul OOHApYKEHHUS MOTEHIIMAJIHLHOTO BPEJOHOCHOTO
Tpaduka B ceTu?

a. IDS+

b. NAC

c. IPS

d. Bpannamaysp

9. [Monp30BaTeIb BHIIOIHUI MIECTUMECSIHBINA MPOCKT IS ONPEICIICHHSI BCEX MECTOIOJIOKEHUI JaHHBIX U
KaTaJIOTU3alk MecTonoiokeHus. CrleayromuM maroM Oyaer KiaccuuKalus TaHHBIX W TOJTy4YeHHUE
HEKOTOPBIX KPUTEPUEB UYBCTBUTEIHHOCTH JAAaHHBIX. Kakue 1Ba mara MOryT MpPEANPHHATH MOJIH30BATEb,
yTOOBI K1accudupoBarh nanusie? (Beibepute aBa.)

a. Onpenenenue pas3pemieHus A JaHHbIX.

b. OnpeneneHue mMoib30BaATENS JTAaHHBIX.

c. OnpenenuTh, Kak 4aCcTO KOMUPYIOTCS JaHHbBIE.
d. PaccmoTpeTh Bce TaHHBIE OTUHAKOBO.

e. OnpenenuTb 4yBCTBUTENbHOCTD TaHHBIX.

f. YcranoBuTh Biaebla JaHHBIX. +

10. Tlomp3oBarens OBUT HAHAT KOMIIAHMEW Ui TIPEAOCTABICHHUS  BBICOKOJOCTYITHOW CETEBOM
uHpacTpykTyphl. [lonp30Barenb XoueT MOCTPOUTHh M30BITOYHOCTh B CETH B Cllyyae OTKa3za KOMMYTaTopa,
HO XOYeT MPEJOTBPATUTD LUK 2-Tr0 YpOBHs. UTO OBl MOJIH30BATENh pEaTU30Bal B CETH?

a. [IpoTokoi cBs3yromero aepeBa+
b. VRRP
c. HSRP
d. GLBP



11. TTonb30BaTeNnb OICHUBAET CETEBYIO MH(PACTPYKTypy KommaHuu. [lonp3oBarenh OTMETHI MHOXKECTBO
PE3EpPBHBIX CHUCTEM M YCTPOHCTB Ha MeECTE, HO HeT OoOIel oleHKH ceTh. B oTueTe Mmonp30BaTeNb
MOTYEPKHYI METOIbI M KOH(pUTYpaIuu, HEOOXOANUMBIE B IIEJIOM, YTOOBI CJeNIaTh OTKa30yCTONYUBOCTh CETH.
Kaxoit Tun au3zaiina noyiib3oBareib MOIYEPKUBACT?

a. KomriexcHsbli

b. OcHoBHOE nEepeBO
c. YcTomunBOCTL+
d. JocTymHOCTh

12. Tlonp30BaTeNnb epecMaTpUBaeT CETh JJIs1 HEOOJIbITON KOMITAHUH M X04eT 00ECIeYUTh OE30IacCHOCTh 10
pasymHoil 1eHe. Ilomp3oBarens pa3BepTHIBACT HOBBIM OpaHIMaydp € TOAACPKKON TMPUIOKEHUN C
BO3MOKHOCTSIMU OOHapyeHusi BTopxkeHui B ISP-coenmuunenun. Ilomb3oBarens ycTaHaBIMBAET BTOPOM
Opanamays3p, 4TOOBI OTIEIUTh CETh KOMIAHHM OT 00menocTynHoit cetu. Kpome Toro, monb3oBarenb
ycranaBnuBaeT IPS Bo BHyTpeHHel cetn komnaHuu. Kakoil moaxo BEIMOJIHSIET MOJIb30BaTENb?

a. CironcTheIi+

b. Puck Ha ocHOBE

c. Araka

d. CTpykTypupOBaHHBIH

13. Ilonb30Barenio mpeasaraeTcsi NPOBECTH aHAIM3 PUCKOB KoMraHuu. [lonp3oBarens 3ampamuBaer 0azy
JTAHHBIX aKTHBOB KOMIIAaHHH, KOTOpAasi COIEPXKUT CIUCOK Bcero obopynoBanus. [lomp3oBaresb NCHONB3YeT
3Ty MH(OpMAIIMIO KaK YacTh aHalu3a pucka. Kakoii THI aHaM3a pUcKa MOXKET OBITh BBIITOTHEH?

a. KauecTBeHHBIN

b. AnimapaTHble cpeacTBa

c. KonnuecTBeHHbII+

d. Koapdumment Bo3aeiicTBust

14. Tlonp3oBarenb ObUT HAHAT B KAY€CTBE HOBOTO COTPYIHHMKA CIykObl Oe3omacHOCTH. OIHUM U3 NEPBBIX
MIPOEKTOB CTAJIO MIPOBEICHUE NHBEHTAPU3AIINHN AKTUBOB KOMITAHUH U CO3[aHNE KOMILICKCHOM 0a3bl JaHHBIX.
Kakue Tpu yactu mHpOpMaLUU MOIB30BaTEIb XOTEN OBl 3aXBaTUTh B 0a3e NaHHBIX akTUBOB? (Bribepure

TpH.)

a. AmmaparHble ceTeBbIe YCTpolcTBa+
b. [Taponmu

c. ['pynmsl

d. OnepanuoHHbIE CHCTEMBI+

e. Ilonp3oBarenu

f. Paboune cranimu+

15. Tlonmb3oBaTenb BBIMONHAET OOBIYHYIO IPOBEPKY CEPBEPHOTO OOOpYIOBaHUS B IIEHTPE JaHHBIX
koMriaHuu. Heckonbko cepBepoB UCHOIB3YIOT OTAENIbHbBIE TUCKU IJISl pa3MEUIeHHs ONEepallMOHHBIX CUCTEM
Y HECKOJIBKUX THUIIOB MOAKITIOUYEHHBIX PEUICHUM XpaHEHUs AaHHBIX JUIs XpaHeHus AaHHbIX. [lonb3oBaTens
XOUeT MPEIOKUTH JIydlllee pelieHre Al 00ecneueHus: 0TKa30yCTOMYMBOCTH BO BpeMsl OO HAKOMIUTES.
Kaxkoe pemenue nyuie?

a. UPS

b. PezepBHOE KOnMpoBaHue

c. RAID+

d.ABTOHOMHasI pe3epBHasi KOMUS



16. T'eHepanbHBI TUPEKTOP KOMIIAHUM OOECIIOKOEH TeM, YTO €CIM HapylleHWe MaHHBIX JOJDKHO
NIPOM30WTH, U JIaHHBIC KJIMEHTa IMOJABEPraroTCs, KOMIIAHUS MOXXET OBITh MpeAbsBICH HCK. [ eHepaibHbIN
JUPEKTOp MPUHMMAET PELIEHUE O IOKYNKE CTPaXOBKU A KOMIaHuWW. Kakoll THUI CHMIKEHUS DPHUCKOB
BHEJPSIET T'€HEPAJIbHBIN TUPEKTOP?

a. CmsryeHue

b. Ilepenecenne+
c. Cokparnienue
d.Yknonenwue

17. Ilonp3oBaTenb SABIAETCS KOHCYJIBTAHTOM, KOTOPBINM HAHAT JJIS MOArOTOBKHU Aokiana KoHrpeccy o Tom,
KaKue OTPaciid JOJDKHBI ObITh 00sI3aHBI MOIIEPKUBATh JOCTYMHOCTh. Kakue Tpu oTpaciau JOMKHBI OBITh
BKtoueHb! [lonb3oBarenem B otuer? (Beibepure Tpu.)

a. Po3anunas toprosis

b. ®uHaHChI+

c. OGmecTBeHHast 6€30MacHOCTb+
d. [Tutanue

€. 3npaBooxpaHeHHne+

f. O6pazoBanue

Tema 25. 3anura qoMeHa KHOEpOE30MaCHOCTH.
1. B uem pasznuna mexay HIDS u 6panamayspom(firewall)?

a. bpannmayasp (firewall) paspemraer u 3ampemaer Tpaduk Ha ocHoBe mpaBwi, a HIDS konTpommpyet
ceTeBol Tpaduk.

b. HIDS 6mokupyeTt BropKeHus1, Torna Kak OpaHaMaysp uxX (puibTpyer.

c. HIDS orcnexuBaer omepanyoHHBIE CHUCTEMbI Ha XOCT-KOMIBbIOTEpax M 00padaThiBaeT aKTUBHOCTH
¢aitnoBoii cucreMbl. bpanamayspbl pa3pemaioT Win 3anpemaT Tpadhuk MexXay KOMIBIOTEPOM U IPyTUMHU
CHCTEMaMH.+

d. HIDS pa6oraer kak IPS, Torna kak OpanaMayasp IpoCTO OTCISKUBACT TPapuK.

e. bpanamaysp BbIMONHSAET (QUIBTPAIMIO MAKETOB M MO3TOMY OrpaHHuYEH B 3(PQPEKTUBHOCTH, TOTJa Kak
HIDS 6nokupyeT BTop>KeHusl.

2. Tlonmb3oBarens oOpamaercs B CIyKOy IMOMIEPKKHA C KI000M Ha TO, YTO TMApoib IS JOCTyINa K
OecrpoBOAHON ceTH W3MEHUJICS 0e3 mpenynpexaeHus. [loap3oBarens MOXKET U3MEHUTH Mapojib, HO Yepe3
4ac MPOUCXOAUT TO ke camoe. YTO MOKET MPOU30UTH B ATOM CUTyarun?

a. [TonuTuka naposnen

b. ITocToponHss TOUKa AOCTYyIA+
c. HoytOyk nmonbs3oBarenst

d. CraGwr1it maposb

e. OmubKa 1monp30BaTeNs

3. Kakas cnyx06a mpeoOpasyet onpeseneHHbIi Be0-aapec B [P-anpec neneBoro Be6-ceppepa?
a. DNS+

b. NTP

c. DHCP

d. ICMP

4. Menempxep oTzena MOJO3PEBAET, UTO KTO-TO MBITAETCS B3J0MaTb KOMIIBIOTEpBI HOYbIO. Bac mpocsar
BBISICHUTB, TaK JI1 3T0. Kakoe BezieHne xypHasia Bbl Obl BKIIOUHIIN?

a. Aynut+
b. Windows



c. OnepanonHas cucrema
d. CucTemHBIi )XypHaT

5. ocne aymura 06€30MacHOCTH ISl OPTaHU3AIMH OBLTO YCTAaHOBJICHO, YTO HECKOJBKO YUETHBIX 3alucei
MMEIOT NMPUBWICTHPOBAHHBIN JAOCTYIl K CHCTEMaM M ycTpoicTBaM. Kakue Tpu peKOMEHAaluu Mo 3alluTe
MPUBUJICTUPOBAHHBIX YYETHBIX 3allMCeil JOJDKHBI OBITh BKIIOUEHBI B oTueT ayauta? (BeiOepure Tpm
BapuaHTa OTBETA.)

a. Tonbko UT-nupexTop M0KEH UMETh NPUBUIIETUPOBAHHBIN JOCTYTI.
b. HukTo He nomKkeH UMeTh NPUBUIICTUPOBAHHBIN TOCTYTI.

c. [IpumMeHATh NPUHIUT HAMMEHBIIUX IPUBUIIETHI.

d. YMeHbIIHMTE KOJIMYECTBO MPUBUIICTUPOBAHHBIX YUETHBIX 3aMUCEH.+
e. bezonacHoe xpanenue naposieu.+

f. TonbKkO MeHeIKephl JOIKHBI UMETh PUBUIICTHPOBAHHBINA JOCTYII.

6. llonmp3oBarento mpejaraeTcs NPOAHATM3UPOBATH TEKYILEE COCTOSHUE OMNEPAlMOHHOW CHUCTEMBI
komnbiorepa. C dYem cleayeT CpaBHUBAThb TEKYLIYI0 OINEPAlMOHHYIO CHUCTEMY [JIsl BBISIBICHHS
MOTEHI[UATBHBIX YSI3BUMOCTEH?

a. UepHbI CMIHCOK

b. ba3oBelii ypoBeHb+

c. CkaHupoBaHHE YA3BUMOCTEN
d. [TenTect

e. benslii crincok

7. Kakue Tpu 351eMeHTa SBISIOTCS BpEAOHOCHBIMU Tiporpammamu? (Beibepure Tpu.)
a. APT

b. Bupyc+

c. TpositHCKUI KOHb+

d. Keiimorrep+

€. DJNeKTpOHHAs 1mouTa

f. Bnoxxenus

8. AamuHuCTpaTop HEOOJBIIOTO IMEHTpa 00paOOTKU MAaHHBIX XOYET UMETh T'MOKWM, 0€30MacHBIM CIIOCo0
YIAJICHHOTO MOJKIJIFOYEHUS K cepBepaM. Kakoil mpoToKoJI Tydiiie BCEro UCOIb30BaTh?

a. Secure Shell+

b. Remote Desktop
c. Secure Copy

d. Telnet

9. [lonp3oBarenb obpamaeTcst B Cayk0y MOJAEPKKU € jKalo0aMu Ha TO, YTO MPHUIIOKEHUE YCTAaHOBICHO HA
KOMIBIOTEp W MPHIOKEHUE HE MOXET TMOIKIIOUNThcs K MHTepHeTy. Her HMKAakuX aHTHBHPYCHBIX
NpeaynpexaeHuil, U TMOoJb30BaTeNlb MOXET npocMmarpuBaTh HHTepHeT. KakoBa Hambonee BeposiTHas
pUYHHA TPOOIEeMbI?

a. Kommnbrorepusiii aiiepBoi+

b. HeoOxonumMo niepe3arpy3uTh CUCTEMY

c. OTCYTCTBYIOT pa3peLieHus

d. [IpunoxeHne NOBpEXIEHO

10. Komnanuu MOTyT MMETh pPa3jIMYHbIE OIEPAIMOHHBIE LEHTPbI, KOTOpbIe 00pabaThIBAIOT pazIUYHbIE
npobnemsr ¢ UT-omepamusamu. Ecnm  mpobrnema cBsizaHa ¢ ceTeBoM  MHOPACTPYKTYpOH, Kakoi
OTIePAIIMOHHBIN IIEHTP Oy/lIeT OTBETCTBEHHBIM?



a. HVAC
b. NOC+
c. HR
d. SOC

11. ITonp3oBaTeny AenaeT 3alpoc Ha BHEAPECHHE CIYXKOBI YNpaBICHUs HCIPABICHHS Uil KoMnaHuu. B
pamKax 3asBKH MOJb30BaTeNb JOJHKEH MPEAOCTaBUTh O0OOCHOBaHUWE i 3ampoca. Kakue Tpu NpU4HMHBI
MOTYT MCITOJI30BaTh IMOJIB30BaTENb 11 000cHOBaHUs 3anpoca? (Beibepute Tpu.)

a. HeoOXonnMoCTh MOAKIIIOYEHUSI CHCTEM HETOCpEeACTBEHHO K HTepHeTy
b.B0o3MOXHOCTE BEIOOpa OOHOBJICHH TOIB30BATEIAMU

c. OnoBeniark, KOrja MpoucXoasaT 0OHOBIICHUS+

d.Bo3MOXHOCTB MOJTy4eHHsI OTYETOB 110 CHCTEMaM+

e. Het Bo3aMoxHOCTH JJISL OJIB30BaTeJIed OTKIIIOYATh OGHOBHCHI/HH‘

f. BeposSTHOCTh SKOHOMHHU Ha XpaHCHHUU

12. B xoMmaHu® MHOTO TIOJIb30BaTelel, KOTOphIE TUCTAHIIMOHHO padoTaroT. Heobxonumo HailTH perieHue,
9TOOBI MOXXHO OBIJIO YCTAHOBUTH O€30TMACHBIM KaHAJI CBS3M MEXKIY VYIaJE€HHBIM MECTOIOIOKCHUEM
nojb30Baresie u komnanuen. Kakoe xopoiiiee pemeHue ajis 3Toi CUTyaluu?

a. Monem

b. OnToBOIOKHO
c. VPN+

d. T1

e. PPP

13. KakoBbl Tpu THIIA TPOOJIEM C TUTAHUEM, KOTOPBIE JOJDKEH OeCIIOKOUTh TexHuKa? (Beibepure Tpu.)
a. Uckpa

b. Cka4ok HanmpsHKeHus+

c. OtxiroueHune+

d. ObecTounBanue+

€. 3aTyMaHHBaHUE

f. Mepuanue

14. HoBblil KOMIBIOTEp BBIHUMAETCs M3 KOPOOKH, 3amyckaercss W monkirouaercs K Murtepuery. Ilartum
(uctipaBneHus1) ObUIH 3arpy>KeHbl U yCTaHOBJIEHBL. OOHOBJICH aHTUBUPYC. UTO MOXKHO c/1eJaTh, 4YTOOBI ere
O0JIbIIIE YITYUIIUTh 3aLIUTY ONEPAIIIOHHON CHCTEMBbI?

a. YCTaHOBHTE alapaTHbIA OpaHaMayap.

b. Beikirounte 6panamayap.

¢. OTKIIIOYNTE KOMITBIOTEP OT CETH.

d. Ynanute HeHyKXHbIE IPOrPaMMBI U CITY>KOBL.+

€. YianuTe y4eTHYIO 3alluch aIMUHUACTPATOPA.

f. IlpucBoiiTe KOMIBIOTEPY HEPA3PEIIUMBIH aapec.

15. ITouemy WPA2 nmyume WPA?

a. [lonnepxxusaet TKIP

b. CHMKEHHE CKOPOCTH

c. Obs3aTenbHOE UCTIONB30BaHUE anropuTMoB AES+
d. Cokparienue BpeMeHH 00pabOTKH

16. ITouemy WEP ceronnst He ucrionb3yercsi B 0€CIIPOBOAHBIX CETAX?



a. OrcyrcTBHe mM(pOBaHUSL

b. IToromy 4TO 3TOT METOM CTAPBII

c. OTcyTCTBHE NOAAEPIKKU

d. Ucnonp3oBaHre MOHATHBIX TEKCTOBBIX MapoJien
e. Jlerko B3nomMarp+

17. UT-nupekrop XOodeT 3allMTHTh JAaHHBIE Ha HOYTOyKaXx KOMIAHWHU, BHEApsAs ImdpoBaHue (ailios.
Texnuk onpezaenser Nydymuid crnocod MUGPOBAaHHUS KaXKJOrO MKECTKOro Tucka ¢ mnomompio Windows
BitLocker. Kakue nBe Bemm He0OXOMUMBI TSI peanu3aluy 3Toro pemenus’? (Beidbepure aBa.)

a. TPM+

b. Ynpasienue napoiasiMu
c. Pe3epBHOE KOTTMpOBaHUE
d. Coznarp nBa TOMa+

e. EFS

f. USB- Hakonurenn

18. Menemxep MOANEPKKHA HACTOJIBHBIX CHCTEM XOYeT MUHUMH3UPOBATH BpPeMs MPOCTOS U paboumx
CTaHLUH, KOTOpBIE BBI3BIBAIOT COOM WJIM HMEIOT Jpyrue NpoOJieMbl, CBSI3aHHBIE C IMPOrPAMMHBIM
obecniedueHrneM. KakoBbl Tpu MperMyIecTBa HCIIONb30BaHUs KJIOHUpOBaHus aucka? (Beibepure Tpu.)

a. CokpallieHre YHCICHHOCTH IIEpCOHaa

b. O6ecneunTh COBMECTHMOCTh CHCTEMBI

¢. MoskeT 00ecreunTh MOJTHOE PE3CPBHOE KOMMMPOBAHHE CUCTEMbI+
d. IIpocToTa pa3BepThIBaHKS HOBBIX KOMITBIOTCPOB B OpraHU3aluu+
¢. ObecreunTh YUCTOTY MAITMHBI T

f. Co3natp Gonblee pazHooOpasue

19. Kommanust XoueT peann3oBaTh OMOMETPHYECKUN JOCTYH K CBOEMY LEHTPY OOpaOOTKH JaHHBIX.
Komnanus obecriokoeHa TeM, 4TO JIIOAW MOTYT OOXOJUTh CHUCTEMY, Oylydd JIOKHO MPUHATON B KauecTBE
3aKOHHBIX MoJib30Barenel. Kakas ommoka - 1oxHOe npuHsITHE?

a. CER

b. JIoxxHOE OTKIIOHEHHE
c. Type 11+

d. Type |

20. Ilomp3oBarenb mpeularaeT MNpUOOPECTH peLIeHWEe JAJs YHpaBiICHUs NardyaMy I KOMIIaHUH.
[Tonp3oBaTens X04eT yKa3aTh NMPUYUHBI, MO KOTOPHIM KOMIIAHUS JOJDKHA TPATUTh JACHBI'M Ha PEILICHHE.
Kakue npeumyiectsa gaet ynpasieHnue naraamu?(Beibepure Tpu.)

a. AIMMHUCTPATOPbI MOTYT yTBEP>KaTh WIN OTKJIOHATh UCIIPABICHUS.

b. [TaTyu MOTYT OBITH BBIOpAHBI TIOJIH30BATEIIEM.

c. I[laTun MokHO nUcaTk OBICTPO.

d. Komnbroreps! TpeOyroT NoAKIIoueHUs K IHTepHeTY A1 MoTyueHus naTyeil.

e. O6HOBIEHUs HE 000HTH.+

f. O6HOBIIEHUS MOTYT OBITH MPUHYAUTEIHHO 331€HCTBOBAHBI B CUCTEMaX HEMEUIEHHO.

21. Craxep Hauan pabotare B rpymnmne nomaepxku. OgHa u3 00sS3aHHOCTEH - YCTAaHOBHTH JIOKAJIHHYIO
MONTUTHUKY TSI Taposieil Ha pabounx craHiusax. Kakoit HHCTpYMEHT JIydilie BCETO HCIIOJIb30BaTh?

a. [TonuTuka naposnen
b. grpol.msc



c. [lonuTuka y4eTHOU 3anucu
d. CucreMHO€ aIMMHUCTPUPOBAHHE
e. secpol.msc+

Tema 26. CrieruanucThl Mo KHOepOe30MmacHOCTH.

1. Ilpodeccronary 6e30MacHOCTH MpeaIaraeTcs MPOBECTH aHAIN3 TEKYIIETO COCTOSIHUS CETH KOMITAHUH.
Kakoli mHCTpyMeHT Oy/eT MCIoIb30BaTh Mpodeccrnonan 0€30MacHOCTH Il CKAHUPOBAHUSI CETH TOJBKO JIJIS
PHCKOB 0€30TIaCHOCTH?

a. CkaHep ysI3BUMOCTEN+

b. BpenoHocHbIe IpOrpaMMbI
c. PenTest

d. [TakeTHBIN aHATU3aTOP

2. KomnaHus mbITaeTCSl CHU3UTh 3aTPAThl HA Pa3BepThIBAHUE KOMMEPUYECKOTO MTPOrPAMMHOTO 00eCTICUeHHS
U paccMmarpuBaeT o0sauHyto ciryk0y. Kakas ciry>x6a Ha ocHOBe 001akoB Oy/IeT Jydliie BCEro pa3MenaTh
nporpamMmmHoe obecriedeHue?

a. PACXH
b. SaaS+
c. PaaS

d. IaaS

3. B opranmuszanuu peanu3zoBaHa yacTHas oOnauHas HHOpacTpyKTypa. AAMUHUCTPATOPY 0€30MacHOCTH
MpeUIaraeTcs 3alUTHTh HHPPACTPYKTYPY OT MOTECHIMATBHBIX yrpo3. Kakue Tpu TakKTUKH MOTYT OBITh
peanu30BaHbl IS 3aIUTH YacTHOTO 0bOaka?(Bribepure Tpu.)

a. OTKIIIOYUTH OpaHIMaydpHhI.

b. OTKIIIOYUTH CKAHUPOBAHKE MTOPTOB.+

c. HanaTe KOHCYyNIBTaHTA.

d. [TpoBeprTe BXOAAINI M HCXOAATINI TpaduK.+

e. [IpenocraBuTh aAMHUHUCTPATHBHBIC TIPABA.

f. OOHOBMsHTE YCTPONCTBA C UCTIPABICHUAMHU O€30TTAaCHOCTH M UCTIPABIICHUSIMH. +

4. HapymieHue mpoucxoauT B KOMIIaHUH, KoTopasi o0padaTsiBaeT HHGOPMAIMIO O KPEAUTHBIX KapTax.
Kaxkoi1 oTpaciieBoil 3aKOH peryiaupyer 3aiiuTy JaHHBIX KPEAUTHBIX KapT?

a. SOX

. PCI DSS+
. CPA

. GLBA

o o o

. KakoBbI 1Be moTeHIanbHbie yrpo3sl A npuiiokennii? (Beioepure aBa.)
. ConnanbHasi UH)KEHEPHUSI

. [loreps naHHbIX+

. HecaHKIIMOHMPOBAHHBIN AOCTYN+

. [lepeGon

o0 o & W

6. Y koMIaHuH OBUIO HECKOJIBKO MHIIUJCHTOB, CBA3aHHBIX C MOJIb30BATEISIMH, 3arPyKaAOIIUMHU
HECAHKIIMOHUPOBAHHOE MTPOrPaMMHOE 00eCTIeUeHNE, UCTIONb3YIOIIMMU HECAaHKIIMOHUPOBAHHBIE BEO-CaNThI
u nepconainbubie USB-ycrpoiicta. CIO Xouer co3aars cxemy ynpaBieHMs 10JIb30BATEIbCKUMH YIPO3aMHU.
Kakue Tpu Bemu MOryT OBbITH BBEIEHBI B ICUCTBHE IS yripaBieHus yrpozamu? (Beibepure Tpu.)

a. [IpuMeHATh IUCUUIUIMHAPHBIE MEPBI.

b. I3MeHeHue Ha cinalble KIMEHTHI



c. ObecreunTh MOATOTOBKY IO BOIPOCaM 0e30MacHOCTH. +
d. Ucnionp3oBaTh GUIBTPALIUIO COAEPKUMOTO.+

e. Otximounts foctyn Kk CD n USB.+

f. MOHUTOPHUHT BCEX IEWCTBHM MOIH30BaATEICH.

7. As part of HR policy in a company, an individual may opt-out of having information shared with any
third party other than the employer. Which law protects the privacy of personal shared information?

a. GLBA+
b. FIRPA
c. SOX

d. PCI

8. Kakue tpu yciyru npenoctasisier CERT? (BviGepute Tpu.)

a. Pazpa®oTka HHCTPYMEHTOB, TPOAYKTOB U METOOB aHAIN3a YsI3BUMOCTEN+

b. Ycrpanenue ys3BUMOCTEN MPOrpaMMHOTO 00eCTIeUeHUs+

c. ObecnieueHne coOMOACHUS CTAHIAPTOB MTPOTPAMMHOTO 00ECIICUCHUS

d. Pa3zpaboTka HHCTPYMEHTOB, IPOAYKTOB U METOJIOB MPOBEACHUS CYeOHBIX SKCIIEPTU3+
e. Co3gaHue BpeAOHOCHBIX IPOrpaMM

f. PazpaboTka HHCTPYMEHTOB aTaku

9. HeaBropn3oBaHHBIE TIOCETUTENH BOILIN B 0(pHC KOMIIAHUM U TYJISIIOT 1o 37aHut0. Kakue 1Be Mepbl MOTYyT
OBITH MPUHATHI JJIs PEIOTBPAIIECHUS HECAHKIIMOHUPOBAHHOTO IOCTYTIA MMOCETUTENEH B 31aHue?
(Bw16epute nBa.)

a. 3aKpBITh Ha KITFOY KAOMHETHI+

b. Perynspro npoBoauth 00ydeHue 1o BorpocaM 0e301acHOCTH.

C. 3anpeTHUTh BBIXOX U3 3/1aHKs B pabodee Bpems.+

d. YcTaHOBUTH paBuiia M MPOLETYPHI ISt TOCTEH, MOCEIAIONIMX 3/1aHHE.

10. Tak KaK 4eJIOBEK SIBISCTCS CIEIUATMCTOM 0 0€30MaCHOCTH, TO €CTh BO3MOKXHOCTb UMETh JIOCTYTI K
KOH(HICHIIMATHHBIM JAHHBIM M aKTUBaM. UTO JTOHKEH MOHUMATh CTICIIHAIUCT 10 0€30MaCHOCTH, YTOOBI
MPUHUMATH 000CHOBAHHBIE STUYECKUE PEIICHUS?

a. [ToctaBuuky 00IaYHBIX yCIYT

b. [TorennmanbsHbIi OOHYC

c. [TapTHepckue oObeTMHEHUS

d. 3akoHBI, perynupyomue JaHHble+
e. [loreHnmanpHast BEIroAa

11. Ecnu yenoBek co3HATENBHO MOJTyYaeT AOCTYII K MPAaBUTEIIBCTBEHHOMY KOMITHIOTEPY 0€3 pa3pericHus,
a. CFAA+

b. GLBA

c. ECPA

d. SOX

12. TTouemy Kali Linux siBisieTcst momyasipHbIM BEIOOPOM TTPH TECTUPOBAHUH CETEBOM 0€30MMaCHOCTH

a. OTO MHCTPYMEHT CETEBOI0 CKAHUPOBAHUs, KOTOPBIA CTAaBUT IPUOPUTETHI HA TIOUCKH NTPOBAJIOB

b. Ero Mo»xHO MCIOIB30BaTh ISl POBEPKH CIA0BIX MECT, UCTIOJIb3Ys TOJIBKO BPEIOHOCHBIE IIPOTPAMMBI.
c. Ero MmoxHO ucnonbs30Barh JIsl IepexBaTa U PErUCTPaIiK CETeBOTO TpaduKa.

d. D10 gucTpubyTHB 6€30macHOCTH LinuxX ¢ OTKPBITHIM HCXOIHBIM KOJIOM H coaepKuT 6omee 300



13. Kakue Tpu UCKITIOUEHHUS A1 pacKpbITHs nHpopMmanuu oTHOcsATcs K FOIA? (Beibepure Tpu.)

a. HamonanpHas 6€30MacHOCTh M BHEILIHSS MOJUTHKA+

b. 3anucu npaBoOXpaHUTEIBHBIX OPraHOB, B KOTOPBIX GUTYPHUPYET OJHA U3 MEPEUNCICHHBIX MTPOOIeM+
c. Hereonoruueckast unopmanus o 1pipax

d. Mudopmarusi, ciennaabHO HE OCBOOOKICHHAS 3aKOHOM

e. [Ily6mmunas nadopmarus GUHAHCOBBIX YUPEKICHHUMA

f. KondunenuuanpHas neiaoBas nHbopMarms+

14. Kakue aBa 2neMeHTa MOXKHO HalTH Ha BeO-caiite Internet Storm Center? (Beibepure 1Ba.)
a. OT4eTsl HHGOOPMAIIMOHHOMN 3aIIUTHI+

b. Uctopuueckas cripaBka

c. Texymue 3aKoHbI+

d. InfoSec Bakancuu

15. AIMHHHCTpPATOP LIKOJIBI 00ECIOKOEH pa3riialleHueM nH(OpMalKu O MIKOJIbHUKE U3-3a HapylleHus. B
COOTBETCTBHUH C KaKUM 3aKOHOM 00€CTIeUrBACTCS 3alIUTa HH(POPMALIUHU YUALTHXCS?

a. FERPA+
b. CIPA

c. HIPPA
d. COPPA

16. YUTo MOXHO MCTIOIB30BaTh JJISI OIEHKH YIPO3 C MIOMOIIBIO CUE€Ta BO3ICUCTBUS, YTOOBI TOTYEPKHYTh
BA)KHBIE YSI3BUMOCTH?

a. NVD+
b. ACSC
c. CERT
d. ISC

17. KakoBbI Tpu MIUPOKUE KATETOPUH MO3ULHIA HHPOpPMaLmoHHOM 6e3onacHocT? (Beibepute TpH.)
a. HaGmromarenmu+

b. Ucnionaurenn

c¢. Crpourenu+

d. Uckarenu

e. Cozmarenu

f. Onpenenurenu+

18. Aynutopy npeiaraeTcs OUECHHUTh JIOKAJIbHYIO CETh KOMIIAHUM Ha TPEAMET MOTEHIUAIBHBIX yrpo3. Ha
KaKue TPH MOTEHIIUAIIbHBIE YTPO3bI MOXKET 00paTuTh BHUMaHue ayauTop? (Beibepure Tpu.)

a. HecankumoHNpOBaHHOE CKaHUPOBAaHUE MOPTOB U 30HAUPOBAHUE CETHH
b. [TonuTHKa JOMYCTUMOTO UCIOIB30BAHUS

c. KommiekcHbIi maposib

d. HenpaBmiibHO HACTPOEHHBIN OpaHaMay3p+

€. 3aKphIThIE CUCTEMBI

f. Pa365oKkrpoBaHHBIN JOCTYI K CETEBOMY 000PYIOBaHHIO+

19. KoHcynbTaHT HAaHUMAETCSI, YTOOBI 1aTh PEKOMEHIALIMH 110 YIPABJICHUIO YTPO3aMH YCTPOMUCTB B
xomnanuu. Kakue Tpu oOmime pekoMeHaanuu MoxkHo caenars? (Beibepure tpu.)

a. BKIIFOYNTH MyJIbTUMENNIHBIE YCTPOUCTBA.

b. O6ecnedenne cTporoit KaapoBoOi MOJIUTHUKH.

c. OTKJIIOYUTH ITpaBa aIMUHUCTPATOpA JIJIs MOJIb30BaTENeH. +



d
e

. BKIII04MTH aBTOMaTU4ECKOE aHTUBUPYCHOE CKAHUPOBAHUE. +
. Bkimrouenme 6510KMpOBKH dKpaHa+

f. Ynanenue punbTpanuu conepKUMOoro.

4

1
2

.3 [IpomesxyTouHast aTTecTalus 1Mo AUCIUILIMHE IPOBOAUTCA B hOpME 3a4eTa, SK3aMeHa

Tunosbie Bonpockl 3auera (OK-3, I1K-9)
. DTaIbl pa3BUTHS CUCTEMBI 3alTUTHI HH(POPMAITHH.
. CTpyKTypa cucTeM 3aIuThl THPOPMAIUH, TPUMEHIEMbIX B O0IIEMUPOBON IPAKTHKE 00eCIICUeHHs

MH(POPMALMOHHON O€30MaCHOCTH.

3
4
5
6
7

. Turbl coBpeMeHHOTO UHPOPMAITIOHHOTO OPYKHUS.

. TocymapcTBenHbIe opranbl ooecrnieueHus HarpoHanbHou 6e3onmacHocTu CIIIA.

. [IpencraBnenne 06 nHGOPMAITMOHHOM MPOTUBOOOPCTBE B Kurae.

. [Ipaktuka komnanuu IBM B oGactu 3ammTel nHOOPMAIIIH.

. [IpaxTrka kommaanu CiscoSystems B pa3paboTKe ceTeBO MOTUTUKN O€30MaCHOCTH.

TunoBble 3axanus s 3a4era (OK-3, I1K-9)

1. VkaxuTe onepalmoHHYIO CUCTEMY, Har0oJiee 4acTo MO/IBEPTaIOILyIOCs BUPYCHBIM aTaKaM.

)

. Windows
. Unix

c. Linux

o0 T ® W

1

2.
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B coorBerctBum ¢ Ykazom IIpesunenta Poccuu ['ocTexkoMuCcCusl B HACTOSIIIEE BPEMSI UMEHYETCH ...
OCh
. @CTOK
CBP
. OATICHU
. Uro HE BXOIUT B «3NIEKTPOHHBIN MKAT» I 0OecrieueHusI U POBOTO CyBEPEHUTETA
. COOCTBEHHAs MJIM KOHTPOJIMpYyeMasi MporpaMMHas riatdopma
. COOCTBEHHAs WJIM KOHTPOJMpyeMast MOOMIbHas Tuiatdopma
. coOCTBeHHas ammaparHas rmiargopma
. HET BEpHOTO OTBETA

. Ko n300pen mammmHy ¢ BpamareabHbIMU MH(GPOBATBHBIMU JUCKAMH C PA3TUIHBIM KOJIHMYECTBOM OYKB?
K.-®.1lamnonsoH

. A.Baacsopt

. A Teropunr

. U.Yurcron

. K kakomy BpeMeHH OTHOCAT MOSABJIEHUE MEPBHIX CHEIHAIN3UPOBAHHBIX AHTUBUPYCHBIX ITporpamm?
. Hadaso 80-x rr

. Bropas nosioBuHa 80-x rr

. Hadaso 90-x rr

. Bropas nosioBuHa 70-x rr

Tunosblie Bonpocskl 3k3amena (OK-3, I1K-9)
. DTarbl pa3BUTUS CUCTEMBI 3alTUTHI HHPOPMAITIH.
CrpykTypa CUCTEM 3aIUThl HHGOPMAIIUH, TPUMEHSIEMBIX B 0OIIEMHUPOBOM MPAKTUKE 00CCIICUCHUS

nH(pOpMAITMOHHON 0€30MTaCHOCTH.
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. Turbl coBpeMeHHOTO UHPOPMAITIOHHOTO OPYKHUS.

. TocymapcTBeHnHbIe opranbl ooecrnieueHus HarroHanbHoU 6e3onacHocTu CIIIA.

. [IpencraBnenne 06 nHMOPMAITMOHHOM MPOTUBOOOPCTBE B KuTae.

. [Ipaktuka komnanuu IBM B oGactu 3ammTel nHGOpPMAITIH.

. [IpaxTrka kommaanu CiscoSystems B pa3paboTKe ceTeBOM MOTUTUKN O€30MaCHOCTH.

TunoBble 3axanus s sxk3amena (OK-3, I1K-9)

1. VkaxuTe onepalmoHHYIO CUCTEMY, Har0oJiee 4acTo MOIBEPTaIOILyIOCs BUPYCHBIM aTaKaM.

a. Windows
b. Unix
c. Linux
2. B cootBercTBuu ¢ Ykazom [Ipesunenra Poccun I'ocTexkomuccus B HacTosiiee BpeMsi UMEHYETCH ...
a. ®Cb
b. CTOK
c. CBP
d. ®ATICHU
3. Yro HE BXOaHT B «3JIEKTPOHHBIN IUT» TSl 00ecriedeHus Iu(POBOTO CyBEpEHUTETA
a. COOCTBEHHas MJIM KOHTPOJIMpyeMasi MporpaMMHast miardopma
b. coOcTBeHHAs WIIM KOHTPOIUpyeMasi MOOMIIbHAsSI TIaThopma
c. coOCcTBeHHas anmapaTHas miargopma
d. HeT BepHOTO OTBETA
4. Kto n300pen MaluHy ¢ BpamaTelbHbIMU IU(GPOBAIbHBIMU JUCKAMH C Pa3IMYHbIM KOJINYECTBOM OYyKB?
a. K.-® IllamnonsoH
b. JI.BaacBopt
c. A. TeropuHr
d. Y.Yurcron
5. K kakoMy BpeMeHH OTHOCAT MOSBJIECHUE MEPBHIX CHEIHAIN3UPOBAHHBIX AHTUBUPYCHBIX IpOrpamm?
a. Hayano 80-x rr
b. BTOpas nomosuHa 80-x rT
c. Hayano 90-x rr
d. Bropast monouHa 70-X rT
4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI
3auer
Orenka KommeTe Jleckpunropsl (YPOBHH) — OCHOBHBIC TTPU3HAK
OK-3 CriocoOeH aHaTU3UPOBAaTh OCHOBHBIC JTAllbl M 3aKOHOMEPHOCTH

HCTOPHUYCCKOIO Pa3BUTHUA POCCI/II/I, €€ MCCTO U POJIb B COBPEMCHHOM
MHUDPE 1A (1)0pMI/IpOBaHI/IH Fan(,HaHCKOﬁ IMO3UIIMK W Pa3BUTUA
«3a4TEHO)) naTpuoTHU3Ma.

(50 - 100 Gan I1K-9 Crioco0GeH  OCyWIECTBIATh MMOAOOp, H3yYeHHe U 000O0IIeHHEe
HAyYHO-TEXHUYECKOW JINTEPaTypbl, HOPMATUBHBIX U METOIUYCCKHX
MaTepHayioB, COCTaBIsATH 0030p IO BOMpOCaM OOCCIEUYCHHS
nH(pOpPMAITMOHHONW 0E€30MacHOCTH.




«HE 3a4TCHO»

OK-3

Hecnocoben ananu3upoBaThb OCHOBHBIE 3Talbl U 3aKOHOMEPHOCTH
HUCTOPHUYECKOro pa3Butusa Poccun, ee MECTO U pOJIb B COBPEMEHHOM
MUpe UIs (OPMHUPOBAHUS TPAKIAHCKOM TO3WIUM M Pa3BUTHUSA
[aTpUOTU3MA.

(0 - 49 6annosp

MK-9

Hecnocoben ocymecTBnsTh mombop, u3ydeHHE U 0000IIeHUe
Hay4YHO-TEXHUYECKOMN JINTEpaTypbl, HOPMATUBHBIX U METOIUYECKUX
MaTepHagoB, COCTABIATH 0030p MO BoOMpocaM OOCCICUCHHUS

MH(POPMALMOHHONW 0€30MacHOCTH.

DK3aMeH

Orenka

Komrree

Jleckpunropsl (YPOBHH) — OCHOBHBIC TTPU3HAK

«OTIIMYHO»

OK-3

JleMOHCTpHUpYET BBICOKHI YPOBEHb 3HAHUI MpoOIEcca CTAaHOBICHUS
cucteM  3amuThl  wHopMammu B Mupe.  DPPeKkTUBHO
WCIIONIb3yeT3apYOCIKHBIA  OMBIT TPH  pa3pabOTKe KOMIUIEKCHOU
cucteMmbl 3amuThl HHpopMmanuu. CBOOOIHO OpHEHTHUPYETCS B
COCTaBe, OCHOBHBIX HANpaBICHUSIX ACSITEIbHOCTH U OCOOCHHOCTH
(GYHKIIMOHUPOBAaHUS OpraHOB 3alMTHl  HHGopManuu. MoxeT
chopMyaMpoBaTh TEHACHIIMU W TEPCIEKTUBBI PA3BUTHUS CHUCTEM
3amuThl HHpopMauu B Poccru U BenyImux 3apyOeKHbIX CTpaHax.

(85 - 100 Gan

I1K-9

CBOOOIHO OPUEHTHPYETCSI BHOPMATHUBHO-TIPABOBBIX JIOKYMEHTOB PD
u mupa. CrnocoOeH NPOAEMOHCTPUPOBATHCIIOCOOBI W  METOIHMKH
noucka uHpopmanuu B cetu MHTEepHET.D(PPEKTUBHOOCYIIECTBISAET
MOWCK HAyYHOM JIMTEPATYyphl MO UCCIEAOBATEIHLCKON U MPUKIIATHON
NEeSITeIbHOCTH. AHAJIM3UPYET U CUCTEMaTU3UPYETOONbIINE O0ObEMBI
uHpopmaruu. OTBET MOCTPOEH JIOTUYHO, Marepuan Hu3Jaraercs
YEeTKO, SICHO, XOPOUIMM SI3BIKOM, aprymeHTupoBaHo. Ha Bompocsl
OTBEYAET KPATKO, ApryMEHTHUPOBAHO, YBEPEHHO, MO CYILIECTRY.

«XOopomo»

OK-3

JleMOHCTpUpYyeET JIOCTaTOYHBIN YpPOBEHb3HAHUUITIpOIIECCA
CTaHOBJICHUSI CHCTEM 3alluThl HHpopMalMu B Mupe. Moxker
UCIIONIB30BaTh 3apyOeKHBIM OMBIT MPU pa3pabOTKe KOMIUIEKCHOMN
CUCTEMBI 3aIUTHI nHpopmaruu.JloctarouHO ¢BOOOIHO
OpPUEHTHUPYETCS BB COCTABE, OCHOBHBIX HAIIPABIICHUSX JIE€ATEIHHOCTU
U ocoOeHHOCTH  (YHKIIMOHUPOBAHHMS ~ OPTraHOB  3aIUTHI
uHpopMauu.MoxxeT copMyIupoBaTh TEHIECHIUU U MEPCIEKTUBBI
pa3BuTHs cucTeM 3amuThl uWHpopManuu B Poccun u Bemymmx
3apyOeKHBIX CTpaHax.

(70 - 84 6amn

MK-9

JlocTaToyHO CBOOOIHO OPHEHTUPYETCS B HOPMATHUBHO-IPABOBBIX
nokymeHToB P® u mupa. CnocoOeH mpoieMOHCTPUPOBATh CIIOCOOBI
¥ METO/IMKM TOoucKa uHpopmanuu B cetu UuTepuet. OcymecTiser
IIOMCK HAyYHOU JIUTEPATypPHI 10 UCCIIEN0BATENBCKOW U MPUKIAIHON
JeSITeIbHOCTH. AHATU3UPYET U CUCTEMATH3HPYET OOJbIINE 0OBEMbI
uHpopmanmu. OTBET MOCTPOEH JIOTUYHO, MaTepHall M3JIaraercs
XOpOIIMM S3BIKOM. Bompochl, 3agaBaeMble NpENojiaBaTesieM, HE
BBI3bIBAIOT CYIIECTBEHHBIX 3aTPYIHEHUH.

«YIOBIIETBOPHTY

OK-3

JIeMOHCTpUpPYET HE JAOCTAaTOYHBIA YPOBEHb 3HAHUW  Ipolecca
CTAHOBJICHUS] CUCTEM 3allUThl MHpopManuu B Mupe. He crnocoben
3(pPEKTUBHO HCHOIB30BaTh3apyOSIKHBIH OMBIT TPH  pa3pabOTKe
KOMIUIEKCHOW ~ CHCTEMBl  3allUThl  HWH(pOpMAaLUU. Cnabo
OPHEHTUPYETCS B COCTAaBE, OCHOBHBIX HANpPaBICHHUSX AEATEIbHOCTH
1 0COOEHHOCTH (PYHKIIMOHUPOBAHUS OPTaHOB 3AIIUTHI HHPOPMAIUH.
3arpyansercs chOpMyTUpOBaTh TEHACHLUMUW M IMEPCIEKTUBBI
pa3BuTHs cucTeM 3ammThl uH(opmammu B Poccum M Bemymux

3apyOeKHBIX CTpaHAX.




(50 - 69 Gam1oITK-9 He 10CTaro4Ho  OpPUEHTUPYETCS B HOPMATHBHO-TIPABOBBIX
nokymeHtoB P® wu  wmupa. C  3aTpyaHEHUSIMH  CIIOCOOEH
MPOAEMOHCTPHUPOBATH CIIOCOOBI 1 METOAMKH IMOMCKa HHPOPMAIINH B
cetu MHrepHeT. OCyIIECTBISIET MOMCK HAYYHOW JMTEpaTypbl IO
WCCIIEIOBATEIbCKON M MPUKIAJAHON nesrenbHocTH. He crmocobeH k
aHAJIM3Y U CUCTeMaTu3aluu 0onbpIux 00beMoB nHpopmanuu. OTBET
HE Bcerna JIOTUYHO BBICTPOEH, Marepuan u3naraercsa 0e3
NPUMEHEHHUsS HayyHOHW TepMHUHOJOrMH. Bompocel, 3anaBacMble
MIPEToIaBaTeNIeM, BHI3bIBAIOT 3aTPy/IHEHHUSL.

OK-3 JIeMOHCTpUpYEeT HE JOCTaTOYHBIM ypOBEHb 3HAHWUH IIpolecca
CTAHOBJICHUSI CHCTeM 3amuThl HHMopMaimu B Mupe.He crocoben
UCIIONIb30BaTh 3apyOC)HBIH OIMBIT MPH Pa3pabOTKe KOMILICKCHON
CHCTeMbI 3amuThl HHpOpManmu. He opueHTHpyeTcs B cocTase,
OCHOBHBIX  HANpABJICHHUAX  JEATEJIBHOCTH U OCOOCHHOCTH
(GYHKIIMOHUPOBAHUS OpPraHoB 3amuThl HHMopMmaimu. He MmoxeT
cOpMYIUPOBATh TCHIACHIIMM W MEPCICKTUBBI PA3BUTUS CHUCTEM
«HEYIOBIICTBOPH 3amuThl HHpOpMaIK B Poccun 1 Benyux 3apyOeKHbIX CTpaHaXx.

(menee 50 6amTIK-9 He opueHTHpyeTCS B HOPMATHBHO-NIPABOBHIX JOKyMEHTOB PD wu
mupa. He cmocobeH mpoaeMOoHCTpUpOBaTh CIOCOOBI W METOIMKH
noucka mHpopmanuu B cetd MHTepHeT. He ocymecTiser mouck
HAy4yHOM JIUTEpaTypbl 10 MCCIEAOBATEIBLCKOM W MPUKIAJIHOU
nesTeIbHOCTH. He crocoOeHaHa n3upoBaTh U CUCTEMAaTH3HUPOBATH
Ooonpme  o0beMOB uWH(poOpmaruu. HeyBepeHHO ©  JIOTHMYECKH
HET0CJIeI0BAaTeIFHO M3JIaraeT Mareprali. HempaBuiibHO OoTBeUaeT Ha
MIOCTABJICHHBIE BOTIPOCHI HITH 3aTPYIHICTCS C OTBETOM.

5. MeTonnueckue ykazaHusi AJ1sl 00y4a0OIIUXCS 10 OCBOCHUIO M CHUILTHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3AIlMNA CaAMOCTOSTEIBHOM padOThI 00YUYaIOIIUXCSI:

[Tpuctynas K M3Y4EHUIO AMCLUMIUIMHBI, B TEPBYIO oOdepenb OOy4arolMMCS HEOOXOIUMO O3HAKOMHTHCS
comepxaHueM paboueil mporpammbl nuctuiumabl (PITJ]), xotopas ompexaenser coaepxaHue, oObeMm, a
TaKKe TMOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonnyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHBD U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOorpaMMHOE obecreueHue, MpodecCHoHaIbHBIC Oa3bl TaHHBIX U
MH(OPMAIIMOHHBIE CTIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leiabl M TEMbl H3ydaeMoOi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YyeOHo-meTomuueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKa3aHa
pEeKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue IUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JaHHBIX U HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYeCKUMU MaTepraiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 Nnpe3eHTaruo Jekuuu B cuicteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JONOJHUTh €ro € Y4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIPY CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKONW TEMBI CAENIATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BaHHbIE
B PI1/] ucrounuku, npodeccruoHalIbHbIC 0a3bl TaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSTEIILHOW pabOTHI, 10 TeME MpeAcTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpenacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU U y4eOHOM uTepaTypoit




PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPaTYpOl SBISETCS IIaBHOM (OpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHUKOB U JINTEPATYpPBI I10 TEMATUKE JICKLIUN.

KoHCHeKT JIeKInu JOIKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax paclieuyaTKH BbIIa4uH
NPe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JODKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JMUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/bli TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpA, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoXeT ObITh ONOpPHBIM (COAEpXkAaTh JUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET OBITh NOAPOOHBIM. OO0beM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XO4Yy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIrO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbU MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 00001eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHalMy 10 OATOTOBKE K OTAEIBHBIM 3a/IaHUSM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpOCam
MPAKTHYECKOTO 3aHATUS C LIEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OL[CHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOnHa OTBETA;

- CO3HATEIIBHOCTh OTBETA;

- JIOTMIKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOIl 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMH M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepHUaa;

- PallMOHAJILHOCTb UCIIOJIBb30BaHUS BPEMEHH, OTBEJICHHOIO Ha 3a/laHNE.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueld HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllUN: AKTYaJIbHOCTh TEMBI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PECypChl. COOTBETCTBHUE CONEPXKAHHS M JUTEPATYphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTh MPE3CHTYEMOTO Marepuara,

- odopMiieHHE Mpe3eHTAlMU: 00bheM (OMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIUYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaATOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaME€HTa, SMOIMOHAJIBHOCTh, YMCHHUC
OTBETUTH HAa BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:



- CoJepXaHWE BBICTYIUICHHUS: JIOTUYHOCTh W3JIOKCHHUS Marepualia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH IJIsS BBIOTHEHUS 3a/ad cBOed MpodeccHoHaTbHOW WU y4eOHOU
JEeSATeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUHN, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Jlomarun J1.B., Kanununa FO.B. be3omacubie nH()OpMaIimoHHbIC TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.un.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

2. Tam6 roc. yH-T um. I.P. [lepkaBuna, UH-T Mmaremaruku, Gpusuku U nHGopMaTuku TexHUUIecKas 3amura
nHpopmaruu : yueb. mocodue. - Tam60B: [b.u.], 2014. - 1 anekrpon. ont. guck (CD-ROM)
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6.3 1Hble UICTOUYHUKH:
1. Kypc «OcHoBbI nH(OpMaMoHHO# Oe3omacHoCcT» - https://www.intuit.ru/studies/courses/10/10/info

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecreveHne,
npodeccuoHaIbHbIe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

JUiss mpoBeneHWs 3aHATHH MO JUCIHMIUIMHE HEOOXOAWMO CJeIyIollee MaTepualbHO-TEXHUYECKOe
obecriedeHre: ydeOHble ayAUTOPHH JUIsl TPOBEACHHS 3aHATUN JIEKIIMOHHOTO W CEMHHAPCKOTO THIIA,
IPYNIOBBIX M WHAMBHUIYAJIbHBIX KOHCYJIbTALMM, TEKYLIETO KOHTPOJS M MPOMEKYTOUYHOH aTTecTaluH,
TIOMEIIIEHUS ISl CAMOCTOSTEIBHOM paboThI.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHus] yueOHoM nHpopManuu
OO0JIBIIION ayTUTOPHH.



[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHBI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpAUd (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JlunieH3noHHOE IPOrpaMMHOE 00ECTICUCHHE:
Koncynperant [Intoc

Google Chrome

Microsoft Windows 10

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. OnexrponHas oubnanorexka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

3. KoncynbranT cryneHTa. l'ymaHuTapHble HAyKH: 3JIEKTpOHHO-OMOnmmoreuHass cuctema. — URL:
https://www.studentlibrary.ru

4. Poccuiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru

5. Poccwuiickast HanmoHanbHas Oubanoreka. — URL: http://nlr.ru

6. [Ipesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru
7. Hayunast snexkrponHas 6nbnmuorexka eLIBRARY.ru. — URL: https://elibrary.ru

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3Hanus. — URL:
https://www.monographies.ru

9. VHuBepcurerckas OuOnuoTeka  OHJAMH:  3JeKTpoHHO-OMOnMoreunas  cucrema. —  URL:
https://biblioclub.ru

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernopaBaTenss M CTy[JEHTa B Ipolecce OOydeHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00Pa30BATEILHON CPEie YHUBEPCUTETA.



