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1. lean u 3agaun AUCHUATIHMHBI
1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-4 CriocoGHOCTh TOHUMATh 3HaUE€HUE MH(OpMAIMK B Pa3BUTHH COBPEMEHHOTO 00IIeCTBA, TPUMEHSTh
MH(POPMALIMOHHBIE TEXHOJIOTUHU JJIS TIOUCKA U 00paboTKU HH(pOpMaIK

[1CK-2 CriocoOHOCTh OpraHU30BbIBATH TEXHOJIOTUYECKUI Mpolece 3alMThl HHQOpMAIMY, Tepe1aBaeMon

10 KOMIIBIOTCPHBIM CCTIAM

1.2 Bunpl u 3a1aun mpo¢eCcCUOHATBHOMN NeITETbHOCTH 110 JUCITUTUIHHE:

- OpraHU3alMOHHO-YIIPABICHYECKAs
- OCYNIECTBJIICHHE OPTraHW3allMOHHO-TIPABOBOTO obecreueHrss WH(POPMAIMOHHOW Oe30MacHOCTH
00bEKTa 3aIIUThI

- opraHu3aiys paboThl MaJbIX KOJUIEKTUBOB UCTIOITHUATEIICH

- y4yacTue B COBEPILICHCTBOBAHUU CUCTEMBI YIIPABICHUS HHPOPMALIMOHHON 6€30MaCHOCTHIO

- U3y4eHne U 000OIICHHE OMbITa PaOdOTHl APYTUX YUPESKIACHUN, OPTaHU3AIMA U MPEINPUATHI B
o0nacTu 3anuThl UHPOpPMAITUHK, B TOM YUCIIe HHPOPMAIIUA OTPaHUYEHHOTO 0CTyIa

- KOHTPOJb 3(PGEKTUBHOCTH peau3aiiyl MOTUTHKA WH(OPMAIIMOHHONW 0€30MacHOCTH OOBEKTa

3aIUTEI

- TPOEKTHO-TEXHOJIOTUIECKas

- cOOp W aHamM3 HCXOAHBIX JAHHBIX JJIS MPOSKTHPOBAHUS CUCTEM 3allUTHl HMH(OpMAINH,
TpeOOBaHUH, CpPaBHHUTEIbHBIM  aHadM3  TOACUCTEM IO  TOKa3aTelsiM
MH(POPMALMOHHOM 0€30MaCHOCTH

OIpe/ieICHUE

0e301macHOCTH

MPOBEJICHHE NPOEKTHBIX pAcueTOB »JJIEMEHTOB CHCTeM o0ecneueHusi HH()OpMaLHOHHON

ydacTue B pa3paboTKe TEXHOIOTUYECKON U IKCILTYyaTallMOHHOM TIOKyMEHTalluu
MIPOBEJICHHE MPEIBAPUTEIILHOTO TEXHHUKO-YKOHOMUYECKOTO 00OCHOBAHUS MTPOEKTHBIX PACYETOB

1.3 B pesynbrare 0CBOCHHSI TUCIUILUIUHBI Y 00YYaromInXCsl TOJMKHBI ObITH COPMUPOBAHBI CIIETYIOIIHNE

KOMIICTCHIIMH:

O600111eHHBIE TPYIOBBI

KO,I[ N HAUMCHOBAHUEC KO|

3HaHUA U YMEHUS, HEOOXOIUMBIC 1]

OITK-4 CiocoOHOCTE TOHUM

3HaeT ¥ MOHUMAET:
3HaeT COBpEMEHHBIC CETEBBIC TEXHOJIOTHH, CETEBYIO MOJIE]

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):
VYmeer (criocobeH MpoAEeMOHCTPUPOBATH):CAMOCTOSTEIBHO

Bnaneer:

Brnanaer HaBbIKaM¥ KOH(QUTYpALIUK MapIIPyTH3aTOpa MET(
MoskeT HaCTpOUTh MOACETH Ha 000PYI0BaHUH U KOHEUHBIX

[ICK-2 CrtocobHOCTh OpraHy

3HaeT ¥ IMOHUMAET:
3HaeT ¥ TOHUMACT 3HAYCHUE COBPEMEHHBIX CETEBBIX TEXH(

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):

VYmeer (criocobeH MpoAEeMOHCTPUPOBATE): CAMOCTOSTENBH(
[Monmmaer npuniun padotsl VPN, SSH, PAT, NAT, TFTP.

Bnaneer:

Brnaneer: HaBbIKaMU KOH(UTYpaLMi MapLIPyTU3aTOPa MET
MoskeT HaCTpOUTh MOACETH Ha 000PYI0BaHUE U KOHEUHBIX

1.4 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAWUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-4 CriocoGHOCTh TOHUMATh 3HaUe€HUE MH(OPMAIMK B PA3BUTHH COBPEMEHHOTO 00IIeCTBA, TPUMEHSTh
MH(POPMALIMOHHBIE TEXHOJIOTUHU JJIS TIOUCKA U 00paboTKN HH(OpMaIK

No | HaumenoBaHmue

dopma o6yquy|




n/n Ounag

(cemecTp)
1 2 3 6 7
]1ba3bl maHHBIX + +
Jbe3omnacHeie nHpOpPMAL + +
jHhndopmaruka +

2. Mecto nucuunimabl B cTpykrype OII 6akanaspa:

Jucrtunmaa «KoMIblOTepHBIE CETH» OTHOCUTCS K 0a30Boi yacTu ydeOHoro muaHa OIl mo HampaBieHHIO

nonrotoBku 10.03.01 - MadopmannonHas 6€301macHOCTb.

JucuuminHa «KoMmneloTepHbie ceTu» uzydaercs B 3, 4, 5, 6 cemecTpax.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM gucHUILIMHEL: 18 3.€.
Ounas: 18 3.e.

Bun yueOHo# paboTh (BCSEI;ZEOB)

O0mast Tpy10éMKOCTb TUCHHUILIHHBI 648
KonrakTHast pabora 272
Jlexmm (Jlextmm) 102
JlaGoparopnsie (J1ab. pab.) 170
CamocrostensHas padota (CP) 340
OK3amMeH 36
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKYIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
3 cemecTp
1 N3yuenue cetu Brinonnenue
MPAKTHYECKUX
2 4 8 3aJIaHHI;
TecTtupoBanue;
ColOecenoBanue
2 Hactpoiika cereBoit Brinonnenne
OTIepaIMOHHOMN MPAKTHYECKUX
CUCTEMBI 2 6 8 3aJaHMIi;
TecTtupoBanue;
Co0OecenoBanue
3 CereBsie BelnonnHeHne
MIPOTOKOJIBI U MPAKTHYECKUX
KOMMYHHKAITAN 2 4 8 3aJaHMIi;
TecTtupoBanue;
Co0OecenoBanue




CereBoil noctyn

Brimonaenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

Ethernet

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

CereBoil ypOBEHb

Brimonaenue
MPaKTUYECKUX
3aaHuM;
Tectuposanue;
CobecenoBanue

TpaHcriopTHbIN
YPOBEHb

Brimonaenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

IP-agpecanus

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

Paszbuenue IP-cereit
Ha MOACETHU

10

Brimonnenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

10

YpoBeHb
MIPUIIOKECHUN

10

Brimonaenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

11

3710 ceTh

10

Brimonaenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

4 cemec

12

KomMmyTupyemsbie
CeTH

CobecenoBaHue;
Brimonaenne
MPAKTUIECKHUX
3aJIaHHI;
TecTtupoBanue

13

OcHOBHbBIC
KOHICTIIINU 1
HacTporKa
KOMMYTaropa

Brimonaenne
MPAKTUIECKUX
3aJIaHMI;
TecTtupoBanue;
ColecenoBanue




14

Bupryanbusie
JIOKaJIbHBIE CETH
VLAN

CobecenoBaHnue;
Brimonaenue
MPaKTUYECKUX
3aJaHuM;
TectupoBanue

15

Konuenmms
MapuIpyTHU3alUN

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

16

Mapupytuzanus
Mexay VLAN.

Brimonaenue
MPaKTUYECKUX
3aaHuM;
Tectuposanue;
CobecenoBanue

17

Crarunueckas
MapuIpyTH3aLHUsL.

Brimonaenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

18

JnHamMmudeckast
MapILIPy TU3ALMS.

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

19

OSPF s omHoit
oOnactu

Brimonnenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

20

Crincku KOHTpOJIA
noctymna (ACL)

Brimonaenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

21

IIporoxona DHCP

Brimonaenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

eMecTp

22

[IpeobpazoBanue
CETEBBIX a/IPECOB
IPv4

CobecenoBaHue;
Brimonaenne
MPAKTUIECKHUX
3aJIaHHI;
TecTtupoBanue

5 cemecTp

23

MacmrabupoBanue
ceTu

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue




24 H30BITOYHOCTE CobecenoBaHnue;
LAN Brimonnenue
4 | 6 IIPaKTUYECKUX
3aJIaHUI;
TectupoBanue
25 ArperupoBaHue Brimosnnenue
KaHAJIOB MPaKTUYECKUX
4 6 3aJIaHUi;
Tectuposanue;
CobecenoBanue
26 becnpoBonHbie Brimosnnenue
JIOKaJIbHBIE CETH MPaKTUYECKUX
4 6 3aJIaHUI;
Tectuposanue;
CobecenoBanue
27 Hactpoiika n Brimosnnenue
yCTpaHEeHUe MPaKTUYECKUX
HETOoJaJI0K B paboTre 416 3a1aHU;
OSPF nnis onHoi Tectuposanue;
obmactu CobecenoBanue
28 OSPF nnsa onnout Brimosnnenue
obnacTu IPAKTHYECKUX
4 6 3aJIaHUI;
Tectuposanue;
CobecenoBanue
29 EIGRP Brimonnenue
MPaKTUYECKUX
4 6 3aJIaHUI;
Tectuposanue;
CobecenoBanue
30 Pacmmpennsie Brimonnenue
HaCTPOWKHU U MPAKTUYECKUX
YCTpaHECHUE 4 | 6 3aJlaHUN;
Henonanok EIGRP TecTtupoBaHue;
CobecenoBanue
31 O6pa3sr [OSu Brimonnenue
JULEH3UPOBAHUE. MPaKTUYECKUX
4 6 3aJIaHUI;
Tectuposanue;
CobecenoBanue
6 cemecTp
32 [IpoexkTupoBanue Brinonnenne
uepapxuyecKou MPAKTHYECKUX
CETH. 4 |14 3aJaHMIi;
TecTtupoBanue;
ColecenoBanue
33 Ilonkmrouenue Brimonuenue
100anbHOM CeTH MPAKTHYECKUX
4 | 14 3aJIaHMI;
TecTtupoBanue;

ColecenoBanue




34

Coennaenne
«TOYKA-TOYKA

Brimonaenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

35

FrameRelay

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

36

[TpeobOpaszoBanue
IPv4

Brimonaenue
MPaKTUYECKUX
3aaHuM;
Tectuposanue;
CobecenoBanue

37

Perenune
LIUPOKOTIOJIOCHOTO
JOCTyIa

Brimonaenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

38

3amura
MexXpuIansHou
CBSI3U

Brimonnenue
MPaKTUYECKUX
3aJaHuM;
Tectuposanue;
CobecenoBanue

39

MOoHUTOPHHT ceTH

Brimonnenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

40

OTazKa CeTH.

Brimonaenue
MPaKTUYECKUX
3aJaHUM;
Tectuposanue;
CobecenoBanue

Jlexkuus.

Jlexmms. M3yuenue ceteil paznuyHbIXx MacimTa®oB. KiauMeHTBI W cepBepbl B CETH, MX THUIBI U BHJIBL.
OnHopaHroBbie ceTH. V3yueHue KOMIIOHEHTOB CETH: OKOHEUHBIE YCTPOWCTBA, MPOMEXKYTOUHBIE CETEBBIC
YCTpOMCTBa, CeTeBasl cpeAa, MPEACTaBICHHE CETH, CXeMa TOMOJOTHMH M TpeAcTaBlieHue U (QyHKIUU
KOMIIOHEHTOB ceTH. CHCTeMBbl JIOKaJIbHBIX ceTeil. [nobanbHpie cetn. MIHTEpHET W 3KCTpaHeT: M3ydeHHUe
CEpPBHCOB collleel ceTu. TexHonorun goctyna B MHTEpHeET. [logkimoueHne ynajieHHbIX M0JIb30BaTeIeh K
cetu Wurepuer. Ilonkmtouenue npennpuaruii Kk cetu Murtepuer. Comenmasica ceTh: IUIAaHUPOBAHUE
pacmupenus cetu. [locTpoiika HaAe)KHON CeTH. YCTOMYHMBOCTD K COOSIM B CETH C KOMMYTAIMEH KaHAJIOB.
YCTOWYHBOCTD K COOSIM B CETSIX C MAaKeTHOM KOMMYHHMKalued. TeHIeHIMU pa3BUTHS CETEH: KOHIICTIIUS
BYOD. CosmectHas pabora uepe3 MurepHeT. OOnayHbie BBIYMCICHHS W IICHTPHI 00OpaOOTKH JaHHBIX.
TexHonoruueckre TEHIEHIUMU B JOMalIHUX ceTsax. OpraHuszanus CeTH MO JIMHUSM BIIEKTPONepeaadH.
PaccMotpenue 6ecipoBOJHOTO IMIMPOKOIMOIIOCHOTO JOoCTyma. V3yueHue ceTeBoil 6e301MacHOCTH: yTPo3bl U
pereHus o obecnedeHnto 6ezonacHocTu cetu. CereBbie apxUTEKTYphI Cisco.

IIpakTH4eckoe 3aHATHE.

Tema 1. U3y4uenue cetu (OIIK-4)

1.13y4yenue cpecTB AJsi COBMECTHOM pabOThI B CETH.

2.M3yueHue cepBUCOB COLIEIIEICS CETH.

v~



3.CocraBnenue cxemsl ceTh MIHTepHET.

4. VI3ydenne pbIHKa BaKaHCHH B chepe MHGOPMAIIMOHHBIX M CETEBBIX TEXHOJIOTHH.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.

PaccmoTpeTs TeHACHITMY pa3BUTHS CETEBBIX TEXHOJIOTHH.

Tema 2. Hactpoiika cereBoit onepanuonHoii cucremsol (IICK-2)
Jlekumus.

HacTtpoiika cereBoil onepallMOHHOW CHUCTEMBbI. 3HAKOMCTBO C BO3MOXKHOCTSAMH OIEPALIMOHHON CHCTEMBI
CiscolOS. Haznauenue omneparimoHHOM cucTteMbl U e€ mectononoxenue. JJoctyn k ycrpoiictBy CiscolOS.
MeTton kKoHCONIBHOTO aoctyna. Meronbl noctyma ¢ nomorisio Telnet, SSH u AUX. [IporpamMMmbl sMmyssimun
TepmuHana. Pexxumbl paboTel omeparmonHoi cuctembl CiscolOS. PaccMoTpeHHe OCHOBHBIX PEXHUMOB.
Pexxum robGanbHON KOH(UTYpaluu M JIOMOJHUTEIbHBIE peXKuMbl. HaBurarmus mexnay pexumamu [OS.
Crpykrypa komanna omneparmorHoi cuctembl [0S. CnpaBounoe pykoBoacTBo 1o komangam CiscolOS.
PaccmoTpenne koHTekcHO# crmpaBku. [IpoBepka cuHTakcuca komaHi. lopsiuume KIaBUIIM W KIIABUIIU
osicTporo BbBoBa. Komanasl mposepku [0OS. Bo3moxxkHoctu komanabl showversion. [Iporpamma
PacketTracer: nHaBuramus o 10S. Hactpoiika yCTpOWCTB M y3J10B B CETH. 3alIUTHI JOCTYIA K YCTPOUCTBAM.
ObecnieyeHre 3alUIIEHHOTO JOCTyHna K MPUBWIETUPOBAHHOMY pEXHMY. 3allUThl JOCTyma K
MmoJib30Barenbckomy pexkumy. lludpoanne mnapons. Cosmanue OaHHEpHBIX cooOmeHuit. daitn
KoHpurypanuu. 3axBarT TekcTta B KoHconu. [loprtel m anmpeca: IP-agpecanus, wnTepdeichl W TMOPTHI.
Anpecanisi yCTpPOWCTB: HAcTpOWKa BHUPTyaldbHOTO WHTep(deiica kKommyHaropa, HacTpoiikalP-aapecos
OKOHEUHBIX YCTPOMCTB BpYyYHYIO. ABTOMarnudeckass HacTpoiika [P-aapecoB OKOHEYHBIX YCTPOMCTB.
Kongmuxter IP-anpecos. [IpoBepka mapameTpoB moakitodeHus: mpoBepka loopback-aapecos Ha okoHEUHOM
ycTrpoiictBe. TecTupoBanue Ha3HaYCHUS HHTEpQElica U TECTUPOBAHUE CKBO3HOTO MOIKITFOUCHHUS
IIpakTnyeckoe 3aHsATHE.

1 Co3nanue KOHCOJNIBHOU ceccuu ¢ moMonibio TeraTerm.

2 Hactpolika UCXOHBIX TapaMEeTPOB KOMMYTaTOpa.

3 Hactpolika OCHOBHBIX [TapaMETPOB MOAKIIOUEHUS.

4 Koudurypamnus aapeca yrnpapieHUsI KOMMYTaTOPaMH.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

WuTepakTuBHOE 3aJaHUE: MOTYYEHHE JOCTYIA K YyCTPOMCTBaM.

Tema 3. CereBble NPoTOKOJIbI M KOMMYHuKauuu (OITK-4)
Jlekumus.
[IpaBuia ceTeBbIX MPOTOKOJIOB U KOMMyHHKanuil. [IpaBuna oOMeHa JaHHBIMU: YCTaHOBIIEHHE IPAaBUI U
KOIMpoBaHUE cooOmeHus. PopMaTUpOBaHME W HHKAINCYIAIUs cooOmeHus. Pasmep cooOmeHus.
Bpemennsie mapameTpsl cooOmieHusi. IlapameTrpsl moctaBku cooOmieHus. [IpoTokonsl: mpaBuia,
pernaMeHTupyIone cnocodobl oOMeHa AaHHbIMU. CeTeBble NMPOTOKONBI. B3anMonelcTBHE MPOTOKOJOB.
HaGopsl mporokonoB u otpacieBble cranmapThl. Co3manue MuTtepHera m paspadorka TCP/IP. HaGop
npotokosioB TCP/IP u mporniecc oOmMeHa manHbIMU. OpraHu3anuy MO CTaHAApTaM: OTKPBIThIE CTaHIAPTHI.
ISOC, 1AB, IETF. IEEE. Crangapt ISO. JIpyrue opranuzaiuu 1o CTaHAapTU3ALUA. JTATOHHBIE MOACIIH:
MPEUMYIIIECTBAa MCIOJIb30BaHWsI MHOTOYPOBHEBOW Monenu. JTaioHHass moxaenb OSI. Mopgens npoTokona
TCP/IP. CpaBaenne ™momeneir OSIu TCP/IP. JIBukeHHE TaHHBIX 1O CETH: HWHKAMCYISIIUS JTaHHBIX.
[Tepenaua coobmenwuii. [Ipotokonbabie 6oku qanubix (PDU). Makancynsamnms u nenHkancynsmnus. CeTeBbie
azpeca W aJpeca KaHaja nepenaqyn naHHbpx. OOMEH TaHHBIMU C TTIOMOIIBIO YCTPONCTB B ofHOM cetn. MAC-
u [P-aapeca.lllnro3 mo ymomyanuio. OOMEH JaHHBIMH C TIOMOIIBIO YCTPOMCTBA IO YIaJEHHOM CETH.
IIpakTH4eckoe 3aHATHE.
1 IIpoexkTupoBaHHE CUCTEMBI CBSI3H.
2 W3ydeHue ceTeBbIX CTaHAAPTOB.
3 OpraHu3anuu no cTaHJapTU3AIUH.
4 HWcnonb3oBanue nporpammbl Wiresharkuis mpocmotpa ceteBoro tpaduxka.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
PaccMoTpenue aHamOrHYHBIX MPOTPAMM ISl IPOCMOTpPA CETEBOTO Tpaduka



Tema 4. Cetenoii noctyn (OIIK-4)
Jlekuus.

[Tporokoner ¢usznueckoro ypoBHs. CrocoObl momkmtoueHuss K ceTd. CereBble WMHTEP(HEWUCH TUIATHI.
Hasnauenne ¢usnueckoro ypoBHsa. CpeactBa mepenaud JaHHBIX (Qu3ndeckoro ypoBHs. CTaHIapThbl
¢uznueckoro ypoBHA. OCHOBHBIE MPHHLMIBI (u3nyeckoro ypoBHsA. [IpomyckHass cHnocoOHOCTH U
MPOM3BOAUTENBLHOCTh. PaccMoTpenue dusnueckoit cpenbl. CereBas cpena. [Ipoknagka MeaHbIX Kabenen u
ux xapakrepuctuku. Kadens tuna nesamuménnas Butas napa (UTP). KaGenp Ha ocHOBE SKpaHUPOBAHHOM
Butoi mapel (STP). Koakcuanbupiii kabenb. bezonacHocTs MemHbIX kabenedl. OCOOCHHOCTH MPOKIIATKH
kabeneit Tuma UTP. Pazsémbr UTP-kaGens. TectupoBanue kabeneit UTP. OcoGeHHOCTH TPOKIaIKH
ONTOBOJIOKOHHBIX KaOeneil. KOHCTpPyKIns ONTOBOJIOKOHHOTO KaOeys. THIbI ONTOBOJOKOHHBIX KaOelew.
CeTeBbie ONTOBOJIOKOHHBIE pa3beMbl. [IpoBepka ONTOBOJIOKOHHBIX M MEIHBIX Kabenei. OcoOCHHOCTH
OecripoBoAHON cpenbl. TUnbl 6eCpPOBOIHBIX CPENCTB Mepeaayn JAaHHbIX. becnpoBonHas JOKalbHAs CETh
(LAN). Haznauenue kaHanpHOTO ypoBHS. [logypoBHM KaHAIOB JaHHBIX. YIIPABJICHHUE TOCTYTIOM K Iepeaadn
naHHbIX. [IpegocraBienne goctyna k cpenae. Buasl Tononoruid. YnpasieHue JOCTYIIOM K Cpeae Nepeaadn
nmaHebIX. Ousmueckas W Jormdeckas Tomosorus. Tomomormst rroOainpHOM  cetu.  Hawmbonee
pacnpocTpaHeHHble (QHU3NYECKUE TOMOJOTUuU To0anbHOM ceTu. dusmueckas IBYyXTOYEYHAs] TOMOJIOTHS.
Jlornueckasi TOMONOTHsSI COBMECTHBIX CPENICTB MEPENayu JAaHHBIX. ACCOUMATHBHBIN AOCTyM. Tomonorus ¢
MHOXECTBEHHbIM J0CTynoM. Kontponupyemsiii qoctyn. KombueBas tomonorusa. Kanp kanana nepenayu
naHHbIX. Kanp, 3aroioBok.

IIpakTH4Yeckoe 3aHATHE.
1 OmnpeneneHue CETEBBIX YCTPOUCTB U KaOETbHON CUCTEMBI.
2 IToctpoenue nepekpectHoro kabens Ethernet.
3 IIpocmotp undopmaruu o cereBoit naTepdeiicHoi miare (NIC) nmpoBoaHBIX U OECITPOBOAHBIX CETEH
3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
AHanu3 TOMOJOTUU C MHOXKECTBEHHBIM JIOCTYIIOM.

Tema 5. Ethernet (IICK-2)
Jlekumus.
[Tpuntnun padoter Ethernet. TTomypoBan LLC u MAC. YmpaBieHue T0CTynoM K cpelie epenayn JaHHbIX.
MAC-anpec: unentudukanus Ethernet. O06paboTtka kampoB. ATpuOyTHI Kaapa: WHKANCYISIIUSA, pa3Mep
kanpa. MACEthernet. MAC-aapeca u mectHaanarepuyHas cuctema cuucieHus. [IpencraBnenus MAC-
aapecoB. CkBo3Hoe noakmoueHue. [Iporokon ARP. @ynkiun ARP. Tlpuanun pa6oter ARP. Ponrs ARP B
nporiecce yaajaéHHoro ooMeHa JaHHBIMH. YiaaneHue 3anuceit n3 tTadmumsl ARP. Tabmuier ARP Ha ceTeBbIx
ycrpoiictBax. [Ipo6iaembr ARP u ero mpobnemaTtuka. YcTpaHeHHe MOCIEACTBUM, BRI3BAHHBIX MTPoOIeMaMu ¢
nporokosioMm ARP. OcHoBHas uHbopManus o moprax kommyraropa. Tabmunia MAC-aapecoB KOMMyTaTopa.
Hacrtpoitku mymnekcHoro pexuma. Oynknus Auto-MDIX. CriocoObl mepechuTki Kajpa Ha KOMMyTaTopax
Cisco. bydepuzamnus mamsatu Ha kommyTaropax. OUKcHpoBaHHAs MOAyIbHas KoHpurypamus. [lapameTpsl
Monyis 1yt pazbéMoB kommyTaTopa Cisco. Texnonorust CiscoExpressForwarding.
IIpakTnyeckoe 3ansATHE.
1 O630p MAC-anpecoB ceTeBbIX YCTPOHCTB.
2 Hcnonws3zoBanue nporpammbl Wiresharkmis ananmusa kagpos Ethernet.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
Pons MAC-anpecos.

Tema 6. CereBoii ypoenb (IICK-2)
Jlekumus.



IIporokonbl cereBoro ypoBHs. CeTeBOM YpPOBEHb B IIpOLIECCE IE€pPeNaud JAHHBIX. XapaKTEPUCTHUKU
[P-nporokona. Ilaker IPv4 u IPv. Metonsl MapmipyTu3anuu y3ioB. PelieHne o nepeHanpaBlIeHUU y3ia.
103 mo ymomyanuto. Tabnmuia Mmapupytuzanuu ysna [Pv4. [pumep tabnumsl mapiipytusanun y3ia [Pv4
u [Pv6. Pemenne o mepecbulke MaKkeTOB MaplIypTH3aToOpa. 3alucH TaOMUIBI MapIIPYTU3ALUK YIaJIeHHON
ceTH. Aipec CIEAYIOLIEro Nnepexoaa. YCTporucTBO Mapiuryprusaropa. Ilponeccop u onepanuonHas cucreMa
Mmapuryptuzatopa. [lamsate mapmrypruzaropa. O6benunutenbHas naHenb. MuTepdeiicet LAN u WAN.
3arpy3ka Mapuryprusarop: ¢aiiel bootset. [Ipouecc 3arpy3ku mapiryprusaropa. BeIBox TaHHBIX KOMaH[bI
showversion. HacTpoiika HCXOIHBIX IMapaMeTpoB: JEHCTBUS MO HACTPOMKE MapaMeTpOB MapIIypTH3aTopa.
Hacrpoiika unrepdeiico LAN. IIpoBepka koH¢purypamun uarepdeiica. Hactpoiika napameTpoB HuIo3 mo
yMoiyaHuo. Vcnons3oBaHue NUIr03a o YMOJIYaHUIO Ha y3JIe U KOMMYTarope
IIpakTH4eckoe 3aHATHE.

1 IIpocMoTp u aHamM3 TaOIUIBI MAPIIPYTH3AINH Y314,

2 N3zyuyenne GU3NYECKUX XapaKTEPUCTUK MAPIIypTH3aTOpa.

3 Munnumanusanys U neperpyska MapIirypTu3aropa ¥ KOMMyTaTopa.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
He npenycmotpeno

Tema 7. TpancnoprtHblii ypoenb (OIIK-4)
Jlekumus.
[IpoTokon TpancnoptHoro ypoBHsA. Ilepenada naHHbIX. 3HaY€HUE TpaHCIOPTHOTO YpoBHs. HanéxHocTh
TpancnoptHoro ypoHs. [Iporokon TCP u UDP. Kpatkoe onncanue npotokosnoB. Pa3nenenne HeCKOIbKUX
kaHasoB cBs3u. Anpecanus noptoB TCP u UDP. Cermenranus TCPu UDP. Hagexunas nocraska mo TCP.
[Ipoueccet TCP-cepBepa. Ycranosnenne TCP-coenviHeHUs M €ro 3aBeplICHHsS. AHAJIN3 TPEXCTOPOHHETO
pyxonoxarus TCP. Hanexxunocts TCP: ynopsimoueHHast nocraBka, MOATBEPKIECHUE U pa3Mep OKHA, MOTeps
JAHHBIX U TOBTOpHas mepenaya. [IpenorBpamenue neperpy3ok. Huskas narpyska UDP no cpaBHeHHIo ¢
HagexHOCThI0. Pa3bopka UDP-mararpammer.  Ilpomeccst u  3ampocki  UDP-cepBepa. Ilpomeccs
UDP-knueHnra.
IIpakTnyeckoe 3aHsATHE.
1 Wcnonb3oBanue nporpammbl Wiresharkuis uzyuenus nporiecca Tpexcroponsero pykonoxarust TCP.
2 Hcnonws3zoBanue nporpammbl Wiresharkmns ananu3za 3axsara makeroB DNS u UDP.
3 Ucnons3zoBanue nporpammbl Wireshark amns ananmsa 3axsara ceancoB FTP u TFTP.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
He npenycmorpeno

Tema 8. IP-agpecanus (IICK-2)
Jlexknus.
CereBrie [Pv4-anpeca. Crpykrypa azapecoB. JlBouuHOe mpeacTaBieHue uucen. [[BomuHas cucrema
ucuucnenus. IlpeoOpa3oBaHue JBOMYHOTO ajapeca B JAECATUYHBIMN. HTepakTHBHOE 3agaHME:
nmpeoOpa3oBaHue JBOMYHBIX 3HAYCHHUU B AecsThuuHble. Macka moncetu IPv4. CereBas u y3nmoBasl 4acTu
IPv4-anpeca. Ananu3 quHbl npedukca. CeTeBoil aapec, aapec y3ia U MHUPOKOBEIIATSILHBINA alpec CeTH.
IlepBbiii w mocneguuit anpec ysna. [loOutoBas omeparus. OnHoajgpecHas, HIMPOKOBEIIATENbHAs H
MHoroajpecHas paccelika IPv4. IlpucBoeHue crarudeckoro M AMHAMHUYECKOro azapeca. OpgHoanpecHas
nepenava. lllupokoBemniarenpHas nepegaya. MHoroaapecHas nepenada. [IyGnuuHble M 4acTHBIE ajpeca.
AJpeca cienManbHOIO Ha3HAYeHUA. YcTapeBlias KiaccoBas aapecauusd. [IpucBoenune IP-anpecos. CeTeBble
IPv6-anpeca. IlpoGnemsr IPv4 u pemenue IPv6. CoBmecTHOE HCHONB30BaHHE MPOTOKOIOB. IIpoBepka
coequnenus. ICMP. Coobmenns ICMPv4 u ICMPv6. OtnpaBka 5X0-3apoCOB: TECTUPOBAHUE JIOKAIBHOTO
cTeka. TpaccupoBKa MapuipyTa: TECTUPOBAHUE ITyTH.
IIpakTnyeckoe 3ansATHE.
1 Hcnonb3oBanue KanbKyasTopa Windowsc OMOIIBIO CETEBBIX aJIpeCOB.
2 TIpeobpazoBanue IPv4-aapecoB B IBONYHOE 3HAUYCHHE.
3 Omnpenenenne [Pv4-anpecos.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.



He npenycmorpeno

Tema 9. Pazouenne IP-cereii na noacerun (IICK-2)
Jlexknus.

Paz6uenue IPv4-cetn Ha noaceru. Cermenranus cetu. [Ipuunsl pazouenus mno noacetu. OOMeH JaHHBIMU
MEXIy MOACEeTIMH. 3HAYMMOCTh pa3duenus [P-cetn Ha monceru. [1nan: mpucBoeHue agpecos. Pazouenue
IPv4-cetn Ha noncetu. bazoBoe pa30ueHHne HAa MOACETH M UCTONIb3yeMble mojceTu. DopMyIbl pas3aeeHust
Ha noxcet. Coznanue 4, 8 noxcereil. Pacuér y3nos. Pazouenne Ha moynceTy Ha OCHOBE TPeOOBaHHM y3J10B.
Paz0Ouenue Ha MOJICeTH B COOTBETCTBUHU C TpeOoBaHMsIMU ceTH. [IpenMyiiecTBa pa30HeHUsT Ha TONICETH C
UCTIOJIb30BAaHMEM MAacCK{ IEepeMEHHOW JUIMHBL. PaccMoTpeHue TpaJulMOHHOTO pa30MEeHUsT HEHYXHBIX
aapecoB Ha mnoacetu. Macku mnoxaceru nepemeHHo mHbl (VLSM). basoBas wmopens VLSM.
CTpyKTypUpOBaHHBIM IPOEKT: IJIaHUPOBaHUE ajpecanuu ceTu. lIpucBoeHue anpecoB yCTpOMCTBaM.
Ocobennoctu npoexktupoBanusi [Pv6-cetu: cmocoOwl pa3OueHust Ha moxceTH. PacmpeneneHue mouceTH
IPv6. PazOuenue Ha MoJceTy ¢ UCIOIb30BaHUEM UICHTU(UKATOpa HHTEpderica.

IIpakTH4Yeckoe 3aHATHE.
1 Pa3pabotka u BHempeHue CTpyKTypsl IPv4-ceTn, pa3aeieHHON Ha TIOJICETH.
zPa3pabotka u BHeapeHue CTpyKTyphl aapecanun VLSM.
> Ot1paboTKa KOMITJIEKCHBIX MMPAKTUYECKU HABHIKOB.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 Pacuet IPv4-noxacereit.
2 Pa30OueHune TOmoIoruil CeTei Ha MOJCETH.
3 M3ydeHue KalbKyJIsSITOpa MOACETEN.

Tema 10. YpoBenb npuiioxkenuii (OIIK-4)
Jlekumus.

VYpoBeHb TNPUIIOKEHUH, YPOBEHb MPEACTABICHUS M CEAHCOBBIM YpoBeHb. CIOCOOBI B3aMMOICHCTBUS
MIPOTOKOJIOB MPUJIOKEHUM C MPUIOKEHUSIMHU KOHEUHBIX MoJib3oBareneii. Haunbonee pacnpocTpaHeHHbIE
MIPOTOKOJIBI YpOBHs mpuioxkeHuid. IlpemocraBnenue cepBucoB IP-aapecaruu. IlpenocrtaBieHue ciryx0
oOMena (aiimamu. [loBTOpHOE paccMOTpeHHE MPOTOKOJIOB YpPOBHS NpriiokeHuid. I[IpoTokon mepemauun
runeprekcta (HTML) u rumeprexcToBbIid s3bIK omucaHusi nokymMeHTOB. IIporoxomsr HTTPu HTTPS.
[Tporokoner SMTP, POP u IMAP. Cnyx06s1 nomenHbix uMEH. @opmat coobmennit DNS. Hepapxus DNS.
CpenctBo npBoepku cuHTakcuca: komanapl CLI (mHTepdeiic KoMaHIHOM CTPOKH) JOMEHHOW CITY>KObI UMEH
B oneparmoHHbix cuctemax Windowsu Unix. Pa6ora DHCP. IIpotokon nepenauu daiinos (FTP).

IIpakTnyeckoe 3ansATHE.
1 W3zyuyenue ¢pyHkumu ooMeHa (aiiaMu MeXTy OJHOPAHTOBBIMU YCTPOICTBaMHU.
2 Habmonenwue 3a pa3pemennem DNS.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1 PaccMmoTpeHue nepeaayu 1o npoTokoyiaM B ceTh MIHTepHET U 3JIEKTPOHHOM MOYTHI.
2 CnyxOw1 FTP

Tema 11. 910 ceTh (OIIK-4)
Jlexknus.



Co3nanue M JanpHeiiee pa3BUTHE. YCTpPOWCTBAa B paMKkax HeOosblioi cet. Tormojoru cetu M BBIOOD
yCTPOUCTB Juia HeOombioi cetu. IP-ampecanus B pamkax HeOombliol cetu. PesepBupoBaHue B CETH.
ITpoekTHble pemenus. Onpenenenue (pakTopoB, BAUSAIOMINX HA MJIAHUPOBAHUE CETH U €€ MPOEKTUPOBAHUE.
Haubonee pacnpocTpaHEHHBIE NPHIOKEHUS, HCIONb3yeMble B HeOOnbLIONW ceTH. PacmpocTpaHeHHbIE
MIPOTOKOJIbI, UCIIOJIb3yeMble B HEOOMbIION ceTu. [IpunoxkeHus peaqbHOro BpeMEHH JUIsl HEOOIbIIONW CeTH.
PazButue cereit no Ooree mumpokux macmTaboB. Mepsl mo obecrieueHHIO 0e30MacHOCTH ceTd. Mepsl
0€30IacHOCTH Ul CETEeBBIX YCTPOHCTB M KaTreropuum yrpo3 OeszomacHocTH ceteil. dusnueckas
0€30MacHOCTh. THIMBI YS3BUMOCTEH B CHUCTEME CETEBOW OE30MacHOCTH. YS3BUMOCTH U CETEBBIC aTaKH:
BHUPYChI, UYEpPBU U TPOSHCKUE IpOrpaMMbl. Pa3BenpiBaTesbHbIE aTaku. ATaku [IOCTyna. ATaku THUIA
«0TKa3 B obciyxuBanum». [logaBnenne cereBbix atak. PezepBHOe KonupoBaHHe, OOHOBIIEHHE M YCTaHOBKA
ucrpaBieHuil. AyTeHTU(UKaIUsA, aBropH3alMsd MU Y4€T. MekceTeBble HKpaHbl. 3aluTa OKOHEUHBIX
yCTPOMCTB. MeToapl 3allUThl YCTPOWCTB: OCHOBHBIE MEphI OOecreueHUs Oe30MacHOCTH. BkioueHue
npotokosia SSH. OcHOBHBIE paboune XapaKTepUCTUKU ceTd. MHTepmnperanus pe3yabTaToB BbIMOJHEHHS
9X0-3aIpPCOB.
IIpakTnyeckoe 3ansATHE.
1 IlpoBepka 3aaep>kKeK B CETH € TIOMOIIBIO KOMaH «ping» U «traceroute»
2 Hcnonws3zoBanue unrepdeiica komanaHou crpoku (CLI) ans cOopa cBeneHmit 0 CETEBBIX YCTPOMCTBAX
3 Vmpasnenue aiinamMu KOHGUTyparui MapIypTU3aTop ¢ IOoMolIbio nporpammsel TeraTerm.
4 Vnpapnenue ¢aiinamu KoHuUrypamuu ¢ ucnonb3oBanueM TFTP-cepsepa, ¢nem mamsatu wu
USB-nakonurens.
3aganus AJ151 CAaMOCTOSITEIbHOM PadoThlI.
1 W3yuyenue yrpo3 6€30MaCHOCTH CETH.
2 JlocTym K CETeBBIM yCTpoicTBaM uepe3 mpotokoa SSH.
3 OOGecneueHne 6€30MACHOCTH CETEBBIX YCTPOMCTB

Tema 12. KommyTupyemsie cetu (OITK-4)
Jlexknus.
[Mpunmun pabotsl NAT u ero xapakrepuctuku. IlpoctpanctBo wactHbix [Pv4-anpeco. TepmuHomorus
NAT. Tunsl npeoOpa3oBanust cereBbix anpecoB NAT. Craruyeckoe mpeoOpa3oBaHHE CETEBBIX aIPECOB.
Juramuueckoe mpeoOpa3oBanune cereBbix anpecoB NAT. IlpeobOpaszoBanme anpecoB moptoB (PAT).
CpaBuenne NAT u PAT. IlpenmymecrBo NAT. Henocrarkm NAT. Hacrtpoiika cratudeckoro u
muHamuueckoro NAT. Anamu3 cratuueckoro mnpeoOpasoBanusi NAT. IIpoeepka crarmueckoroNAT.
[Mpunmun pa6otsr aunamuueckoroNAT. Hactpoiika PAT. Ilyt anpecoB. Hactpoiika PAT mis omHOro
anpeca. Ananus PAT. [lepeanpecanus nopros. [Ipumep miga SOHO. Hacrtpoiika nepeanpecanuu nopros ¢
nomotsio IOS. Tlouck u ycrpanenue Hernonagok B pabore NAT ¢ momonipio komanas! debag.
IIpakTH4Yeckoe 3aHATHE.
Hacrpoiika nepeaapecaiuu mopToB Ha Mapuryptuzaropalinksys
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 Onpenenenue trepmunonorun NAT.
2 Hacrpoiika ctatnueckoroNAT.
3 Omnpenenenrie nHGOpMaIUu 00 aipece Ha KaKIOM MePexoie.
4 Peammu3anus craTuueckoro u nuHaMudeckoro NAT.
5 Hactpoiika NAT-niyna ¢ neperpyskoii u PAT.

Tema 13. OcHOBHBIE KOHIENIINH M HACTPOIKA KOMMYTATOPa
(OIIK-4)
Jlexknus.



IlepBoHauanbHas HacTpolika kommyTtaropa. [locienoBarenbHOCTE 3arpy3ku KomMyTaropa. BoccraHoBieHue
nocie cucreMHoro c6os. CBeroanonHas HHIUKAIMA koMMyTatopa. [ToaroroBka k 6a30BOMy ymnpaBiIEHUIO
kommyTatopoM. Hacrpoiika nocrymna juist 6a3oBoro ynpasieHust kommyTaropam ¢ [Pv4. Hactpolika moptos
kommyTatopa. JlyrekcHas cBs3b. HacTpoiika mopToB Ha ¢u3nueckoM ypoBHe. DyHKIMS aBTOMAaTHYECKOTO
orpeneneHus Tuna kademns. [IpoBepka HaCTPOEK M yCTpaHEHHE HEMOJIAZIOK Ha YPOBHE CETEBOTO JOCTYIIA.
[Touck u ycrpanenue npoOiieM Ha ypoBHE JOCTyIa K CeTH. 3allMIICHHbIH yaaneHHbIi noctyn. [IpuHuun
paboter SSH. Hactpoiika SSH. IIposepka SSH. PacripocTpaneHHble yrpo3sl 0€30MacHOCTHU: MEPENOTHEHNE
tabmuusl MAC-anpecos, DHCP-cniy¢unr 1 ncnonb3oBanue yszsumocteid mporokona CDP. Ilpaktuueckue
PEKOMEHJAIMU 10 00ecredeHuI0 0e30MacHOCTU: MHCTPYMEHTHI U TECTUPOBAHUE CETEBOM OE30MacHOCTH.
Ayrmut cereBoil 6e3omacHocTH. be3omnacHOCTh MOPTOB KOMMYTAaToOpa. 3alluTa HEHMCIIOIb3yEeMBIX MOPTOB.
OtcnexuBanne DHCP-coobmienunit. [Ipuanumn paboTs! GyHKIIUN 6€3011acHOCTH TOPTOB.
IIpakTnyeckoe 3ansATHE.
1 bazoBas HacTpoiika KOMMYyTaTopa.
2 Hacrpoiika nporokosia SSH.
3 Hacrpoiika mapameTpoB 0€30MaCHOCTH KOMMYTATOP
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
HHTepakTUBHOE 3aJaHUE: TIOJyYEHHUE TOCTyIa K yCTPOHCTBaM

Tema 14. Bupryanbsnsbie JokajabHble ceTH VLAN (OITK-4)

Jlexknus.
CermeHTanysi BUpTyalbHbIX JOKAJIBHBIX ceTeil. [IpenmyiecTBo BUpTyasbHbIX JOKanbHBIX ceTei (VLAN).
Tunbl BUpTyanbHbIX JOKaJIbHBIX ceTell. [onocoBeie cetn VLAN. Tpanku BupTyanbHbiXx ceTeil. KoHTposb
IIMPOKOBEIIaTeNbHBIX 10MeHOB B ceTsix VLAN. TerupoBanue kaapos Ethernet nns unentudukanum cetu
VLAN. Teruposanue ronocoBoii VLAN. Ha3nauenue BupTyanbHoil JokanbHOHN cetu. Jnanazon VLAN Ha
kommyTtatopax Catalyst. Cozmanue BUpTyasibHOW JoKanbHOM cetn. Hasnauenume moptoB cersm VLAN.
N3meHenne npuHajIeKHOCTH TOPTOB BUPTYaIbHOM JIOKAJIBHOW CETU. YIAJICHUE BUPTYAJIbHBIX JIOKAJIbHBIX
cerei. IIpoBepka mHpopmammu o cetu VLAN. Tpanku BupTyanbHbIX cerell. HacTpoiika TpaHKOBBIX
kaHasioB. COpOC TPAaHKOBOTO KaHalla JI0 COCTOSIHUA Mo ymonuaHuio. 3HakoMcTBO ¢ DTP. CornacoBannble
pexxumbl uaTepdeiica. IIpoekrupoBanue u obecrneuenue OezonmacHocTd VLAN. Ataku Ha BUpTyajibHBIC
ceTu: cmy(uHr-araka Ha KOMMYTaTop, araka ¢ JaBOMHBIM TerupoBanueMm. Cers PVLAN mnepumerpa.
IIpakTHueckue peKoMeHJauu 110 POEKTUPOBAHUIO BUPTYAJIbHON JIOKAJIBHOU CETH.
IIpakTnyeckoe 3ansATHE.
1 HccnenoBanue Meronos peanusanuu cetu VLAN.
2 Kondwurypamust VLAN 1 TpaHKOBBIX KaHAJIOB.
3 Ilouck 1 yCcTpaHEeHUE HENONAI0K IpU peann3anuu cetu VLA
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1 TlomyuaTenu MHUPOKOBEIATENBHON PACCHUIKH.
2 IIporuo3upoBaHue MOBEICHUSI KOMMYTaTOpa.
3 IIporuo3upoBanue noseaeHust DTP.

Tema 15. Konuenuust mapupyruzanun (OIIK-4)
Jlexknus.



Havanbnast ycraHoBka Mapmyprusaropa. @yHKOuMM — Mapuyprusaropa. XapaKTEepUCTHKU — CETH.
Heobxomumocts wmapmpytuzanuu.  [lonkmiouenne yctpoicTB. llogkmrouenue k ceru. HInro3er mo
ymonmuaHuio. JlokymeHTanus cereBod anapecanuu. AxrtuBauus [P-agpecannn Ha ysne. CBeTroguonHble
MHAMKATOpbl Ha ycTpoicTBe. KoHconbHbIN nocTyn. OCHOBHBIE MapaMeTpbl Mapiryprusaropa. Hactpolika
OCHOBHBIX IapaMeTpoB Mapuryptusatopa. Hacrpoiika napamerpoB IPv4 Ha unrepdeiice mapurypruszaropa.
[TpoBepka CBSI3HOCTH ceTed C MpsMBIM MoAKIIoYeHHeM. I[IpoBepka HacTpoek wuHTepdeiica. Perienue
Mapupytuzauuud. KommyTanuss mnaketoB Mexay ceTsamMu. DyHKIUsS KOMMYTalUud MapulypTH3aTopa.
Otnpaska naketa. [lepecbuika Ha ciemyrouuii nepexon. Onepanuu MapuipyTuzanui. VICTOUHUK TaOnuIb!
MapuIpyTu3anuy. 3anucu yaanéHHou cetH. MHTepdelcsl ¢ mpsMbIM MOJKIIOYCHUEM. 3aruCH TaOJUIbI
MapuUIpyTU3aLHK Uil CETEH ¢ IPSIMBIM MOAKIIOUYeHHEM. [IpuMepsl ¢ npsMbIM NoAKI0o4eHUEM. [IpoToKoIbI
JUHaMH4YeCcKo MapiipyTu3zauui. IIpumepsl quaamuueckoit Mapipytuzauuu [IPv4 u IPv6.
IIpakTnyeckoe 3ansATHE.
1 JlokymeHTaI|s CXEMBI aJipecalliy.
2 Hactpoiika uarepdeiicos mis [Pv4 u [Pvo.
3 Unrtepnperanus 3anucei TabIMILbI MapIIpyTU3ALIUH.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
AHanu3 TONOJIOTUH C MHOXKECTBEHHBIM J10CTYTIOM.

Tema 16. Mapmpytuzanus me:xkany VLAN. (IICK-2)
Jlexknus.
Hacrtpoiika wmapmpytuzanuu mexay VLAN. Ilpunmunsr pabotsl MapmpyTtuzanumu Mexnay VLAN.
VYerapesmme meronsl Mapupyrtusauuun mexay VLAN. Hacrpoiika mapumpytusanum mexay VLAN c
WCTIOJIb30BaHUEM YcTapeBiiero meroaa. Hactpoiika umHTEpQeiicoB MapuIypTU3aTop HpU HCHOIH30BAHUHU
ycrapeBuiero Meroga Mapupytuzauuu mexay VLAN. Hacrpoiika mapmpytuszaumn mexay VLAN c
HCTIONBb30BaHUEM MeTofa router-on-a-stick. ITpoGnemsr mapmpyrtuzammu mexay VLAN: Hemonaaku B
pabote mopra kommyraropa. [IpoBepka koHpurypauun kommyrtaropa. Henmonanku B pabore mHTepdeiica.
ITpoBepka HacTpoek Mapuryptuzatop. Hemomanku B IP-ampecammu. Ommbku B [P-agpecax m mapkax
noacetu. Ommbku npu HacTpoiike [P-anpeca m macku noaceru. Hactpoiika u pabota koMMyTanuu Ha 3-M
YpOBHE: BBEICHHE B OCHOBBL. Mapmpytuzauus wmexay VLAN depe3 BHUpTyasibHble HHTEP(EHCH
KOMMYyTaTropa U MapupyTusupyemsle noptel. HacTpoiika crarnueckux Ilowck u ycTpaHeHne Hemosiamok
KOMMYyTauu 3-ro ypoBHs. [IpuMeps! ycTpaHeHus HENoNa10K.
IIpakTnyeckoe 3ansATHE.
1 Hacrpoiika mapmpyTtuzanuu Mmexay VLAN s kaxxaoro uarepderica.
2 Hacrpoiika mapmpytuzanuu Mexay VLAN Ha ocHoBe ctangapta 801.2Q v TpaHKOBOrO KaHasa.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1 Tlouck u ycTpaHeHue HENMOIAA0K MapupyTu3anuu Mmexay VLAN.
2 Ilepexox Ha JOKaJbHBIE CETEBbIE KAHAJIBI.

Tema 17. Crarnueckas mapupyrusanus. (OIIK-4)
Jlexknus.



Peanusanus crarnueckod mapupyrtusanuu. Joctyn k ynaneHHsIM ceTsM. lIpeumyinecrBa craruyeckoin
MapuIpyTU3aluu. 3ajayd CTaTUYeCKOW MapHIpyTh3alMu. TUObel CTaTHYECKMX MAapLIIpyTOB U HX
npuMeHeHre. CTaHIapTHBIM U CyMMapHbIi cTtatuueckuil Mapmpyt. IlnaBarommii cratndeckuii MapuipyT.
Hacrtpoiika craTmueckux MapHIpyTOB M MapHipyToB mo ymomyanuto. Komanma iproute. Ilapamerps
cienyromero nepexoga. HacTpolika M IpoBepka CTaTMYECKOIO MapuipyTa CIEIYIOLIEro Iepexona.
Hactpoiika mapupytos IPv4 no ymonuanuro. Komanna IPv6 route. Hactpolika HanpsiMyro HOAKIFOUEHHOTO
craruaeckoro mapupyta IPv6. Hactpoiika mogHOCTBIO 3alaHHOTO cTarmdeckoro mapupyta IPv6. O630p
CIDR u VLSM. KnaccoBas aapecanusi cetu. KinaccoBsie Macku nojaceTu. [IpumMep kiaaccoBoro mporokosia
MapuipyTu3anui. M30bITOUHBI pacxol pecypcoB KJaccoBOW ajpecanuu. beckiaccoBas MexaoMmeTHas
mapuipytuzaiusa.CIDR u oObenunenue wmapmpyTtoB. Ilpumep cratuueckoir mapmpytuszauuu CIDR.
Hcnonb3oBanne Macok mozcetu ¢uxcupoBanHou anuabl (FLSM). Macka mozpceTd nepeMeHHOW JJTHHBI.
VLSMB neiictBun.Hactpoiika cymmapueix MmapiipytoB [Pv4. OObeaunenue wmapmpyToB. Pacuér
cymMapHoro wapmipyta. OObeAMHEHHE U pacueT ceTeBbIXx anpecoB I[Pv6. OOpaboTka makeToB C
HCIIOJIb30BAaHUEM CTATUYECKUX MapuipyToB. Crarmdyeckue MaplipyThl M Hepecbulka nakeroB. [louck u
YCTpaHEHUE HEMNOJaJ0K B HACTPOMKAaX CTAaTMUECKOrO MaplipyTa M Mapuipyta o ymondanuro IPv4.
Ycrpanenue npoOieM CoOeTUHEHUSI.
IIpakTH4Yeckoe 3aHATHE.

1 Pazpabotka u peanuzanus cxemsl aapecanuu VLSM.

2 Hacrpotiika o0benuHeHus (arperauu) MapmpyTos [Pv4.

3 Tlouck U ycTpaHEHUE HEMOJIAJ0K CTATUYECKUX MAPIIPYTOB.

4 Tlouck u ycrpanenue Henonaaok VLSM u 00beIMHEHNS MapIIpyTOB.

5 Tlouck 1 ycTpaHEHHUE HEMONAJ0K CTATUYECKUX MAPILIPYTOB

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

Ompenenure CyMMapHBIN CETEBOM aApec CETH U MpeduKc

Tema 18. lunamuveckas mapupyrusanus. (OIIK-4)
Jlekumus.
[IpoTrokonel AMHaAMUYECKOW MapmpyTu3anud. [IpuHmunm paboThl JAMHAMHUYECKOW MapIIpyTH3AIUU.
PazBuTne mpoTokosioB AMHaMuYeckod Mapuipytu3auud. HazHaueHue u pojib MPOTOKOJIOB JTUHAMUYECKOU
MapupyTuzauuu. JluHaMuyeckas MapHipyTh3alus B CPaBHEHMHM CO CTaTHMYECKOM MapuipyTH3alfei.
Hcnonp3oBaHue  cratmyeckod  mapumipytuzauuu. [IpemMymectBa W HEAOCTaTKM — CTATHUYECKOU
Mapuipytusauuu. [IpuHIunel paboThl MPOTOKOIOB MApIIPYTHU3AMU. 3aMyCK MOCJe BKIIOUEHUS MUTAHUS.
CeteBoe oOHapyxkenne. OOMeH naHHbIMH MapiipyTusanuu. Odecnedenne cxoqumoctu. Kiaccudukamms
MPOTOKOJIOB ~ MapuipyTuzanuu. OmnucaHue AUCTaHIHMOHHO-BEKTOPHOTO MPOTOKONA. JIMCTaHIIMOHHO
BEKTOPHBIE aJITOPUTMBI. THUIIBI JUCTAHIIMOHHO-BEKTOPHBIX MpOTOKONOB. Hactpoiika mnpotokona RIP.
OOmbsiBneHus cetu. M3yuenune HacTpoek NMPOTOKOJA MO yMOJYaHHIO. JlnHamMuueckas MapuipyTH3alus 1o
COCTOSIHUIO KaHaa. [IpoToKOJIbI MapIIpyTU3alUK 1O KpaTyaiiemMy myTH. AJIroputm J{edKCcTpbl.
IIpakTnyeckoe 3ansATHE.
1 OmnpeneneHre KOMIIOHEHTOB IPOTOKOJIA MAPLIPY TH3ALUH.
2 Craruueckas 1 IMHAMHU4Y€eCKasi MapIipyTHU3aIs.
3 U3yueHue cXxOIUMOCTH.
4 OmnpezneneHue TMCTAHIIMOHHO-BEKTOPHOW TEPMHUHOIOTHH.
5 CpasHuenue npotokoinos RIP u EIGRP.
3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
He npenycmorpeno

Tema 19. OSPFaas oanoii o6nactu (OIIK-4)
Jlexknus.



OSPF st omHO#M 0o6nacTu. XapakTepUCTUKU MPOTOKoJia. PaccMoTpeHHe anroputMa KpaTyaiiero myTu.
Pazutue nporokona OSPF. Kommonentsr mpotokona OSPF. IlpuHummnel paGoTel MapIIpyTH3AIUH 10
cocrossHnio kaHama. OSPF st omuoit m Heckonmbkux oOnacteit. Coobmenuss OSPF. WMukancymsimus
cooOmieHnit W TUmbl makeToB. llaker mnpuBercTBUSA. VHTEpBanbl OTIPaBKM MAKETOB MPUBETCTBHSL.
OOHoBneHust cocrosHusi kaHaia. Paboume cocrosnusi OSPF. YcraHoBieHHE OTHOIIEHHH CMEXHOCTH C
COCEIHUMU YCTPOMCTBAMU. BBINEIECHHBI MapLIypTU3aTOp U PE3EPBHBIM BBIACICHHBIM MapIIypTU3aTOp.
Cunxponmszanusi 6a3 nanaeix OSPF. Paccmorpenme oOmeHa nanHeiMH B pamkax mportokona OSPF.
Hacrtpoiika OSPFv2 nns omHoit ob6nactu. Wpentuduxauus mapuryptuzaropOSPF.CereBas Tomonorus
OSPF. Pexxumsbl koHurypamun Mapuipytuzaropa.KonpurypauusOSPFv3: cpaBaenue v2 u v3. Hacrpoiika
u npoBepka OSPFV3.
IIpakTH4eckoe 3aHATHE.
1 Xapakrepuctuku u TepmuHosiorust OSPF.
2 Onpenenenue Tuna naketos OSPF.
3 Cocrosinue OSPF mjist ycTaHOBIEHUS OTHOIIEHUM CMEXHOCTH.
4 Comnocrasnenue npotokosioB OSPFv2 u OSPFv3.
5 ba3zoBas HacTpoiika IPOTOKOIA JIJIsi OHOM 00IACTH.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
He npenycmotrpeno

Tema 20. Ciucku koHTpoJs nocryna (ACL) (IICK-2)
Jlekumus.
[Mpuntun padorer ACL-cnuckoB mo mporokoiy IP. Ha3znauenwe crmckoB. CpaBHEHHE CTaHIAPTHBIX M
pactmuperabix  ACL cnuckoB mnsa [Pv4. Ounsrpanus mnakeroB. Ilpunmun pab6orsl ACL-cnmckos.
CpaBHenne crtaHmapTHbix M pacmupeHHbix ACL-criuckoB mist IPv4. TlpucBanBaHue HOMEpPOB M MMEH
ACL-ciuckam. [lla6monnsie macku B ACL-cmuckax. OCHOBHBIE CBEICHHSI O NMPUMEHEHHUM IIaOJIOHHBIX
Macok. [Ipumepsr mabmoHHbIX Macok. Pacuér mrabnonnoi Macku. [IpuMephl KIIOYEBBIX CJIOB MIA0JIOHHOMN
Macku. OOmme pexomeHgarmuu 1o co3mganuio ACL-criuckoB. PekomeHmamuu 10  pa3MerieHUIO
ACL-cnuckoB. Hactpoiika cranmaptabix ACL-cniuckoB juist [IPv4. 3aganue nopsika 3anuceid 1 HaCTpoOMKa
crangaptHoro ACL-criucka. BayTpennuit anroputm padotsl. [Ipumenenne ctangaptabix ACL-ciuckoB Ha
unrepdeiicax. Buecenne wusmenennii B ACL-cimcku nns [Pv4. PepmaktupoBaHme cTaHIApTHBIX
HyMepoBaHHbIX ACL-cniuckoB. ACL-craructuka.3amura moproB VITY ¢ HOMOIIBIO CTaHIApTHOTO
ACL-cnucka IPv4. Ilposepka cranmaptHoro ACL-cnucka, MCHONB3YIOMIEro i 3amuTel mopta VTY.
Crpykrypa pacmmpeHHbIX crnuckoB. HacTpoiika pacuimpeHnHbix cnuckoB isi [Pv4. Tlouck u yctpanenue
HernonanokACL-cniuckoB. O6paboTtka maketoB ¢ momotnbio ACL-crinckoB. PactpocTpaHeHHbIE ONMIMOKH
ACL-cnuCKOB.
IIpakTH4Yeckoe 3aHATHE.
1 Bwi6op mabioHHOM MacKH.
2 Mpunanun padotel ACL-crucka.
3 Pa3smenieHue cranaapTHBIX U paciiupeHHbIx ACL-cruckosB.
4 Hactpoiika u npoBepka cranaapTHbIX ACL-criuckos.
5 Hactpoiika u nposepka orpanuueHuii VTY.
6 Hactpoiika ACL-cniuckoB st [Pv6.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1 Harnsanoe npencrasienue padborsl ACL-criucka.
2 Hacrpoiika ACL-cniucka ajist kaHainoB VI'Y

Tema 21. IIporokona DHCP (OIIK-4)
Jlekuus.



Paccmotpenue crpykrypsl nporokona DHCPv4. Omnepamust DHCPv4. OOmme cBepeHusi 0 IpOTOKOIIE.
@®opmar  coobmenuii DHCPv4. Hactpoiika mnpocroroDHCPv4-cepepa. IIpoBepka DHCPv4.
DHCPv4-perpancnsauus.Hactpoitka DHCPv4-knuenta. Hactpoiika mapmpytuszaropa kinacca SOHO B
kauectBe DHCPv4-xnmenrta. Ilouck u ycrpaHeHuWe Hemonaaok B pabore mapmpyrtuzatopa DHCPvA4.
IIpoBepka Hactpoek DHCPv4 na wmapmpytuzaropa. Otnanka DHCPv4. IIporokon DHCPv6.
ABTOMarnueckas HacTpolka aapeca OezorcnexxuBanue cocrosnus. [Ipunnun padorst SLAAC. DHCPv6
0e3 orcnexuBanus coctosiHusa. CepBep DHCPv6 ¢ orcrnexuBanmem cocrostHus.  Hacrtpoiika
Mapupytusaropa B kadectBe DHCPv6-knuenTa ¢ oTciexxuBaHHUEM COCTOSHUS.

IIpakTH4eckoe 3aHATHE.

1 basoBas Hactpoiika DHCPv4 na mapuipyTtuzaropa 1 KOMMyTaTope.

2 Hacrpoiika mapmpytuzatopa DHCPv4 ¢ momomisio CiscolOS.

3 Ilouck u ycTpaHeHue HEMoMa 0K B pabore mapmpytuzatopa DHCPv4

4 Hactpoiika DHCPv6-cepBepa 6e3 0TCeKuBaHMs COCTOSIHUA U C OTCIIC)KUBAHUEM COCTOSIHUSI.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.

1 Omnpenenenre NOMIAroBbIX IeHCTBUIA B pabote npotokoira DHCP

Tema 22. IIpeoOpa3oBanne cereBbixX aapecos IPv4 (OITK-4)
Jlexknus.
[Mpunmun pa6otsr NAT. Xapakrepuctuku NAT. IlpoctpanctBo wactHbIX [Pv4-anpecos. TepmuHomorus
NAT. Tunsl npeobpazoBanusi ceteBbix anpecoB NAT. Craruueckoe npeoOpazoBaHUE CETEBBIX alpecoB U
auHamuueckoe mnpeoOpasoBanue aapecoB NAT. IlpeoGpaszoBanme anpecoB moproB PAT. Craemyromuii
noctynssl nopT. CpaBHeHne NAT u PAT. [Ipeumymectsa u Henocrarku NAT. Hactpoiika NAT. Hactpoiika
craruaeckoroNAT. Amnamu3 craruyeckoro mpeoOpasoBanusi NAT. Ilposepka cratnueckoroNAT.
Hactpoiika nuHamuueckoroNAT. Ananu3 u npoepka auHamuueckoroNAT. Hacrtpoiika PAT u nyn
anpecos. Ilepeanpecanus nopros. Ilpumep ans SOHO. Hacrpoiika NAT u mporokona IPv6. Ilouck u
ycTpaHeHue Heronaaok B padore NAT.
IIpakTH4eckoe 3aHATHE.
1 Nsyuenune mpunIiuna padotsl NAT.
2 Hacrpoiika ctatnueckoroNAT.
3 Hactpoiika crarndeckoro u quHamudeckoro NAT.
4 Peamu3anus craTuueckoro u nuHamudeckoro NAT.
5 Hactpoiika NAT-niyna ¢ neperpyskoii u PAT.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1 Onpenenenue tepmunonorun NAT.
2 Omnpenenenue HHGoOpMaIK 00 agpece Ha KaXI0M Iepexoe.

Tema 23. MacmitadbupoBanue cetu (OITK-4)
Jlexknus.

Peanmuzanus mpoekra ceru. IIpoekt mepapxuueckoil cetn. HeoOxommmocTh MaciiTaOUpOBaHHS CETH.
YerpoiicTBa s kopropatuBHoOU cetu. [IpoekT nepapxuueckoii cetu. Kopnoparusnas apxurekrypa Cisco.
Jlomenbl, coxmepkamue — omuOku. Pacmmpenuwe — ceTH:  NPOEKTHpPOBaHWE s OOecCIedYeHHUs
Mmacmtabupyemocti. [InannpoBanue H30BITOYHOCTH. YBETHUEHHUE NMPOITYCKHOH criocoOHOcTH. Pacimpenue
ypoBHS JocTtyna. ToHKash HacTpoika MPOTOKOJIOB MapIIpyTH3alMU. BBIOOp CeTeBBIX YCTpPOMCTB
Mapmpytuzatopsl: TpeboBanua. Mapmpyrtuzaropsl Cisco. VYmpaBieHue yCTpoiicTBaMu. YIpaBieHHE
¢aitnamu 10S u nuuenszupoBaHue. BHyTpUIIOIOCTHOE M BHEMOJIOCHOE ympaBieHue. ba3oBele KOMaHIbI
MapuipyTuzaTopa. bazoBbie KoMaHab! HHTEpdelica KOMaHIHON CTPOKH KOMMYTaTopa

IIpakTH4eckoe 3aHATHE.

1 OnpeneneHue Kareropu MapIipyTU3aropa.

2 BpI00p KOMMYTAIIHOHHOTO 000PYIOBaHHS.

3 MoaenupoBaHue MHOTOYPOBHEBOTO MPOEKTA CETH.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.



1 Omnpenenenue Moayaei kopnopatuBHON apxuTekTypsl Cisco.
2 OmpeneneHue TEPMUHOIOTHU MaCIITAOHMPyEeMOCTH.

Tema 24. N36b1TouHOCTE LAN (OIIK-4)
Jlekumus.
[TonsTHs mpoTOKONA Sspanning-tree M ero npeaHaszHadeHue. M30prTounocts 1 u 2 ypoBHeir momenu OSI.
[TpoGnemsbr ¢ n36bITOuHOCTRIO 1 ypoBHS. [1InpoKoBemaTENbHBINA MITOPM U TyOJTUPOBAHHBIC OTHOAAPECHBIC
kanpel. [Tpuamun padoter STP. AnroputMm mpoTokona spanning-tree U posi mopToB. CTOMMOCTh MYTH B
npotokone. @opmar kaapa BPDU 802.1D. Pacnpoctpanenue u mnpouecc BPDU. PacmupeHHblii
uneHtudukarop cucrembl. Tumbl mpoTokonoB STP m mx xapakrepuctuku. O630p PVST+. Coctosinue
nmoproB M paborbl mpoTtokona PVST+. Pacmmpenssiii waeHtudukatop cuctembl. Kpatkuii 0030p
RapidPVST+. [lorpannunbie moptel ¥ TN KaHaioB. Hactpoiika PVST+. Kondurypamus Catalyst 2960
mo ymomuanuto. Hactpoiika u mpoBepka uueHtudukatopoB mocta. [Ipobmemsr HacTpoiika STP. Ananu3
tononoruu. Oxupaemas TOMOJIOTHS MO cCpaBHEHHIO ¢ (pakTuueckoil. [locnencTBusi c6os mpoTokona M
ycTpanenue npobiaem. [Iporokon pesepBrupoBaHus mepBoro nepexonaa. Konuemnius npoTokoia o0ecrnedeHus

M30BITOYHOCTH Ha TEpPBOM XoIme. THIlbl MPOTOKOJOB obOecredeHHus M30BITOYHOCTH Ha MEPBOM XOIIe.
ITposepka FHRP

IIpakTH4eckoe 3aHATHE.
1 HMccnenoBanue NpOEKTUPOBAHUS C PE3CPBUPOBAHUEM.
2 OmpeneneHue TUIIOB NMPOTOKonIoB STP.
3 Omnpenenenne posneit moproB RapidPVST+.
4 Cozpanue PVST+ u RapidPVST+.
5 Hactpoiika PVST+.
3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1 UnrepaktuBHOE 3ananue: HaGmonenue 3a padoroit mpotokona STP.
2 Ortnaaka Hactpoek STP.

Tema 25. Arpernpoanne kanayos (OITK-4)
Jlexknus.
OcHoBHBIE TOHATHA arperdpoBaHusi kaHanoB. [IpeummymectBa EtherChannel. Ilpunumn paboTbr
EtherChannel. Orpanuuenus peanusanuu. [Ipotokon arperuposanus noptos. IIporokon LACP. Hactpoiika
arperupoBaHusi KaHajoB. VHcCTpykums mo Hactpoiike. Hactpoiika unTepdeiicoB. IIpoBepka, mouck u
ycTpaneHue Hernonanok B pabore EtherChannel.
IIpakTH4eckoe 3aHATHE.
1 Hacrpoiika EtherChannel.
2 IlpoBepka, MOUCK U ycTpaHeHue Heronaaok B padote EtherChannel.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
Onpenenenne pexxumon PAgP u LACP.

Tema 26. becnipoBoanble JokanabHble ceTu (OIIK-4)
Jlexknus.

N)



Konnenusa O6ecripoBogHoit cBsa3u. llomnepxka MOOMIBHBIX (DYHKIMH M NpeuMyIlecTBa OecIpOBOIHON
ces3u. becripoBogubie TexHonmoruu. Panunodacrorsl u ctannapt 802.11. Cepruduxanus Wi-Fi. CpaBHeHHe
cereit WLAN c cerpto LAN. Tononorusa cereit WLAN. becnipoBonHsie ceTeBble azantepsl. JloMalHui
OecrpoBOAHON MapuipyTusatop. becrpoBomHbie Ou3Hec-perieHus. Todku OecrpoOBOAHOTO JOCTYTIA.
Pemenust it HeOONBIIMX M KPYHMHBIX OECIPOBOIHBIX CeTel. AHTEHHBI Al OECHpPOBOAHON mepemadyn
nannbeix. Tomomorust G6ecripoBogHOi cetu 802.11. Pexxum mpsimoro moakitoueHus. MHppacTpyKTypHBIN
pexxum. Crpykrypa kagpa 802.11. ITone ympaenenus kanpom. Tunm kaapa OecripoBogHoi cet. Kampbl
ynpasieHus. KoHTposabHbIE Kaapbl. MHOKECTBEHHBIN JOCTYI ¢ KOHTPOJIEM HECYLIEH U NMPEAOTBPALLEHUEM
KOJTM3ui. Accornuanus OecHpoBOAHBIX KJIMEHTOB C TOYKOM Jocryma. [lapameTpsl accoumariuii.
OOHapy’keHHe TOUEK JOCTyTa U ayTeHTU(UKAIMs. YIpaBlIeHne KaHaJaMH: HAaCBIIIEHUE YaCTOTHOTO KaHaa.
Bribop kananoB u muanupoBanue pasBepThiBaHUs WLAN. Bbe3omacHocTh O€CHpOBOAHBIX JIOKAJIbHBIX
cereil. ObecrneueHne 3amUTHl OECIIPOBOJHOM CETH. ATaka THMAa «OTKa3 B oOcmyxuBaHuu».DoS-araku
UCTIOJIb30BaHUEM Kajipa ynpasieHus. Ataka ¢ nepexsaroMm. Obecrneuenue 6e3omnacHoctd WLAN

IIpakTH4Yeckoe 3aHATHE.
1 UccnenoBanue peasnsauu 0€CIIPOBOAHON CBSI3H.
2 OmpeneneHne KOHTPOIBHBIX Hojel kaapa 802.11.
3 Tlopsmok AeHCTBHI B TPOIIECCE aCCOIMALIMM KIIMEHTa C TOYKOM J0CTyIa.
4 OmnpeneneHue XapaKTEPUCTUK ayTEHTU(PHUKAIIUN CETH.
5 Hactpoiika 6ecripoBOJHOTO MapIIPyTHU3aTOpa U KIIMEHTA.
3ananus 1J151 CAMOCTOSITEILHOI padoThI.
1 Onpenenenue TepMUHONIOTUA KOMITOHEHTOB ceTh WLAN.
2 OmnpeneneHue TEPMUHOIOTUY YIPABICHUS KaHATaMHU.

Tema 27. Hactpoiika n ycrpaHeHue HenoJsiaaok B padore OSPF nust onnoii o6iactu (OITK-4)

Jlexknus.
Pacmmpennsie mapamerpsl mpotokona OSPF s omHoit obGmactu. MapiipyTusamust Ha YpOBHSX
pacnpezneneHus U sapa. MapumpyTusanus B cpaBHEHMM ¢ KommyTtauued. CraTuueckas MapLipyTH3alysl.
IIpoTokosbl AMHaMUYECKOW MapHIpyTU3anuu. Anroput™M kpardaiero nytu. Hacrpoiiku OSPF nns onHoi
obmactu. [Iposepka OSPF mns ogHolt ob6mactu. OSPF B ceTsix ¢ MHOXKECTBEHHBIM JTOCTYIIOM. THITBI ceTeit
OSPF. IlpoGnemsl, CB3aHHBIE C CETIMH MHOKECTBEHHOTO MocTyma. Beinenennsiii mapurypruzatopOSPF.
ITpoBepka poneit DR/BDR u mpouecc BeiGopa mno ymomuanuio. ITpuopurer OSPF. Pacmpoctpanenue
Mapuipyta no ymomuanuto. IIpoBepka crarmueckoro mapmipyra no ymonuanuto B OSPFv2. Ilposepka
pacrpocTpaHseMoro Mapupyra no ymonuanuto. Tounast HacTpoiika uHTepdeiicoB OSPF. Mnrtepanbl
npuBetrcTBus u npoctos B OSPF. M3menenne unrepBanioB OSPFv2 u OSPFv3. Obecneuenne 3amuThl
OSPF. Ycrpanenue Henonanok peanuzauuu nporokona OSPF mns oxnoit obnactu. Ilouck u ycTpaHeHue
OLINOOK.

IIpakTnyeckoe 3aHsATHE.

1 Hacrpoiika 6a3oBoro nporokona OSPFv2 nns oqHolt obnactu.

2 BwI100p BBIZIETIEHHOTO MapIIPyTH3aTOPA.

3 Omnpenenenrie DR u BDR.

4 Pacnpoctpanenue Mapuipyta no ymondanuto OSPFv2.

5 Tlouck u ycrpanenue Henonaaok B pabore OSPF st ognoit obnactu.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

1 Onpenenenne tepmunonoruu cetu OSPE.

2 OrmpeneneHre KOMaH/bI IS TOMCKA U YCTPAHEHUs HEMOJIa10K.

Tema 28. OSPF nast ognoii ooactu (IICK-2)
Jlekuus.
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[Mpuamun padotet OSPF mns Heckombkux obmacteii. OSPF mnst omHoit obOmacté W Al HECKOJNBKUX
obnacteid. JIByxypoBHeBas uepapxusi oonacreir OSPF. Tunsl maprmpyrtuzaropoB OSPF. [Ipunuun paboTs
naketoB LSA B OSPF s Heckonbkux obnacteit. Tunst makeroB LSA mporokoma OSPF. OSPFLSA Ttuna 1
— 5.Tabnuua mapuipytuszanuu 1 tTunsl MappyToB OSPFE. Pacuer mapmpyra OSPF. Hacrpoiika OSPF s
Heckonmbkux oOmactedt. Hacrtpoitka OSPFv3. OO6Owenunenue wmapmpytoB OSPFE.  OO0benuneHue
MEXOOJIaCTHBIX BHEIIHUX MapuipyToB. Hactpoiika oObequHEHUs MeX00JacTHRIX MapuipyToB. [IpoBepka
OSPF nns meckonbkux obmacteit. IlpoBepka o6mux mapamerpoB OSPF nns Heckonbkux oOmacTew.
IIpoBepka MapLIpyTOB
IIpakTH4eckoe 3aHATHE.
1 Onpenenenune tuna nakera LSA npotokona OSPF.
2 Ilouck u ycTpaHEeHHE HEMONAZ0K B paboTe 0cHOBHBIX IpoTokosnoB OSPF st ognoit obnactu.
3 Ilouck u ycTpaHeHHE HEMOJAOK B paboTe ycoBepIieHCTBOBaHHOTO mpoTokosa OSPF st ogHoiM
o0JacTH.
4 BnaneHue HaBbIKAMU TIOMCKA U YCTpaHEHHE HEMOJAJA0K B paboTe MPOTOKOIA.
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1 Omnpenenenne repmunonoruy OSPF niist HeckonmbKux 00macTei.
2 Ompenenenue nopsaaka AecTBUi i pacueta Hawryduiero Mapupyra OSPF.

Tema 29. EIGRP (OIIK-4)
Jlexknus.
Xapakrepuctuku mnporokona EIGRP. ®yukuum EIGRP. IIporokonosaBucumbie mopynu. Hanéxublit
TPaHCIOPTHBIM TpoTokos u ayTeHTudukanug. Tunsl naketoB EIGRP. ITakersr mpuBerctBusi EIGRP.
[Taketsr o6HOBeHus U noarBepxkaeHus EIGRP. [Takers! 3anpocoB u otBeToB EIGRP. Coo6menust EIGRP:
unkancymsaus coodmennii EIGRP. 3aronoBok makera EIGRP u TLV. Hactpoiika npotokona EIGRP s
IPv4. Tomonoruss cetu EIGRP. Homepa aBroHOoMHBIX cuctem. Komanma wmapmpytuzatopa EIGRP.
[Taccusnsiit uatepdeiic. [Iposepka EIGRP ¢ IPv4. Ananu3 coceHuX yCTpOHCTB U TaOIMIl MapIIpy TU3AIHH
IPv4. Ilpunnun pa6orsr EIGRP. OtHommenus cMexHocTH ¢ cocequumu yerpoiictBamu EIGRP. Ta6numa
toroniorun EIGRP. Cxonumocts EIGRP. CocraBnas merpuka EIGRP. Ananu3 3Hadenuil untepdeiica.
Mertpuka npomnyckHoil ciocoonoctu. Merpuka 3anepxku. Crnoco0 Beruncnenus metpuku EIGRP. Pacyer
metpuku EIGRP. Amroputm DUAL u tabmuna tomonoruu. 3HakomMctBo ¢ DUAL. Koneunslii aBTOMaT
DUAL. Bo3MOXHBI NpeeMHUK M OTCYTCTBHE BO3MoOxkHOro npeeMmHuka. Hactpoitka EIGRP ansa IPv6.
CpaBuenue EIGRP ms IPv4 u IPv6. JlokanenbieIPv6-anpeca xanana. EIGRP nns Ttononorun ceru IPv6.
Hactpoiika nokansHbIXIPv6-anpecos.
IIpakTH4Yeckoe 3aHATHE.
1 Onpenenenue tuna nakera EIGRP.
2 basoBas HacTpolika mpotokona EIGRP ¢ IPv4.
3 OmnpeneneHune nopsiaka 1eUCTBUNA MPU YCTAHOBICHUU OTHOIIEHUN cMexxHOCTH EIGRP.
4 Boruncnenue metpuku EIGRP.
5 CpaBaenue EIGRPv4 u EIGRPv6.
3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
He npenycmotrpeno

Tema 30. Paciiupennbie HacTpoiiku u ycrpaneHue Henoaaok EIGRP (OITK-4)
Jlekumus.
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Pacimupennsie Hactpoiiku EIGRP. ABromarumdeckoe oObenuHenue. Tomonmoruss ceTH M HACTpOWKa
aBTomMaruyeckoro oorenunenus EIGRP. [IpoBepka aBromaTrueckoro oobequHeHus. Tabmuma Tomoaoruu u
Mmapuipytuzanui. O6bequHeHHbli MappyT. O0bennHeHne BpyuHyo. HacTpolika cyMMapHbBIX MapIipyTOB
EIGRP Bpyunyto. IIpoBepka oObeAMHEHHBIX MapIIpyTOB. PacmpocTpaHeHne MapuipyTa MO yYMOJYaHHIO.
EIGRP mns IPv6: mapmpytr mo ymomuanuio. Tounas Hactpoiika uHTepdeiicoB EIGRP. Taiimepst
NpUBETCTBUSL U oxujgaHus. Pacnpenenenue Harpysku. 3amuméHuslii  EIGRP.  Kparkuit  0030p
ayTeHTHU(HKaIuu npoTokoioB Mapipytuzanuu. Hactpoiika EIGRP ¢ ayrentudukamueir MDS. Tlouck u
ycrpanenue Henomnanok B padore EIGRP. OcHoBHBIE KOMaHbI, TPUMEHSEMbIE /ISl IOMCKA U YCTPaHCHHS
Henonagok B EIGRP. Komnonentst. [Togkmoduenus 3-ro yposHs. [Tapametpsl u unrepdeiicst EIGRP.
IIpakTn4yeckoe 3ansATHE.
1 Ompenenenue KIacCOBOTO OObEIMHECHHUS.
2 Hactpoiika o0bequnennbix MapiipyToB EIGRP Bpyunyro s [Pv4 ulPv6.
3 Pacnpocrtpanenue Mapuipyra o ymonuanuto EIGRP s [Pv6.
4 Omnpenenenue komanJ TouHoM HacTporku EIGRP.
5 Hacrpoiika pacmmpennsix GyHkiuii EIGRP ans IPv4.
6 Ilouck u yctpanenue Henonanok 6a30BOroEIGRP st IPv4 u IPv6.
7 Ilonronka EIGRP.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
He npenycmorpeno

Tema 31. O6pa3zbl IOSu munensupoBanne. (IICK-2)
Jlexknus.
VYnpasnenue cucreMubiMu (aiimamu 10S. Crangaptsl npucBoeHus UMEH. CeMelHCTBA M BETKU BBITYCKOB
CiscolOS. OcnoBHast u TexHojornyeckas Berka 10S. Hymepauuss oCHOBHOH M TEXHOJIOTHYECKOW BETOK
CiscolOS12.4. Hymepauus Betok I0S 15. Kommuiekranus o0pa3oB cuctemsl. Mimena ¢aitno o6paszos 10S.
Vnpasnenue obpasamu CiscolOS. Hcnonbs3zoBanue TFTP-cepBepoB aisi XpaHeHHS pe3epBHON KOMMHU.
Co3nanme pesepBHOi komuu oOpa3a CiscolOS. KomupoBanue oOpaza CiscolOS. JlunensupoBanue
CiscolOS. Kparkuii 0630p nunensupoBanus. IIporecc momydenust nuueH3uu. IIpoBepka JHIEH3UU.
AKTUBaIMs TIPOLEAYphl pacueTa JUICH3MM Ha TPaBO MCIOJIb30BaHUS. Pe3epBHas KOMUS JIMICH3UH.
VYnpasnenue nuneHsusimMu. Padora ¢ nunensusimu Ha oopasze CiscolOS 15.
IIpakTH4Yeckoe 3aHATHE.
1 UcnonwzoBanue TFTP-cepBepa ans ooHOBIeHus oopasza CiscolOS.
2 Vnpasnenue oopazamu CiscolOS.
3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
Pacmm¢poBka umén obpasos 10S.

Tema 32. IIpoexkTnpoBanue nepapxudeckoii ceru. (OIIK-4)
Jlexknus.

O030p METONOB TPOSKTUPOBAaHUS HUEpapXWueckux ceTeil. TpeOoBanus Kk ceru. [IpuHIUTBI
CTPYKTYPUPOBAHHOTO ITpOoeKTHpOBaHus. [IpoekTupoBanue nepapxuueckoi cetu. Mlepapxus ceTu u ypoBEHb

nocryna. Ha ypoBHe pacnpenenenus. YpoBeHb sjpa. JByXypOBHEBBIM IIPOEKT BBIPOXKICHHOIO spa.

MonynpHas apxurekrypa. Moy B KOPIIOPaTUBHOM apXUTEKType. Mozenb KOpIOpaTUBHON apXUTEKTYpPbl
Cisco. Monynp komrutekca 3nanuii npennpusatus CiscoEnterpriseCampus. ['panuiia cetu oneparopa cBsi3u.
Vnanéunast ¢yHkunoHanabHas obOnmactb. HoBele cereBbie apxurekTypbl. 3amaun WT. PasBuBaromue
KOPIOPAaTHUBHBIE apXUTEKTYphl. Pa3BuBalomye ceTeBble apXUTEKTYpPhl. APXUTEKTYpa COBMECTHON pabOTHI.
O/ u Buptyanuzanus. Pacimpenue cetu.
IIpakTH4eckoe 3aHATHE.
1 Onpenenenne Moayneil B MPOEKTE CETH.
2 OmnpeneneHue MoayJei koprnopatuBHON apxuTekTypsl Cisco.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1 Omnpenenenue xapakTepUCTUK UEPAPXUUECKOM CETH.
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2 OmpeneneHre TEPMUHOB, OTHOCSIIUXCS K Pa3BUTHIO CETEBBIX apXUTEKTYP

Tema 33. loakaroueHue Kk rodaabHoi cetn (OIIK-4)
Jlexknus.
Lenp co3manus rmodOanbHbIX ceTeill. HasHaueHne M HEOOXOAUMOCTh NIIOOAIBHBIX ceTeil. Pa3pBuBaroriue
cetu. Manpiii oduc. Cerp KoMIUIeKkca 3AaHuMN win ¢uimanoB.lnobansueie cetn B moxmenu OSI
OOuienpuHsTas TEPMUHOIOTHS IIO0ANBHBIX ceTell. YceTpoiicTBa rtodanbHOM cetn. KomMmyTanus kaHaioB U
KOMMYTaIusi naketoB. BeiOop Texnomoruu miobanbHOi cetn. CepBHUCH TNIOOANBHON CETH M BapUaHTHI
MOJKIIIOYECHUsT KaHayla mobanbHOM cetu. MHppacTpykrypa cetu omeparopa cBs3u. HHdpacTpykTypa
YaCcTHBIX IVI00ANBHBIX ceTeil. ApenmoBaHHble JuHUU. Kommytupyemsiii noctyn. Lludposas cetb ¢
uHTerpanueit ciyx6. Madpactpykrypa obuienoctynHoit mobdansHoit cetu: DSL, kabens n OecnpoBoaHbIe
texHonorun. O630p coroBoii csa3u 3G/4G. Texuonorus VPN.
IIpakTH4Yeckoe 3aHATHE.
1 Knaccudukanmsi BApuaHTOB JOCTYIIA K TIIO0ATHHOM CETH.
2 Monynu yCTpOUCTB IMI00AIbHOM CETH.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1 Omnpenenenre TEPMUHOIOTHH ITI00ATBHBIX CETEH U YaCTHBIX ITI00ATBHBIX CETEH.
2 OmpeneneHue TEPMUHOIOTHU HHPPACTPYKTYPBI 00IIEOCTYITHON T7100aIbHOM CETH.

Tema 34. CoennHeHnue «Touka-touka» (OIIK-4)
Jlekumus.
O0630p TMOCIEAOBATEILHOTO COEAMHEHUS «TOYKa-Touka». CBS3b MO MOCIEI0BAaTebHOMY KaHaly: 0030p
MOCJIEJIOBATENBHBIX U MapajuleNbHBIX TOPTOB. CTaTHCTUYECKHUE MYJIBTUIIEKCUPOBAHHUE C Pa3/IeJICHUEM I10
BpeMenu. [Ipumepsr TDM. Touka pasrpannyenus. [IponyckHas cmocoOHOCTh MOCIEA0BATEIbLHBIX KaOeIeH.
Nuxancynamus HDLC. Ilpotokonsl unkancymsinuas WAN u HDLC. Tunsl kanpoB. CpeacTBO NMPOBEPKHU
cuHTakcuca. OTnagka MOCIea0BaTEIbHOTO uHTepderica. [Ipunnun pabGotel mpoTtokona PPP.
[IpeumymectBo mporokona PPP. LCP u NCP. MuoroypoBHeBasi apxutekrypa mnporokosa PPP. PPP —
NpOTOKON ynpasieHus kaHaioM. Ctpykrypa kaapa PPP. Ceancwsl PPP. YcranoBnenue ceanca u npuHIUI
paboter LCP. Ilakerst LCP. [Tapamerpsr mporokona PPP. IToapoonee o6ONCP. Hactpoliku mpoTtokoa:
napametrpel PPP. Komanma 6a3oBoii nHactpoiiku PPP. Otnaaka coemmnenmit  WAN. Ortnaaka
nocJie10BaTeaIbHON HHKancyaanuu PPP.
IIpakTn4yeckoe 3ansATHE.
1 Otnagka nocneaoBaTebHBIX HHTEP(ENCOB.
2 OmnpezaeneHue nociaea0BaTEILHOCTH IEUCTBUM B Tpoliecce cortacoBanus kanana LCP.
3 Hacrpoiika ayrentuduxanuu nporokona PAP u CHAP.
4 Hactpoiika 6a3oBoroPPP ¢ ayrentudukarmei.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1 OnpeneneHne TEPMUHOIOTUM OTHOCSIIIEHCA K CBA3H IO MOCIEA0BATEILHOMY KaHAIYy.
2 OmnpeneneHne XapakKTEPUCTUK M MPUHLIUIIOB paboThl mpoTokosia PPP

Tema 35. FrameRelay (OIIK-4)
Jlexknus.
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[TpeumymectBa FrameRelay. Beenenune Bo FrameRelay u nmpeumymiecTBa TeXHOIOTUU INIOOANBHOM CETH
FrameRelay. TpeGoBanust K BbIICJICHHOW JTMHUU. DKOHOMUYECKast 3PPEKTUBHOCTh U THOKOCTh HACTPOUKHU
FrameRelay. Omnpenenenue MOHATHI U TEPMUHOB, OTHOCSIIMXCSA K TexHomoruu FrameRelay. [Tpunuun
pabotel FrameRelay. BupryanbHble kaHanbl U rpymnibl BUPTYaJIbHBIX KaHanoB. MHkancynsius FrameRelay.
Tononorust cereir FrameRelay. Murtepdeiic nokanpHOro ympasnenuss u pacmupenuss LMI. CkopocTb
JOCTYTIa ¥ COTJIACOBAaHHAsi CKOPOCTh nepeaaun AaHHbiX. [Ipumep FrameRelay. [1pesbimenne CIR. Komansr
6a30Boii HacTpoiiku mnportokoia FrameRelay. Hacrpoiika u mpoBepka CTaTHYECKOTO COIMOCTaBICHHUS
anpecoB FrameRelay. Hactpoiika moxpbiHTEpdeiicoB: mpoOieMbl AOCTHKUMOCTH M pelleHue IpobieM
noctwkuMocTH. HacTpoiika moabiHTepdelicoB  «Todka-Toukay. Omiagka coeauHeHuid. Otinaaka
FrameRelay. ITpoBepka pabotsl FrameRelay. Mnrtepdeiic FrameRelay. IIpoBepka paborsl FrameRelay:
pabora LMI
IIpakTnyeckoe 3ansATHE.
1 Comnocrasnenue noneit kagpa FrameRelaycooTBeTCTBYIONIMM ONpPEIEICHUSM.
2 Hactpoiika cratnyeckux conocTtapieHui aapecoB FrameRelay.
3 Hacrpoiika noapiaTepdeiicoB «Touka-Touka» FrameRelay.
4 Hactpoiika FrameRelay u mogpiaTepdeiicos.
5 Ortnanka 6a3oBoro nporokona FrameRela
3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.
ComnocraBieHue BUPTYyaJIbHOIO KaHaja HOMEpPY MopTa.

Tema 36. IIpeodpazoBanne IPv4 (OIIK-4)

Jlexknus.
[Mpunmun pa6otsr NAT. IlpoctpanctBo wyactHeix [Pv4-anpecoB. Tepmunuonorus NAT. Tumbsr NAT.
Crarnueckoe npeoOpazoBanne NAT. Jlunammuueckoe mpeodpasoBanue NAT. IIpeoOpasoBanue anpeca u
HoMmepa nopta PAT. Cnenyromuit noctynssiii nopt. CpaBaenue NAT u PAT. Ilpeumyiiectsa u HenocTaTKu
NAT. Hacrpoiika cratnaeckoroNAT. Amnamu3 crarmueckoro mpeoOpazoBanusi NAT. Tlposepka
crarudeckoro npeoOpazoBanus NAT. Ilpunmun pabGotel nuHamMudeckoroNAT. AHanmu3 W TpoBepka
nuHamuueckoroNAT. Hactpoiika PAT u nyn agpecoB. Ananus u nposepka PAT. [lepenanpaBnenue nopros.
ITpumep mis SOHO. Hacrtpoiika nepenanpasiaenust nopros ¢ nomomibto [0S, Otnanka NAT ¢ nomorsto
koman bl show. Otnanka NAT ¢ momomrsio komanas! debag. [IpoBepka u ornnaaka HacTpoek NAT.
IIpakTH4eckoe 3aHATHE.
1 Nsyuenue mpunIiuna padotsel NAT.
2 Hacrpoiika ctatnueckoroNAT.
3 Hactpoiika nuHamuyeckoroNAT.
4 Peamu3anus craTuueckoro u quHaMmuueckoro NAT.
5 Hacrpoiika npeoOpa3zoBanus anpeca u Homepa mopta PAT.
6 Hacrpoiika nepeHarnpasieHus NOPTOB Ha MapuipyTusatope Lynksys.
7 Tlposepka u omiaaka HacTpoek NAT.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1 Onpenenenue trepmunonorun NAT.
2 Ompenenenne nHbopMauu 00 azpece Ha KXKIOM Mepexoe.

Tema 37. Pemienue mupoxononocHoro gocryna (IICK-2)
Jlexknus.
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Vnanéunast pabora. IlpemmymiectBa ymaneHHOH paboTel M o0lIMe cBeAeHUS 00 YynaleHHOW padore.
[IpeumymiecTBa ymaneHHOM paloTel i pabortomatens. WHAMBHIyaJbHBIE MPEUMYIIECTBA YAAIEHHON
pabotel. Hegocrarku ynanénnoii pabotsl. busnec-rpeboBanus 1 yaanéHHbIX paOOTHUKOB. TpeOBoaHus K
MOAKIIIOYCHHUIO yaaéHHOro paboTHHKa. CpaBHEHHE pEIIeHUI ITMPOKOIOIOCHOTO IOCTya: KabeabHast CETh.
KabGenbHas cers u snexrpoMarHutHbid cnektp. DOCSIS. Ionkmrouenne DSL. Pa3nenenue romocoBoro
Tpaduka u Tpaduka nanaeix B ADSL. BecipoBogHbIe NIUPOKOMIONIOCHBIE CETH. THIBI MIUPOKOTIOIOCHBIX
OecripoBOHBIX ceTeil. CpaBHEHHE PELICHUH IHUPOKONOJI0CHOTO AocTymna. Hactpoiika monkmtouenuit xDSL.
O630p PPPoE. IIpuHIumb! HCIIOIb30BaHUs M OCHOBHBIE OHATHUS npoTokoia PPPoE. Hactpoiika PPPoE.

IIpakTH4eckoe 3aHATHE.
1 IIpeumytecTBa ynanéHHOM paOOTHI.
2 Knaccugukarus TpeOOBaHUHN K MOAKIIOUEHUIO YIAIEHHOTO COTPYIHUKA.
3 M3ydeHue TeXHOJIOTMi MUPOKONOIOCHOTO TocTymna B MiHTepHeT.
4 Hacrpolika Mapuipytusaropa B kadyecte kKiveHTa PPPoE nns nogkmrouenus DSL.
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
He npenycmorpeno

Tema 38. 3ammra mexdununansnoii cesazu (IICK-2)

Jlexknus.
Cetu VPN. Ocnossl ceteit VPN. Ilpeumymecrtsa VPN. Tumbr cereii VPN. Cetn VPNsite-to-site. Cetn
VPN ynanéunoro nocryna. Tynnenn GREmexny oobekramu. OcHoBbl u xapakrepuctuku GRE.Hacrtpoiika
u nposepka TyHHeneir GRE. O6mue cBenenus o6 IPsec. 3amura nporokona IP. CepBuchl 6e30nmacHOCTH
IPsec. Crpykrypa mpotokona IPsec. KonduaennumanpHocTh M mudpoBaHue. ANTOpUTM HIH(POBAHUS.
O6men xmouamu JIuddu-Xenmana. LlenocTHOCT M anropuTMbl XemmupBoanus. AyreHtudukanus [Psec.
Ha6op nporoxonos IPsec. Ynanéuusiii noctyn. Pemenuss VPNans ynanennoro noryna. Tunsl cereit VPN
s ynanéanoro goctyna. CiscoSSLVPN. Vaanennsriit noctyn [Psec. CiscoEasyVPNB pexxume Client.
IIpakTH4eckoe 3aHATHE.
1 Onpenenenue npeumyiectB cereit VPN.
2 CpaBHeHnue Tunos cereil VPN.
3 Hactpoiika ceteit VPN.
4 Omnpenenenue xapakrepuctuk GRE.
5 Hactpoiika u omitanka GRE.
6 Hacrtpoitka VPNGRE no cxeme «Touka-Touka.
7 Hactpoiika GRE nosepx [Psec.
8 Cpasuenue pemenuii CiscoSSLVPN.
9 OmnpeneneHune XapakTEPUCTUK YIATEHHOTO JOCTYTA.
10 Hacrpoiika tynnens VPNGRE 1o cxeme «Todka-Toukay.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThlI.
He npenycmorpeno

Tema 39. Monutopunr cetu (IICK-2)
Jlexknus.

Syslog. Ilpuniun padoter Syslog. @opmar coobmenuit Syslog. Cimyxx6a metok Bpemenu. Cepsep Syslog.

BBenenue xypHanoB no ymomyanuio. Komanapl mMapuipyTuszaTopa U KOMMyTaropa Jjs KIHeHToB Syslog.
ITpoBepka Syslog. Ipunnun padorst SNMP. 3nakomctBo ¢ SNMP. Tlpuniun padorst SNMP. JloBymiky
arenta SNMP. Bepcuu SNMP. Crpoka coobmiectBa. Mnentudukarop odbekra MHGOpMAIIMOHHON 0a3bl
ynpaBnenus. Ilposepka Hactpoiiku CNMP. IlpakThueckue peKOMEHIAIMU IO  OO0ECIEeYSHHUIO
6e3omacuHoctu. [Ipunammm padotst NetFlow. [ToToku B cetn.
IIpakTnyeckoe 3ansATHE.

1 Hacrpoiika Syslog u NTP.

2 Uzyuenue [1Oa)151 MOHUTOPHUHTA CETH.

3 Hacrtpoiika SNMP.
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4
5
6
7

Co6op u ananu3 nanueix NetFlow.

HNHcTpyMeHTapuil ceTeBOro aAMUHACTPATOPA 11 MOHUTOPHUHTA CETH.
Hactpoiika nporokonoB Syslog u NTP.

Onpenenenne xapakTepuctuk Bepcuii SNMP.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

He npenycmotrpeno

Tema 40. OTaaaka cetu. (IICK-2)
Jleknus.

[Touck m ycTpaHeHWE HEMONANOK C HCIONH30BAHUEM CHCTEMHOTO Tonaxoaa. JlokymMeHTamus 1o CeTH.
Huarpammbl  Tomosioru  cetd. DopmupoBaHne 0a30BBIX TOKa3aTenel ceTu. V3MepeHue aHHBIX.
[Iponienypa momcka W ycTpaHeHuss Hemonaaok. COop nmaHHBIX O cumnToMax. ONpoc KOHEYHBIX
nosib3oBarenieid. M3omsius mpoOiaeMbl C TOMOIIBI0O MHOTOYPOBHEBOW Mopeiei. MeTompl ToHWcKa |
ycTpaHeHus Henonaaok. Otnanaka cetu. [IporpaMmHbIe cpeacTBa MoMcka U ycTpaneHus Hemonaaok. [Tonck
Y YCTpaHEHHE HEMOJAI0K a (PHU3NYecKOM, KaHAJIbHOM M ceTeBOM ypoBHE. [IoMCK M yCTpaHEeHHE HEeIoJIaI0K
CBsI3U B ceTax [P

1
2

1
2
3

IIpakTnyeckoe 3ansATHE.

OrnpeseneHrne pacupoOCTPAHEHHBIX CPEJCTB MMOMCKA U YyCTPAHCHUS HEMOJIA0K.
Omnpenenenue ypoBHs OS], cBI3aHHOTO ¢ TPOOIEMON B CETH.

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

Hcnpasienue c6ost B paboTe CeTu.

Pa3paboTka 1OKyMEHTAIHH.

Omnpenenenve npeuMyIiecTs GopMupoBaHus 0a30BbIX MOKa3aTeNei CeTH.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeICTBA

4.1. Pactipenenenue 6amios:

3 cemectp
rocemaemMocts — 10 0ayuioB
TEKYIIHI KOHTPOJIb — 86 O6aIoB
KOHTPOJIBHBIE CPE3bl — 2 cpe3a Mo 2 0ajuia Kak bl
npeMuanbHblie 6amibl — 20 6anos

Pacripenenenre 6aioB 1mo 3aJaHusIM:

No T
MB]

Hazpanue 1 ®Popmbi| Max. Ko Mertoauka nNpoBeECHUsI 3aHITHUS U OIIE

I/I3y‘-ICHI/I€ Brimmonng 1 HpaKTI/I‘{CCKI/Ie pa60TI>I BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HJIM B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tecruy 2 OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBMWIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecs 5 CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONL30BAHUS HAIVISIIHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- paiOHAaJIbHOCTh UCIIOJIL30BaHUA BPEMCHH, OTBEACHHOT'O HA 3aJIaHUC

N)



Hactpoiika

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpoOCoB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEToaaBaTes (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- paIMOHAaIBHOCTh UCTIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISIIHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTh UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

CeTeBsie 11f

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO MIPAKTHYCCKOI'O 3aJaHus ITOJICIKA

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

Orenka TecTa o TeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
2 Gayta — CTyAeHT npaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue mpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3()(EKTUBHOCTD UCIIOJIB30BAHMUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIIOIb30BaHUs BPEMEHH, OTBEICHHOTO Ha 33aHNE

CeTeBoii ]

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOIO 3aJaHus ITOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI
2 Oanna — CcTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaraeT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET PUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PaIMOHAIBHOCTH UCTIOJIb30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJIlaHHe

Ethernet

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITIOJTHSIOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO IIPAKTHYCCKOI'0O 3aJaHus ITOJICHKA

Tectuy]

OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIMHBL
2 Gayta — CTyAeHT IpaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(

1 Ganna - CTYOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

N)



Cobecg

CobecenoBanue mpeanonaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAJIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

CereBoii

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEmoaaBaTes (
YCTHBIH ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX (popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepraa;

- PaIMOHAJIBHOCTh UCTIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

Tpancnopi]

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITIOJTHSIOTCS CAMOCTOSITEIIBHO MIJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO IMPAKTHYECCKOI'O 3aJaHus ITOJICIKA

Tectuy]

OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIHHBL
2 Gayta — CTyAeHT npaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue npeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTeds |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PauMOHAIBHOCTH UCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIb30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh MCIOIB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33JaHNE

IP-anpecd

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIM B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaraeT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET PUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

PaszOnenne

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINIOJHEHHOTO IIPAKTHYCCKOI'0O 3aJaHus ITOJICHKA

N)



Tectuy]

OrenHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
2 Gayta — CTyAeHT IpaBuiIbHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue nMpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHMUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33aHNE

10.

Yposens 1]  BrimonHg

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus ITOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceapl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PalMOHAaIBHOCTh UCTIOJIL30BAHHBIX MPUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

11.

910 ceTh| BpIMOTHS

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO MIPAKTHYCCKOI'O 3aJaHus ITOJICIKA

Tectuy]

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL
2 Gayta — CTyAeHT IpaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue MpeamnoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX opMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- paloOHAIbHOCTh MCIOIB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33JaHNE

12.

TTocemnaemoctb

10

106aJ1710B — CTOMPOIIEHTHOE MTOCEIICHNUE 3aHATHH CTYJACHTOM

5 Oaia — mocenaeMocTh CTyJIeHTa cocTaBisieT He MeHee 80 % 3aHsT]
3-0aya— mocemaeMoCTh CTy/IeHTa cocTaBmseT He MeHee S0 % 3aHaTu
1 Gay — mocemaeMoCTh CTYICHTa COCTaBIsAET HEe MeHee 25 % 3aHsATul]

13.

[IpemuaneHsIe G

20

HOHOJ’IHHTCJ’IBHHC MpEMUAJIbHBIC Oamsl MOTYT OBITh HAYKCIICHBI:

- 3a IPOCKT, BBIIIOJIHCHHBIN 110 3aKasy pa60T0;[aTen$[ u peaJ’II/IBOBaHHHf
- IOCTOSAHHAA aKTUBHOCTDH BO BPpEMS MPAKTHYCCKUX 3auaTHil — 10 Oamn
- IIOJIHOCTBIO IMMOATOTOBJICHHAA K Hy6J'II/IKaI_[I/II/I CTaTbA 0 TCMATUKE B P4
- y4aCTue € 10KJIaJ0M BO BCCpOCCHﬁCKOﬁ OJIMMIINAIC IO TCMATUKE U3
- Y4aCTHC B BbICTABKC I10 TCMATUKE H3y‘-IaeM0ﬁ JUCHUIITTMHBI — 20 6am
- Hy6J'II/IKa]_[I/I$I CTaTbH I10 TCMATUKE 1/I3yqaeM0171 JUCIHUIIIMHEI B C60pHI/I]

14.

Hroro 3a cemec

100

nocemaemMocts — 10 0ajuioB

4 cemecTp

D



TEKYIIHI KOHTPOJIb — 86 6aIoB

npeMuanbHbie 6amel — 20 6amioB

KOHTPOJIBHBIEC CPE3bl — 2 cpe3a Mo 2 0ajuia Kak bl

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No T
MB]

Hassanmne T

Dopmbl

Max. ko,

MeTtoauka IpOBEICHUS 3aHATHS U OIIC

KommyTuy

Cobecg

CobecenoBanue nmpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTeds |
VYCTHBIN ONPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (HpoHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAJIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS II
- CBOEBPEMEHHOCTD M 3()(EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMOHAIBHOCTD UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

Brimonag

HpaKTI/I‘{CCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpoOCoB B TecTe.

OCHOBHBIE K

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MIJIM B MaJIOH T
OCHOBHBIEC Ka4eCTBA BBHINOJHEHHOTO IMPAKTHYECCKOI'O 3aJaHus ITOJICIKA

Tectuy]

OrneHka TecTa o TeKyIeMy pasaesy Uil TeMe AUCHUIUIMHBL
2 Gayta — CTyAeHT npaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTyAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue npeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTeds |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3UYHbIX popMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PauMOHAIBHOCTH UCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIb30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh MCIOIB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33JaHNE

Bupryanbsg

Cobecg

CobecenoBanue MpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX opMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PauMOHAIBHOCTH UCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIb30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIONB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33aHNE

Brimonag

HpaKTI/I‘{CCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Konremnmuj

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T

OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO IIPAKTHYCCKOI'0O 3aJaHus ITOJICHKA
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Tectuy]

OrenHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
2 Gayta — CTyAeHT IpaBuiIbHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue nMpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHMUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33aHNE

Mapuipyty

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus ITOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceapl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PalMOHAaIBHOCTh UCTIOJIL30BAHHBIX MPUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

Crarnueck|

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO MIPAKTHYCCKOI'O 3aJaHus ITOJICIKA

Tectuy]

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL
2 Gayta — CTyAeHT IpaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue MpeamnoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX opMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- paloOHAIbHOCTh MCIOIB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33JaHNE

Huuamuyed

Brimonag

HpaKTI/I‘{CCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBMWIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONL30BAHUS HAIVISIIHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTh UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe
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OSPF s

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpoOCoB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEToaaBaTes (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- paIMOHAaIBHOCTh UCTIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISIIHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTh UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

CIHCKH KO

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO MIPAKTHYCCKOI'O 3aJaHus ITOJICIKA

Tectuy]

Orenka TecTa o TeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
2 Gayta — CTyAeHT npaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue MpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTeds |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD M 3()(EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

10.

[IpoTokon|

Brimonag

HpaKTI/I‘{CCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HJIM B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOT'O MPAKTUYCCKOI'O 3aJaHus TOJICIKA

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaraeT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET PUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PaIMOHAIBHOCTH UCTIOJIb30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJIlaHHe

I1.

ITocemntaemocTh

10

106a710B — CTOIPOLICHTHOE TTOCEIICHIE 3aHATHI CTYICHTOM

5 Oaa — mocenaeMocTh CTyeHTa cocTaBisieT He MeHee 80 % 3aHsT]
3-6anna— mocemaeMocCTh CTyIeHTa cocTapiseT He MmeHee 50 % 3anaru
1 Gamn — mocemaeMoCTh CTYIEHTa COCTaBIsIeT He MeHee 25 % 3aHATu}]

12.

IIpemuansHbIe G

20

JIoNONMHUTENBHBIE IPEMUATBHBIC OATUIBI MOTYT ObITh HAYHCIICHBI:

- 33 TIPOEKT, BHIMIOJIHEHHBIN 110 3aKa3y pa0oToNATEeNs U peaTn30BaHHbIY
- TOCTOSIHHASI aKTUBHOCTH BO BPEMsI MPAKTHICCKUX 3aHsITHH — 10 Gan
- TOJTHOCTBHIO MOJITOTOBJICHHAS K ITyOJIIMKAIIMH CTAThS 110 TEMATHKE B Pa
- yYacTHe C JOKJIAJIOM BO BCEPOCCHUCKON OJIMMIIHAJIE MO TEMATHKE U3y
- YJacTHE B BBICTaBKE IO TEMATHKE N3y9aeMOM TUCITATIINHEI — 20 6aT)
- MyONTUKAINS CTaThH MO TEMATHKE U3y4aeMOU JUCIUTLTUHEI B COOPHU

13.

Hroro 3a cemec

100
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cemMecTp

Pacnipenenenne 6aJiioB 10 3aaHKSIM:

Ne T
MBI

Hassanue 1

Dopmbl

Max. ko

MCTO,Z[I/IKa IMMPOBCACHUA 3aHATHUA U OLIC

[IpeobpazoH

Coblecq

CobecenoBanue MpeAmnoIaracT OpraHu3amnuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX (popMax: (pOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHATIBHOCTh UCTIOJIL30BAHHBIX MPUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHMUS HAIVISITHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINIOJHEHHOTO IIPAKTHYCCKOI'0O 3aJaHus ITOJICHKA

Tectuy]

OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIMHBL
2 Gayta — CTyAeHT IpaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTyOeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Hroro 3a cemec

rocemaemMocts — 10 0ayuioB

TEKYIIHI KOHTPOJIb — 85 6aioB
KOHTPOJIBHBIC Cpe3bl — 2 cpe3a: 3 Oanna, 2 6amia
npeMuanbHblie 6amibl — 20 6anos

5 cemecTp

Pacripenenenre 6aioB 1mo 3aJaHusIM:

NoT Hazpanue 1 @Popmbi| Max. Ko Mertoauka npoBeECHUsI 3aHITHUS U OIIE
MBI

1. Macmtady BrimonHg 2 [IpakTrueckue pabOTHI BHITOTHSIIOTCS CAMOCTOSATEIBHO HIIM B MAJIOH T
OCHOBHBIC Ka4€CTBA BBHITIOJTHECHHOTO MPAKTUYECKOTO 3aJIaHUS TIO/JICHKY

Tectuy] 3 OreHka TecTa 1o TeKyIeMy pa3aeny WiH TeMe AUCIUTUTHHEI
2 Oanna — CcTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpoCoB B TecTe.
Cobecs 5 CobecenoBanue MpeArnoaaracT OpraHu3amuio 0eceabl IPEToaaBaTes (

YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBUWJIBHOCTH OTBETA 110 COIEPIKAHUIO;

- TIOJTHOTA U TITyOWHA OTBETA;

- CO3HATENFHOCTH OTBETA;

- JIOTHKA M3JIOKEHUS MaTepHana;

- paIoOHAIBHOCTH UCTIONB30BaHHBIX IPUEMOB M CITOCOOOB pEIIeHus T
- CBOEBPEMEHHOCTH ¥ 3(h(heKTHBHOCTH MCTIOIb30BaHUS HATTISAHBIX 1O
- HCIIONTb30BaHME JIOTIOIHUTEIEHOTO MaTeprana;

- paiOHAaJIbHOCTh UCIIOJIb30BaHUA BPEMCHH, OTBEACHHOT'O HA 3aJIaHUC

D



M3051TOUH

Cobecg

CobecenoBanue mpeanonaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAJIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Arperupon

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO MIPAKTHYCCKOI'O 3aJaHus ITOJICIKA

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

Orenka TecTa o TeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
2 Gayta — CTyAeHT npaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue mpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3()(EKTUBHOCTD UCIIOJIB30BAHMUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIIOIb30BaHUs BPEMEHH, OTBEICHHOTO Ha 33aHNE

Becmporogi

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOIO 3aJaHus ITOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI
2 Oanna — CcTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaraeT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET PUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- PaIMOHAIBHOCTH UCTIOJIb30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJIlaHHe

Hactpoiika n

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITIOJTHSIOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO IIPAKTHYCCKOI'0O 3aJaHus ITOJICHKA

Tectuy]

OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIMHBL
2 Gayta — CTyAeHT IpaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(

1 Ganna - CTYOeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.
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Cobecg

CobecenoBanue mpeanonaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAJIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

OSPF nnsa

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEmoaaBaTes (
YCTHBIH ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX (popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepraa;

- PaIMOHAJIBHOCTh UCTIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

EIGRP

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITIOJTHSIOTCS CAMOCTOSITEIIBHO MIJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO IMPAKTHYECCKOI'O 3aJaHus ITOJICIKA

Tectuy]

OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIHHBL
2 Gayta — CTyAeHT npaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue npeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTeds |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PauMOHAIBHOCTH UCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIb30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh MCIOIB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33JaHNE

Pacmmpenny

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIM B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- paiOHAaJIbHOCTh UCIIOJIL30BaHUA BPEMCHH, OTBEACHHOT'O HA 3aJIaHUC
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9. O6pa3ss! [( Beimosine 2 [IpakTuueckne paboThHI BEITIONHAIOTCS CaMOCTOSATEILHO WIIM B MaJIOH T
HHE OCHOBHBIC Ka4€CTBA BBITIOJTHECHHOTO MPAKTUIECKOTO 3a/IaHUS TIO/IICHKY
npakTuye
CKHX
3agaHmii(
KOHTPOJIb
HbIH
cpe3)
Tecruy 3 OrieHKa TecTa 10 TeKyIeMy paszieny W TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
Cobecs 5 CobecenoBanue MpeArnoIaraeT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX (popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;
- TOJTHOTA U TITyOMHA OTBETA;
- CO3HATENLHOCTh OTBETA;
- JIOTHKa U3JIOKEHUST MaTepuaa;
- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHMUS HATYISIIHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;
- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe
10. ITocemaeMocTs 10 106a710B — CTOIPOLICHTHOE TTOCEIICHIE 3aHATHI CTYICHTOM
5 Oaa — mocenaeMocTh CTyeHTa cocTaBisieT He MeHee 80 % 3aHsT]
3-6anna— mocemaeMocCTh CTyIeHTa cocTapiseT He MmeHee 50 % 3anaru
1 Gamn — mocemaeMoCTh CTYIEHTa COCTaBIsIeT He MeHee 25 % 3aHATui]
11. [Ipemuanshbie G 20  |/lomoMHATETBHBIC PEMHAATTEHEIE 0aJIIIBI MOTYT OBITh HAUHCIICHBI:
- 33 TIPOEKT, BHIMOJIHEHHBIN 110 3aKa3y pa0oToNATEeNs U peaTn30BaHHbIY
- TOCTOSIHHASI aKTUBHOCTH BO BPEMSI MPAKTHICCKUX 3aHsITHH — 10 Gasn
- TOJTHOCTHIO MOJITOTOBJICHHAS K ITyOJIIMKAIIMH CTAThS 110 TEMATHKE B Pa
- yYacTHe C JOKIIAJIOM BO BCEPOCCHUCKON OJIMMIIHAJIE MO TEMATHKE U3y
- YJacTHE B BBICTaBKE IO TEMATHKE N3y9aeMOM TUCITATIINHEI — 20 6]
- MyONTUKAINS CTAaThH MO TEMATHKE U3y4aeMOU JUCITUTLTUHBI B COOPHU
12. HUroro 3a cemec 100
6 cemecTp
* [OCEeNIaeMocThb — 7 0auioB
*  TEKyLIMH KOHTPOJIb — 65 OaoB
* KOHTPOJIbHBIE Cpe3bl — 2 cpe3a Mo 2 Oajia Kaxabli
* mpemuasbHbIe 0ayuIEl — 15 6amioB
* OTBET Ha ’K3aMeHe: He Ooiee 24 6amuioB
Pacnipenenenne 6amioB 1Mo 3a1aHUSIM:
No T HaszBanue 1 ®opmbl| Max. Ko Mertoauka mpoBeICHUS 3aHATHUS U OLIe
MB]
1. IIpoextupo| BrimomnHg 2 [IpakTrueckue pabOTHI BHITIOIHSIIOTCS CAMOCTOSTENBHO WIH B MAJIOH T
OCHOBHBIE Ka4eCTBa BBITIOJIHEHHOTO MPAKTUIECKOTO 3aIaHHs TTOJIEKa
Tecruy 2 OreHka TecTa Mo TEeKyIIeMy pasieiy Wik TeMe JUCIUTUTHHEL

2 Gayta — CTyAeHT npaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTyOeHT IpaBUIILHO OTBevyaeT Ha 25-50% BOMpPOCOB B TeCTe.
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Cobecg

CobecenoBanue mpeanonaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAJIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

IMoxxmroue

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEmoaaBaTes (
YCTHBIH ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX (popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepraa;

- PaIMOHAJIBHOCTh UCTIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

CoenuHeny

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITIOJTHSIOTCS CAMOCTOSITEIIBHO MIJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO IMPAKTHYECCKOI'O 3aJaHus ITOJICIKA

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

OreHka TecTa Mo TEeKyIeMy pasaesy Uil TeMe AUCHUIUIHHBL
2 Gayta — CTyAeHT npaBuiIbHO oTBeuyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTyAeHT IpaBUIILHO OTBevaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue MpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3UYHbIX popMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP>KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAJIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMoOHAIBHOCTh UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33aHNE

FrameRelay

Brimonag

HpaKTI/I‘{CCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'0O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaraeT OpraHu3amuio 0eceabl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET PUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PaIMOHAIBHOCTh UCIIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

IIpeobpa3d

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINIOJHEHHOTO IIPAKTHYCCKOI'0O 3aJaHus ITOJICHKA
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Tectuy]

OrenHka TecTa 1o TEeKyIeMy pasaesy Uil TeMe AUCHUTUIHHBL
2 Gayta — CTyAeHT IpaBuiIbHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue nMpeanoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3NUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHMUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33aHNE

Pemenue 11

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus ITOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceapl IPEToaaBaTeIs (
YCTHBIN ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- TOJTHOTA U TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUST MaTepraa;

- PalMOHAaIBHOCTh UCTIOJIL30BAHHBIX MPUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- MCTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

3ammra Me

BrimmosHg

HpaKTI/I‘-IeCKI/Ie pa6OTBI BBITNIOJTHSFOTCS CAMOCTOSITEIIBHO MJIM B MaJIOH T
OCHOBHBIC Ka4eCTBA BBINOJHEHHOTO MIPAKTHYCCKOI'O 3aJaHus ITOJICIKA

Tectuy]

OneHka TecTa 1o TeKyIeMy pasfesy Uil TeMe AUCHUIUIHHBL
2 Gayta — CTyAeHT IpaBuiibHO oTBevyaeT Ha 50-100% BompocoB B TecT(
1 Ganna - CTYAeHT IpaBUIILHO OTBeuaeT Ha 25-50% BOMpPOCOB B TeCTe.

Cobecg

CobecenoBanue MpeamnoiaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX opMax: (poHTAaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- paloOHAIbHOCTh MCIOIB30BaHUS BPEMEHH, OTBEICHHOTO Ha 33JaHNE

Monutop]

Brimonag

HpaKTI/I‘{CCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

TecTupoB
aHue(KOH
TPOJbHBI

i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT MpaBMWIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.
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Cobecg

CobecenoBanue mpeanonaraeT Opranu3anuio Oecenbl MpenoaaBaTers |
VYCTHBIN 0NPOC MOKET IPUMEHSTHCS B Pa3IUYHbIX popMax: (poHTaIIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAJIBHOCTH MUCIOJIB30BAHHBIX IPHEMOB U CIIOCOOOB PELICHUS II
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCIIOJIB30BAHUS HAITISIIHBIX MOC
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE

9. OTtinagka (

Brimomag

HpaKTI/I‘-ICCKI/Ie pa60TBI BBIIOJIHSAIOTCS CAMOCTOSTSIBHO HIH B MaJIOH T
OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOTO MPAKTUYCCKOI'O 3aJaHus TOJICIKA

Tectuy

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI
2 Oanna — CTyzeHT npaBuwibHO oTBedaeT Ha 50-100% BompocoB B TecTq
1 Gamna - CTyZIeHT paBUIIBHO OTBedaeT Ha 25-50% BOMpOCOB B TecTe.

Cobecq

CobecenoBanue MpeAmnoIaracT OpraHu3amuio 0eceabl IPEmoaaBaTes (
YCTHBIH ONPOC MOXKET MPUMEHSTHCS B PA3IMIHBIX (popMax: (HpOHTAIIb]
- IPaBWJIBHOCTH OTBETA IO COJCPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENLHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepraa;

- PaIMOHAJIBHOCTh UCTIOJIL30BAHHBIX PUEMOB U CIIOCOOO0B PENICHUS I
- CBOCBPEMECHHOCTh M () (EKTHBHOCTD UCTIONIL30BAHUS HATYISITHBIX MOC
- ACTIOJIb30BaHKE JIOTIOTHUTEIBHOTO MaTepraa;

- palMOHAIBHOCTH UCTIOJIE30BAHUS BPEMEHH, OTBEICHHOTO Ha 3aJlaHHe

10. TTocemaemocTts

7 0aJuIoB — CTONPOIICHTHOE TTOCEIICHIE 3aHATHI CTYICHTOM

6 0ayIoB — MOCENIAeMOCTh CTyAeHTa cocTaBisieT He MeHee 80 % 3aus]
4 6aIoB — MOCENAEMOCTh CTy/IeHTa cocTaBisieT He MeHee 50 % 3ausT
2 Oana — MOCemaeMOoCTh CTYIEHTa COCTaBIseT He MeHee 25 % 3aHATH

11. [Ipemuanshbie G

15

JloToTHUTEIbHBIE TPEMHUATBHBIC OAJITBI MOTYT OBITh HAYHMCIICHEI:

- 3a TIPOCKT, BBITTOJIHCHHBIHN 110 3aKa3y padoTomaTes M peaqTn30BaHHELY
- IOCTOSTHHAS aKTUBHOCTH BO BPEMsI MTPaKTHUICCKHUX 3aHITHH — 10 Ga
- TIOJTHOCTHIO TIOATOTOBJICHHAS K ITyOJUKAIIUH CTaThs IO TEMATHKE B P4
- YJacTHe C TOKIaZ0M BO BCEPOCCHICKON OJIMMITHAIIE TI0 TEMATHKE U3Y
- YJacTHE B BBICTaBKE IO TEMATHKE N3y9aeMOM TUCITATIINHEI — 15 6at)
- MyOJIUKANKsI CTaThbH 110 TEMATHKE U3y4aeMOU TUCIIUILINHEI B COOPHM]

12. OTBeT Ha DK3aM

24

OneHka «ynoBIETBOPUTEIBHO»- CTYIEHT UMEET H0CTATOUHBIM MUHUMY
OrneHka «X0poIo» — *A0CTaTOYHO MOIHBIE U CUCTEMATU3UPOBAaHHBIE 3]
Hay4YHBIX U IPo(ecCHOHANBHBIX 3a/1a4; YCBOCHHUE OCHOBHON M IOTOJIH]
- OneHka «OTIIMYHO» — CUCTEMAaTU3UPOBAaHHBIE U V1 U MTOJTHBIE 3HAHY|
JUCLMIIIINHBI, a TAK)KE 110 OCHOBHBIM BOIIPOCAM, BBIXOJAIINM 3a MPeENe
IyOOKOe YCBOGHHE OCHOBHOM M JOTIOJHUTENFHON JINTEPaTyphl, pEKOM

13. Hroro 3a cemec

100

Hrorosas oreHka mo 3x3aMeHy BbicTapisieTcs B 100-0autbHOM 1IKale U B TPAJAUIIMOHHON YEThIPEX0aNIbHON
mkase. [lepeBon 100-6ammpHO#M pEUTHHTOBOM OLIEHKH 110 TUCIHUIUIMHE B TPAIUIIMOHHYIO YETHIPEX0aIbHYIO
OCYIIECTBIISIETCS CIEAYIOIIUM 00pa3oM:

100-0ammpHas cucreMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS



BrinoJiHeHHe NPAKTHYECKUX 3aJaHUM

Tema 1. U3yuenue cetn

1. N3yuenune cpencTs 1151 COBMECTHOM paOOTHI B CETH.
2. N3yuyenue cepBUCOB COLIEIICICS CETH.
3. CocraBneHnue cxeMbl ceTh MTHTepHeT.

Tema 2. HacTpoiika ceTeBoi OnepallMOHHON CUCTEMBI

1. W3yueHne pbiHKa BakaHCH B chepe MHPOPMALMOHHBIX U CETEBBIX TEXHOIOTHA.
2. Co3naHue KOHCOJILHOU ceccud ¢ moMoubio Tera Term.
3. Hactpoiika uCXOIHBIX TApaMeTPOB KOMMYTATOPA.

Tema 3. CereBble NPOTOKOJIBI 1 KOMMYHHUKALIUN

1. HacTtpoiika 0CHOBHBIX MapaMeTPOB MOAKIIOYEHHUS.
2. Kondurypanus anpeca ynpaBieHUs] KOMMYTaTOPaMH.
3. [IpoekTupoBaHue CUCTEMBI CBA3H.

Tema 4. CeteBoil n1oCTyn

1. W3yueHne ceTeBbIX CTaHIapTOB.
2. Opranuzanuu 1o CTaHAapTU3ALNH.
3. Hcnonb3oBanue nmporpammsl Wireshark muist mpocmMoTpa ceTeBoro tpaduka.
Tema 5. Ethernet
1. Ompenenenre CeTeBbIX YCTPONCTB U KaOEIHbHOM CUCTEMBI.
2. [Toctpoenue nepexpectHoro kabens Ethernet.
3. [Tpocmotp nnpopmaruu o cereBoit nuaTepdeiicHoi miare (NIC) mpoBoaHBIX U OECITPOBOIHBIX
ceTeil.

Tema 6. CeTeBoil ypOBEHb

1. 0630p MAC-aapecoB CETEBBIX YCTPOUCTB.
2. Hcnonb3oBanue nmporpammsl Wireshark st ananusza xaznpos Ethernet.
3. [TpocMoTp 1 aHamM3 TaOIHIIBI MAPIIPYTH3ALUN Y3714,

Tema 7. TpaHCIOPTHBIN YPOBEHB

1. N3zyuenne Gpu3NIECKUX XapaKTEPUCTUK MapIIypTH3aTopa.
2. WMunnuanusanys u neperpyska MapirypTiu3aropa 1 KOMMYTaTopa.
3. Hcnonb3oBanue mporpammsl Wireshark it u3ydeHus nporecca TpeXCTOPOHHETO PyKOIOKATHUS
TCP.
Tewma 8. [P-aapecauns

1. Hcnonb3oBanue nporpammsl Wireshark st ananu3za 3axsata naketoB DNS u UDP.
2. Hcnons3oBanue mporpammel Wireshark ais ananusa 3axsara ceancoB FTP u TFTP.
3. Hcnonb3oBanue KajabKymnsaTopa Windows ¢ TOMOIIbIO CETEBBIX aJIPECOB.

Tema 9. Pa3Ouenue IP-cereit Ha moaceTn
1. [IpeobpazoBanne IPv4-anpecoB B 1BOMYHOE 3HAUCHHUE.
2. Onpenenenne IPv4-anpecos.

3. Pa3zpabotka u BHeapeHue cTpykTypbl [Pv4-ceTu, pa3aeneHHol Ha TOCETH.



Tema 10. YpoBeHb NpHIIOKEHUN

1. Pazpabotka u BHeapeHne CTPYKTypbl agpecanun VLSM.
2. OTpaboTKa KOMIUIEKCHBIX TPAKTUYECKH HABBIKOB.
3. PaccmoTpenue nepenayn mo nmpoTokoiaM B ceTu IHTepHET U 311eKTPOHHON MOYTHI.
Tema 11. D10 cetb
1. Cmyx06n1 FTP.
2. [TpoBepka 3a7iepKeK B CETH € TIOMOUIBIO KOMaH «ping» U «traceroutey.
3. Ucnons3oBanue nntepdeiica komanaaon crpoku (CLI) nst cOopa cBeneHUi 0 CETEBBIX
YCTpOHCTBAX.
4. VYrpasienue dainamMu KOHPUTYpAITUA MapIIypTH3aTOP C TIOMOIIBIO ITporpaMMbl Tera Term.
5. VYnpasnenue Qaiinamu koHpurypauuu ¢ ucnonb3oBanueMm TFTP-cepsepa, et namstu u

USB-naxomurers.
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Tema 12. KoMmyTHpyeMbIe ceTH
Hacrpoiika nepeaapecaruu mopToB Ha Mapiryptusatopa Linksys.
bazoBas HacTpoiika KOMMyTaropa.
Hactpoiika npotokona SSH.
Hacrpoiika mapameTpoB 6€30mMacHOCTH KOMMYyTaTopa.

Tema 13. OcHOBHBIE KOHIETIIIMU U HACTPOKKAa KOMMYTaTopa
HccnenoBanue MetonoB peanuszanuu cetd VLAN.
Kondurypanus VLAN u TpaHKOBBIX KaHAJIOB.
ITouck u ycTpaHeHue Henonaaok npu peanusanuu cetn VLAN.
JIoKyMeHTaIus CXEMBbI aJipecariiy.

Tema 14. Buptyanbnsie jokaibHble ceTd VLAN
Hacrpoiika unrepdeiicoB nist IPv4 u [Pv6.
WNHuTtepnpeTarus 3anuceit TabauIibl MapIpy TH3AIHH.
Hacrpoiika mapmpytuzamun Mexay VLAN s kaxaoro uatepdeiica.
Hactpoiika mapuipytuzanuu mexay VLAN Ha ocHoBe ctanaapra 801.2Q u TpaHKOBOTO KaHaa.

Tema 15. KoHuenuus MapuipyTu3auu
Pazpabotka u peanuzanus cxemsl agpecauuud VLSM.
Hacrpoiika o6beauHenus (arperaruu) mapupytos [Pv4.
[Touck u ycTpaHeHue HEMONAJOK CTATUYECKUX MapIIPYTOB.
[Touck u ycrpanenue Henonaaok VLSM u o0beTMHEHUS MapIIpyTOB.

Tema 16. Mapupytuzamnusa mexay VLAN.
[Touck u ycTpaHeHHEe HEMONMAJOK CTATUYECKUX MapIIPYTOB.
Omnpenenenrne KOMIIOHEHTOB MPOTOKOJIA MapIIPYTU3ALINH.
Cratnueckas u AUHAMHUYCCKAsA MaplipyTHU3anusi.
N3ydenune cxonumMocCTH.

Tema 17. CtaTnueckas MapupyTH3ALMS.
Onpenenenne AMCTaHIMOHHO-BEKTOPHOU TEPMUHOJIOTHH.
Cpasuenue npotokosioB RIP u EIGRP.
Xapakrepuctuku u tepmunonorus OSPF.
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Omnpenenenue tumna nakeroB OSPF.

Tema 18. JIlunamudeckas MapuipyTH3aLusl.
Cocrogaaue OSPF st ycTaHOBIIEHUS! OTHOIIEHUH CMEKHOCTH.
Comnocrasnenue nporokoiaos OSPFv2 u OSPFv3.
bazoBas HacTpoiika IpOTOKOIA JIJIsl OJTHOM 00JIaCTH.
Br16op 1m1abnoHHOM MacKH.

Tema 19. OSPFuns onHoii oGnactu
[Tpuntun padbotet ACL-crimcka.
Pa3menenue crangapTHbIX U pacuipeHHbIX ACL-CIIUCKOB.
Hactpoiika n npoBepka ctangapTHbIX ACL-CIIUCKOB.
Hacrpoiika u nposepka orpannueHuii VTY.

Tema 20. Cnucku xoHTpois nocryna (ACL)
Hactpoiika ACL-cniuckoB st [Pv6.
basosas HacTpoiika DHCPv4 Ha MapuipyTu3aTtopa 1 KOMMYTaTope.
Hacrpoiika mapmpytuzatopa DHCPv4 ¢ momomisto Cisco 10S.
[Touck u ycTpaneHue Henonaaok B padbore mapupyruzaropa DHCPv4

Tema 21. IIporoxona DHCP
Hactpoitka DHCPv6-cepBepa 6e3 0TCIIe)KUBaHHS COCTOSTHUS U C OTCIICKUBAHUEM COCTOSHUS.
Nzyuenne npuniuna padbotsl NAT.
Hactpoiika crarnueckoro NAT.

Tema 22. IIpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4
Hactpoiika ctarnueckoro u auHamuueckoro NAT.
Peanusanusa ctatnueckoro u nuHamuueckoro NAT.
Hactpoiika NAT-nyna ¢ neperpyskoii u PAT.

Tema 23. MacuirabupoBaHue ceTu
OmnpeneneHne KaTeropuu MapuIpyTH3aTopa.
Br160p KOMMYTaIIMOHHOTO 000PYIOBaHHUS.
MonenupoBaHie MHOTOYPOBHEBOTO IIPOEKTA CETH.
HccnenoBanue NpOeKTUPOBAHUS C PE3EPBUPOBAHHEM.

Tema 24. 136biTouHOCTE LAN
Onpenenenre TMIOB TPOTOKOJIOB STP.
Onpenenenue poneit moptoB Rapid PVST+.
Coznanne PVST+ u Rapid PVST+.
Hactpoiika PVST+.

Tema 25. ArperupoBaHue KaHajoB
Hacrpoiika EtherChannel.
[TpoBepka, mouck u ycTpaHeHue Hemonaaok B padote EtherChannel.
UccnenoBanne peanuzamnuu 6€CpOBOIHON CBS3H.
Onpenenenne KOHTPOIbHBIX Mosiel kagpa 802.11.

Tema 26. becipoBo/IHbIE JTOKAJIBHBIE CETU



ITopsimok nelcTBUM B IIPOLIECCE ACCOLMALIMY KIIMEHTA C TOYKOM JOCTYIIA.
OmnpeneneHne XapakTepUCTHK ayTEHTHU()UKALINU CETH.
Hacrpoiika 6ecripoBOJHOT0 MapuIpyTH3aTopa U KJIHEHTa.

b S

Hacrpoiika 6azoBoro npotokona OSPFv2 nist omHo#t oGmactw.

Tema 27. Hactpoiika u yctpanenue Henonagaok B padore OSPF nnst omHoit oOmactu

1. Br160p BBIIEIIEHHOTO MapIIpyTH3aTOpa.
2. Onpenenenne DR u BDR.
3. Pacnipoctpanenue mapuipyra nmo ymonuanuto OSPFv2.
4. [Touck u ycrpanenue Henonanok B padore OSPF nins omnoit oGmactw.
Tema 28. OSPF s onHOM oOnacTu
1. Onpenenenne tuna nakera LSA nporokona OSPF.
2. [Touck u ycTpaneHue HEMoaa0K B paboTe oCHOBHBIX MpoTokoioB OSPF nist omHoit oGmactw.
3. [Touck u ycTpaHeHHe HEMOMA0K B padoTe ycoBepiieHCTBOBaHHOTO npoTokoia OSPF mns oxHoit
o0nacTu.
4. Brnanenue HaBbIKaMy IOMCKA M YCTPAHEHUE HETIONAI0K B paboTe MPOTOKOIIA.
Tema 29. EIGRP
1. Onpenenenue tTuna nakera EIGRP.
2. basosas HacTpoiika npotokona EIGRP c IPv4.
3. Onpenenenue nopsaka ASMCTBUIN MPU yCTaHOBIEHUH oTHOIIEHU cMexxHOCTU EIGRP.
4. Boruncnenue merpuku EIGRP.
Tema 30. Pacimpennble HacTpoiiku U ycTpaHeHue Henonagok EIGRP
1. Cpasuenne EIGRPv4 u EIGRPv6.
2. Omnpenenenne KIaccoBOTO 0ObEAMHEHUS.
3. Hacrpoiika o6seauHenHbIx MapipyToB EIGRP Bpyunyro ans [Pv4 u [Pv6.
4. Pacnipoctpanenue mapupyra o ymonuanuto EIGRP ns IPv6.
Tema 31. O6passl [OSu nuneH3upoBaHHE.

1. Onpenenenue koMan1 TouHoi HacTpoitku EIGRP.
2. Hacrpoiika pacimpennsix ¢ynkuuit EIGRP mis [Pv4.
3. [Touck u ycrpanenue Henonanok 6azoBoro EIGRP nns [Pv4 u IPv6.
4. [Tonronka EIGRP.
5. Ucnons3oBanue TFTP-ceprepa nnst ooroBnenus oopasa Cisco 10S.
6. VYopasnenue oopazamu Cisco 10S.

Tema 32. IIpoexTupoBaHue HEPAPXUUECKON CETH.
1. Onpenenenue MOayel B MPOEKTE CETH.
2. Omnpenenenue Moaysei KOpIopaTuBHON apXxuTekTypsl Cisco.
3. Knaccudukanus BapuanToB JOCTYyIA K IIIOOAIBHON CETH.
4. Monynu yCcTpOUCTB IT00AIbHOM CeTH.
5. OTmnazka mocneaoBaTeaIbHbIX HHTEP(EUCOB.

Tema 33. [TogxroueHue K 1o0ajbHOM CETH

1. Omnpenenenne Nocaea0BaTeNIbHOCTH IEUCTBUH B Ipoliecce coriacoBanus kaHaina LCP.
2. Hacrpoiika ayrentudukaruu nmporokoia PAP u CHAP.

3. Hacrpoiika 6a3oBoro PPP ¢ aytenTudukamnuei.
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Otnanka PPP ayrenTudukanmei.
Comnocrapnenue nosiei kaapa Frame Relay cooTBeTcTByromumM onpeneneHusM.

Tema 34. CoemMHEHNE «TOYKA-TOUKAY
Hacrpoiika cTarnueckux conocrasieHuit aapecoB Frame Relay.
Hacrpoiika moneiaTepdeiicoB «rouka-rouka» Frame Relay.
Hacrpoiika Frame Relay u mogsinTepgeiicos.
Omnanka 6a3oBoro mporokona Frame Relay.
Wzyuenne npuniuna padbotsl NAT.

Tema 35. FrameRelay
Hactpoiika crarnueckoro NAT.
Hactpoiika quaamuueckoro NAT.
Peanusanusa ctatnueckoro u nuHamuueckoro NAT.
Hacrpoiika npeoOpa3oBanus agpeca u Homepa rnopta PAT.
Hacrpoiika nepeHanpapiieHusi MIOPTOB Ha MapiipyTusarope Lynksys.

Tema 36. I[IpeoOpazoBanue [Pv4
[IpoBepka u ormiagka HacTpoek NAT.
[TpenmymiecTBa ynanéHHOU paObOTHI.
Knaccudukarus TpeGoBaHUN K TOAKIIOYEHUIO YIAIEHHOTO COTPYAHUKA.
N3ydeHne TeXHOJOruil MIMPOKOIIOIOCHOTO J0CTyna B IHTEpHET.
Hactpoiika mapupytuzaropa B kadectse knueHTa PPPoE nns noaxmrouenus DSL.

Tema 37. Pemienue mumpoKononoCcHOro J0CTyna
Onpenenenue npenmyiiects ceteir VPN.
CpaBuenue tumnos ceteit VPN.
Hactpoiika cereit VPN.
Onpenenenne xapakrepuctuk GRE.
Hactpoiika n omnanka GRE.

Tema 38. 3amuTa MexbUIHATHEHON CBSI3U
Hacrtpoiika VPN GRE no cxeme «Touka-Touka.
Hactpoiika GRE nosepx IPsec.
Cpasuenue pemenuit Cisco SSL VPN.
OrnpeneneHne XapakTEPUCTUK YIAJIEHHOTO JOCTYyIIA.
Hacrpoiika tynnens VPN GRE no cxeme «Todka-Toukay.

Tema 39. MoHUTOpPUHT CETH
Hacrpoiika Syslog u NTP.
N3yuenue 10 nins MOHUTOpPUHTA CETH.
Hactpoiika SNMP.
CO6op u ananu3 nanHbIx NetFlow.
NHcTpymeHTapuii ceTeBOro aIMMHUCTPATOPa AJIsI MOHUTOPHUHIA CETH.

Tema 40. OTmagka ceTH.
Hacrpoiika nporokonoB Syslog u NTP.
Onpenenenue xapakrepucTuk Bepcuii SNMP.
Omnpenenenne paclpoCTpaHEHHBIX CPEACTB ITOMCKA U YCTPAHEHUS HENOIa10K.



4. Omnpenenenue yposHs OSI, cBI3aHHOTO ¢ IPOOIIEMOIl B CETH.
CobecenoBanue

Tema 1. U3yuenue cetn
UTo Takoe KJIMEHTHI U CEPBEPHI B CETH, UX TUIIBI U BUJIBI.
IloHsiTHE OHOPAHTOBBIX CETEH.
Yto Takoe riodanabHbIE CETH.
TexHomoruu 10CTyna B MHTEPHET.
[TogkmroueHne ynaleHHbIX MOJb30BaTeneil Kk cetu MHTepHer.

A o e

Vrpo3sl ¥ peleHus o 00ecne4eHuI0 6€30MacCHOCTH CETH.

Tema 2. HacTpolika ceTeBoi OnepaluoOHHON CUCTEMBbI
. MeTo0a KOHCOJIBHOTO 10CTYIIA.
. Metoasl noctyna ¢ nomomisio Telnet, SSH n AUX.
IIporpaMmmbl My IsIUM TEPMUHAJIA.
T'opsiune KIaBMIIM M KJIABUIIH OBICTPOIO BHI30Ba.

Bo3moknocTn komanabel show version.

Tema 3. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH
. IIpaBuia ceTeBBIX IPOTOKO0JI0B H KOMMYHUKAIIUIA.
BpemenHbie mapamMeTpbl COOOIIEHUS.
IIpaBuna, pernnamMeHTHpYOLIKE CIIOCOOBI 00MEHA JTAHHBIMH.

Buanl ceTeBbIX IIPOTOKOJIOB.

Tema 4. CereBoil 1ocTyn
. Cnoco0bl NOAKJIIOYEHUS K CETH.
Yro Takoe ceTeBble MHTEPPeEChHI MJIATHI.
CpeacrTsa nepeaaum JaHHbIX (PM3MYECKOT0 YPOBHSI.

OcHOBHBbIEC MPUHIMIIBI (PU3NYECKOT0 YPOBHS.
IonsiTue cereBoi cpeasbl.
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. TomoJsiorus r,100aJLHOM CETH.

Tema 5. Ethernet
. IIpunnun padorsl Ethernet.
Hpunuun padorsl ARP.
Poabs ARP B nponecce ynaaéHHOro o0MeHa JaHHBIMH.

. OcHoBHas uH(OpMALKS O MOPTAX KOMMYTATOpPA.
. Texnonorus Cisco Express Forwarding.

DN oA W =

Tema 6. CeTeBoil ypOBEHb
. Xapaxkrepuctuku IP-nporokosa.
. MeTtoabl MapHIPyTH3aLMU Y3JI0B.
YcerpoiicTBO MapiypTu3aropa.
Kaxk MPOUCXOAUT HUCITOJIB30BAHUC IJII03a 11O YMOJIYaHUIO Ha Y3JIC 1 KOMMYTATOpC

oo =

Tema 7. TpaHCIIOPTHBIN YPOBEHb
1. 3HavyeHHe TPAHCHOPTHOIO YPOBHSI.
2.  YcranoBiaenne TCP-coequHeHHs M ero 3aBepLICHHS.



3. TIIpoueccs! n 3anpocsl UDP-cepBepa.
4. IIpoueccst UDP-kiuenra.

Tema 8. [P-aapecanus
. Ceresnblie IPv4-agpeca.
IIpeoOpa3oBanue IBOMYHOIO ajpeca B AeCATHYHBIM.
IIpucsoenue IP-aapecos.

W=

. Omnpenenenne IPv4-anpecos.

Tema 9. Pazouenue IP-cereil Ha monceTn
. Cermenraumus ceTu.
IIpuyHbI pa3dueHus Mo MoJACeTH.
OO0MeH JaHHBIMHU MEKIYy MOACeTIMH.

W=

. 3naunmoctb pa3ouenusi IP-ceTu Ha moaceTn.

Tema 10. YpoBeHb NpHIIOKEHUN

1. Cnoco0bl B3auUMOAeHCTBHS MPOTOKOJIOB NPUJIOKEHHI ¢ MPUIOKEHUSIMH KOHEYHbIX
MoJIL30BaTeJIei.

2. IIpenocraBienne ceppucos IP-agpecanmu.

3. Ilpenocrasiienue ciay:k0 oOMeHa (aitiamu.

4. Yrto Takoe nmporokoJ nepegaun runeprekcra (HTML) u runeprekcToBbIii A3bIK ONUCAHUSA
JOKYMEHTOB.

5. Pasauuume nporoxosnos HTTP u HTTPS.

Tema 11. D10 ceTh
IP-agpecauusi B paMkKax He0OJIbIIOH CEeTH.
. Kak npoucxogut pe3epBHpPOBaHNeE B CE€TH.

PacnpocTpaneHHble POTOKOJIbI, HCIIOJIb3yeMble B HE0OOILIIONH CETH.

Tunsl ya3BUMoOCTel B cCTeMe ceTeBOoil 0e301aCHOCTH.
ITonsiTHe MeKCETEBOI0 IKPaHa.
MeTonb! 3a1IIMThI YCTPONCTB: OCHOBHBIE MephI 00ecrneyeHus1 0€e301aCHOCTH.
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Tema 12. KommyTupyemsle cetu
. Hpunuoun padorel NAT u ero xapakrepucTUKH.
. Crarnueckoe npeodpa3oBaHue CeTeBbIX a/IPeCOB.
JAnnamuueckoe npeodpazoBanue cereBbix agpecoB NAT.
IIpenmymectBo NAT.
Henocrarku NAT.

Tema 13. OcHOBHBIE KOHIETIIIMU U HACTPOKKa KOMMYTaTopa
Yrto Takoe QyNmIeKCHasl CBA3b.

. DyHKHUSA aBTOMATHYECKOI0 onpeaeJeHusi THIIA KaldeJis.
. IIpunomn padorsr SSH.

. PacnpocTrpaHeHHbIe yrpo3bl 0€30MacCHOCTH: NepenogHenne Tadannbl MAC-aapecos,
DHCP-cny¢uHr 1 ucnojib3oBaHue ysi3BumMocteii mporokosa CDP.

AW N -

Tema 14. BupryanbsHble nokainbsble ceth VLAN
1. CermeHTanusi BUPTYaJbHbIX JIOKAJbHBIX CeTeM.
2. Tunbl BUPTYAJBHBIX JOKAJIbHBIX CeTeil.
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Ha3nayeHue BUPTYyaJIbHOM JIOKAJIBHOM CeTH.
Junanazon VLAN na kommyrtaropax Catalyst.

Tema 15. KoHuenuus MapuipyTU3auu
DyHKIUH MApPLIyPTH3ATOPA.
Buabl 11J11030B 110 YMOJIYaHHUIO.
Kak nponcxogut KOHCOJIBHBIH J0CTYII.
KoMMmyTanusi makeToB MeKAy CeTAMH.
IIpumepsl nuHamMuyeckoil mapupyrtusanuu IPv4 u IPve6.

Tema 16. Mapmpytuszanus mexxny VLAN.
Ycrapesmue Metoabl MapmpyTuzanuu Mmesxkay VLAN.
IIpodaemsbl mapmpyTuzanuu Me:xkay VLAN: Henmosiaaku B padoTe mopra KOMMyTaropa.
IIpoBepka HacTpPOEK MapUIypTH3ATOP.
Buabl ommbok B IP-agpecax u mapkax noaceru.
OCHOBBI HACTPOWKH U PadOTHI KOMMYTAIlUU HA 3-M YPOBHe.

Tema 17. CtaTnueckas MapuipyTH3ALHS.
JocTyn K ynajileHHbIM CeTAM.
IIpenmyecTBa CTaTHYECKOI MapIIPyTHU3aIlUU.
Tunbl cTaTHYECKUX MAPIIPYTOB U UX PUMEHEHHeE.
KiaccoBbie Mmacku nmoaceru.

Tewma 18. [IlnuHamuyeckas MapupyTHU3aIMsI.
IIpuHIUN padoThl AMHAMHYECKOH MapIIPyTH3allHH.
Pa3ButHe NpoToK0JI0B IMHAMHYECKON MapPIIPYTH3AIUM.
Ha3na4yeHue u posib NPOTOKOJI0B JUHAMUYECKOM MapIIPYyTH3AIUH.
Kanaccupukanus npoTokojg0B MapipyTH3alum.

Tema 19. OSPF s onHoM oOnacTu
XapakrepucTuku nporoxkosnaa OSPF.
KomnounenTs! nporokona OSPF.
[puHIUNBI pa60THI MAPIIPYTH3ALMH MO0 COCTOSTHUIO KAHAJIA.,
Cunxponusanus 6a3 1auubix OSPF.

Tema 20. Criucku kouTpodst goctymna (ACL)
IIpuauun padorel ACL-cnuckoB no nporoxoay IP.
Hpunuun padorel ACL-cniuckoB.
la6sonnble Macku B ACL-cninckax.
Pacnpocrpanennbie omndku ACL-cnnckos.

Tema 21. [Iporoxona DHCP
Oo6mue cBexenusi o nporokoie DHCPv4.
®opmar coodmenuniit DHCPv4.
Xapakrepucruka nporokona DHCPve.
Hpunuun padorel SLAAC.

Tema 22. I[IpeoOpa3zoBanue ceTeBbIX aapecoB [Pv4
XapakrepucTuxku NAT.
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3.

Tunsl npeodpasoBanus cereBbIx agpecoB NAT.
Crarnueckoe npeodpa3oBaHue ceTeBbIX a/IPeCOB U IMHAMUYECKOe NPeodpa3oBaHue apecoB

NAT.

4.
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IIpeoOpa3oBanue agpeco nopros PAT.
IIpenmymectBa u HenocTatkn NAT.

Tema 23. MacurabupoBaHue ceTu
Peasmm3anus npoekra ceTu.
XapaKTepuCcTHKA NIPOEKTa HePaAPXU4YeCKOH CeTH.
YerpoiicTBa, npUMeHsSIIONIHECS /151 KOPIOPATUBHOM CeTH.
ba3oBble KOMaHAbI HHTEpP(eiica KOMAHAHON CTPOKH KOMMYTAaTOpa.

Tema 24. 36bITouHOCTE LAN
[lonsiTusi MpoToKoO/Ia spanning-tree M ero NpeJIHa3HaA4YeHUe.
N30bITOuHOCTD 1 M 2 ypoBHeii mogesan OSI.
IInpoxoBemaTeIbHbINA ITOPM M AyOJIMPOBAHHBbIE OIHOAIPECHbIE KAJAPbI.
IIpunuun padorsr STP.
AJITOpUTM NPOTOKO0JIA spanning-tree U poJiy MOPTOB.

Tewma 25. ArperupoBaHue KaHaJIOB
OcHOBHBIC NOHATHS ATPErHPOBAHNS KAHAJIOB.
Ipenmymecrsa EtherChannel.
IIpuauun padorsl EtherChannel.
IIpoTokoa arpernpoBaHusi NOPTOB.
Xapakrepucruka nporokona LACP.

Tema 26. becipoBoIHbIE JTOKAJIBHBIE CETU
Konnenuus 6ecnnpoBoaHOii CBSI3M.
Ceprudpuxanusa Wi-Fi.
Tomosnorus cereirt WLAN.
DoS-araku ncnoJib30BaHNEM KaJpa ynpasJieHH.
Oobecneuenne 6esonacnoctu WLAN.

Tema 27. Hactpoiika u yctpanenue Henonagaok B padore OSPF nnst omHoit oGmactu
Pacmmpennbie napamerpsl nporokosa OSPF nist oqnoi o01acTu.
MapmpyTuzanus Ha YpoBHAIX pacrnpeaeseHus U apa.
XapakTepucTHKA NPOTOKOJIOB TUHAMHYECKOH MapLIPyTH3ALHH.
AJIropuT™M KpaT4aiiero myTH.

Tema 28. OSPF s onHOM oOnacTu
IIpuauun padorsl OSPF 1u1s1 HeckoJIbKHUX o0sacTeil.
JAByxypoBHeBasi uepapxus odsaacreit OSPF.
Tunsl mapmpytusaropos OSPF.
Hpunuun padorsl naketoB LSA B OSPF 1151 HeckoJIbKHUX 00s1acTei.
Tunsl nakeroB LSA nporoxosa OSPF.

Tema 29. EIGRP
Xapakrtepuctuku nporoxosna EIGRP.
®yuknun EIGRP.
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IIporokon03aBucCMMBbIE MOTYJIN.
Hané:xuplii TPaHCOPTHBIH MPOTOKOJ M ayTeHTU(UKAIUA.
Tunbl naketoB EIGRP.

Tema 30. Pacimpennble HacTpoiiku U ycTpaHeHue Henonagok EIGRP
Pacumiupennsie HacTpoiiku EIGRP.
TomnoJiorusi cetn u HacTpoiika aproMarndeckoro oobennnenust EIGRP.
Tabdauua TOnoJI0ruy U MApPUIPYTU3AUM.
Xapakrepucruka 3amuménsoro EIGRP.
ITapamerpsl u untepdeiicsi EIGRP.

Tema 31. O6pazsl [OSu nuneH3npoBaHue.
Hymepauus ocHoBHOM H TexHOT0orn4Yeckoi BeTok Cisco 10S 12.4.
Komnuiekrauusi 00pa3oB cUCTEMBbI.
HNmena ¢gaiinos odpazos 10S.
JIunenzupoBanue Cisco 10S.

Tewma 32. [IpoekTupoBaHUE HEPAPXUUECKOUN CETH.
TpeOoBaHus K ceTH.
Hepapxus ceTu U ypoBeHb 10CTyNA.
Urto Takoe MOay/IbHASI APXUTEKTYpa.
Moayiu B KOPIIOPATUBHON apXHTEKType.
Mogean kopnopatuBHoi apxutekTypsbl Cisco.

Tema 33. [TogxroueHue K 1o0ajbHOMN CETH
XapaKTepuCTHKA CeTH KOMILJIEKCA 30aHNUH WM (PUIHATO0B.
I'mo6anbHubie ceTn B Moxeau OSI.
YerpoiicTBa N100aabHOM CeTH.
KoMMmyTanus KaHa10B 1 KOMMYTALUS AKETOB.

Tema 34. CoemUHEHNE «TOYKA-TOUKAY
IlonsiTHE TOYKHU pa3rpaHUYEHUSI.
IIponyckHasi CIOCOOHOCTH MOCJIEN0BATEILHBIX Ka0eei.
HNaxancyassmus HDLC.
IIporoxkouabl nuakancyasuusa WAN u HDLC.

Tema 35. FrameRelay
IIpeumymecrsa Frame Relay.
TpeOoBaHus K BblJeJEHHON JUHHUU.
IIpunuun padorsl Frame Relay.
BupryajbHble KaHAJIbI U TPYNIIbI BUPTYAJbHbIX KAHAJIO0B.
HNukancyasiuusa Frame Relay.
Tomouiorus cereii Frame Relay.

Tewma 36. [IpeoGpa3zoBanue [Pv4
IIpocTpancTBo yacTHbIX IPv4-anpecos.
Tepmunonorus NAT.

th



3. Tumnbi NAT.
4. Craruueckoe npeoopazoBanmne NAT.
5. unamuueckoe npeodpasoBanue NAT.

Tema 37. Pemienue mumpoKononoCcHOro J0CTyna
TpeOBoaHUA K MOAKJIIOYECHUIO YIAJEHHOTO padOTHUKA.

. Xapakrepucruka noakaroyenusi DSL.

Pa3znesienne rosocosoro rpadguka u tpagpuka 1anabix B ADSL.

TunbI LIMPOKONMOJIOCHBIX OeCPOBOAHBIX CeTeil.

IIpyHUMIIBI KCI0JIB30BAHUSA U OCHOBHBbIE MOHATUSA NTPoTOKOJIa PPPOE.

Tewma 38. 3amura MexxpuInaIbHON CBA3M
. OcHoBbI cereit VPN.
. Tunsi cereit VPN.
Cern VPN site-to-site.
Cetn VPN ynajaénnoro nocryna.

Tynneaun GRE mexny o0bekTamu.

Tema 39. MOHUTOPUHT CETH
. IIpunomn padorsl Syslog.
®opmMmar coodmennii Syslog.
Cayx0a MeTOK BpeMeHH.

XapakTtepucTtuka cepsepa Syslog.

Tema 40. Otnanka ceru.
IIpouenypa nmoucka u ycTpaHeHUs HEMoOJIA/I0K.
. M3oasiums nmpodJieMbl ¢ NOMOIIBI0 MHOTOYPOBHEBOI Mo eJ/IeH.

MeToabl NOMCKA M YCTPAHEHHUS HEMO0JIA/I0K.
IIporpaMmHBIe cpeACTBA NOMCKA M YCTPAHEHHUS HEMOJIAI0K.

TecrupoBanue

Tema 1. U3yuenue cetn

1) Bo Bpemst mi1aHOBO# IPOBEPKH TEXHUYECKHUH CTIICITUATMCT OOHAPYX U, 4TO ycTaHoBIeHHOe Ha [TK
MIPOrpaMMHOE 00eCIIeYeHUE OCYIIECTBISIO0 TalHBIA COOP TaHHBIX 00 UHTEPHET-CalTax, MOCemaeMbIX
MOJIb30BATENSIMU C IaHHOTO KOMITbioTepa. Kakomy Tumy yrpo3sl mojBepraercs JaHHbIH KOMIbIOTEP?

DoS -araka

Kpaska JITYHOH nH(popManuu

mmuonckoe [10

araka HyJIEBOTO JTHS

2) Kakoe yTBepkI€HHE OMUCHIBAET CETh C MOEPKKOM KauecTBa oOcmykuBanus (QoS)?

COoii 3aTparuBaeT MUHUMAJIbHOE KOJTMYECTBO YCTPOMCTB.

Cetb J0JIDKHA UMCTh BO3MOXXHOCTD paClIMpCHUAd B COOTBCTCTBUH C HOTpC6HOCTHMI/I IOJIb30BaTENICH.

th



Cetb obOecrieurBaeT MPOrHO3UPYEMbIE YPOBHH OOCTYKUBAHUS AJISl pa3IYHBIX TUIIOB Tpaduka.

JlaHHbIe, IepeiaBacMBbl€e 110 CETH, B IIPOLECCE Nepead He U3MEHSIOTCS.
3) Kaxoii Tun npoeKkTupoBaHus CEeTei coyeTaeT B ceOe roIoCoBbIe, BUICO- U APYTHE JaHHBIE,

IepeaBacMbl€ 110 OTHOMY U TOMY € KaHally CBA3U?

TpaIUIOHHAs CETh
00beAUHEHHAS CETh
CETh XpaHCHHS JaHHBIX

IKCTpaHET
4) llIndpoBaHue Kakux Maposiei BHITIOIHACTCS C IIOMOIIBIO KOMaH bl enable secret?

BCE HACTPOEHHBIE NIapPOIU
[IapOJIb IPUBUIIETUPOBAHHOIO PEXKUMA

[1apOJIb KOHCOJIBHOM CTPOKH

napoius ctpoku VT'Y
5) Ju1st 5)KOHOMHHM BpEeMEHU KOMaH/IbI orepaninoHHou cuctembl [0S MOXXKHO BBOJIUTH YacTHYHO. Kakast

KJIaBHINA WM KOMOMHAIINS KJIABHII 3aBEPIINAT BBO?
Tab

Ctrl-P
Ctrl-N
Crpeinka BBEpX

Crpeka BIpaBo

Tewma 2. HacTpoiika ceTeBoi OnepallMOHHON CUCTEMBI
1) Kakast komaHaa He MO3BOJIUT MMPOCMOTPETH BCE He3aIU(pPOBaHHbIE MTAPOJIH, COAEPKAIIUECS B
KOH(UTYpalmoHHOM (haiisie B BHIe OOBIYHOTO TEKCTa?
(config)# enable password secret

(config)# enable secret Secret Password
(config-line)# password secret
(config)# service password-encryption

2) Kakoe ycTpOoHCTBO BBIMIOIHSET POJIb IITF03a, TO3BOJISAS y37IaM OTHPABIAThH TpaUK K yraaeHHbIM

IP-ceTsim?
cepep DNS

cepsep DHCP

th
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JIOKaJIbHBIM MapUIPyTU3ATOP

JIOKaJIbHBIA KOMMYTaTOP
3) Kakoe yTBepx/ieHHE ONMCHIBAET 0COOEHHOCTh KOH(PUTypallii UMEHH y3J1a ONIEPALIUMOHHON CUCTEMBI

10S?
Ero makcumanbHas JjiMHa HE TOJDKHA MTPEBBIIIATE 255 CUMBOJIOB.

Ero nHeoOxonumMo 3apeructpupoBath Ha cepBepe DNS.
OHO He MOXKET HaYMHATHCS C LUPPHI.

OHO HE JOIKHO COIEPKATh MPOOEIIBI.
4) Kaxue qBa KOMIIOHEHTA 100ABIISIIOTCSA K IPOTOKOJIbHOMY 050Ky AanHbIX (PDU) Ha ypoBHE nocTyna K

cetu?
KOHIIEBUK

3aroJjioBok IP
3aroinoBok TCP
3arosioBok HTTP

3aroJIOBOK Kajpa
5) Kaxko#i BapuaHT JOCTaBKH COOOIIECHUI UCTIONB3YETCS B TOM CIydae, Korja BCe YCTPOMCTBA JOJKHBI

MOJIYYUTH OHO U TO K€ COOOIIEHUE OJJHOBPEMEHHO?

TyTIICKCHAS Iepeiada
OJTHOAIPECHAsI pacChlIKa
MHOT03JIpEeCHAsI pacChlIKa

IIHUPOKOBEIIATEIIbHAA PACChLIIKa

Tema 3. CeTeBble TPOTOKOJIBI U KOMMYHHUKAIIUH
1) B uém 3akirouaeTcs MpenMyIecTBO UCIIONB30BaHUS CTAHIAPTOB ISl pa3pabOTKH U BHEIPEHUS

IIPOTOKOJIOB?
KOHKpETHBIH MPOTOKOI MOXKET BHEIPHUTD TOJIBKO OJUH IPOU3BOIUTENb.

IIpomyKThI pa3IMYHBIX IPOU3BOAUTENIEH MOTYT YCIEIIHO B3aUMOIEHCTBOBATD.

Paznmuunsie MMPOU3BOAUTCIIN MOTYT B CB06OIIHOM MOPpAIKE HAJTO)KUTH BCCBO3MOXKHBIC Tpe6OBaHI/I5I npu

BHCAPCHUN KaKoro-J1moo IpOTOKOJIA.

CranmapThl IPEAOCTABIISIIOT TPOU3BOIUTEISIM CBOOOY IEHCTBHM JIJIsl CO3AaHUS YCTPONCTB, KOTOPHIE OyIyT

COOTBETCTBOBATh YHUKAJIbHBIM TPEOOBaHUSIM.
2) Kaxkoii TuI 10CTaBKU UCIIOJIB3YIOT aJipeca KaHAJIbHOTO YPOBHS?

yIaJIEHHAs! JOCTABKA

JIOKaJIbHAas U y,Z[aHéHHaSI JOCTaBKa



JIOKAJIbHAs JOCTAaBKa
yIOaJIE€HHAs JOCTaBKa C MOMOUIbI0 MapIIPyTU3aTOPOB
3) Uto npou3oiiner npu oOMeHe TaHHBIMH MEXy JIBYMS YCTPOMCTBaMU, HAXOASAIIMMHUCS B IIpeenax OaHOM
U TOM 7K€ MOJCETH?
Byner otnuuarsest obnacts y3na B [P-anpecax.
Anpeca KaHaJBHOTO YpOBHS OynyT n00aBieHs! K 3arojaoBky [P-aapeca.
YeTpolcTBO-0TIpaBUTENb OyIET HCIOIb30BaTh MpoTokod ARP mis onpenenenus IP-agpeca nmomyuaress.
Jannblii kaap OyAeT OTIpaBICH MUTI03Y M0 YMOTYAHUIO JUTSI MTOCIEIYIONICH TOCTaBKU K
YCTPOUCTBY-I10JIy4aTEIIIO.
4) Kakas opranusanus pa3padboTaiia 3TaJOHHYIO MOJIENb B3aUMOACHCTBUS OTKPBITBIX CHCTEM, KOTOpast
IIPUMEHSIETCS] B COBPEMEHHBIX CETEBBIX TEXHOJIOTUAX?
ISOC
TIA
ISO
EIA
IANA
5) KakoBa xapakTepHrCTHKa TOTIOJIOTHH «3B€3/1a» TII00aTbHON BEIYNCIUTEIHFHOU cpepl?
Omna TpeOyeT, 4ToObI HEKOTOPHIE Y3JIbI PA3BETBICHUS ObLTH B3aUMOIOAKIIOYECHBI TOCPEACTBOM COCIHMHEHUS
«TOUYKA-TOYKAY.
Omna TpeOyeT, 4ToObI Bce y3I1bl ObLIM B3aUMOIIOKIIIOUEHBI TIOCPEICTBOM COEIUHEHHS «TOUKA-TOUKAY.
Jlnis Bcex y310B TpeOyeTcsl HallMuhe yCTPOUCTBA-KOHLIEHTPATOPa, MOJKIOUEHHOTO K MapIIPyTH3ATOPY.

V3nn1 PA3BCTBICHUA ITOAKIIOYCHBI K ICHTPAJIbHOMY Y31y MOCPEACTBOM COCAMHCHUSA «TOYKA-TOYKA.

Tema 4. CereBoil n1oCTyn
1) KakoBo Ha3HaueHHE MO yIPaBICHUS (U3UIECKUM COCMHEHUEM B 3ar0JIOBKE KaHAJILHOTO YPOBHS?

cOOOIATh O Meperpy3Ke Cpebl

HAYMHAaTh U 3aBEpIIATh Nepeaady JaHHbIX 110 Cpele

YCTaHOBHTB COCIMHEHHUE CO CPEAOn

YCTaHOBHTB JIOTHYECKOE COCAMHEHUE MEXKY Y3JIaMU

2) Kakoe nelicTBre NpeAIpUHUMAET KOMMYTATOp BTOPOIO YPOBHSI IIPH MOJTYYEHUH HIMPOKOBELIATEILHOTO
KaJpa TaKkoro e ypoBHA?

COpacsiBaeT Kajp.

OTtnpaBiseT NaHHBIN KaJp HAa BCE MOPTHI, KpPOME NOPTA, IMOJIYYHUBILEr0O 3TOT KaJIp.

th



OTtnpaBisieT 3TOT KaJp Ha BCE MOPTHI, 3aPETUCTPUPOBAHHBIE JIJISl TIEPECHUIKH ITUPOKOBEIATEIbHBIX
MAKETOB.

OtmpaBisieT KaJp Ha BCE MOPTHIL.

3) Kakyto komanay untepdeiica HeoOX0MMO BBECTH Ha KOMMYTAaTOpe TPETHETO YPOBHS, MPEXK/IE YEM

Ha3HAYUTh TaKkoMy uHTepdericy aapec [Pv4?
ip classless

no shutdown
no switchport

switchport
4) Kakoit TepMuH 1a€T onpeaeseHre BEIYUCIUTENFHON CIIOCOOHOCTH KOMMYTAaTopa IyTeM OLIEHKH 00b&éMa

JaHHBIX, 00pabaThIBaEMbIX YCTPOHCTBOM B CEKyHIy?

CKOPOCTb KOMMYTallun
CKOPOCTD ICPCCHIIKU

IJIOTHOCTH IIOPTOB

dopm-pakTop
5) B yem 3akimrogaeTcs 0JjHa U3 0COOEHHOCTEH KOHKYPEHTHOTO CII0c00a OCTYNa K Cpejie Mepeaadn

TAHHBIX ?
On obOpabarpiBaeT 0OJIbIIIE HATPY3KH, YEM ITPU UCIIOIB30BAHUH CTIOCOOOB KOHTPOJIUPYEMOTO JOCTYTIA.

On HCIOJIBb3YET MEXAaHU3MBI IJId OTCICKHUBAHHUA OUCPCIU JOCTYIIA K CPEAC.

DTO HEIETEPMUHUPOBAHHBINA CITOCO0.
OH 04YeHb XOPOIIO MacIITaOUPYETCsl MPU BBICOKOW 3arpy>KEHHOCTH CPEJIbI.

Tema 5. Ethernet

1) Kakue QyHKIMM nim AeWCTBUS BBINOIHIET ogypoBeHb MAC?
BrimonasieT ¢yHkimio nporpaMMuoro obdecrieuenus apaiisepa NIC.

Jlo6GaBrnsieT 3aroJIoBOK K KOHIIEBHKY i1 00pa3oBaHust O10Ka TaHHBIX ypoBHs 2 mozaenu OSI.

YcTaHaBIMBaeT CBSA3b MEXK/1y BEPXHUMHU U HKHUMH YPOBHSIMH.
JloGaBsieT cBefieHHs 00 yIpaBlIeHUH K JAHHBIM YPOBHSI CETEBOTO IMPOTOKOIA.

2) B xakoM y4acTke MaMsTH IporpaMMa HadyaJlbHOTO 3aIlyCcKa MapIHIpyTH3aropa OyzneT uckaTh oopas
onepaionHoi cucreMsl IOS Bo BpeMs mpouecca 3arpy3ku, eciau cepsep TFTP He ncnonssyercs?

¢rent namATH
NVRAM

o3y

th
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3) Kaxkoe nosne B 3aronoske [Pv6 mpu nepeaave JaHHBIX U3 UHTEPAKTUBHBIX MIPUIIOKEHUH (Hampumep,
IIPUJIOKEHUH JIJIs1 TOTOKOBOTO BOCIIPOU3BEAEHUS 3ByKa U BUJIE0) MOYKHO HCIIOJIB30BaTh JIsl OTIPAaBKU
MapuIpyTHU3aTopaM ¥ KOMMYTaTopaM COOOIIECHHUS 0 HEOOXOAUMOCTH COXPAHEHHUS TOTO XK€ ITyTH JJIS TAKETOB

B XOA€ OAHOT'O U TOIO XK€ C€aHCa oOmeHa I[aHHBIMI/I?

Crnenyromuii 3aroioBok

Mertka noToka

Knacc tpaduka

JuddepenurpoBaHHbIe YCIyTH

4) Jlns gero ucmonb3yeTcs: KoMaH1a netstat -r?

JUTsl BBIBOJIA Ha 3KpaH coketoB TCP

JUTsE OOHOBJICHHMSI IIUTFO32 TI0 YMOTYAHUIO

Ui pa30IOKUpOBKY Ha3HaueHHoro [P-aapeca

JUTSL BBIBOJIA HA SKpaH TaOIHIIBl MapIIpyTH3AIUH y3I1a

5) Kakoe 3nauenue, cogeprkamieecs B 3arojoBke [Pv4, yMeHbIIaeTCs KaXIbIM MapIIPyTH3aTOPOM,

MOJTY4YaroIIUM MaKeT?
JuddepeHumupoBaHHbIe YCIyTH

Cwmemienne gpparmeHTa
JlnmuHa 3aronoBka

Bpewmst cymiectBoBaHus

Tema 6. CeTeBOl ypOBEHB
1) Kak mMeHHO ceTeBOl YpOBEHb HCIIONb3yeT 3HAYCHNE MaKCUMAJIbHOTO pa3Mepa O6moka ganueix (MTU)?
st onipenenenust 3Hauennss MTU ceteBoii ypoBeHb TojiaraeTcsi Ha 60j1ee BBICOKOPAHTOBBIE YPOBHHU.

Urto6s1 3aaark 3HaueHne MTU, ceTeBoit ypoBeHb IMOJIaraeTCs Ha ypOBEHb KaHasa IaHHBIX, a TAKKe
M3MEHSET CKOPOCTh Mepe/laur JAaHHBIX /Ul KOPPEKTHOU nepenayu OJ0KOB TaHHBIX Ha KaHAJIbHOM YPOBHE
ceteBoy moxenu OSI.

MTU nepena€rcsi ceTeBOMY YPOBHIO ITOCPEACTBOM KaHAJIBHOTO YPOBHS.

CereBoii ypoBeHb urHOpupyeT MTU 1151 yBETMYEHUSI CKOPOCTH I0CTaBKHU.
2) B 1eM 3akirouaeTcs MpeuMyIECTBO pa3OMEHHS CETH Ha MOICeTH?
[Ipenocrasmnsier 6onpinee kommuecTBo [P-agpecoB mms y3mos.

B mozaceT cogepkuTes mMyupoKoBemaTeIbHBINA TpaduK.

ITo3BomnseT IMPOBOAUTH MHKAIICYIIALINUIO PAa3JIMYHBIX TUIIOB ITAKETOB JaHHBIX.

th



Hckmouaer He0OX0AMMOCTD B UCIIOIB30BaHUM MPoTOKOIa ARP.
3) Uro npencrasnser codoit IP-agpec 192.168.1.15/29?

azpec MOACETH
aJpec MHOTOaAPECHOM PaCChUIKU
aJpec OHOANPECHON PACCHUIKU

LIMPOKOBELIATENIbHBIN aJpec
4) CkoJIbKO aIpecoB y3JI0B JOCTYITHO B ceTH ¢ aapecoM 192.168.10.128/26?

30
32
60
62

64
5) Kakast komanma Oyzet OJJOKHUpOBATh MOMBITKYA BXOJla B CUCTEMY Ha MapiipyTuszarope A B reueHue 30

CEKYH/JI MOCJI€ 2 HeyJITaYHbIX MOMBITOK BXO/1a B cUcTeMY B TeueHue 10 cexyna?
RouterA(config)# login block-for 10 attempts 2 within 30

RouterA(config)# login block-for 30 attempts 2 within 10
RouterA(config)# login block-for 2 attempts 30 within 10
RouterA(config)# login block-for 30 attempts 10 within 2

Tema 7. TpaHCIOPTHBIN YPOBEHB

1) Kakyro nHpopMannio MOXKHO IMOIyYUTh O COCEAHEM YCTPOICTBE C MOMOIIIBI0 KoMaH bl show cdp
neighbors detail, KoTopy1o HEBO3MOKHO 0OHAPYKUTH MOCIIE BBOJA KoMaHAbl show cdp neighbors?

waTdopma, KOTopasi HCTIONIb3YETCsl COCEHUM yCTPOHCTBOM

[P-agpec coceqnero ycrpoicraa

TEXHUYECKHE XapaKTEPUCTUKH COCEIHETO yCTPOICTBA

UM y3J1a COCETHETO yCTPOCTBA
2) Kaxoii Tunt BpegorocHoro I1O Oynet BbaBaTh ce0st 32 OOBIYHYIO MPOTPAMMY U 3aITyCTUT CBOM

BPEIOHOCHBIN KO MPH 3aITycKe?
TpositHCKas nmporpamma

BUpPYC
YepBb

mmuoHckoe 10
3) Co3znaiite kaap Ethernet ¢ mpaBUIBHBIME KOMIIOHEHTaMH U OTIPABbTE KaJp B MECTO HA3HAYCHHS

th
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¥ A R TOMHEE Npotoxan U FTP ¥ e HoaH R
MAC-anpec: 00-E0-86-2D-0C-05 MAC-anpec: O0-E0-09-18-38-BE
IP-anpec: 162168680 232 IP-agpec: 10X AED.01 87

Hindiariiig FICTOAEE i Hn ol

TCP-cnfuanT
|P-namet
Hanp Ethernat
OQHEQ-0G-18-18-BE 3T n GRG0 TEL AR RLET -E0-BE-20-50-5
—_— — —_— — — —

4) Pacnipeniennite KOMIIOHEHTBI CETH MOKa3aHHbIE HA PUCYHKE IO KaTeropusM

Kosuyrarop Cetenoii HT
MP3-npowrpuiBaTents R
Ceresan cpega NepudepuiHoe ycTpoicTeo
—
Yaen Certepoe yCTpoORCTBO

4.3 TlpomexyTOUHast aTTeCTAIHs 110 JUCHIUIUINHE MPOBOAUTCS B (hopMe 3adeTa, dIK3aMeHa
Tunossie Bonpocel 3aueta (OIIK-4, [ICK-2)

Bomnpocsl k 3auéTty - 5 cemecTp

1 MacmirabupoBanue cereil. Ilpoekr uepapxmueckoit ceru. KopmoparuBhas apxutektypa Cisco.
JloMeHBI OIIHMOOK.
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10
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12
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16

17

18

19

Pacummpenue ceru. [InanupoBanue N30BITOYHOCTH. YBEITUUYCHUE MPOITYCKHON CITIOCOOHOCTH. YPOBEHB
nocryna. Hactpoiika mpoTOKOI0B MapIIpyTU3ALUH.

Bri6op cereBbix yctpoiictB. Ilnmardopmbr kommyTammu. IlnotHocTs moproB. CKOpOCTh mepemadyu
tpaduka. [Iuranue uepes Ethernet. MHOroypoBHeBasi KoMMyTalys. MapiipyTH3aTOphl.

VYnpasnenne ¢aiinamu I0S u auueH3upoBaHHe. BHYTpHIIONOCHOE M BHEMOJIOCHOE YIpPaBJICHHUE.
bazoBeie komaHnmbl uHTep(eiica KOMaHIHOH CTpoku Mapuipytuzaropa. Komauner show
MapiipyTtu3aropa. bazoBbie koMaHabl nHTEpQEeiica KoMaHIHOW CTPOKH kKoMMyTaTopa. Komanasl show
KOMMYTAarTopa.

N36biTounocTs LAN. M306biTouHOCTS | 1 2 ypoBHe#t monens OSI. IIpoGrnembl ¢ M30BITOYHOCTHIO
NIepBOTO ypPOBHS: HECTAOMIBHOCTh 0a3bl naHHBIX MAC-anpecoB, MHMPOKOBEIIATENBHBIA IITOPM,
TyOIMpPOBAaHHBIE OJJTHOAAPECHBIE KaJIPHI.

[Iporokon spanning-tree. Ilpunnuner u anroput™ pabotrel STP. Ponu mopro. KopHeBoit MocCT.
Croumocts mnytu. ®opmar kaapa BPDU 802.1D. Pacnpoctpanenne BPDU. PacmmpenHsiit
UIEHTU(PHUKATOP CUCTEMBI.

Tuner npotokonoB STP. IIpotokon PVST+. Cocrostnus moptoB u pabora PVST+. PacmmpenHsbiit
unentudukarop cuctemsl. Rapid PVST+. RSTP BPDU. [lorpannynsie nopTsl. THIBI KaHATIOB.
Hactpoiika mpotokona STP. Hactpoiika PVST+. Hactpoiika u mpoBepka uaeHTH(HKATOpa MOCTA.
PortFast u BPDU Guard. Pacnpenenenue narpysku PVST+. Hacrtpoiika Rapid PVST+. [Ipo6aemsl
Hactpoiiku STP. [TocnencTBus c6os mpoTokona Spanning-tree.

[Tporokon pe3epBupoBanus nepporo nepexona FHRP. Konnenmmsi obGecrieuernss n30bITOYHOCTH Ha
nepBoM xorie. OrpaHUYeHUS IIUTI03a 110 YMOTYaHHi0. MI30bITOYHOCTE MapmpyTu3atopa. JleicTBus mpu
NEPEKIIIOUCHUH B CIy4ae OTKa3a MaplIpyTHU3aTopa. THIbl MPOTOKOIOB o0ecreyeHHs N30BITOYHOCTH
Ha niepBoM xorie. [Iposepka padotst FHRP. ITpoBepka HSRP. [Tposepka GLBP.

ArperupoBanue kaHanoB. [lpuanmumer pabotet u mpeumymectBa EtherChannel. Orpanndenus
peanuzanuu. [Iporokon arperuposanus noptoB PAgP. ITporokon LACP.

Hacrtpoiika EtherChannel. Hactpoiika wunTtepdeiicoB. IlpoBepka, MOMCK ©  yCTpaHEHHUE
HEHUCTIPABHOCTEM.

Konnenmuu OecrnipoBonHol cBsizu. becnpoBomnbie TexHonoruu. Pamnodactorsl. Ctanmapter 802.11.
Kommnonents ceteit WLAN. becnpoBonnbie ceTeBble amantepbl. JlomammHuii  O6ecripoBOmHON
MapmpyTtu3atop. becnpoBogHbie Om3Hec - pemieHus. Toukn OECIPOBOAHOTO MOCTyHa. AHTEHHBI.
Tonomoruu cereit WiFi,

[TpuHtumel paboThl GecrpoBOIHON JoKadsHOU cetn. Kamp OGecripoBogHOM jokanbHOU cetn 802.11.
[Tone ympaBnenus kaapom. Tunm kaapa OecmpoBomHoi cetn. Kanapel ympaienus. KoHTponbHbIE
KaJpbl.

OyHKIMOHUPOBaHHE OECIpPOBONHON CBA3U. MHOKECTBEHHBIH JOCTYH C KOHTpOJEM HEeCcyled Hu
NPEIOTBpPAIICHUEM KOJUTM3UWA. Accommanus OeClpoOBOAHBIX KJIMEHTOB C TOYKOW JOCTyMA.
OOHapy>xeHHe TOUYeK JocTyna. AyTeHTH()HUKALuS.

VhpaBnenue kaHajaMu B OeCTpOBOIHOM CBs3M. HacwllieHne 4acTOTHOTO KaHaja. BeIOOp KaHamoB.
[TnanupoBanue pazpéproiBanuss WLAN.

be3onacHoCTh 6eCTIPOBOMHBIX JTOKAIBHBIX ceTel. Yrpo3sl 1 ceteit WLAN. 3anura 6ecripoBoaHON
ceTu. ATaku THUIa «OTKa3 B oOcmyxkuBaHUM». DoS-araku ¢ MCHONb30BaHUEM KaJIpOB YIIPaBJICHUS.
BpenoHnocHbie TOUKM J0CTyMa. ATaka ¢ MEPEeXBaToOM.

Obecnieuenne 6e3omacHoctd WLAN. Mertonsl ayTeHTH()HUKALUU COIIACOBAHHOTO Kitoya. MeTossl
mudpoBaHus. AyTeHTU(UKAIMS JOMAIIHETO MOJb30BaTeNsl. AyTEHTHU(UKAIUS Ha KOPIOPAaTHBHOM
YPOBHE.

Hacrtpoiika OecnpoBOAHBIX JIOKaldbHBIX ceTei. Hactpolika OecrnpoBOIHOTO MapiIpyTH3aTOpa.
Hacrpoiika 6ecnipoBoaHbIX KIueHTOB. [lonck 1 ycTpaneHue Henosanok B padore cereidr WLAN.
[Tporokon mapmpytuzamuu OPSF nns ogHOM obGmactr. MapmipyTusaius Ha ypOBHSIX paclpeeICHHs
U sapa. MapmpyTtusanus B CpaBHEHUM ¢ KommyTtanued. Crarndeckas Mapupytusanus. [IpoTokossl
JTAHAMUYECKOW MapuipyTH3alud. AJTOpUTM Kpardaumiero nyTd. Hactpolika u  ycTpaHeHHe
Hernosanok B padore OPSF v2 u OSPF v3.

th



20 OSPF B cetsax ¢ MHO)kecTBeHHBIM foctynoM. Tumbl cereit OSPF. IIpo6nembl, cBsI3aHHbBIE C CETAMU
MHOXECTBEHHOTO aoctyna. Beinenennsie mapmpytusarop OSPF. Ilposepka poseli M OTHOLIEHMI
cMexxHocTH, pouecc Beioopa DR/BDR. [Ipuopurer OSPF.

21 Tlepemaua crarnueckoro Mmapuipyta no ymondanuto B OPSFv2 u OSPFv3. Tounas Hactpolika
unrepdericoB OSPF. M3menenus naTepBanoB npuBeTcTBus U npoctost B OSPFv2 u OSPFv3.

22 3ammrta OSPF. bezonacHocts 00HOBIEHM MapiipyToB. Hactpoiika ayrentudukanuu OSPF MDS.

23 Vcerpanenne Hemonaaok peanusanuu npotokorda OSPF must ommoit obmactu. CoctosHusi OSPF.
IIpouenypa moucka w ycTpaHeHMss HeuclpaBHOCTed. Hemomanaku, CBsi3aHHBIE C YCTaHOBJICHUEM
COCEJICTBA, YCTpaHEHHE HEMONa 0K B Tabiuie Mapupytuzanuu OSPF.

24 Tlpunmun padotet OSPF nmns Heckonbkux oOmactei. [IByxypoBHeBas mepapxwusi oOmacteit OSPF.
Tuner mMapmpyTtuzatopoB OSPF. Ilpuanun pa6otsl u tumbl maketoB LSA mpotokoma OSPF mns
HECKOJIbKUX oOmactei. Tabmuia mapmpyTtu3anuu 1 Tunsl MmapuipytoB OSPF.

25 OSPF nns meckonbkux obmacreit. Hacrpoiika OSPFv2 u OSPFv3. O6benunenne MexoOIacTHBIX U
BHEIIHUX MapuipyToB. Pacuér oObeaunénnoro wmapmpyra. IIpoBepka OSPF nmist Heckonmbkux
o0nacTeii: mpoBepka MapHIpyToB, poBepka 6azsl LSDB, nposepka OSPFv3.

26 Ilporokon mapmpyTtuzanuu EIGRP. OcnoBubie dynkimu. [Iporokono3aBucumbie Moaynu. Haaéxuprit
TpaHcnopTHbIN ipoTokon RTP. Ayrentuduxarusi.

27 Tuner maketoB EIGRP. Ilakersr mpuBercTBus. IlakeTsl oOHOBICHMI W moATBepkaeHUM. [TakeTs
3arpocoB U oTBeTOB. MHKancymsust cooomennii EIGRP.

28 Hactpoitka EIGRP pgna IPv4. Tomonorusa cetu FEIGRP. Homepa aBTOHOMHBIX CHCTEM.
Nnentuduxarop mapmpyruzaropa EIGRP. Komanga network m mrabnonnas macka. IlaccuBHbIe
unrepdericel. IIpoBepka EIGRP: ananu3 cocegHmx yctpoicTB, KoMaHaa showipprotocols, anamu3
TaOIUIBl MAaPIIPYTU3ALIUH.

29 Ilpunnun padoter EIGRP. OtkpeiTiie  MapuipyTa. OTHOIIEHHWE CMEXKHOCTH C COCEIHUMU
ycrpoiictBamu EIGRP. Ta6muma ronomorun EIGRP. CxonumocTsb.

30 Metpuku mporokona EIGRP. CocraBHas wmerpuka. AHanu3 3HaueHui wuHTepdeiica. Merpuka
MIPOITYCKHOM criocoOHoCTH. MeTpuka 3aaepkku. Pacuér merpuku EIGRP.

31 Anroputm DUAL wu Tabnuna Ttomonoruu. IIpeeMHHK W BO3MOXKHOE paccTosiHue. Bo3MokHbBIC
MPEEeMHUKH, YCJIOBHE OCYHIECTBUMOCTH U OOBSABICHHOE paccTosHUEe. Tabiuia TOIOJIOTHH.
Cxomumoctb. AnroputM DUAL u cxomumocTb. Bo3moxHbIl npeeMHUK. OTCYTCTBUE BO3MOYKHOTO
MIPEEMHHUKA.

32 Hactpoiika EIGRP gns [Pv6. Hactpoiika nokansHbeix [Pv6-aapecoB kananos. Hactpoiika EIGRP pis
nponecca [Pv6-mapuipytuzanuu. [Iposepka EIGRP mis [Pv6: ananu3 coceqHux ycTpoucTB, KOMaHaa
showipprotocols, aHanu3 TabIUITBI MAPIIPYTH3AIIAH.

33 PacmupenHble HacTpoiiku M ycTpaHeHue Henonaaok EIGRP. Hacrpoiika aBromarmueckoro
oobequnenus. Komanma showipprotocols. Tabnauma Tomomormu. Tabnuua MapiipyTH3aIUH.
OO0beTMHEHHBIH MapIIPYT.

34 Pyunoe oO0benunenne mapuipytoB EIGRP. Hactpoiika cymmapubix MapmipyToB. Pacnpoctpanenue
MapumipyTa Mo ymoiadanuio. Tounas HacTtpoiika uHTepdericoB EIGRP: mpomycknas cmocoOHOCTS,
TaliMepbl NPUBETCTBUA U OXKUJAHUS, pacnpenesienre Harpy3ku B [Pv4 u IPvo6.

35 Ayrentudukamus B nporokoie EIGRP. Hactpoiika EIGRP c¢ ayrentuduxanumeit MDS. IlpoBepka
ayTeHTU(HUKALHH.

36 Ilouck u ycrpanenue Hemonagok EIGRP. Ortnomenus cmexnoctu. Talnmuma MapiipyTH3alMH.
[TaccuBHbIe nHTEpP(EHCH, OTCYTCTBHE BhIpakeHHsI network, aBromarniyeckoe 0ObeTuHEHNE.

37 O6pa3et IOS wu nuuensupoBanme. CemeiictBa u BeTku oOpa3oB Cisco 10S. OcHoBHas u
TeXHoJIornueckas Betka. Hymeparus u koMmrekranus BeTok 12 u 15-cepun.

38 VYmpasnenue oOpasamu Cisco 10S. TFTP-cepBep anst xpaHenus pesepBHOM komuu. Co3naHue
pesepBHOit konnu 0o6pasa Cisco 10S. KonupoBanue o6pasza. Komanna bootsystem.

39 JluuensupoBanue 1O Cisco IOS. Ilpomnecc mnomydenus sunensuu. IlpuoOGperenme mnakera I1O.
[TonmyyeHue U yCTaHOBKA JIMIICH3UH.

40 TIpoBepka M ympaBieHUE JUICH3USIMU. AKTHBH3aIMsA IMPOLENyphl pacdéra JIMLEH3WU Ha IPaBO
UCTIONIb30BaHMsL. Pe3epBHas KOs JINIICH3UH.



Tunosble 3axanus ajs 3a4era (OIIK-4, IICK-2)
1. Coznaiite kanp Ethernet ¢ mpaBUIBbHBIMU KOMIIOHEHTAMH U OTIIPABBTE KaJp B MECTO Ha3HAYCHUS

=] =

Y3aen-ucTo4HWK Mpotokon UDP: FTP Y3en HasHa4YeHUA
MAC-anpec: 00-E0-8B-2D-9C-95 MAC-anpec: 00-E0-09-1B-3B-BE
IP-appec: 192.168.99.232 IP-appec: 192.168.91.97
Homep nopta: 34117 Homep nopra: 21

HaanaveHve MeTouHuk Haanavervne WeTouHuk HaaHaqeHne NcToqHnk

AakHbie nonbaoeaTens

TCP-cerment
IP-nakeT
Kapp Ethernet
00-E0-09-1B-3B-BE 34117 21 192.168.99.232 192,168.91.97 00-E0-8B-20-9C-95

2. Pacnipenenyte KOMIIOHEHTHI CETH MOKa3aHHbIE HA PUCYHKE IO KaTeropusiM

TNokanbHbIA
MpUHTEP

Kommyratop CeTeBoil NpuHTEpD

MP3-npourpeieatens

CeTteBas cpega MNepudepuiiHoe ycTpoONCTBO

Yaen CeTeBoe yCcTpoCTBO

Tunossie Bonpocekl 3xk3amena (OIIK-4, [ICK-2)
Bomnpocsl k 3x3ameny - 3 cemecTp
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CoBpeMeHHBIE  CETEBbIE TEXHOJNOTMM. Vcmonp30BaHHME ceTel B ITOBCEJHEBHOM  KU3HM.
[IpenocraBnenne pecypcoB B pamkax ceTd. CeTH pas3auyHbIX MacmTaOboB. KiueHTB W cepBephl.
OIHOPaHTOBBIE CETH.

JlokaneHbie u ToOanbHbie ceTd. Cerh WHTepHer. KommoHeHThl ceTu. OKOHEYHBIE CETEBHIE
ycTpoiictBa. [Ipomexyrounble cereBbie ycTporcTBa. CereBas cpeaa. Cxembl TOMOJOTHH.
[Tonxmnrouenue k cetu MurTepuer. Texnonoruu gocryna B MHTEpHET.

Cerp B xkauectBe 1iathopmbl. KouBeprentHele (comenmmecs) ceTd. Han&XHOCTh ceTw.
VYcToitunBOCTh K cOOSIM B CETAX ¢ KOMMYTAIMEed KaHAJIOB M TAKeTOB. MacmrTaObupyeMoCTh CETH.
O6ecrieuenue kadectBa oocmykuBanust QoS. ObecneueHne 6€30MaCHOCTH CETH.

Tennennuu passutus cereil. Konnenmus BYOD. CoBmectHas pabota uepe3 UnTepHet. Buneocssss.
O6naunbie BeruncieHus. LlenTpsr 00paboTku qaHHbIX. CeTeBble TEXHOIOTHH I JoMa. Opranuzanus
CeTM 10 JHUHMAM DJeKTpolnepenadd. becnpoBogHol mmpoxononocHsli  goctyn. CereBast
0€30MacHOCTb.

Hactpoiika cereBoii oneparmonnoii cuctemsl. CiscolOS. OcHoBHble GyHKIUH. JJOCTYyN K YCTPOMCTBY
Ha 0Oaze CiscolOS. Koncomnbnseiii mpoctyn. Telnet, SSH u AUX. Pexxumbl paGoThl oneparmoHHON
cucreMbl CiscolOS. IlpuBuierupoBaHHbII M MOJB30BATENBCKUI peXHUM. Pexxum mmolanbHOM
KOH(UTYpaluy U JONoJHUTENbHbIe pexuMbl. Ctpykrypa komana CiscolOS. KonrekcTHas crpaBka.
[IpoBepka cunTakcuca komanabl. Komanae! nposepku B 10S.

Orpannyenue noctyna K QaiaMm KOH(UTypalud yCTPOWCTB. 3aluTa JOCTyHa K YCTPOHCTBaM.
3ammrTa A0CTyna K NPUBHIECTHMPOBAHHOMY M TOJIB30BaTelbckoMy pexumy. lludposanue maposs.
Bannepusbie coobmenus. CoxpaHneHne KOHQUTYpaIuu yCTPOUCTB.

[Topter m anpeca. IP-aapecamust yctpoiictB. MHTEepdeiicsl u moptel. HacTpoiika BHpTyalbHOTO
uHTepderica kommyrtaropa. Hacrpoiika IP-agpecoB OKOHEUHBIX YCTPOWCTB: BPYUHYIO U TIPH TTOMOIIH
DHCP. Kondmukrser [P-agpecoB. IlpoBepka mapamerpoB mnoakmoueHust (loopback-unTtepdeiic,
IpoBEpKa HHTEPPENCOB KOMMYTATOPA, TECTUPOBAHUE CKBO3HOTO MOAKIIOYEHNU).

CereBble poTOKOIBI U cTaHAapThl. KomupoBanue coobuieHusi. @opmMaTtupoBaHue M MHKAMCYISALUS
coobmenusi. Pasmep cooOmenusa. Bpemennsie mapamerpsl coobmieHus. [lapamerpsl gocTaBKH
coobmenus. Bzanmoneiicteue npotokonoB. Ctek nporokoiaoB TCP/IP u mporecc oOMeHa TaHHBIMU.
Opranuzanuu no cranaaptuzanuu: [SOC, IAB, IETF, IEEE, ISO.

Oranonnsie moaenu. Moaens OSI. Moaens TCP/IP. CpaBHeHue Monenei.

JBrkeHue naHHBIX N0 cetu. MHKancymsanus naHHbIX. J(OCTyn K JIOKaldbHBIM pecypcaM. JlocTym K
yAaI€HHBIM pecypcam.

CereBoii noctyn. Ilogkmiouenune k cetu. CereBble MHTepdeiicHble MaTbl. OU3HMUECKUN YPOBEHD.
CpencTBa nepenaydl 1aHHBIX (QHU3HUecKoro ypoBHA. CTaHAAPThI M MPOTOKOJBI (PU3UYECKOTO YPOBHS.
[Iponycknas cnocoOHOCTh. [Ipon3BoAUTENbHOCTD ceTH. TUIlbl (HU3NYECKOM CpelIbl.

Mennbie kabenu. DKpaHUpOBAaHHAs M HEIKpaHWpOBaHHas BuTas mapa. [Ipokmanka kabemeit UTP.
Crannmaptel. PaznoBumnoctn kabemeit tuma UTP. Tectupoanme kabeneit UTP. KoakcuanmbHbrit
Kkabenb. be3omacHoCTh METHBIX Kalee.

OnroBosiokoHHbIE Kabenu. OcoOeHHOCTH MpoKaiki. KOHCTPYKIMs ONTOBOJIOKOHHOTO Kabens. Turibl
ONTOBOJIOKOHHBIX Kabeneil. [IpoBepka onToBoIOKOHHBIX Kabeneil. CpaBHEHUE C METHBIMU KaOCIISIMU.
BecnipoBomHbie cpenctBa mepemaud  AaHHbIX. OcoOeHHOCTH OecrnmpoBOAHOW  cpedbl. THIIBI
OecTpOBOHBIX CPEICTB MEepeaun JaHHbIX. becpoBoaHas mokanbHas ceth. Ctanmaptel WiFi 802.11.
[Iporokonbl kaHanbHOTO ypoBHA. Ha3zHaueHue kaHanbHOro ypoBHs. [lonypoBHM KaHaJIOB AAaHHBIX
MAC u LLC. VYmpaBienue AOCTYIIOM K cpele mnepefaud naHHbIX. CTpyKTypa Kajapa ypOBHS 2.
@dopmarupoBaHue JaHHBIX Uil nocieayromei nepenadn. Cosznanue kaapa. CTaHaapTsl KaHAJIBHOTO
YPOBHSI.

Bunet rononoruit. ®usnueckas u sorudeckas Tononorus. Tormonoruu rmobanbHol cetn. Kanp kanana
nepenaun nanHbix. Kagper LAN u WAN. Kaznp Ethernet. Kagp PPP. BecripoBogHoit xkaap 802.11.
ITporokon Ethernet. [Tpunuun padotsl. [Toxypoan MAC u LLC. MAC-aapeca. O6paboTka KaapoB.
Wnkancynsmus  Ethernet.  Pasmep u  crpykrypa kampa. MAC-agpeca  0JHOAApECHOH,
HIMPOKOBELIATEIbHON U MHOTOaApecHol pacceliku. CkBo3Hoe noakmouenne. MAC u IP-angpeca.
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[Ipotokon paspemenust aapecoB ARP. @ynkuun ARP u npunmun pa6otsl. Pors ARP B mpornecce
yaanéuHoro ooMeHna nanabiMu. Tabmuia ARP Ha cereBbix ycTpoiicTax. IIpodnembr ARP.
Kommyrtatopsr LAN. Iloptel kommyraropa. Tabmuma MAC-agpecoB. Hactpoiiku gyriiekcHOTo
pexxuma. Oynknusa Auto-MDIX. CriocoOb!l epechiIku Kajapa Ha kommyTtaTtopax Cisco. Kommyrarus ¢
Oypepuzammeit u 6e3. Kommyramms c wuckioueHueMm ¢parmenToB. bydepuszamms mnamsata Ha
KoMMyTaropax. OukcupoBaHHasi U MOAYJIbHAsE KOH(purypaius kommytaropos Cisco.

Kommyramust ypoBHss 3. CpaBHEHHME KOMMYTAallud BTOPOTO W TPEThEro YpOBHS. TeXHOIOTruUs
CiscoExpressForwarding. Tumnbr uarepdeiicoB ypoBHs 3. Konpurypaus MapmpyTH3upyeMoro nopra
Ha YpOBHE 3.

IIpoTokomnsl cereBoro ypoBHsi. CeTeBOM ypOBEHb B IpOIECCE MEpeaadyd AaHHBIX. XapaKTePUCTUKHU
npotokona IP. TTaker IPv4. Orpannuenus [Pv4. [Taker IPv6.

Mapmpytuzanus. Metoasl Mapuipytusanud. 1103 mo ymondanuro. Tabnuia MapipyTu3anuu y3ia
[Pv4. Tabnuna mapmpytu3anuu MapipyTtusatopa [IPv4. Anpec criemytomiero nepexoza.
Mapmpytuzatopsl. YcTpoicTBO MapiipyTtusaropa. IIponeccop u mamsate. CereBble MHTEP(EHCHI.
OmneparmonHas cuctema mapmpytuzatopa. CiscolOS. IIporece 3arpy3ku MapiipyTu3aropa.
[IpoTOKONBI TPAHCHOPTHOIO YPOBHA. 3HAYEHUE TPAHCIOPTHOIO YPOBHS IMpPU  MEpefade JTAHHBIX.
MynbTUIIIIEKCUPOBaHUE Ce€aHCOB CBs3U. HanéxHocTh TpaHcmopTHOro ypoBHA. I[Iporokonm TCP.
ITpotokon UDP. Anpecanust noproB TCP u UDP.

O6men manabiMu 1o TCP. HanéxHOCTh MOCTaBKH. YCTaHOBJIICHHWE COCAMHECHHS U €r0 3aBEpIICHUE.
TpéxcTopoHHee pykomoxkarue. YnopsaoueHHas aoctaBka. [lonrBep:kaenue u pasmep okHa. lloreps
JIAHHBIX U MTOBTOpHAs Mepeaaya. YnpasieHue notokoM. [IpenorBpaiienue neperpys3ox.

O6men ganHbiME ¢ ucnionb3oBanueM UDP. UDP-mararpamwmsl. [Ipornecchr u 3anpocsl UDP-cepsepa.
ITpoueccet UDP-knuenta. [Ipunoxenus, ncnonszyronme UDP. Cpasaenne UDP u TCP.
IP-anpecamusa. CereBbie IPv4 anpeca. Crpykrypa aapeca. Macka mnoacetu. OpnHoaapecHas,
IIMPOKOBENIaTeIbHAsA U MHOTOaApecHas paccobuika [Pv4. Tunel [IPv4 agpecos.

CeteBnie IPv6 anpeca. IIpoGnemsl ¢ IPv4. Anpecanust [Pv6. TlpaBuna 3anucu anpecoB [Pv6. Tumsr
anpecoB [IPv6. NnnuBunyansabie [Pv6 aapeca. [mobanpHBI WHAMBUAYATBHBIN anpec. JIokaabHBIHM
anpec kanana. Jlormueckuit matepdeiic loopback. Heonpenenennsiit anpec. YHUKaIbHBIN JIOKATbHBIH.
Jmuna IPv6 npedukca.

NunuBunyaneasie  [Pv6 agpeca. Crpykrypa mio0ampHOTO UWHAWBHIyasnbHOrOo I[Pv6 anapeca.
Crarnueckast KOHQUTypalus No0albHOTO HHANBUAYAIBHOTO aapeca. JluHamuueckas KoHpUrypaus
m100aTbHOTO MHAUBUIyaIbHOTO anpeca ¢ ucnonb3oBanueM SLAAC u DHCPv6. Tlponecc EUI-64 u
uaeHtuduxarop unrepdeiica. Junamuueckue nokanpHble agpeca. CTaTuyeckue JIOKalbHbBIE ajpeca.
[TpoBepka xonpuryparuu [Pv6 agpeca.

I'pynnoBeie IPv6 anpeca. IlpucBoennwbie rpynmoBsie [Pv6 anmpeca. I'pymnmoseie [Pv6 ampeca
3aMpanImBaeMbIX yY3JIOB.

TectupoBanne u mpoepka coenuHeHus. CooOmienuss ICMPv4 u ICMPv6. Coobmenus ICMPv6
"3anpoc k wmapmpytuzaropy”, "OObsiBIeHHE OT MapiipyTusaropa”, "3ampoc cocemHero ysma',
"OObsBieHUE coceaHero ysna'. OTnpaBka dX0-3aPOCOB: TECTHPOBAHWE JIOKAJIBHOTO CTEKa,
MOJIKJIFOYEHUS K JIOKAJIbHOM CETH, MOAKIIOUEHHS K yIal€HHOMY y3iy. TpaccupoBka Mapuipyra.
Cermenranus cetu. Pazouenue IPv4-cetn Ha noacetn. Onpenenenue Macku noacetu. [IpeumytiecTra
pa3OueHus Ha MOJICETH C UCIIOJIb30BAaHUEM MAacKU MePEMEHHOM JUTUHBI.

Ocob6ennoctu mpoektupoBanusi [IPv6 cetu. Pa3duenue [IPv6 cetm Ha moaceTd ¢ MCHOIb30BaHHEM
uneHTudukaropa mojaceT. Pazouenune ¢ ucnoib30BaHueM HACHTH(UKAaTOpa HHTEpderca.

[Iporokonsr ypoBHS mnpuiokeHnid. CrmocoObl B3aWMOACUCTBUS TIPOTOKOJIOB TMPHUIIOKEHUH C
NPWIOKEHUSIMU KOHEUYHBIX IoJyib3oBarenel. I1IMpoko W3BECTHBIE CEPBUCHI U IPOTOKOJIBI YPOBHS
npwioxenuit. [Ipenocrasnenue cepsucon [P-aapecamnuu. [IpenocraBnenue ciyx6 ooOMeHa daiaamu.
Co3nanue W JanpHeilee pa3BUTUE CETU. YCTpoiicTBa B paMkax HeOonbliol cet. IIpoTokomnsl,
UCTIOJIb3yeMble B HeOoMbIIol ceTu. Pa3Butue cereil 10 6ojee MMPOKUX MACIITa0OB.

Mepsl 1o obecriedeHnio 0e30macHOCTH B ceTH. Mepbl 0€30MacHOCTH CETEBBIX YCTpPOMCTB.
Va3BuUMOCTH U ceTeBble aTaky. [lonaBieHne ceTeBbIX arak. MeToabl 3alUTHl YCTPOMCTB.

VYnpasnenue ¢aitnamu koHpurypamuu 10S. daiinoBbie cUCTEMBI MapIIPYTU3aTOPOB U KOMMYTATOPOB.
PesepBHOE KONTUpOBaHKE M BOCCTAHOBJICHUE (PAaiiIOB KOH(UTYPALIUH.



38 MurerpupoBaHHble MapuipyTU3aropbl. HacTpolika mapaMeTpoB MHTETPUPOBAHHOTO MAapLIPyTHU3aTOPA.

Bomnpocsl k 3k3aMeny - 4 cemecTp

1 O0benuHEHHBIC ceTH. MHOTOKOMIIOHEHTHOCTh COBPEMEHHBIX CETEH. DJIEMEHTHI 00beTMHEHHON CETH.
WNepapxus B KOMMYTHUPYEMOM CETH. YPOBEHB JOCTYIA U YPOBEHb PACIIPEIACICHUS.

2 Kommytupyemasi cpena. Ilepecsuika kanpoB. JlnHammueckoe 3amonHeHue Tabmuibsl MAC-anpecos
KOMMYTaropa. MeToJpl IepeCchUIKM Ha KOMMYTATope: KOMMYyTalusl ¢ MPOMEXYTOUYHBIM XpPaHEHUEM U
ckBo3Hass kommyrtanus. Komnmmsunonnele nomensl. [llupokoBeniarenbHble  aoMeHbl. CHHKeHUE
NEepPErpy30K CETH.

3 ba3zoBas Hactpoiika kommyTtatopa. [locimemoBarenbHOCTH 3arpy3ku. BoccranoBnenue. CBETOBbIE
uHaukatopel. Hactpoiika natepdeiica yrpaBiaeHHs: KOMMyTaTopa.

4 Hacrtpoiika moptoB kommytaropa. JlymiekcHas cBsa3b. Auto-MDIX. IIpoBepka HacTpoek mnopra.
VYcerpanenue Henonaaok.

5 be3zonacHocTh KOMMyTaropa.  3amMIIEHHBIA yaanéHHbd goctym. [Ipotokonm SSH. IlpoGmemsr
6e3onacHoct kommyTtaropa. [lepenonnenne tabmuy MAC-anpecoB. DHCP-cniydunr. Ysa3umocTtu
nporokoia CDP. BrisBieHue yrpo3 6€30macHOCTH.

6 OOGecneueHne O€30MACHOCTH KOMMYTATOpa.  3alllUTa HEHMCIONb3yeMBIX MNOpTOB. OTchexnuBaHHE
DHCP-coobmienwnii. Hactpoiika Port-Security.

7 Buptyanbnsble nokanbHble ceTh VLAN u ux npeumymecrsa. Tunsl VLAN. T'onocossie cetn VLAN.

8 BupTryanbHble JIOKQJIbHBIE CETH B CpPEA€ C MHOXECTBOM KoMMYyTaropoB. Tpanku. KoHTponb
IIMPOKOBEIIATENbHBIX ToMeHOB. TerupoBanue kaapoB Ethernet. Native VLAN.

9 HaznaueHnue BHUpTyanbHOW JoKanbHOW ceTu. Jlmamazonsl VLAN Ha xommyrtatopax CiscoCatalyst.
Co3nganue BUPTyaJibHOW JokanbHOW ceTu. Haznauenune mnoptoB cerssMm VLAN. H3meHnenue
MIPUHAJICKHOCTH TTOPTOB BUPTYAJIbHOW CETU. YIaJeHue BUPTYyaJbHbBIX JOKaJIbHBIX ceTeil. [IpoBepka
nHdopmaruu o VLAN.

10 Tpanku BupTyanbHbIX cereil. Hacrtpoiika TpankoBeix kananoB IEEE 802.11Q. COpoc TpaHKOBOTO
KaHaja J10 COCTOSHMA M0 yMom4aHuio. [IpoBepka KoHUTypauuu TpaHKOBOro kanana. IIpoTokon
JTUHAMHUYECKOTo co3aanus TpankoBoro kanana DTP. CornacoBanHbie pexxuMbl HHTEpdeiica.

11 Ilouck u ycrpanenue Hemomnagok VLAN. IlpoGnemsl ¢ IP-ampecaunmeii. OtrcyrcerBue cetn VLAN.
[Ipob6aemsl ¢ TpaHKOBBIMH KaHataMu. HecoBnasieHue pe:xuMoB TPAHKOBOM CBSI3H.

12 TIpoektupoBanue u obecneuenne 6ezonacHoctd VLAN. Artaku Ha VLAN. Cny¢duHr-araka u ataka ¢
nBoiiHbIM TerupoBanueM. Cets PVLAN nepumerpa. Pexomenganuu no npoextupoBanuo VLAN.

13 HayanbHasg ycraHoBka Mapuupyrtusaropa. @yHkuuu MapupyTtusaropa. [Imo3sl mo ymomdanuro.
Axrtuanus [P-anpecanuu Ha y31e u Mapupytusarope. KoHCONbHBIN 10CTYII.

14 OcHoBHble mapameTpsl MapipyTusaropa. Hactpoiika mapamerpoB IPv4 u IPv6 na unTepdeiice
mapipyTtuzatopa. Hacrpoiika unrepgeiica loopback mis [Pv4.

15 TIpoBepka CBA3HOCTH CETEW C MpsIMBIM moAkiIroueHueM. [IpoBepka HacTpoek untepdeiica. [IpoBepka
HacTpoek IPv6 Ha unTepdeiice. unbrpanus BRIXOIHBIX JaHHBIX KOMaH] show.

16 Mapmpytuzanus nakeroB. OtnpaBka nakera. [lepecbuika Ha cieayromui nepexod. JocTmxeHue
MeCTa Ha3HAuEHUsl.

17 Pewenuss mapmpytuzanuu. OntuManbHbli MyTh. PacnpeneneHue Harpy3kud. AJIMUHUCTPAaTUBHOE
paccTosiHUE.

18 Tabmuua wmapmpyTu3zanui. MCTOYHMKM TaOmUIBl MapUIpyTHU3alUd. 3alucyd  MapLIpyTHU3aluu
YIJIEHHOW CETH.

19 MapupyThl ¢ NpsIMBIM MOJKIIOYCHUEM. 3alucd TaOIHMIbI MapUIpyTHU3alUU Uil CeTed ¢ MPSMBIM
nofkiatoueHueM. Crarmdeckue mapupyTsl [IPv4 u IPv6. ITpoTokosnel fuHaMrUuecKoil MapIIpyTU3aLUH.

20 Hactpoiika Mapmpytuzauun Mexagy VLAN. OcHOBHblE NpHUHLUIBL. — YcTapeBllas cXema
Mmapipytuzan Mexy VLAN u MapipyTu3amnus ¢ HCIIOIb30BaHUEM MeToja router-on-a-stick.

21 Tlouck u ycrpaHeHue Hemoianok Mapuipytusaiun Mmexay VLAN. Henmomaaku B pabore mopra
kommyTaropa. [IpoBepka KoH¢urypamun kommyrtaTtopa. I[IpoBepka HACTpOEK MapuLIpyTH3aTOpA.
Ommbku B IP-agpecax u Mackax MojiCeTH.
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Kommyramnus 3-ro ypoBHsA. MapmpyTtuzanus mexay VLAN uepe3 BupryaidbHble HHTEp(hEHCH
KOMMYyTaTropoB. HacTpoiika craTHuecKux MapipyToB Ha KOMMYTaTope.

Cratnueckass MmaplpyTu3anusi, €€ IpeuMylLlecTBa M BO3MOXXHOCTH. CTaHIApTHBIA CTaTHUYECKHUU
MapupyT. Cratndeckuil MappyT no ymondanuro. CyMMapHbli cratuueckuil MapupyT. [lnaBarommii
CTaTUYECKUM MAPLIPYT.

Hacrpoiika crarnueckux mapmpytoB [Pv4. Komanga iproute. IlapameTpsl cremyromiero mnepexosa.
HacTtpoiika HampsMyr MOAKIIOYEHHOIO M IOJHOCTBIO 3aJaHHOTO CTaTMYECKMX MAapUIpyTOB.
Hactpoiika cTaTnyeckoro mapiipyTa 1o ymoiayanuio. [IpoBepka craTudeckux MapiipyToB.

Hacrpoiika cratnueckux MapmpyroB IPv6. Komannma I[Pv6 route. Hacrtpoiika Hanpsmytro
MOJKJIIOYEHHOTO M MOJHOCTHIO 3aJaHHOIO CTaTu4ecKux MapupyTtoB. Ctarnueckuid Mmapupyt IPv6 o
ymonuanuto. ITpoBepka crarndeckux MapipyToB.

KnaccoBas aapecanust cetn. KiaccoBele Macku noacereid. KinaccoBwlii MPOTOKOJ MaplipyTH3aIUHU.
N30BITOYHBIN pacXo pecypCcoB.

becknaccoBast mexaomennas mapuipytusanusa. CIDR u oO0wenuHenue mapmpyToB. beckimaccoBwie
IIPOTOKOJIBI MapIIPYTU3ALHH.

Macku noaceTu GUKCUPOBAHHOM M MEPEeMEHHON JUTHHBI. Pa3nenenue moacerei Ha MOICETH.
CymmMmapubie MapiipyTel. O0beanHeHne MapuipyToB. Pacuér cymmapHoro mapuipyta. OObeqUHEHHBIE
MapuipyTsl B IPv6. Hactpoiika cymmapnoro [Pv6 agpeca.

[InaBaromue crarnueckue MapupyTsl. HacTpolika u mpoBepKa IU1aBaroIero CTaTHYeCKOro MapipyTa.
[Touck u ycTpaHeHHe HENOIAA0K B HACTPOMKAX CTATUYECKOTO MapuIpyTa.

IIpoTokosmbl JUHAMHUYECKOM MaplipyTu3anud. Posib IPOTOKOIOB JUHAMHUYECKOM MapLIPyTU3ALUH.
CpaBHEHHE CO CTaTUYECKON MapLIpyTU3alUeil.

[Ipuniunsl paboThl MPOTOKOJOB MAapLIPYyTU3aLMU. 3amyCcK IOcie BKItoueHus nutanus. CereBoe
oOHapyxenue. OOMeH JaHHBIMU MapuipyTu3anu. OdecrnedeHne CX0JUMOCTH.

Tuner  mporokonoB  Mapumpytuzauuu.  IIporokoner  mapmpyrtuzammu  IGP u EGP
JIMCTaHIIMOHHO-BEKTOPHBIE IPOTOKOJBL. IIpoTOKONIBI MapuIpyTH3alMM 10 COCTOSHUIO KaHala.
KnaccoBele u  OeckiiaccoBble  MPOTOKOJIBI  MapUIpyTHU3alUH. XapaKTEPUCTHKH  MPOTOKOJIOB
MapLIpyTH3auuu. MeTpuKy IpOTOKOJI0B MapIIpyTU3ALINH.

JluHamuueckasi TUCTAaHIIMOHHO-BEKTOPHAsl MaplipyTu3auus. J{MCTaHIIMOHHO-BEKTOPHBIM aJIrOpUTM.
[Iporoxonsr RIP u EIGRP.

[Ipotokonsr RIP u RIPng. Kondurypauus RIP na mapmpytuzarope. OObsiBneHue cetu. RIPv2.
OTkmoyeHne aBroMarudeckoro oObenuHeHusi. HacTpoiika mnaccuBHbIX wuHTepdeiicoB. Ilepemaua
MapuipyTa o ymondanuto. O0bsBienue cereit [Pvo.

JlunamMuueckass MapHIpyTH3alMsl 10 COCTOSHHIO KaHama. [lpuHmun paGotel.  [IpoTokomsr
MapuIpyTH3alMM 10 KpaTyaieMy nyTu. AJroput™ [erkcTpsl.

O6HoBeHus: coctosiHus kaHaia. Hello-mpotokon. Co3manune makeTa COCTOSHMS KaHaja. JlaBuHHas
paccbulKa NakeToB cocTosiHMs KaHana. Co3maHue 06a3bl JaHHBIX COCTOSHMM kaHanoB. Co3naHue
nepeBa kpardamux mytei. JlobaBnenne mapmpytoB OSPF B Tabnuiy MapmpyTu3ammm.

Tabnmuma MapumpyTH3anuMu. 3amicH € OPSAMBIM TOIKIIOUEHHEM W 3alucH 00 yJal€HHOW CeTH.
OxoHuarenpHbI MapuipyT. MapupyT 1-ro ypoBus. Pogurensckuii mapupyt 1-ro yposHs. JlouepHuii
MapuipyT 2-ro ypoBHs. Ilponecc momcka Mapuipyra. OnTHMaibHBIM MapiipyT. 3anmucu B Tabiuie
Mapupytuzanuu [Pv6.

IIpotoxon OSPF. OcHoBHuble xapakrepuctuku. Kommonentsl npotokona OSPF. Ilpunnmn paGoTsl.
OSPF ms oHO# 00/1aCTH U HECKOIBKHAX 00JIaCTEd.

Coobmenust OSPF. Unkancynsmus coobmennit  OSPF. Tunsl cooOmienunii. [lakeTsl mpuBETCTBHS.
Wutepransl ornipaBku hello-nakeroB. OOGHOBIEHUS COCTOSHUS KaHaA.

Paboune cocrosuust OSPF. YcranoBneHHe OTHOLICHHMH CMEXHOCTH C COCEAHHMH YCTPOICTBaMHU.
Beimenennenii  mapmpytuzarop DR u pesepBHBIM  BbIIeneHHBIM — Mapmpyrtuzarop  BDR.
Cunxponu3zanus 60a3 ganaeix OSPF.



42 Hactpoiika OSPFv2 nans omHoit oOmactu. Wnaentudukaropsl MapuipyTtuzaropa. Hacrtpoiika
unentudukaropa mapurytuzatopa OSPF. Bxmtouenne OSPF na unTepdeiicax. Illabnonnas macka.
Komanna network. ITaccusnslit uarepdeiic. Croumocts OSPF. Axkymynsmust croumoctu. Hactpoiika
3aJaHHOI MpoIycKHOU criocoOHocTH nHTepdeiica. Hactpoiika croumoctu OSPF Bpyunyto. [Iposepka
OSPF.

43 Koudurypauus OSPFv3 nns oxuoit obGmactu. Cxoactsa u pazmuuust mexay OSPFv2 u OSPFv3.
Anpeca Link-local. Tomonmoruss ceru OSPFv3. Hactpoiika u wu3MeHeHue wuIeHTU(UKATOPA
mapupytuzaropa OSPFv3. Brmouenne OSPFv3 na unrepdeiicax. [Ipoepka OSPFv3.

44 Croucku koHTposds pgoctyma. [lpunmun paboter ACL-criuckoB mo mpotokony IP. Hasznadenuwe
ACL-cnuckoB. CTanaapTHBIE W paclIupeHHbIe crucku noctyna. [llabmonnsie Mmacku. Pexomennanuu
10 CO3/IaHUIO M Pa3MEIICHUIO CITMCKOB JOCTYIIA.

45 Cranpaptasle ACL-cnucku nns IPv4. Hactpoiika crangaptHeix ACL-cnmuckoB. Bhecenue
n3MeHeHul. 3amura noptoB VTY ¢ nomomsto crangaprHoro ACL-crincka.

46 Pacmmpennsie ACL-cnmcku. Ctpykrypa pacmmpernHoro ACL-cnucka. HacTpolika pacmimpeHHBIX
ACL-cnuckoB. Ilpumenenne pacmmpennasix ACL-criuckoB Ha unTepdeiicax. CoznaHnne MMEHOBaHHBIX
cnuckoB gocryna. [IpoBepka u pefakTUpOBaHUE PACIIMPEHHBIX CIIMCKOB JI0CTYTIA.

47 Tlouck wu ycrtpanenue Hemonaaok ACL-cnuckoB. Jlormka paOOThl BXOIAIIETO M HCXOISAIIETO
ACL-cnuckoB. Jlornyeckue nercTBus cnucka nocrymna. [Iponecc npuHATHS pelieHuH CTaHAApTHOTO U
pacumpeHHoro crucka aocryna. Pacnpocrpanénnsie ommoOku ACL-CriCKOB.

48 Cnucku pocryna aisa IPv6. Tunsl cnuckoB. CpaBHeHune ¢ ACL-cniuckamu ansa IPv4. Hactpoiika u
IIPOBEpKa CIHUCKOB aoctymna i [Pvo.

49 TIporokon DHCPv4. ®opmar coobmienus. CooOmieHuss obHapyxkenuss u npemnoxkenuss DHCPv4.
Hacrpoiika u npoepka DHCPv4 cepsepa. DHCPv4 perpancisauus. Hactpoiika DHCPv4 knueHra.
[ouck n ycrpanenue HeucnpaBHocteil B padore DHCP.

50 ITporoxkon DHCPv6. ABromarmueckas HacTpoiika aapeca 0e3 orciexuBanus coctossHuss SLAAC.
[Tpunnun paboter. DHCPv6 ¢ otcnexxuBanmem coctosHus. I[Iporeccest DHCPv6. DHCPv6 6e3
OTCleXUBaHUS cocTosiHuA. [IpoBepka u HacTpoiika MapupyTtuzaropa. Hactpoiika mapipytusatopa B

kauectBe cepepa DHCPv6 ¢ orcnexxuBanneM coctosiHusA. HacTtpolika mapiipyTu3zaropa B KaueCTBe
arenta perpancisanuu DHCPv6.

51 Tlouck u ycTpaneHue Henonanok B padbore mapmpytuzatopa DHCPv6. IIposepka nactpoek DHCP v6
Ha MapuIpyTHU3aTope.

52 TIpeoOpazoBanue cereBbix aapecoB [Pv4. Cuctema NAT. [TpunIun paboThl.
53 Jlunamuyeckoe U crarndeckoe npeoOpasoBanue aapecoB NAT. IIpeoOpa3oBanue aapecoB HOPTOB

PAT. CpaBnenne NAT u PAT. Hactpoiika crarnueckoro u nuHamudeckoro NAT. Hactpoiika PAT.
[lepeanpecanus nopros. Hactpoiika NAT u nporokona IPv6.

54 Ycrpanenne Hemonagok B pabore NAT. Iloumck Hemomagok ¢ TOMOIIBI0 KOoMaHa show.
Hcnonp3oBanue komanbl debug. [Ipumepsr.

Bomnpocsl k 3k3ameny - 6 cemecTp

1 Ilpoekr xopnopaTMBHON CE€TH JUIsl KOMIUIeKca 3aaHuil. [IpoekTupoBaHME HEpapXUUECKOH CETH.
TpeOoBanus k cetu. [IpuHIMIIBI CTPYKTYPUPOBAHHOTO MPOESKTUPOBAHHMSL.

2 Hepapxus ceTu. YpOBEHb AOCTYyNA. YPOBEHb paCIpeneIeHHs. YPOBEHb Apa.

3 KopnoparuBnas apxutekrypa Cisco. Moaynb KOMIUIeKca 3MaHUN MpeanpusaThs. Moayab TpaHHUIIbI
npennpustud. [panuna cetu oneparopa cBsi3u. YaanéHHas GyHKIHOHAIbHAS 00IacTb.

4 PazBuBaromuecss ceTeBble apXuUTeKTypbl. CeTum 0e3 TpaHuil. APXUTEKTypa COBMECTHOW palOTHI.
[{enTpsl 06pabOTKM TaHHBIX U BUpTyaidu3anus. Pacuimpenue cetu.

5 Tonknrouenue k rodansHOM cetn. Cetn punmanoB. PacnpenenéHnas ceTh. YCTponcTBa I100aabHOM
cetr. KoMMyTaIusi KaHaI0B M KOMMYTAIIUs TTAKETOB.

6 CepBucel mnoOanpHOM ceTu. MupacTpykrypa cetu omeparopa. WHPpacTpyKTypbl YacTHBIX
m1o0anbHBIX ceTeil. ApeHmoBanHble JimHMH. Kommytupyemsiii moctyn. ISDN. FrameRelay. ATM.
WAN Ha ocHose Ethernet. MPLS. VSAT.

7 Uudpactpykrypa obmenoctynHoi miobanpHoi cetu. DSL. Kabenb. BecnpoBomHbIe TEXHOIOTHH.
CoroBas cBsi3b. Texnonorust VPN. Bri6op crioco6a mofximodeHus K moodaabHOH ceTu.
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[locnenoBarenbHOe coenuHeHue "Touka-touka'. ITocienoBarenbHple M napaieiabHble TOPThL. CBs3b
[0 MOCJEN0BAaTEIbHOMY KaHaly. MyJIbTUIIEKCHPOBAHUE C pa3fei]€HUEM IO BPEMEHHU. YCTpoOWCTBa
DTE u DCE. IlocnenoBarenpHble Kabemu.

Nukancynsuust HDLC. Tumbr kampoB. HacTpoiika u oTiajgka IMocieqoBaTeI-HOTO WHTEpderica.
[Tpuntun padotsr mpotokosia PPP. LCP u NCP. Ctpykrypa xaapa PPP. Ceancs PPP.

Hacrpoiika npotokona PPP. Komanner 6a3oBoii HacTpoiiku. Cxxkarne TaHHBIX. MOHUTOPUHT KadecTBa
kanana PPP. IIpoBepka HacTpoek.

Aytentudukanus PPP. Tlportokomsr ayrentuduxammmun PAP u  CHAP. Hacrpoiika PPP ¢
ayrentudukarueit. Otnaaka PPP.

FrameRelay: mpeumymecrtBa u Hemoctatku. [IpuHnum pabotel. [pynma BHUPTyadbHBIX KaHAJIOB.
Nukancynsauust FrameRelay. Tomonoruu ceteit FrameRelay. ComocraBnenue anpecos. MuaTepdeiic
nokanpHOTO yrpasieHus. Inverse ARP. Ynpasnenue notokom manabix B cetd FrameRelay.

Hactpoiika FrameRelay. Komannger 6a3oBoii HacTpoiiku. Hactpoiika M mpoBepka CTaTHYECKOTO
corocTasieHus aapecoB. Hactpoiika noasiHTEpdEiicoB.

Otnagka FrameRelay. Pa6ora LMI. Coctosiaue kanana PVC. [IpoBepka pa6otsl Inverse ARP.
Cuctema NAT. [lpunuun pabotel. OCHOBHBIC XapakTepucTUKH. CTaTHYEeCKHe W JUHAMUYECKHE

npeoOpazoBanus NAT. [IpeoOpazoBanue aapeca u Homepa nopra PAT. [IpenmyiecTBa u HETOCTaTKH
NAT.

Hacrtpoiika cratnyeckoro u nunamuueckoro NAT. Hacrtpoiika PAT. IlepenampaBiieHue MOPTOB.
Hactpoiika mexanusma NAT u npotokona IPv6. Otnaaka NAT, komanasr show u debug.

Pemenust MmIMpOKOMONOCHOTO JOCTyHa. YhanéHHas paldoTa: MpPEeuMylIecTBAa U HEIOCTaTKH.
TpeOoBaHuUs K TOAKIIOUEHHUIO /IS yaIEHHOTO pabOTHHUKA.

CpaBHeHue peuieHuid mupokxornonocHoro aocryna. Kabdemns. DSL. becnipoBoiHbIe HIMPOKONONIOCHBIE
cetu. BeiOop perieHuii HMpoKONoI0CHOTO T0CTYyIA.

Hactpoiika noakmouenuit XDSL. O630p PPPoE. Hactpoiika PPPoE.

3ammra mexdumranbHon cBsa3u. Cetn VPN: nocronncTBa n Hepocrarku. Tumbl ceteir VPN,

Tynnenn GRE mexny oosexramu. Hactpoiika u nposepka TynHeneir GRE.

[Tporokon IPsec. CtpykTypa mpotokona. Cepuckl 6e3omacHoctu [Psec.

Vnanéunsiii noctyn. Ceru VPN ymanénnoro noctyna c¢ ucnonb3oBanueM I[Psec. CiscoEasy VPN.
Cpasnenue [Psec u SSL.

Syslog: npuHmmnel paboThl W OCHOBHBIE HacTpoiiku. Dopmar coobmienuit Syslog. Cyxba
BPEMEHHBIX METOK.

SNMP: npuniun padotsl. Jlopymku arenta SNMP. Bepcun SNMP.

NetFlow. ITotoku mannpix B cetu. Hactpoiika m mpoBepka pabotbl NetFlow. COopka u anamu3
JaHHBIX.

[louck ¥ ycTpaHeHHE HENONAAOK B CETH € HCHOJIb30BAaHHUEM CHCTEMHOIO  IIOAXOHA.
JlokyMeHTHUpOBaHuE CeTH. J{uarpaMmbl TOITOJIOTHA.

®dopmupoBanue 0a30BBIX TMOKazarenel cet. Ilponenypa moucka W ycrpaHeHus Hemodanok. COop
JaHHBIX 0 cuMnToMax. OMpOC KOHEYHBIX MOJIb30BaTEIEH.

Hcnonp30BaHME MHOTOYPOBHEBBIX MOJENEH I NMOMCKA M yCTPAHEHHUS HENOJaJoK B ceTH. MeTonsl
IIOMCKA U yCTPAHEHUS HETONAI0K.

Otnanka ceru. [IporpamMmHbie cpeacTBa MOMCKA W yCTpaHeHUs Hemnonaaok. CpeacTBa MOHWCKa M
yCTpaHEHHUs] HEUCIpaBHOCTEH ammapatHoro obOecnedenus. [Ipumenenme cepBepa Syslog st
YCTPaHEHUS HEMOIal0K.

[louck m ycrpaHeHue HEMoOJaJOK Ha (U3NYECKOM, CETEBOM M KAaHAJIBHOM YPOBHSX. YCTpaHEHHE
Henonanok ACL-cnuckoB u cucteMsl NAT. YeTpaHeHHe HENOIal0K HA YPOBHE NPUIIOKEHUH.

Ilouck u ycrtpanenune Hemnonanok B [P-cersx. KoMmoHEHTHI CKBO3HOIO IOMCKAa W YCTpaHEHUs
Heronazok. [IpoBepka ¢gusnueckoro ypoBHs. Pexumsl gyminekca. Anpecanus. [IpoBepka numo3a mo
YMOJIYAHUIO U IIPaBUIIBHOCTH Iy TH.

TunoBble 3axanus 17 s3x3amena (OIIK-4, [ICK-2)
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OnpepenuTe, Kak KOMMYTaTop NepecuinaeT kaap, wexoas us MAC-appeca il
ucTouHKMKka M MAC-agpeca HazHadeHus u MHbopmauui 8 Tabnuue MAC-agpecos -
KOMMyTaTopa.

OTBeT:LTe Ha BONPOCH!, MCXOAA U3 yKasaHHOA WHgopMaLUl.

Fa3
Mpeaxibyna MAC-agpec  MAC-agpec [ WHkancynupo-  KoHey - oA T oB | T
Ha3HaYeHWA = WCTOMHWKA BaHHbie AaHHble  kanpa ! | | !
Fa7 Fa8 Fad Fa10 Fal1 Fai2
oF oE = P | | |
1. Kyna koMmmyTaTop nepeluneT kagp? 2. Korga kommyTaTop nepecbinaeT kaap, BEPHO NK, YTO
DFa1 DF54 DFa? DFaW D KommyTaTop nobasnaet MAC-agpec ncTouHuka B Tabnuwy MAC-agpecos.

K ABMAETCA WWPOKOBELLATENBHBIM U BYOeT NepeckinaThCA Ha BCe NOPThI.
CJFa2 [JFas [JFa8 [JFam Bl ea S e ¥

D Kapp senseTcs ogHoadpecHsiM W ByAeT nepeckinaTeca TONLKO Ha OfWH ONpeaeneHHbIi nopT.
EFa:i DFBB D Fad DF312 D Ka,u,p ABNAETCA O4HOEOPECHEIM 1 ﬁy,u,eT pacceinNaTeCA NO ECEM NOpPTaM.

[ kanp sensetcs ogroaapecHsiv 1 GyaeT cEpOLIEH KOMMYTATOPOM.

4. TTocTpouTth U CKOH(GUTYPUPOBATH CEIMEHT CETH, OrpaHMUeHHBIN MapiipyTuzaropamu Cisco 2801 Lab A
u Lab_B. IIponemoHcTprpOBaTh paboTOCIIOCOOHOCTH MOCTPOSHHOTO CErMEHTA CETH.

192.5.5.0 net 210.93.105.0 net

Router Name - Lab_A  Router Name - Lab_B Router Name - Lab_C  Router Name - Lab_ D  Router Name - Lab_E

E0=1925.51 E0 = 219.17.100.1 E0=223.8.151.1 E0=210.93.105.1 EO =210.93.105.2
E1=205.7.51 S50 =199.6.13.1 S0 =204.204.7 1 S1=204.204.7.2 SM = 255.255.255.0
S50 =201.100.11.1 S1=201.100.11.2 51 =199.6.13.2 SM = 255.255.255.0

SM = 255.255.255.0 SM = 255.255.255.0 SM = 255.255.255.0

4.4. llIkana oueHUBaHUS TPOMEKYTOUHOM aTTeCTALMKI

3auer

Ornenka Kowmrrerg JeckpunTopsl (YpOBHH) — OCHOBHBIE TTPHU3HAK




«Ba4YTCHO»

OIIK-4

3HAaeT U MOHMMAET 3HAYEHHE COBPEMEHHBIX CETEBBIX TEXHOJOIHIA,
ceteByto Mozenb OSI, mnpuHIMO TOCTPOEHMSI CETH MaJloro
NpEAIPUATHS, MPUHLINI VPN. YMmeer (crocoben
IIPOAEMOHCTPUPOBATE): CAMOCTOSITEJIbBHO HACTPOUTh IIOACETH Ha
MapuIpyTU3aTope, OCO3HAHHO OOBSCHUTH 3HAYMMOCTH HACTPOEK
o0ecrneynBaONMX O€30MaCHOCTh CEeTH.  YMEeT HacTpauBarh M
paborarb ¢ VPN, SSH, PAT, NAT, TFTP.Bnageer:naBoikamu
KOH(UTYpallMy MapHIpyTU3aTOpa METOIOM KOHCOJIBHOTO JOCTYyTa U
c mnomombio Telnet u SSH.CrocoOGeH BBIMOIHUTH HACTPOHKY
OecIpoBOJHOM JIOKaJIbHOW CceTH.MOXXeT HAaCTpOUTh IOJACETH Ha
O00OpYIOBaHMM UM KOHEYHBIX YCTPOWCTBAX, MOXET HACTPOHTH
3AIIMIIECHHBIA YIAJIEHHBIN JOCTYIl K MaplIpyTH3aTOpy, HACTPOUTH
VPN, cniocoOeH 00BsICHUTBIIpeoOpa3oBaHue ajpeca U HoMepa mopra
PAT

(50 - 100 Gan

I1CK-2

3HaeT U MOHMMAET 3HaYeHHE COBPEMEHHBIX CETEBBIX TEXHOJOTHIA,
cereByto Mmoaenab OSI, npuHIUI TOCTPOEHUS CETH MAaJIOro
MIPEANPUATHS, MIPUHITATI VPN. YMmeer (cocoben
MIPOAEMOHCTPHUPOBATh): CAMOCTOSITEIbHO HACTPOUTHh TOACETH Ha
MapIIpyTU3aTOpPe, OCO3HAHHO OOBSCHUTH 3HAYUMOCTb HACTPOEK
obOecreunBaOIMMX OE30MMaCHOCTh CETH.  YMEET HacTpawBaTh |
padorare ¢ VPN, SSH, PAT, NAT, TFTP.Bnaneer:HaBbikamu
KOH(UTypaluu MaplIpyTU3aTopa METOAOM KOHCOJIBHOTO JOCTyMa U
¢ mnomompio Telnet m SSH.CnocoGeH BBHIMOTHUTH HACTPOHKY
OeCIpOBOHON JIOKAJTbHON CeTH.MOXET HACTPOWTh TIOJCETH Ha
00OpyIOBaHMM M KOHEYHBIX YCTPOMCTBAaX, MOXET HACTPOUTh
3alUIICHHBIN yOan€HHBIN OCTYN K MapUIpyTH3aToOpy, HACTPOUTH
VPN, ciocoGeH 00bACHUTHIIPEOOpa30BaHUE aJpeca U HOMEpa mopTa
PAT

«HE 3a4TCHO»

OIIK-4

CryneHT nokasbIBaeT ciaalblii ypoBeHb MPO(pECCHOHAIBHBIX 3HAHUM,
3aTpyAHSCTCS IIPU aHalu3€ IPaKTUYeCKuX curyauuii. He moxer
IIPUBECTH IPUMEpPHl U3 pealbHOM IpakTUKU. HeyBepeHHO U
JIOTUYECKHU HEIOCJIEN0BaTeIbHO U3JaraeT marepuain. HempaBuiabHO
OTBEUYAET Ha IIOCTABJICHHBIE BOIIPOCHI MIIU 3aTPYAHSIETCS C OTBETOM.

(0 - 49 6annosp

[ICK-2

CryneHT nokasbIBaeT ciaalblii ypoBeHb MPO(ECCHOHAIBHBIX 3HAHUM,
3aTpyAHSCTCS IPU aHalu3€ IPaKTUYeCKuX curyauuii. He moxer
IIPUBECTH IPUMEpPHl U3 pealbHOM IpakTUKU. HeyBepeHHO U
JIOTUYECKHU HEIOCJIEN0BaTeIbHO U3J1araeT marepuain. HempaBuiabHO
OTBEYAET Ha IIOCTABJICHHBIE BOIIPOCHI MIIU 3aTPYAHSIETCS C OTBETOM.

DK3aMeH

OreHka

Komrrere

Jleckpunrops! (YPOBHH) — OCHOBHBIC ITPHU3HAK

OIIK-4

JlemoHCTpUpyeT TIIyOOKHE  HMCYEpIBIBAIONIME  3HAHUS  BCETO
MPOrpaMMHOTO Marepuania, MOHUMaHHE CYUIHOCTH M B3aUMOCBS3HU
paccMaTrpuBaeMbIX MPOLIECCOB u SIBIICHUI: JIOTUYECKHU
MOCJIE/IOBATENbHBIE, COJAEpKaTeNbHbIe, TOJHbIC, MpaBUIbHBIE H
KOHKPETHBbIE OTBETHl Ha BCE BOMPOCHI SK3aMEHAIIMOHHOTO OuiieTa u
JIOTIOJIHUTENIbHBIE BOTIPOCHI.




«OTIINYHO»
(85 - 100 Gan

[ICK-2

JIeMOHCTpUpPYET BBICOKMH YPOBEHb 3HAHHMM CETEBBIX TEXHOJOTHIA,
OTJIMYHO 3HAET MPUHIIMI PaOOTHI EPEAaun JAHHBIX CETEBOM MOJIEITH
OSI, MOXeT HacTpOUTh MOJCETH Ha OOOPYAOBAaHHE M KOHEUHBIX
YCTPOMCTBAX, MOKET HACTPOUTH 3AIUMILECHHBIN yIaIEHHBIM JOCTYI K
Mapuipytuszatopa, HacTpouTh VPN, cmocobeH  OOBSICHHUTH
npeoOpa3oBaHue agpeca U Homepa nopta PAT.

OTBEeT MOCTPOEH JOrMYHO, Marepuan H3JaraeTcsi YeTKO, SICHO,
XOPOIIUM S3BIKOM, apTyMEHTHPOBAHO.

CBOOOIHO OPUEHTHUPYETCS B HAMPABJICHUSAX UCCIEIOBAHUN B paMKax
CETEBBIX TEXHOJIOTHM.

CriocobeH MpoAeMOHCTPUPOBATh HACTPOWKM MapLIpyTH3aTopa s
HECKOJIIBKUX CETeH, HACTPOMKM KOMMYTATOpa M 3aIIUIIEHHOTO
nonkioueHuss SSH.

CB0oOOAHO OpuEHTHpYyETCs B Marepuayie (IpUMEpbl U3 NPAKTUKH,
TabauIbl, rpadukd U T.J.), aHAIU3UPYET U 0000IIAeT pe3ysbTaThl
NOJYYCHHBIX JAaHHBIX B TPOIECCe IMPAKTUYECKOTO  3a/JaHus
(HacTpOMKHU MapUIpyTU3aTOPA).

Ha Bompochl oTBe4aeT KpaTko, apryMEHTHPOBAHO, YBEPEHHO, IO
CYLLECTBY

OIIK-4

JIeMOHCTpPUpPYET TBEPAbIE M JOCTAaTOYHO IIOJHBIE 3HAHUSA BCETO
[IPOrpaMMHOI0 Marepuaya, MPaBWIBHOE MOHMUMAHHUE CYLIHOCTU H
B3aUMOCBS3M  PACCMAaTpUBAEMBIX  IIPOLECCOB U SBIICHUN;
[IOCJICIOBATEIbHBIC,  IIPABWIbHBIC, KOHKPETHBIE  OTBETHl  HA
MOCTaBJICHHBIE BOIPOCHI IPU CBOOOHOM YCTPaHEHHH 3aMEUaHUH 110
OTIEIbHBIM BOIIPOCAM

«XOPOIIIO»
(70 - 84 6amnq

I1CK-2

JIeMOHCTpUpPYET JOCTATOYHBIA YPOBEHb 3HAHUM TEOPHUHU CETEBBIX
TEXHOJIOTHM.

AHanu3upyeTr MOJy4YeHHbIE Pe3yJbTaTbl B MPOLECCE BBITOIHEHUS
MPAKTUYECKOTO 33/IaHUs M0 HACTPOMKE MapIIpyTH3aTopa, CIOCOOEH
BBITIOJITHUTHh HACTPONKY O€CIIPOBOIHON JIOKATHHOM CETH.

B otnenbHBIX TpuMepax MOXKET BbIACIUTH Kareropun [P-aapecos.
OTBeT MOCTPOEH JOTMYHO, MaTepraj U3JIaraeTcsi XOPOILIUM SI3bIKOM.
JloctatroyHO ~ CBOOOJHO  OpPUEHTHpPYETCS B HaIPaBIICHUSAX
HCCIIEI0BAHUN B paMKaX CETEBBIX TEXHOJIOTUH.

JleMOHCTpUpyeTCS ~ JOCTaTOYHOE  3HAHWE U TIOHUMaHHe
COBPEMEHHOTO OTEYECTBEHHOTO0 U 3apy0eHOro HampaBlICHUS
pa3BUTHS HH(GOPMAITMOHHBIX U CETEBBIX TEXHOJIOTHI.

Bompocel,  3agaBaemble  MpemojgaBaTeleM,  HE  BBI3BIBAIOT
CYLIECTBEHHBIX 3aTPyAHEHUN

OIIK-4

JIeMOHCTPUPYET TBEPAOE 3HAHUE U TIOHUMAHUE OCHOBHBIX BOIIPOCOB
IporpaMMbl; TMpPaBUJIbHBIE M KOHKpETHbIE, 0e3 TrpyObIX OIIMOOK
OTBETHI HA ITI0CTABJICHHBIE BOIIPOCHI IIPY YCTPAHEHUU HETOYHOCTEN U
HECYIIECTBEHHBIX OLIMOOK B OCBEIIECHHH OTJEJIBHBIX MOJIOKEHHIH
IIPU HABOIALLUX BOIPOCAX DK3aMEHATOPA.




[ICK-2 JIeMOHCTpHUpYET HE JOCTAaTOYHBIN YPOBEHb 3HAHUI TEOPHH CETEBBIX
TEXHOJIOTUH.
I1noxo opueHTHpYyeTCS B YpOBHSIX ceTeBoi Monenu OSI.
He cmocobGeH mnpou3BecTH NPOCTEHIIYI0 HACTPOWKY (YCTaHOBKY
P— aposisi) Ha MapuIpyTH3aTopa.

(50 - 69 Gannq HeyBepenHo omnpenenser MeXAUCUUIUIMHAPHBIC CBSI3U
OTBer He Bcerga JOIMYHO BBICTPOCH, MaTepuasl M3iaraercs 0e3
PUMEHEHHS Hay4YHOU TepMHUHOJIOTHH.
Cnabo opueHTUpyeTCS B HampaBICHUSAX pPa3BUTHA CETEBBIX
TEXHOJIOTUH.
JleMOHCTpUpYyeTCSi HEe JIOCTaTOYHOE 3HAaHME W TOHUMAaHHE
MOCTPOCHHUE CETEBOM MHQPACTPYKTYPHI U CETH B paMKax H3y4YCHHS

Kypca.
Cnabo opueHTHpyeTCs B HAcTpoMKax MapuipyTus3aropa u
KOMMYTaTopa.

BOHpOCBI, 3aiaBaCMbIC IPCIIOAABATCIIEM, BbI3bIBAIOT 3aTPYAHCHU.

OIIK-4 JleMoHCTpHUpyeT cinalblii ypoBeHb 3HaHMU. J[aéT HempaBUIIbHBIN
OTBET XOTs1 Obl HA OIMH M3 OCHOBHBIX BOIPOCOB, IPyOble OIIMOKH B
OTBETE, HEMOHMMAaHWE CYIIHOCTH  H3JlaraeéMbIX  BOIPOCOB;
HEYBEPCHHBIC  HETOYHBIC OTBETHI HA JIOMIOJTHUTEIIbHBIC BOIIPOCHI

[ICK-2 JIeMOHCTPHUPYET HEYIOBICTBOPUTENIbHBIM YPOBEHb 3HAHUI CETEBBIX
TexHosoruii. He MokeT OOBSICHUTH NPHHLMUI IMOCTPOCHUS CETH,
noctpoenue cereBoit mogenu OSI.

He MoxeTr nponsBecTH HaCTPOMKY KOHEUHBIX YCTPOUCTB JIOKAJIbHOMU
cetu. HeyBepeHHO UM JIOTMYECKHM HENOCIEAOBAaTEIbHO M3J1araeT
MarepHai.

He opuenTHpyeTcsi B HalpaBICHUSAX Pa3BUTHUA UHPOPMAIIMOHHBIX U
CETEBBIX TEXHOJIOTUM.

He MoXxeT mpoaeMOHCTpHUpOBATh 3HAHWUE W MOHMMAaHHE KOMAaH] B
TEepMUHAJIE HACTPONKU MapIIPyTH3aTOpa MU KOMMYTaTopa.

He cnioco6en naspars onpenenenust VPN, SSH, PAT, NAT, TFTP.
HenpaBunbHO  OTBE4aeT Ha  IOCTABICHHbIE BOMPOCHl  HIIH
3aTPYIHSAETCS C OTBETOM

«HEYIIOBIIETBOPY
(menee 50 6amn|

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl IO OCBOCHHMIO TMCIUIIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OpraHU3aIlUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3yYeHHUIO TUCIUIUIMHBI, B MEPBYIO oudepe/b OOydarolmuMcsi HEOOXOAMMO O3HAKOMHUTHCS
comepkanreM paboueii mporpammbl aucturummabl (PIT[]), koTopas ompenenseT comepskaHue, oObeM, a
TaK)Ke MOPSAIOK U3YUESHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUE€HUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIlMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEXHUIECKOe
obecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conep)kaHWe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfeNbl M TEMbl H3y4aeMoil
JTMCLUIUIMHBIL, a TAK)KEe BUJBI 3aHATHH U TNIAHUPYEMBI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
pPEKOMEHIyeMasi OCHOBHAs M IOTIOTHUTEIbHAS JTUTEPATYPA.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, IPOrpaMMHOE OOecCIeyYeHuE,
npodeccruoHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpedyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JTUCUUTUIAHBL.

5.2 Pexomennaruu o0y4aromumcs 1o padbore ¢ TeOpeTHUECKUMHU MaTepHallaMu 110 TUCIUILIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:




- IPOCMOTPETH €1lIe pa3 npe3eHTaluo Jekuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYE€TOM PEKOMEHJOBAHHOM IOMOJIHUTEIbHOU
JIUTEPATYPBL;

- IIPA CAMOCTOATEIbHOM M3Y4YEHHH TEOPETUYECKON TEMBI CAEIaTh KOHCIIEKT, HCIOJIb3Yysl PEKOMEHIOBAHHbIE
B PITJI ucrounuku, npogeccuoHanbHble 0a3bl JaHHBIX U HHPOPMALMOHHBIE CIIPAaBOYHBIE CUCTEMBI:

- OTBETUTD Ha BOIIPOCHI JIsI CAMOCTOATEIILHON pabOoThI, TIO TeMe MpecTaBieHHbIe B myHKTe 3.2 PIT/I.

- [P IOATOTOBKE K TEKYIIEMY KOHTPOJIIO HCIIOIb30BaTh MaTepuaiibl (hoHa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ Hay9HOU U y4eOHOM JIUTepaTypoit

PabGoTa ¢ OCHOBHOM M JONOJIHMUTENBHOM JHMTEPAaTYpOl SBISETCS IIaBHOM (POpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHAPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M pPEeKOMEHIOBAHHBIX
HCTOYHHMKOB U JINTEPATYPHI 110 TEMATHKE JIEKLIUH.

KoHCHeKT JIeKInu JOJKEeH coliepKaTh peepaTuBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeneHHble B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIUTEPATYpPhl IO
TeMaM, BBIBOJBI MO KaXAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax pacliedyaTKd BbIIa4uH
Mpe3eHTAlUi JIEKIUH WM B OTACNIbHOW TeTpaau mo mpeamery. OH JOKEH ObITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKaTh HE OTHOCALIYIOCS K TeMe HH(POPMAITUIO HITH PUCYHKH.

KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/bli TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HU3AAHUS HCIOJNb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoOXeT ObITh ONOpPHBIM (COAEpXkAaTh JIUIIb OCHOBHBIC KIIIOUYEBbIC MO3MIMHU), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0beM KOHCHEKTa
ONPEIENSIETCS CAMUM CTYICHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIrO IJIaHA (COB,Z[aBaTI: MNEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoOJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 0000I1eHe OCHOBHBIX BOIIPOCOB PabOTHhI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).

5.4. PekoMeH1allMM IO MOATOTOBKE K OTJEIBHBIM 3aJaHUSM TEKYIIIETO KOHTPOJIS

CobeceoBanne npeamnoJaraeT OpraHu3anuio 0eceibl NMpenojaBaTessi cO CTYleHTAaMH MO BONPoOcam
NMPAKTHYECKOr0 3aHATHS € LeJIbI0 §oJsiee 00CTOATETLHOIO BhISIBJIEHUSI MX 3HAHU 10 OnpeeIeHHOMY
pasneiy, TeMe, Ipod;aemMe u T.N. Bce WwieHbl rpynmbl MOTYT Y4acTBOBAaTh B 00CY:KAeHUH, 100aBJIATH
uH(opManMIo, TUCKYTHPOBATD, 321aBaTh BONPOCHI H T.1.

YcTHBIN ONpoc MOKeT NPUMEHATHCH B Pa3iMYHbIX (GopMax: (PpPOHTANbLHBIA, WHAUBHAYAIbLHBIM,
KOMOMHMPOBaHHBI. OCHOBHBIE Ka4eCcTBAa YCTHOIO OTBETA MOJIeKaIero OleHKe:

- IPaBWJIBHOCTb OTBETA 110 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATCJIIbHOCTDh OTBCTA,

- JIOTHKA U3JI0KECHHS MaTepuaa,

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHHs TOCTABICHHOM yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOI'O MaT€puaa,
- padOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O HA 3aJlaHHUC.

VYCTHBII Ompoc MOXET COMPOBOXKAATHCA Mpe3eHTAlMei, KOTopas MOATOTaBIMBAECTCS IO OAHOMY U3
BOIPOCOB MPAKTUUECKOro 3aHATHs. [Ipy BBICTYIUIEHHH C Mpe3eHTaluell HeoOXonuMo oOpaIiaTe BHUMaHKUE
Ha TaKue MOMEHTHI KaK:



- cofep)KaHUE MPE3CHTAlMN: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBAaHUAM (IIETTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKAHHUS M JUTEPaTyphl), MPaKTHYECKash HAlpaBIE€HHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTb MPE3CHTYEMOT0 MaTrepuara;

- odopmiieHHE TMpe3eHTalMu: 00beM (ONTUMAIbHOE KOJIWYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE HU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHE
OTBETHUTbH Ha BOIPOCHI, CHCTEMATU3UPOBAHHBIE, TITyOOKHE 1 TIOJIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBI:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasa, pacKpblTHE TEeMbl, JOCTYIHOCTb
m3noxkeHus, dPdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS  JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH AJIsS BBIONHEHUS 3a/ad CcBoed MpodeccHoHANbHOW WU yueOHOU
JeSTeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apTyMEHTHUPOBATh CBOM 3aKJIIOYCHUS,
BEIBO/IBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecriedeHre JUCHMIITHHbI

6.1 OcHoBHas UTEpaTypa:

1. Kosran H. M. Kommnbtorepusie cetu : yuebHoe mocobue. - Munck: PUIIO, 2014. - 180 c. - Teker :
sanektpoHubit  / OBC  «YHuBepcuterckas ~— OuOnmoreka  onmaiitm»  [caiit]. -  URL:
http://biblioclub.ru/index.php?page=book&id=463304

2. PynenxoB, H. A., Ilponerapckuii, A. B., CmupnoBa, E. B., CypoBoB, A. M. TexHonoruu 3amiuThl
MHPOPMALIMU B KOMIBIOTEPHBIX ceTsX. - 2021-01-23; TexHonoruu 3amuTsl HHGOPMALIUU B KOMIIBIOTEPHBIX
cetax. - MockBa: Wnrepner-Yuusepcuter Mudopmanuonnsix Texunonoruit (MHTYUT), 2016. - 368 c. -
Texct : anexrponssiii / IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/73732.html

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. ®omun JI. B. KommbiorepHbie cetn : ydeOHO-MeToAMYecKkoe mocobue. - Mocksa|bepnun:
Hupexr-Menua, 2015. - 66 c. - Tekcrt : anexrponnbii // ObC «YHUBEpcUTETCKass OMOIMOTEKA OHJIAWH»
[caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=349050

2. Ky3un A.B. Komnwlotepubie cetu : y4ebd. mocobue. - 3-¢ uzm., mepepad. u mom.. - M.: ®OPYM,
NHO®OPA-M, 2014. - 191 c.

3. Omudep B.I., Omudep H.A. Kommbrorepusie cetu. [IpWHIUIBI, TEXHOJIOTHH,IIPOTOKONIBI : Y4eo.
nmocobwue s By30B. - 2-¢ u3.. - CI16.u ap.: [Turep, 2005. - 863 c.

6.3 IHple HICTOYHUKHU:

1. ®enepanbuebiii mopran «Poccuiickoe odpazoBanue» - http://www.edu.ru/

2. Ilopran «['ymanutapHoe o6pazoBanue» - http://www.humanities.edu.ru/

3. ®enepanpHoe xpanwnuiie «EmuHas kommekmus 1UQPOBBIX  00pa30BATEIBHBIX  PECYPCOBY -
http://school-collection.edu.ru/

4. @enepanbHas coyx0a 1Mo Haa30py B chepe oOpazoBaHus U HayKH - http://obrnadzor.gov.ru

5. XKypnan «Bonpocsr oOpa3zoBanusy - http:// www.ecsocman.edu.ru/vo

7. MatepuaibHO-TEXHMYECKOe o0ecnevyeHue TUCIUILINHBL, IPOrpaMMHoOe o0ecneyeHue,
npogeccnoHalbHbIe 0a3bl JaHHBIX U HHPOPMALIMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jliis mpoBeieHUs 3aHATH 10 IUCHUIUIMHE HE00X0IUMO CielyIollee MaTepruaabHO-TEXHUYECKOe
oOecrieueHue: yueOHbIe ayqUTOPUHU I IPOBEACHUS 3aHATHI JIEKIIMOHHOTO ¥ CEMHUHAPCKOTO THUIIA,
IPYNIOBBIX U UHAWBUIYyaJIbHBIX KOHCYJIbTAlU, TEKYLIET0 KOHTPOJIS U MPOMEKYTOUHOM aTTeCcTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.



VY4eOHble ayTUTOPUN U MIOMEIICHHUS ISl CAMOCTOSTEILHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMHU 00yUeHHUsI, CITy>KalllUMHU JJIsl TIPeACTaBIeHUs yueOHoM nHpopManuu
OO0JIBIION ayTUTOPHH.

Jlist mpoBeeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0BaHUS,
o0ecreunBaIIfe TeMaTHYECKUE WILTIOCTpAUd (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).
CeteBoecoOopyI0BaHUE:!

MapmpyrtuzaropsiCisco 2801 - 6 .

KommyrtaropsiCiscoCatalyst 2960 - 6 mT.

Touxu nocryna LinkSysWRT54GL - 3 mr.

JluneH3noHHOE POrpaMMHOE 00ECIICUCHHE:
Omneparmonnas cuctema Microsoft Windows 10
Microsoft Office [Ipodeccronanbhsrii mioc 2007
Cisco Packet Tracer

Onepanuonnas cucrema "Ansr O6pazoBanue"
LibreOffice

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBIN Karajor DyHIaMEHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewynas  cuctema. —  URL:
https://biblioclub.ru
3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHast cucrtema. — URL:

https://www.studentlibrary.ru

4. Hayunas snexkrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru

5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas oubnanoreka. — URL: http://nlr.ru

7. llpesunentckas 6udnuorexa umenu b.H. Expiiuna. — URL: https://www.prlib.ru

8. Hayunas osmektponHas OubOnuoreka Poccuiickoit  akamemunm — ectecTtBo3Hanms. —  URL:
https://www.monographies.ru

9. OnekrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpenopaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pa30BaTEILHON CPEie YHUBEPCUTETA.



