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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-4 CriocoOHOCTh MOHUMATD 3HAYCHHE MH(HOPMAIIMK B PA3BUTHH COBPEMEHHOTO 00IIECTBa, MPUMEHSIThH
nH(pOpPMAITMOHHBIC TEXHOJOTHUH IS TIOUCKa B 00paboTKku nHpOopmMaIuu

I[IK-11 CrocoOGHOCT TPOBOAWTH JKCIEPUMEHTHI TIO 3aJaHHOM METOAuKe, O0OpabOTKy, OIEHKY
MOTPENTHOCTH U JIOCTOBEPHOCTH UX PE3YJILTaTOB

[ICK-1 CrtocoOHOCTh MPOBOANUTH aHAIN3 YIPO3 HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHOTO XapakTepa

1.2 Bunpl u 3a1aun po¢eCcCUOHATBHON NeITETBHOCTH 110 AUCIUTUIHHE:
- MPOEKTHO-TEXHOJIOTHYECKas

- cOOp W aHamM3 HCXOAHBIX MAHHBIX JJIS TPOSKTHPOBAHUS CUCTEM 3allUTHl HH(OpMAINH,
ompenelieHue  TpeOOBaHWW, CpPaBHUTEIBHBIA  aHANU3  MOJCHCTEM TI0  MOKa3aTessiM
nH(pOpMaITMOHHOM 0€30MTaCHOCTH

- IPOBEJICHHE TMPOEKTHBIX PACUYETOB 3JIEMEHTOB CUCTeM oOecredeHus HH(POPMAIMOHHON
0€e30IacHOCTH

- yyacTue B pa3paboTKe TEXHOJIOTUYECKON 1 IKCIITyaTallMOHHON JOKYMEHTAIH

- TPOBEJICHHE MPEABAPUTEIHLHOTO TEXHUKO-DKOHOMHYECKOTO 000CHOBAHMUS MPOEKTHBIX PAaCUETOB

- JKCIIEPUMEHTATBHO-UCCIIC0BATEIbCKAS

- cOop, M3yUYeHHEe HAYIHO-TEXHUIECKOW MH(POPMAIIHH, OTCUYCCTBEHHOTO M 3apyOE)HOIO OIbITa IO
TEMAaTHKE UCCIIEI0BAHN

- TPOBEICHKE HKCIIEPUMEHTOB 110 33JaHHOI METOAMKE, 00pabOTKa U aHAIU3 MX PE3yIbTaTOB

- HpOBeI[eHI/IC BBIUYUCIINUTCIIbHBIX 3KCHepI/IMCHTOB C UCIIOJIb30BAHUECM CTaH,Z[apTHBIX HpOFpaMMHBIX
Cpe/CTB

1.3 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH C(OPMUPOBAHBI CIICAYIOIINE
KOMIIETCHIUU:

O06001TIeHHBIEC TPYIOBEIC Kon n HaumMeHoBaHue
(yHKIMH / TPYAOBBIC komrtereHiu GI'OC BO,
(YHKIMY / TPYAOBBIC HIIH HEOOXOMUMOH IS 3HaHUSA U YMEHHsI, HEOOXOAMMBIC TSI JOPMUPOBAHHS
npodeccnoHaIbHbIC (hopMHpOBaHUS TPYIOBOTO TPYJOBOTO JICHCTBHS / KOMITETCHIINU
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBHUS
OIIK-4 CiocobHOCTh 3HaeT U MOHUMAET:
MMOHUMaTh 3HAYCHUC 3HAeT ¥ TOHUMAET: CYIIHOCTh M 3HAUCHHUE 0E30IaCHOCTH
MH(pOPMALMK B PAa3BUTHH WH(pOPMAITHOHHBIX TEXHOJIOTUH; OCHOBHBIC
COBPEMEHHOI0 O0IIECTBA, TEOpPETUYECKUE TTOJIOXKEHHUS WH(POPMATHKH; 00
NPpUMCHATD WHPOPMAITMOHHBIX ~ pecypcax  oOIecTBa; OCHOBHBIC
MH(pOPMALMOHHBIE MeTOmbl  00OOMICHMs,  BOCHPHSATHS W aHalW3a
TEXHOJIOTHHU JJI IIONCKA U | yH(pOPMALIHH, OCHOBBI MH(OPMAITIOHHOM u

06paboTky nHpopMALHH OoubmorpaUIecKol KYJIBTYphl; OCHOBBI peaiu3allun
WH(OPMAITMOHHBIX TEXHOJIOTHH; COBPEMEHHOE COCTOSHUE
YPOBHS W HANpaBICHUH pPa3BUTHS BBIYUCIHUTENBHOMN
TEXHUKH U TIporpammHoro obecneuenus [1K.

YMeer (criocoOeH IPOIeMOHCTPUPOBATH ):

VYMmeer (cmocoOeH NpoAeMOHCTPUPOBATh): PadOTaTh C
MPOTPaMMHBIMU CPEACTBAMH CHCTEMHOTO, MPHUKIAJIHOTO
W CIENUaJbHOTO Ha3HAa4YeHWUs; pelarbh CTaHAapTHHIC
3aJa4u npogeccHoHaTbHON JeSITeIbHOCTH c
npuMmenennem KT

Bnageer:

Brnaymeer: HaBbIKAaMH BBISIBIICHHS YTPO3 HH(DOPMAIIMOHHOM
Oc3omacHOCTH O00BEKTa W  OOCCIEYEeHHs  pekuMa
CEKPETHOCTH Ha OOBEKTE.




[NK-11 CnocobHOCTH
MPOBOAUTE SKCIICPUMEHTBI
O 33JJAHHOM METOUKE,
00paboTKy, OlEHKY
MOTPEIIHOCTH
JOCTOBEPHOCTH UX
pe3yNIbTaToB

3HAeT ¥ IOHUMACT:

3HaeT W MOHMMAET YIPO3bl 0€30MACHOCTH HH(POPMAITHH U
BO3MOXKHBIC METO/IbI TIPOTUBOACUCTBHS yrpo3aM Ha

OCHOBE  aHajW3a  CTPYKTYpBl W COJCpIKaHUS
WH(pOPMAITHOHHBIX MIPOIIECCOB 00BeKTa
nH(pOpMaTH3aITIH.

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):

VYmeer MNpOBOAUTL AHAJIMU3 MUCXOAHBIX JAHHBIX JIA
MNPOCKTUPOBAHUA TIMOACUCTEM W CPCIACTB obecreueHus

nH(pOPMAIIMOHHOW 0E30MacHOCTH H  y4acTBOBaTh B
MPOBEJACHUH  TEXHUKO-DKOHOMUYECKOTO  OOOCHOBaHUS
COOTBETCTBYIOLIUX MPOEKTHBIX PEIICHUM.

Bnaneer:

Brmameer HaBeikamMum  pabOTBI C  HOPMATUBHBIMHU
TIOKyMEHTaMH TP COTIPOBOXKICHUH aTTECTAIlUH OOBEKTa
nH(popMaTH3auu Ha MpeaMeT COOTBETCTBUSA

TpeOOBaHUSIM 3alIUTHI HHPOPMAIIHH;

IICK-1 CriocoOHOCTH
MIPOBOIUTH aHAJIU3 YIPO3
“H(OPMAITHOHHO-KOMMYHHK
AI[MOHHOTO XapaKTepa

3HaeT ¥ MOHUMAET:

3HaeT yrpo3sl UHGOPMAIMOHHO-KOMMYHHKAIIHOHHOTO
Xapakrepa: WHTEPHET-3aBUCUMOCTb, BPEIOHOCHOE
MPOrpaMMHOE 00€CIIEUCHNE, BRIMOTATEIICTBO U (PUIITUHT
B CETH WHTEPHET, WHCAW]l, HEKEIATCIbHBI KOHTEHT,

MaHHITYTHPOBAHHE CO3HaHUEM u JEHCTBUSIMU
MOJIb30BATENsl. 3HACT IEPBOOYCPENHBIC W JCTAIBHBIC
cpeacTBa 00pBOBI c
HHPOPMAITHOHHO-KOMMYHUKAITHOHHBIMU yrpo3amu
(mporpamMMHBIE,  OpPraHU3alMOHHBEIC,  FOPUAHYECKHE,
MICUXOJIOTUYECKUE U dTHUECKUE METOJBI).

YMmeeT (crocoOeH MPOoAeMOHCTPUPOBATH):

YMmeer TIPUMEHSTH METOIIBI OOpBHOBI c
MH()OKOMMYHHUKAITMOHHBIMHA YTPO3aMH. Cnocoben
MIPOBEPSTh  CcepTU(HUKATEI  ceTeBOH  0E30ImacHOCTH

COCJMHEHWS W PETHCTPAlMOHHYI0 HH(pOpMaIUo BeO
caiiTa. YMEET OIICHHTHh PEIyTaIlUIOCAUTOB, OJIOKHPOBATH

pekiaMy, BCIUIBIBAIOIIME OKHA, OaHHEpPHI W JpyTHE
He)XXeJaTeJIbHbIe OObEKTHI.

Bnaneer:

Brnageer HaBeikKamMm  pabOTBI ¢ TPOTpaMMHBIMHU
CpeACTBaMM AHTUBHUPYCHONW W KOMIUIEKC-HOW 3alllUThI,
POIUTETHCKOTO KOHTPOJIS, OnmoKMpOBaHUS

HCXKCIIAaTCIIBHOI'O KOHTCH-Ta

1.4 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-4 CrocoOHOCTh TOHUMATh 3HAYEHWE HMHQPOPMAIMA B Pa3BUTHU COBPEMEHHOTO
oOmmiecTBa, TPUMEHATH HWH(OOPMAIIMOHHBIC TEXHOJOTHH [JIi TIONCKAa W 00pabOTKH

nHpopmarun
Ne HaumenoBanue dopma oOyyeHus
/o VCLUUTLIAH
onﬂ G,Z[LéJ'ISIIOH_I;/IX Ounias
p (cemectp)
MEXIUCIUIUIMHAPHBIE T2 131415 e
CBSI3U
1 |ba3e! gaHHBIX + | +
2 |UudopmaTrka +
3 |KomneroTepHble ceTn + |+ |+ |+




IIK-11 CrniocoGHOCTH TPOBOAMTH SKCIIEPUMEHTHI 1O 3aJaHHON METOAHMKE, 00paboTKYy,
OLIEHKY MOTPEUTHOCTH U JOCTOBEPHOCTH UX PE3YJIETATOB

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIpENETAIOINX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBSI3H (cemect
p)
6
1 |TIpakTrka mo +
MOy YEHUIO
MIEPBUYHBIX
npodecCHOHATBHBIX
YMEHUH U HaBBIKOB

[ICK-1 CrocoOHOCTh MPOBOAUTH aHAIN3 YIpo3 WHPOPMALMOHHO-KOMMYHUKAITHOHHOTO
Xapakrepa

Ne HaumeHnoBanue ®dopma
n/m JUCLUIUINH, o0yueH
OIIpEESIOIINX ust
MEXIUCLUIUIMHAPHBIE | Oynas
CBsI31 (cemect
p)
7
1 | OkcmmyaTanoHHast +
NpaKTHKa

2. Mecto nucuunimnHbl B cTpykrype OIl 6akanaBpuara:

JuctumuinHa «be3onacHble HH(OPMAIIMOHHBIE TEXHOJIOTUI» OTHOCHUTCS K BapHaTHBHOM YacTH Y4eOHOro
rana OIT mo nanpasnenuto noaroroBku 10.03.01 - Madpopmanmonnas 6€30mMacHOCTb.

JuciunnHa «be3onacHbie ”HGOPMAIIMOHHBIE TEXHOJIOTHIY U3y4daeTcs B 6, 7 ceMecTpax.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 7 3.€.
Ounas: 7 3.e.

Bun yueOHo# paboThI (Bcgzii::%)
O0mast Tpy10éMKOCTb TUCHHUILIHHBI 252
Konrakthas pabota 112
Jlexmm (Jlextmm) 56
JlaGoparopnsie (J1ab. pab.) 56
CamocrostensHast padota (CP) 104
OK3aMeH 36
3auer -
3.2.Coznepkanue Kypca:
Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS




Jlex
805051

JIab

pao.

CP

O

6 ceMmec

Tp

HNuTepHeT-3aBucum
OCTb.

BelnonnHeHne
MPAKTHYECKUX
pabor.; 3amuTa
nabopaTopHOI
paboThI B
KOMITBIOTEPHOM
KJ1acce.

Bpenonocnoe
MpOrpaMMHOE
obecneuenue,
XaKUHT.

BelnonnHenue
MPAKTHYECKUX
pabor.; 3amuTa
nabopaTopHOit
paboThI B
KOMITBIOTEPHOM
KJ1acce.

BriMorarensCcTBO U
(UIIUHT B CETH.

3amura
nabopaTopHOit

paboThI B
KOMITBIOTEPHOM

KJ1acce.;

Brinonnenne
MPAKTHYECKUX
pabor.

Wucaiinepckue
aTakH.

3amura
nabopaTopHOit
paboThI B
KOMITBIOTEPHOM
KJ1acce.;
Brinonnenue
MPAKTHYECKUX
pabor.

HexenarennHbIN
KOHTEHT.

BelnonnHeHne
MPAKTHYECKUX
pabor.; 3amuTa
nabopaTopHOi
paboThI B
KOMITBIOTEPHOM
KJ1acce.

ManunynvpoBaHue
CO3HAHHEM U
JNEUCTBUAMU
MOJIb30BaTEIIs.
KubepOynmunr.

BelnonnHeHne
MPAKTHYECKUX
pabor.; 3amuTa
nabopaTopHOit
paboThI B
KOMITBIOTEPHOM
KJ1acce.




7 YpoBeHb 3HaHUN 00 3amura
MH(POPMALMOHHO-KO naboparopHoi
MMYHHUKAITHOHHBIX paboThI B
yrposax B 3146 KOMITBIOTEPHOM
MOJIOJICKHOU KJacce.;
rpynime. Beinonnenue

MPAKTHYECKUX
pa0or.
7 cemecTp

8 CrocoOHOCTE 3amnmra
MIPOTUBOCTOSITh nabopaTopHOi
nH(pOpPMAITMOHHBIM paboThI B
yrposam B 6 16| s KOMITBIOTEPHOM
MOJIOJICKHON KJ1acce.;
rpyIiIe. Brinonnenne

MPAKTHYECKUX
pabor.

9 MeTtoasr 60pbOBI C 3amnmra
MHTEPHET-3aBUCHUMO nabopaTropHOit
CTBIO. paboThI B

6 16| s KOMITBIOTEPHOM
KJ1acce.;
BelnonnHeHne
MPAKTHYECKUX
pabor.

10 MeTtoasr 60pbOBI C 3amnmra
BpPEIOHOCHBIMU nabopaTopHOi
porpaMmMaMu. paboThI B

6 | 6 | 1o | ¥oMmpoTEpHOM
KJ1acce.;
BelnonnHeHne
MPAKTHYECKUX
pabor.

11 MeTtoasr 60pbOBI C 3amnmra

(bumHrOM. nabopaTopHOit
paboThI B
6 | 6 | 1o | ¥oMmpoTEpHOM
KJ1acce.;
BelnonnHeHne
MPAKTHYECKUX
pabor.

12 MeTtoasr 60pbOBI C 3amnmra
HeXKeNaTeIbHbIM nabopaTropHOit
KOHTCHTOM. paboThI B

g | g | 1o | woMmBIOTEpHOM
KJ1acce.;
BelnonnHeHne
MPAKTHYECKUX
pabor.




13 Metonbt 60pb0BI ¢ 3amura
MaHUIYJIMPOBAHUEM naboparopHoi
CO3HaHMS U paboThI B
NeUCTBUAMU ) g | 8 | 1o | KommbroTepHOM
M0JIb30BaTENEH. KJ1acce.;

Brimonnenue
NPaKTUYECKHX
pa0or.

Tema 1. UnTepHeT-3aBucumocthb. (OIIK-4)

Jleknus.
NuTtepuer-3aBucumocTh. HaBs3unBbiii BeO-cepdunr. [Ipuctpactue Kk BUpTyaTbHOMY
obmenno. BupryanbHbie 3HakoMcTBa. HaBsizunBeie motpedHOCTH. ONIaCHOCTH HHTEPHET-
3aBUCUMOCTH JIJIs1 IIKOJIbHUKOB. UccienoBanue «Jletn onnaitny. ConuanbHbIe CETH - WILTIO3US
MOJIHOM 3aHATOCTU. UHTEpHET-3aBUCUMOCTh KaK YSI3BUMOCTbD IOJIb30BATEs MIEPE
MIPECTYNHUKAMHU. TUIIOBBIE IPUMEPBI PEATTU3ALNH YIPO3bI.

JlaboparopHbie padoThbI.
MOHUTOPHUHT IEWCTBHI MOIB30BATENSI C IIOMOIIBIO TPOTPAMMHOTO
nponykra HideTracev.

3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. IToaroroBbTE AOKIIAT B3aUMOCBSA3b HHTEPHET-3aBUCUMOCTH U MICUXUYECKUX 3a001eBaHUN
2. BeimenuTe OCHOBHBIC TUITHI MHTEPHET-3aBUCUMOCTH.
3. UeM rpo3uT 10aroe npeObIBaHUE B CETH.
4. HazoBuTe mpuMepbl peanu3alui HHQOPMAITMOHHBIX YTPO3, CBI3aHHBIX C HHTEPHET-
3aBUCUMOCTBHIO.
5. Kakue mporpaMMHBbIe perieHus MOKHO TTPEITIOKUTD ISl CHYDKCHHSI HHTEPHET-
3aBUCUMOCTH y JI€TEH, TOIAPOCTKOB U B3POCIIBIX JIFOAEH.

Tema 2. BpenonocHoe nporpammHuoe odecnedenne, xakuur. (IICK-1)

Jlexknus.
Onpenenenue Bupyca. [IpoGieMbl aHTUBUPYCHOH 3aIIUTHI HHPOpMaIu. Bupycsl 1 ux
knaccudukanus. Cpena oOUTaHUS U aJTOPUTMbI BUPYCOB. J[eCTpyKTUBHBIE BOZMOKHOCTH
BUpYyCOB (0e3Bpe/iHbIe; HEOMIACHbIE; ONIACHBIE BUPYCHI; OYEHb onacHble). [lomnmopduk-Bupychl.
[Tomamopdubie pacmmdposuuku. M3menenue BeimonHseMoro kona. Crenc-supychl. TpossHCKHE
nporpamMmsl. [IporpaMmbl IIMTHOHBL, TPOTPaMMHBIE 3aKIaIKU. Xakepckue yTHiauThl &quot;backdoor&quot;.
[Iporpammel- mmuoHsl. KnaBuarypHueie mmuoHbl. Mogenu nporpaMM-1mnuoHoB. [TporpaMmmubie
3aknaaku. IIporpammueiii mmuonax. Xakep. Xakepckas araka. XakHUHL

JlaGopaTopHbie padoThbI.
Hcnonws3oBanue miarnna 3amuthl McAfeeSiteAdvisor. KommiekcHas
cucTeMa 3amuThl —Avira Security Suite. AHTUBHPYCHOE ITporpaMMHOE perieHne Avast!
FreeAntivirus.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. IloarotoBbTe OKNAX O TEHACHIMAM Pa3BUTHS BPELOHOCHOTO IIPOTPaMMHOTO
obecrieueHus.
2. Beigenure oTaMYMUTENbHBIEC TPU3HAKN XaKePCKOM araku. Beiienure 0OCHOBHBIE 11€JIH
XaKEepCKUX aTak.
3. YeranoBuTe miarut 3amuThsl B Opay3epsl Google Chrome u Mozilla Firefox.
4. C noMouIplo IIaruHa 3aiuThl IPOCMOTPUTE OTUET O OE30MacCHOCTH BeO-caiTa.
5. IloBeauTe MONHOE CKAHUPOBAHUE CUCTEMBI. YCTAHOBUT BBICOKMI IIPUOPUTET IPOLIECCA
CKaHUPOBAHUS, 1151 OOHAPYKEHUSI BPEIOHOCHBIX MTPOrPAMM.



6. OcymecTBuTe LieneHanpaBieHHbIi ouck Rootkit.

7. Jlob6aBbTEe MEXKCETEBOM IKPaH B JOBEPEHHYIO 30HY AaHTUBHPYCHOTO PEIICHHUS.

8. Coznaiite HOBBIH MPOGUITb CKAHUPOBAHHUS TOJIBKO UCTIONHAEMBIX (DaiiIoB.

9. Hactpoiite cucremy antucnama. Co3naite NpaBuio yIaJIeHUs MUCEM, COEPIKAIIUX
BUPYCHI.

10. IIpoBenute ananu3 ucxozsmiero Tpaduka mo nporokosam HTTP, SMTP u UDP. B
cilydae 0OHapy>KeHUs yrpo3bl, 3a0I0KUPYITE TIOA03PUTEIbHbIE TAKETHI.

Tema 3. BoimorareabcTBo U ¢pumuHr B cetu. (IICK-1)

Jleknus.
BrimorarenscTBo. JKepTBbI BBIMOTATENbCTBA (TIOCETUTENN OpauHbIX OHJIAH-CAJIOHOB,
CaliTOB 3HAKOMCTB, MHTEPHET-CAJIOHOB, IOUCKOBBIX PeCypcoB). BriMorarenbscTBo u
BpEIOHOCHBIE (TposiHCKHE) porpaMMel. Trojan-Ransom. @umnar. dummmHroBas ataxa.
Phishing-araka ¢ ucrnons3oBanueM 3nekTpoHHON ouThl. Phishing Be6-caiiT. XapakTepucTuku
ANIEKTPOHHBIX MTUCEM 3JI0YMBIIIUIEHHUKOB. XapaKTePUCTUKU HEJIETUTUMHBIX BeO-CaiiToB.
XwuieHne KOH(QUIEHINAIbHbIX JaHHBIX.

JlaboparopHbie padoThbI.
Pabota c pacmmupenuem miisa 6paysepa — pummar dunstp. [IpoBepka
perucTpanoHHol nHpopMaIu ¢ nomouipio ciayx0sr WHOIS.

3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. IloaroToBbTe TOKIAA O TEHACHIMSIM Pa3BUTHS BHIMOTATEIbCTBA B CETH.
2. Boigenure cnioco6bl IPOHUKHOBEHHS POTpaMM-BbIMOTaTelNiel B yCTPOMCTBO
nosb3oBatens. ChopMupyiiTe OCHOBHBIE MEPBI MTPEAYTIPEKACHUS 3apaXKSHUS
IIPOrpaMMaMU-BbIMOTaTEIISIMH.
3. Beigenute, 94T0 HEOOXOAUMO JI€JIaTh €CTh BBl BCE JKE€ CTAJIH KEPTBOM MOIICHHUKOB.
4. [loBenure aHanu3 copepkanus GUIIMHTOBBIX cooOmeHunit. CoznaiiTe npaBuia st
TUHAMHYECKUX YEPHBIX CIIMCKOB.
5. BegenuTe sTansl GUITHHTOBBIX aTak.
6. YcTaHoBUTE paciupeHue B Opaysepbl 11st 00pbObI ¢ (PUIIMHTOM.
7. [IpoBepsre padboTy GUIHUHT GUIBTpa MO OJIOKUPOBAHUIO CAMTOB — UTPOBBIX,COITMATBLHBIX
CeTel, pa3BJeKaTeIbHBIX, HOBOCTHBIX, TEMATHUECKUX, BUICO-CATOB, 00pa30BaTeIbHBIXU
T. 1.
8. Haiigure perucrpaioHHy0 HH(GOPMAIIHIO IS UTPOBBIX, COIUANIBHBIX CETEH,
pa3BieKaTeNbHBIX, HOBOCTHBIX, TEMAaTHUECKHX, BUAECO-CAITOB, 00pa30BaTEIbHbIX U T.
n.caitoB. [Ipoananu3upyiite moryuyeHHy0 HHPOPMAIHUIO.

Tema 4. Uncaiinepckue araku. (IICK-1)

Jlexknus.
Onpenenenue nacaiiaa. Jloctyn k KoHQpUISHIMATBHON HHOpMay. XanaTHbINA
nHcainep. Manunynupyemsiii nacaiiaep. O0mxeHHbIN nHcaaep. HenosmpHbIi nHCARIED.
[ToapabarsiBaronuii uHcaaep. BHenpenHblil HHCalaep. AHATUTUYECKUE TaHHBIE OT YTEUKH
MH(pOPMALMU B KOMIIAHUAX M OpraHu3anusax. BeiBoa koprnopatuBHON HHpOpMAIUK 13
BHYTpPEHHEH KOMIbIOTepHOI ceTu. [Ipobiema ncnonb30BaHust COLMATIBHBIX CETe U MOOUIBHOM
CBsI3U Ha pabouyeM MecTe. DUHAHCOBBIE MOTEPH, CBSI3aHHBIE € 3aTPaTaMU Ha JIMKBUAALIUIO
nocnencTBUi HapyeHuil. M3nep:kku Ha cOOMIOeHIE TPABOBBIX HOPM.

JlaGopaTopHbie padoThbI.
[Touck u GnokupoBaHue KOH(UACHIUAIBHBIX TaHHBIX HA OCHOBE
nporpamMmmHoro pemenus DLP Lite.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.



1. CocTaBbTe IPOrHOCTUUYECKUM MOPTPET 3JI0YMBIILIEHHUKAa-UHCalepa.

2. [Ipoananu3upyite MEPOBYIO M POCCUIMCKYIO TIPAKTUKY TI0 OOHAPYKCHHIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTH XaJIaTHOTO MHCANEpa.

3. [Ipoananu3upyiTe MUPOBYIO M POCCUHUCKYIO TIPAKTHKY TI0 OOHAPYKCHHUIO U
MPUBJICUYCHUIO K OTBETCTBEHHOCTH MAHUITYJIUPYEMOT0 HHCAKIEpa.

4. TIpoananu3upymTe MUPOBYIO M POCCUIMCKYIO TIPAKTUKY TI0 OOHAPYKCHHUIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTH OOM>KEHHOTO MHCAKIEpa.

5. [Ipoananu3upyiiTe MUPOBYIO M POCCUHMCKYIO TIPAKTHKY TI0 OOHAPYKCHHIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTHU HEJIOSJIBLHOTO MHCANIEPA.

6. [Ipoananu3upyiiTe MUPOBYIO M POCCUHMCKYIO TIPAKTHKY TI0 OOHAPYKCHHUIO U
MIPUBJICUCHUIO K OTBETCTBEHHOCTH MOJIpabaThIBAIOILIETO HH A Iepa.

7. [Ipoananu3upyiTe MUPOBYIO M POCCUUCKYIO TIPAKTUKY TI0 0OHAPYKCHHIO U
MPUBJICUCHUIO K OTBETCTBEHHOCTH BHEJIPEHHOTO MHCailaepa.

8. Ha ocHoBe mipoBeieHHOTO aHann3a chopMyTUpyHTE OCHOBHBIE MEPHI 3aIITUTHI.
9. Ha npumepe opranuzanuu (KOMIaHUU) NPOAHATU3UPYUTE BUABI JAHHBIX, KOTOPbHIE
HanOoJiee MOIBEPIKEHBI YTeUKe HH(POPMAIIHH.

Tema 5. HexxenareabHblii KOHTeHT. (IICK-1)

Jlekuus.
HexenarenpHbiili kKoHTeHT. KoHTeHT. KOHTEHTHBIE pricku. HerarnBHble KOHTEHTHBIE
MaTepuaibl: HE3aKOHHbBIE 1 HedTUUHbIe. HeatnuHas u BpenoHocHas nnpopmaius. KOHTEHT kak
CPEICTBO MAaHUITYJIMPOBAHUS CO3HAHUEM Pa3IMYHBIX Ipynn Jirofei. [loreHunanbabie yrpo3bl
MIPU CTOJIKHOBEHUHU JIETEH U OJPOCTKOB C HEXKEIATeIbHBIM KOHTEHTOM.

JlaGopaTopHbie padoThbI.
Hcnonb3oBanue ¢pummar-¢puinsrpa WOT (WebofTrust).

3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.
1. IToaroroBbTe AOKIAM HA TeMy « KOHTEHT Kak cpefCcTBO MAHUIYIMPOBAHUS COZHAHUEM
Pa3IMYHBIX TPy MOJIb30BATEIEI.
2. Beigenure, 4TO OTHOCUTCS K HE3aKOHHOMY KOHTEHTY. Kakue Mepbl He00X01umMo
IIPUMEHSATH K CO3/1aTENsAM U PACIPOCTPAHUTEISIM HE3AaKOHHOTO KOHTEHTA B CETH
HNutepHer.
3. BriienuTe OCHOBHBIE KATETOPUU HEATUYHOTO KOHTEHTA JJIs1 Pa3JIMYHBIX BO3PACTHBIX
rpyImmn nonb3oBaresneid. Ha ocHoBe aHanu3za copMmynupyiiTe TMHAMUYECKUE CITUCKU
HEXKEJATEIbHbIX JUIs IOCEIICHUS CalTOB.
4. YcraHoBUTE TUTarvH B Opay3epbl sl OJTOKHMPOBAHUS HEXKEIATEIIBHOTO KOHTEHT.
5. [Ipoananu3upyiite penyTaruio psjaa UTPOBBIX, HH()OPMAIIMOHHBIX, HOBOCTHBIX,
PETHOHANBHBIX, TEMATUYECKUX, BUJICO-CANTOB, COIUAIBHBIX U 00pa30BaTEIbHBIX CAUTOB.
6. OTKOPPEKTHPYHTE PEIyTaLUIO PsAJia CAUTOB ¢ TOMOIIbI0 pummmHTr-GunsTpa WOT
(WebofTrust).
7. Kakx MO’KHO TIO/ITacOBaTh PEIyTalNI0 BeO-cailTax.

Tema 6. ManunyjupoBaHue CO3HaAHMEM U JAeilcTBUAMU nosb3oBaressi. Kuodepoyunr. (IICK-1)
Jlekumus.
Touku Bo3aeicTBus. JlomorarensctBo. [IpecnenoBanue. bolkoT. ManunynupoBaHue.
He3akoHHBIN KOHTAKT U CEKCyallbHasl SKCIuTyaralus pedenka. [lonarue kubepOyuIHT.
KubGepnpecnenoBanue B corayibHbIX ceTsx. [IyOnukanust yHU3UTENbHBIX MaTepUasoB.
Komnpomerarusi B3moMaHHbIX npoduiei 1 IHTepHET-pecypcoB KepTBBI.
JlaGopaTopHbie padoThbI.
3anpeT NoceLeHUs HEJKENaTeIbHbIX KaTErOpruil CAliTOB € TIOMOILBIO
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OeNbIX WM AMHAMUYECKHUX YEPHBIX CIIUCKOB MTOCPEICTBOM IMPOTrPAMMHOTO TPOIYKTa
KidsControl.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. [ToaroroBbTe noknan Ha TeMy «HoBble mpruemMbl MaHUIYJIMPOBAHUS CO3HAHUEM U
neiictBueM uenoBeka yepe3 MHrepHert, conpanbhblie cetu U BED 2.0».
2. Boigenute OCHOBHBIE MPU3HAKY MAaHUITYTMPOBAHMS COZHAHUEM U JIEHCTBUSAMU
nons3oBareneit. ChopMynupyiTe OCHOBHBIE CIIOCOOBI POTHBOACHCTBUS
MaHUIYJIUPOBAHHUIO.
3. BeigenuTe Bo3pacTHbIE TPYIIIBI, KOTOPhIE OOJbIIIE TOBEPKEHBI TPABIIE B CETU
HNuTtepHer.
4. Ilepeuncnure OCHOBHBIE METO/IbI HAIAJEHMSI 110 CXEME KNOepOyIInHra.
CdopmynupyiiTe mpaBuia Mo ONPEIEICHUIO TAKOTO OHIATHS KaK «KHOEepOYJIITMHTY B
cetu MHTEpHET.
5. Ycranosute nporpammusiii mpoaykt KidsControl. O6ecnieusTe 3amuTy CBOETO
MIEPCOHATILHOTO KOMITBIOTEPA OT KUOEpOYJUIMHTA € TIOMOIIBIO TAHHOTO IMTPOrPAaMMHOTO
pelIeHuS.

Tema 7. YpoBeHb 3HaHMIT 00 HHPOPMALMOHHO-KOMMYHHUKALMOHHBIX YITPo3ax B
Moaoaexnon rpynne. (OIIK-4)

Jlexknus.
O030p AUTEpaTYPHBIX JAHHBIX U MaTepuaioB LleHTpa KoMIbIOTEpHO Ge30macHOCTH
TI'Y umenu I. P. Jlep>kaBuHa 00 akTyaTbHOM ypOBHE HH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
yIpo3 [UIsl II0JIb30BaTeNs

JlaGopaTopHbie padoThbI.
Pa3paborka ankeTsl B 00mactu 6e3omacHbix UKT.

3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Ipoiitu 610K aHKETUPOBaHUE «AKTYyaJIbHOCTh BUPYCHOM aTaku Juist Bamrero 11K,
CriocoOHOCTh MPOTUBOCTOSATH YTPO3€. YPOBEHb 3HAHUIY.
2. Ilpoiitu anketupoBaHue «Kak yacto Bbl cTanknBaguch ¢ HEXENATEIbHBIM KOHTEHTOM B
CETU. YPOBEHb 3HAHUI».
3. Ilpoiitu anketupoBanue «Kak yacto Brl crankuBanucs ¢ pummurom? YpoBeHb
3HAHUI.
4. Ipoiitu anketupoBanue «llonBepsxeHsl 1 Bel MaHUTY ISIIMAM B MHPOPMAITIOHHON
chepe? YpoBeHb 3HAHUINY.
5. Ilpoittn anketupoBanue « IHTEpHET-3aBUCUMOCTD. YPOBEHb 3HAHUI».

Tema 8. Crnoco0HOCTH NPOTHBOCTOATH HHPOPMALMOHHBIM YIPo3aM B MoJioae;kHoi rpynme. (OITK-4)
Jlexknus.
O030p AUTEpaTYPHBIX JAHHBIX U MaTepHuaioB LleHTpa KoMIbIOTEpHO Ge30macHOCTH
TI'Y umenu I. P. Jlep>kaBuHa 0 CIIOCOOHOCTH Pa3IMUHBIX TPYIII MTOJIH30BATENICH TPOTUBOCTOS T
MH(POPMALMOHHBIM yTPO3aM.
JlaGopaTopHbie padoThbI.
Pa3paborka ankeTsl B 00mactu 6e3omacHbix UKT.
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Ipoiitu 610K aHKETUPOBaHUE «AKTYyaJIbHOCTh BUPYCHOM aTaku Juist Bamiero 11K,
CriocoOHOCTh MPOTUBOCTOATH YTPO3EN.
2. Ilpoiitu anketupoBaHue «Kak yacto Bbl cTaaknBagIuCh ¢ HEXENATEIbHBIM KOHTEHTOM B
cetd. CIOCOOHOCTh MPOTUBOCTOSITH YIPO3E.
3. Ilpoiitu ankerupoBanue «Kak yacto Brl crankuBanuck ¢ pummnarom? CriocoOHOCTh
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MIPOTUBOCTOSTH YIPO3EN.
4. Ipoiitu anketupoBanue «Ilogsepsxens! a1 Bel Manumynsuusm B uHGOpManOHHON
ctepe? CocoOHOCTh TPOTUBOCTOSTH YTPO3EY.
5. IIpoiitn anketupoBanue « MHTEpHET-3aBUCUMOCTh. CIIOCOOHOCTH IPOTUBOCTOSITH
yIrpo3e».

Tema 9. MeToanl 00pb0ObI ¢ UHTEPHeT-3aBUCHMOCTHI0. (ITK-11)

Jlexknus.
Mertoas! 60pb0BI C HHTEPHET-3aBUCUMOCTHIO0. [Icixonmornyeckuii moaxox.
[Iporpammublii moaxon.OCHOBHBIE TTPAaBUIIA, MTO3BOJISIIONINE CHU3UTH 3aBUCUMOCTD
nosb3oBateneil. boppba ¢ «perKoBBIMI» HOBOCTSIMHU.

JlaGopaTopHbie padoThbI.
brokupoBanue pexiaMbl U HeXKellaTeIbHbIX 00bEKTOB Ha BEO-
CTpaHHULaX C MOMOIIbIO YTUINTH Adguard.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. [loaroroBbTe noknan Ha TeMy «MIHTEpHET-3aBUCUMOCTS - Tpo0JieMa COBPEMEHHOTO
o01ecTBay.
2. Boigenure MeTonbl 00pbObl ¢ MHTEPHET-3aBUCUMOCTBIO, M KAKOH XapaKkTep OHU HOCHT.
3. Chopmynupyiite npru3HaKK PaCIO3HAHUS MHTEPHET-3aBUCHMBIX I0JIb30BaTENIeH CeTH
WuTepHet. BeinenuTe Bo3pacTHbIE TPYIIIBI TOJIB30BATENEH, KOTOpPBIE OOJIbIIE
MOABEPKEHBI TAHHOMN yrpo3e.
4. Ilepeuncnure NCUXOIOTUYECKUE METOBI IPEOIOJIEHHUSI HHTEPHET-3aBUCUMOCTH.
BoraenuTe myTy pelieHUs1IaHHOM 3aBUCUMOCTH Yy pPa3HbIX IPYIII I10JIb30BATENEN CETH
HNuTtepHer.
5. IlepeunciuTe NporpaMMHOE PELIEHUE, TO3BOJISIONIEE CHU3UTh HHTEPHET-3aBUCHMOCTD.
6. YcranoBute yruiuty Adguard. C momMoIpio JaHHOW YTUIIUTBI OTKIIOUUTE (DUIBTPALIIIO
«[Tone3Hoii pexksiaMbl», SKCIIOPTUPYHTE CIIMCOK CAMTOB MOJIB30BATEILCKOTO (PHIIBTPA,
3aMpeTUTE 3arpy3Ky UCIOIHIEMBIX (ailyioB, OrpaHnYbTe BpeMsi paboThI MOJIb30BaTeNs B
cetu MHTEpHET.

Tema 10. Metoan! 00ps0bI ¢ BpenoHocHbIMHu nporpammamu. (IIK-11)

Jlexknus.
MeTonbl 0OHapy>KeHUs U yIaJICHHsI KOMITBIOTEPHBIX BUpYcoB. [Ipodunakrrka
BHUPYCHOTO 3apa)X€HHsI U yMEHbIIIEHUE npeAnonaraemoro ymepoa. [lpodunaktika BUpycHOro
3apakeHHs U YMEHbILIEHHE MperonaraeMoro ymep6oa. Vcronb3oBaHue crenuaaIn3upoBaHHbIX
nmporpaMM. AHTUBUPYCHbBIE IPOTPaMMHBIE CPEICTBA. AHTUBUPYCHBIE IPOTPAMMBI.
KomrmnekcHbie cpeacTBa. MeToanKa HCIOIb30BaHUs aHTUBUPYCHBIX mporpamm. [Ipodunakrrka
3apakeHus koMIibiorepa. OCHOBHBIE MTpaBuiia 3auThl. [Ipobiaema 3amuThl OT BUPYCOB.
BoccranoBnenue nopaxeHHbIX 00beKTOB. [IpOrHO3bI pa3BUTHSI BPEIOHOCHBIX ITPOrpamMM U
anTuBupycHoro [10. PEUTUHT aHTUBUPYCHBIX TPOTPAMMHBIX CpeacTB. [Iporuo3sl pa3BuTHs
CPEACTB MPOTUBOACHCTBHUS.

JlaGopaTopHbie padoThbI.
KommnekcHas cucrema 3ammutei—OutpostSecuritySuitePro.
AHTHIITIHOHCKOE porpaMMHOe obecnieuenne Ad-Aware Pro. AatuBupyc Kacnepckoro s
Win-dows. AutuBupyc Dr.web nist windows. AHTHBHpPYCHOE ITPOrpaMMHOE 0OecIieueHne
Kaspersky Internet Security

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. Knaccudunupyiite aHTUBHPYCHBIE TPOrPaMMHBIE CPE/ICTBA.
2. ChopmynupyiiTe IpOTHO3HI Pa3BUTHS BPEAOHOCHBIX MPOTPAMM U aHTUBHUPYCHOTO
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IIPOrPaMMHOTIO PELICHHUS.
3. [Ipoananu3upyiiTe peHTHHT aHTUBUPYCHBIX POTPAMMHBIX CPE/ICTB.
4. IlpennoxuTre npaBuiia 3alUThl OT BUPYCHOT'O 3apa)KCHUs U YMEHbIICHUS
[penoaaraeMoro yuiepoa.
5. Ilepeuncnute TEXHUYECKHE METOIBI OOPHOBI ¢ BPEAOHOCHBIMH IIPOTPaAMMaMHU.
6. B aHTUBUpYCHOM pellieHue HACTPOMTE KypHasl COOBITHH JIsl aHaIn3a NepeJaHHbIX
naketoB TCP/IP.
7. 3anpeTuTe MPUIOKEHUSIM BBIIOJIHATH JTI0ObIE CETEBbIE OTEPAIlIH.
8. Co3maiite mpoduis MPOBEPKH TOJIBLKO CUCTEMHOM MaMsTH U mporeccoB. [locTaBwre,
YTOOBI OH BBINIOJHSUICSA KaXKIbIH pa3 MpH 3aycKe KOMITbioTepa. UTo BBIMOIHS?
9. 3amuTUTE OT YTEUKU HOMEP Balllel KPEAUTHOM KapThl U IApOJIb BXO/1A B CUCTEMY.
10. 3abn0KupyiTe JOCTYII K BallleMy KOMIIBIOTEPY JH000MY KOMIbIOTEpY U3 ceT. Co3maiite
HU3KOYPOBHEBOE MpaBuiIo Oiokupytomiee Tpaduk ¢ ynanennoro UDP nopra.
11. 3anperuTte nepenady naposis Ha BCe CallThl, KpoMe www.google.ru.
12. TIpockanupyiite JIOKaIbHOE CETEBOE OKpy)KeHue. 3abnokupyiite Bce [P-anpeca na 30
MUHYT.

Tema 11. Metoanbl 60pb0ObI ¢ pumunrom. (IK-11)

Jlekumus.
OpranuzaioHHbIE MEpPbI TPOTUBOICHCTBUSI MOIIIEHHUYECTBA B ceTH MHTEepHET.
Pab6ota B cetn UnTepHeT. MeToapl NPOTUBOACHCTBUS PECTYIUICHUSM B 3JIEKTPOHHON
koMMepiuH. Henunrensnonnoe nporpammuoe odecrederrie. @opmbl aBTOPU3ALUH.
Kondunennumanpaas nuaopmanus. Uaearudukanronusie nanasie. [Ipeaynpexaenus opaysepa
o npobneMax ¢ cepruduxkaroM. MeTobl NPOTUBOIEHCTBUS IPECTYIUICHUSM B JIEKTPOHHOMN
xommepuun. Hanéxusie Toproseie miardopmel. Peructpanuonnas nadopmanus 00 HHTEpHET-
nomene. Ceprudukar ceTeBoi 6€30MacHOCTH. AHTHBUPYCHOE pemienne. HTepHeT-
obo3peBarenb. QUITHHT-PUIBTP.

JlaGopaTopHbie padoThbI.
ITpoBepka cepTudukara ceTeBoil 6e30macHOCTH.

3aganus 1J151 CAaMOCTOSITEJIbHOM PadoThI.
1. Ilpoananu3upyiite Mepsbl, MO3BOJISIOLINE YCIIEIIHO MPOTUBOCTOATH (PUILIMHTOBBIM
arakam. [lepeuncnure nporpaMMHbIe MEpbl TPOTUBOJACHCTBUS (PUILIKHTY.
2. Beienure conuanbHble, OpraHU3allMOHHbIE MEPbI IPOTUBOACUCTBUS (DUILIUHTY.
3. [lepeuncnute METO/IbI MPOTUBOICHCTBUS IPECTYIUICHUSM B JIEKTPOHHON KOMMEPLIUH.
4. ITpoBepbTe cepTUUKATHI CETEBON 0€30MaCHOCTH Y Psijia UTPOBBIX, HH()OPMAIIMOHHBIX,
HOBOCTHBIX, PETHOHANIbHBIX, TEMaTUUYECKUX, BUJIEO-CAUTOB, COLIMAILHBIX U
oOpa3oBarenbHbIX caiToB uepe3 Opaysepsl Opera, Google Chrome, Mozilla Firefox.
[Tpoananu3upyiite Moy4eHHYO HH(OPMAIIHIO.
5. BeigenuTe HaZie:)KHbIE TOPTOBBIE TUIAT(QOPMBL.

Tema 12. MeToasl 60pb0bI ¢ Hexkes1aTeabHbIM KOHTeHTOM. (ITK-11)

Jlexknus.
OpranuzannorabieMepbioopsObl. [Inarunsl u qononaenus: WOT (WebofTrust),
AdblockPlus, PublicFox, FoxFilter. [TouckoBsiecuctemsl. Crieriann3npoBaHHbIE PECYPCHI.
IOpunnueckue mexanusmsl. HexenarenbHas nHGpopMarys. MOHUTOPUHT JAeicTBUI
nosib3oBaresisa. HagexHbpie MeToIbl 3auThl. TeXHOMOTUsT (GUITBTPAIK CANTOB.
WNurerpupoBannbiepenienns. GunbTpaliiiHeraTiBHOTOKOHTEHTA. KOMILIEKCHBIE TPOAYKTHI JIst
3aIUTHI JOMANTHUX KoMIbIoTepoB. Bed —buisrper: CyberPatrol, CyberSitter,
ChildWebGuardian, NetNanny. ®@unbTpaius KOHTEHTa Ha YEThIPEX YPOBHSX: OHJIANH



cooOmiecTBo, mpoBaiiiep, o3 B THTepHET 3amuniaeMoil ceTH, KITMeHTCKask CTaHLusl.
JlaGopaTopHbie padoThbI.
YcraHoBKa M HacTpoika pacimupenus ams opaysepa AdblockPlus.
Pacmpenus mist 6paysepa FoxFilter. Bed —punbrp CyberPatrol. bnokupoBanue 3arpy3ku u
M0Ka3a JIEMEHTOB BeO-CTPaHHII.
3aganus AJ151 CAMOCTOSITEJIbHOM PadoThI.
1. [ToaroToBETE MOKIAT O METOJaX OOPHOBI C HEIKEIATEIBHBIM KOHTEHTOM. Beiienure
CTeMATM3UPOBaHHBIC PECYPCHI, TPEIOCTABISIONINE HHPOPMAITUIO O METOIaX OOPHOBI C
HEXKeNaTebHBIM KOHTCHTOM.
2. [lepeuncnure PUAMIECKUE MEXaHU3MBI HEXKEIATEIILHOTO KOHTEHTA.
3. [lepeuncnuTe OpraHU3alMOHHBIC U TEXHUYECKUE METO/IbI OJIOKUPOBAHUS
HE)KEJIaTeIbHOTO KOHTEHTA.
4. YcraHoBUTE TUTarvH B Opay3epbl st OJTOKHMPOBAHUS HEKEIATEIIHBHOTO KOHTEHT.
5. YcranoBute pacmmpenus s opayzepoB AdblockPlus.
6. Co3naiiTe CIMCOK CAaiTOB C JIOIyCTUMOMN pEKIIaMOi IOCPEICTBOM OTIIPABKH 3arpoca
paspabotuuky AdblockPlus.
7. [lpennoxure cnocod MpOCMOTpa CANTOB C HABSI3YMBON PEKIIAMOH MOCTIe YCTAaHOBKH B
opay3ep AdblockPlus.
8. CocTaBbTe CIMCOK KOMIUIEKCHBIX MTPOAYKTOB JIJISl 3aIIUTHI JOMAIIHUX KOMITBIOTEPOB.
9. IlpoBeprTe GUIBTPAINIO KOHTEHTA Ha YETHIPEX YPOBHSX: OHJIAIH COOOIIECTRO,
IIpoBaitep, 1u03 B IHTepHET 3alumaeMon CeTH, KIMEHTCKAas CTAHIIMS.

Tema 13. MeToabl 60pb0bI ¢ MAHUITYJIMPOBAHUEM COZHAHUSA U AeHCTBUAMU
nojab3oBareei. (IIK-11)

Jlekumus.
MeTtoapl 00pbOBI C MAHUTTYJTUPOBAHHEM CO3HAHUS U ACHCTBUSMH IOJTH30BATEIICH.
KOpunnaeckuii mexaamsm. CO0p moKa3aTebHOM 0a3bl. YTOIOBHBIN U aIMUHUCTPATHBHBIN
koziexc. HaGop mpaBuit Asisl MIKOJIBHUKOB U MOJIPOCTKOB. TeXxHUYecKrne MeToAbl 00pHOBI ¢
MaHUITYJIMPOBAHUEM CO3HAHUS MOJIb30BaTeNIeh. 3aluTa OT KOMMYHUKAILIMOHHBIX YIPO3.
[Tcuxonornyeckre 0coOEHHOCTH peOeHKa. DTHUYECKOE IMOBEICHNE B CETU. ATPECCUBHBIE U
HeratuBHbIe pecypchl. Crienuaan3upoBaHHOE MporpaMMHoe obecriedenue: &quot;Ponurenbekuit
KoHTpoab&quot; u &quot;CemeitHas 6e3onmacHoCcTR&quot;. JleTckuii 6paysep.

JlaboparopHbie padoThbI.
3amuTa OT KOMMYHHUKAIIMOHHBIX YTPO3. DTHUYECKOE MOBE/ICHUE B
cetu. Pabora ¢ BeO-punsrpom «uTepHeT-Lien3op». Ponutensckuit koHTpos. Cemelinas
6e3omacHOCTh. JleTckuii 6paysep.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. I[lepeuncnure cepBUCH U TEXHOIOTHH, KOTOPbIE MOXKET MCIOIb30BAThH 3JI0YMBIIIIEHHUK
JUTSl MAaHUTTYJTUPOBAHUSI IEUCTBUSIMU TOJIb30BATEIIS.
2. Beinenute ¢ dhekTuBHBIE METOABI B 00pb0E ¢ MAaHUTTYISITOPAMH.
3. 3aKOHCHEKTUPYUTE MPOTrPaMMHBIE POAYKTbHI, KOTOPHIE MOKHO MUCIIOIB30BATh ISl
OJOKMpPOBaHUS «KHOEPXYJIUTaHOBY». Briienure Bo3pacTHbIE TPYIIIbl, KOTOPBIE OOJIbIIE
MOJIBEpKEHBI TpaBiie B cetu HTepHeT.
4. Tlpoananusupyite paboTy mporpaMmmMHoro ooecnedenus &quot;Poautenbckuii KOHTpOIb&quOt; 1
&quot;Cemeitnas 6e3onmacHoctr&quot;. [lepeuncianre Hanboaee F3pPeKTUBHBIE Opay3epsl s JETEH.
5. Cdopmupyiite HaOOP MpaBUII MOJI30BAHUS HHTEPHET peCypCcaMu Ui IIKOJIbHUKOB U
MIOJPOCTKOB.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHbIE CPEICTBA



4.1. Pactipenenenue 0amios:

rocemaemMocts — 10 0ayuioB

TEKYIHI KOHTPOJIb — 78 6aioB

6 cemecTp

KOHTPOJIBHBIEC CPE3bI — 2 cpe3a Mo 6 0aIoB KaXK bl

npeMuanbHbie 6amsl — 20 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertoauka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpois | Oamios
/ cpe3sl
1. |HMurtepHer-3aBuc | Brinosnxe 6 [IpakTrueckue pabOTHI BHITIOTHSIIOTCS
HWMOCTBb. HUE CaMOCTOSITETIFHO WJIM B MAJIOH TPyTITIe
MIpaKkTH4eC (2-3 crynenTa) Ha 00OPYIOBAaHUH WUITH
KHX KOMITBIOTEPHBIX KJIACCaX MO TEKyIIEMY
paboT. paszeny Uil TeMbI TUCITUTLTHHBL
OcHOBHBIE Ka4eCTBa BHITIOJTHEHHOTO
MPAKTHYECKOTO 3aJaHHsl TTOIJIeKAIIEeTO
OIIEHKE: MOJTHOTA ¥ TOYHOCTH
BBISIBIICHUS XapaKTEPUCTHK;
OPUTHHAJIHHOCTH IPAKTUIECKOTO
pelIeHNsT; TOTHOTA TOCTUTHYTHIX
MoKa3arenei; 1eTaIbHOCTh ONUCAHUS U
HaIJBITHOCTH CXEM U aJITOPUTMOB;
HaJIMYUE TECTOBBIX MPUMEPOB,
Ka4eCTBO pabOTHI.
3ammra 6 JlaGopaTopHbie paObOTHI BEITOTHSIIOTCS
naboparop 10 TEKYIIEMY pa3Jelry WU TeMbI
HOU UCLIAIIIINHEL.
paboTHI B 6 OamtoB — 1aboparopHas padbora
KOMITBIOTE BEITIOJTHEHA B TIOJTHOM 00BEME, CTYIACHT
pHOM cBOOOTHO BJa/IeeT MaTEpUajIoM,
KJacce. JIEMOHCTPHpPYET TITyOoKHe,

CHCTEMaTH3UPOBAHHBIC 3HAHUS,
CBOOOJIHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS POQEeCCHOHATHHYIO
TEPMHUHOJIOTHIO.

3 Oayura — maboparopHas pabora
BBITTOJTHEHA, HO HMEET HEKOTOPhIC
HETOYHOCTH BBITIONIHEHHUSI, CTYJCHT
BJIaJIeeT MPE/ICTABICHHBIM MaTepHaoM,
OTBEUAET Ha 3aJJaHHbIC BOMPOCHL.

1 6amn - maboparopHas paboTa B

TIEJIOM BBITTOJTHEHA, OJTHAKO B ITPOIecce
BBITIOJTHCHUS J1Ta00paTOpHOU pabOThI
JOTYIIICHBI CYIIEeCTBEHHBI OIIHOKH,
CTyACHT cnabo BiajneeT nHPpopMarpen
MO TeMe, TIPH OTBETE HCIOIB3YET
3aroTOBIICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Bpenonocnoe

IporpaMMHOE

obecreueHue,
XaKHHT.

Brimonne [IpakTudeckne paboThI BBITOIHSIIOTCS
HUE CaMOCTOSITETILHO WM B MaJIOW TPpyIIIe
MIpaKTHueC (2-3 crynenTa) Ha 000pPYIOBaHUM WIIH
KHX KOMIIBIOTEPHBIX KJ1accax MO TEKyILIEeMy
paboT. pas3zenny Wik TEMbl TUCIUILUIHHBL
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUIECKOTO 3a1aHHs MOAJICKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
noKasaresneil; 1eTaJbHOCTh OIMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHEe TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
3amura JlaGoparopHblie pabOTHI BHITOTHSIIOTCS
naboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
HOU JUCUUTUTAHEL.
paboThI B 6 O6amnoB — naboparopHas pabora
KOMIIBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
pHOM CBOOO/IHO BJaJI€ET MaTepUaoM,
KJacce. JIEeMOHCTPHPYET [ITyOOKHe,

CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3Y NTPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO IMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUS, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepPHaJIoM,
OTBEYAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B

LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYUICHBI CYIIEeCTBEHHBI OIINOKH,
CTyACHT cnabo BianeeT nHPpopManuen
MO TeMe, IPH OTBETE UCIIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

17



BrimorarenscTs
0 W (PUIIMHT B
ceTu.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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Wucaitnepckue
aTakKH.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.

HesxemarenpHbI
M KOHTEHT.

Brmonne
HHE
MpaKkTH4eC
KUX
pabor.

[MpakTudeckue paboTHI BBITTOIHSIIOTCS
CaMOCTOSITETILHO HITM B MAJIOW TPYTITE
(2-3 crynenTa) Ha 00OPYIOBAHUH WITH
KOMIIBIOTEPHBIX KJIaccaX Mo TeKyIIeMy
paszeny Wi TeMbl TUCIUILUTHHBL.
OCHOBHBIE Ka4eCTBa BBITIOJIHEHHOTO
MPaKTUIECKOTO 3aIaHUS MTOJICIKAIIIETO
OIICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAILHOCTh MPAKTHIECKOTO
PEIICHHS; TIOTHOTA JIOCTHTHY THIX
MoKasareneif; 1eTanbHOCTh OMHCAHUS U
HATISIHOCTD CXEM U JITOPUTMOB;
HAJINYHE TECTOBBIX IPUMEPOB,
Ka4eCTBO pabOTEHI.
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20

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

6 O6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Manunynrposa
HUE CO3HAHUEM
1 NCHCTBUIMH
MOJIb30BaTE.
KubepOymnnunr.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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3ammura JlaGoparopHblie pabOTHI BHITOTHSIOTCS
Jadoparo MO TEKYIIEMY pa3lieiy UiIH TeMbI
pHoii JNUCLUIIINHEL.
paGoThI B 6 O6amnoB — naboparopHas pabora
KOMNBIOT BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
epHOM CBOOO/IHO BJaJIC€T MaTepUaIoM,
KJacce.(K JIeMOHCTPHUPYET [ITyOOKHe,
OHTPOJIBH CHCTEMaTU3UPOBaHHBIC 3HAHUS,
blii cpe3) CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
3 Ganna — maboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
VYpoBeHb 3amura JlaGoparopHblie pabOTHI BHITOTHSIOTCS
3HaHWii 00  |;maboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
WHGOPMAIIMOHH |  HOM JUCLIUTUTAHEL.
0-KOMMYHHKAIH | paOOTHI B 8 6amnos — naboparopHast paboTa
OHHBIX YTPO3aX |KOMIIbIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
B pHOM CBOOO/IHO BJaJICET MaTepUaIoM,
MOJIOAEKHOM KJacce. JIeMOHCTPHPYET [ITyOOKHe,
rpymie. CHCTEMaTU3UPOBaHHBIC 3HAHUS,

CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YS NPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHUIO.

4 6anna — naboparopHas paboTa
BBITIOJTHEHA, HO IMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEYAET Ha 3a[JaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopMauen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
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Boinosnne
HUe
npaKkTHye
CKHX
padoT.(xo
HTPOJIbH
blIii cpe3)

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIIe
(2-3 crynenTa) Ha 000pPYIOBaHUM WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyILIEeMy
pas3zenny Wik TEMbl TUCIUILUIHHBL
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3aIaHHs TOAJICHKAIIETO
OLIGHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTD MPAKTHIECKOTO
PEILICHHS; IOTHOTA JOCTUTHY THIX
noKasaresneil; 1eTaabHOCTh ONMCAHUS U
HaIISAHOCTD CXEM U aJITOPUTMOB;
HaJIMYHE TECTOBBIX IPUMEPOB,
KauecTBO padOoTHI.

ITocemaeMocThb

10

10 6aToB — CTOIPOIIEHTHOE
MOCEIICHUE 3aHIATHH CTYICHTOM

7-9 6aNIoB — MOCEMAaeMOCTh CTYICHTA
coctaniseT He MeHee 80 % 3aHATHiA
4-6 6aJITOB — IMOCENMAEMOCTh CTYICHTA
cocTasiseT He MeHee 50 % 3aHaTHii
1-3 Gayma — mocenaeMoCThb CTYIeHTa
COCTaBJISET He MeHee 25 % 3aHATHIA

[IpemuansHbie OaIbl

20

JlononHuTeNbHBIE TPEMUATBHBIE OaILTbI
MOTYT OBITh HAYHMCIICHBI:

- 3a TIPOEKT, BHITIOHEHHBIN IO 3aKa3y
paboTromarens 1 peaJu30BaHHBIN Ha
npaktuke — 20 6aos;

- IOCTOSIHHAs! aKTUBHOCTB BO BpeMs
MPaKTUIECKUX 3aHATHH — 10 6asos;

- TIOJIHOCTBIO TIOATOTOBJIIEHHAS K
MyOJUKAIMU CTAThsI [0 TEMATHKE B
pamKax TUCIUILTUHBL — 10 6aoB;

- y4acTue ¢ JOKJIaJ0M BO
BCEPOCCHICKON OJTUMIIHMAJIE TIO
TeMaTHKe n3ydaeMol qucrumiuse — 20
0aoB;

- y4acTue B BBICTABKE IO TEMAaTHKe
M3y4aeMou TUCIIUILTUHBI — 20 0aIlIoB;
- MyOMUKaIKs CTaThH 110 TEMATHKE
W3y4YaeMoil JUCLIUIUIMHBI B COOpHHKE
CTYACHYECKHX paboT / MaTepuaiax
BCEPOCCHICKON KOH(EpeHLINH /
KypHnaie u3 nepeurst BAK—10/15/
20

10.

WnpuBuayansHble 3a1aHUS,
C TMIOMOILBIO0 KOTOPBIX
MOXHO HaOpaTb
JOTIOJTHUATENbHBIE OaNIbl Ha
JK3aMEHe

10

OOyuJatromuiicsi cpaBUiCs C WHAWBHIyanbHBIM 3ananueM Ha BKP,
BBITIOJIHMB BCE JTambl 3aJlaHUS, W TPEIACTaBHII pabOTy K 3alluTe.
OOyuJatronuiicst CiocoOCH MUCKYTHPOBaTh MO OTACIHHBIM BOIPOCAM,
3amaBaeMbIMu wieHamu ['OK mo marepuany BKP.

11.

HUroro 3a cemectp

100

rocemaemMocts — 10 6ayuioB

TEKYIUI KOHTPOJIb — 46 6amioB
KOHTPOJIBHBIC CPE3bI — 2 cpe3a Mo 7 0aioB KaXK bl

npeMuanbHbie 6amsl — 20 6amioB

7 cemecTp

OTBET Ha dK3ameHe: He Ooiee 30 0ayuioB



Pacrnipenenenne 6aJiioB 10 3aaHKSIM:

23

Ne |HaszBanme tembl | Dopmbl Max. MeTonrka npoBeAECHNS 3aHATUS U OLIEHKU
Te | /BHUI y4eOHOH |TEKyLIero | KOJ-BO
MBI paboTh KOHTpoJsi | 0asuioB
/ cpe3sl
1. | Cmocobnocts | 3ammuta 3 JlaGoparopHblie pabOTHI BHITOTHSIOTCS
NPOTUBOCTOATH |J1a00paTop MO TEKYIIEMY pa3leiy UiIH TeMbI
WHGOPMAIIMOHH |  HOM JUCLIUTUTAHEL.
BIM yIpo3aM B | paboTHI B 3 GamnoB — naboparopHas pabora
MOJIOIEKHOM | KOMITBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
rpymre. pHOM CBOOO/IHO BJaJICET MaTepUaIoM,
KJacce. JIeMOHCTPHPYET [ITyOOKHe,
CHCTEMaTHU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
2 Gayta — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEYAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOIeCcce
BBITTOJTHEHHUS Ta00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BianeeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3aroTOBJICHHBIH TEKCT, 3aTPYIHSIETCS C
OTBETaMH Ha 3a7]aBaeMbl€ BOIIPOCHI.
Brinmonne 7 [IpakTudeckne paboThI BBITOIHSIIOTCS
HUE CaMOCTOSITETILHO WM B MaJIOW TPyIIIe
MpaKkTUyec (2-3 cTynenTa) Ha 00OPY/IOBAaHUH WU
KHX KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
pador. paszenny Wik TEMbI TUCIUIUIHHBL

OCHOBHBIC KaY€CTBA BHIIIOJIHEHHOT'O
MPAKTUYCCKOIO 3aJaHUs TOAJICIKAIICTO
OICHKC: IIOJIHOTA U TOYHOCTh
BBISIBJICHUS XapPaKTCPUCTUK;,
OPUTHMHAJIBHOCTD ITPAKTUYCCKOTO
pCeHICHUA; ITOJIHOTA JOCTUTHYTBIX
HOKaSaTeHCﬁ; JACTAJIBbHOCTH OIIMCAaHUA 1
HanIAAHOCTh CXEM U aJITOPUTMOB;
HaJIN4YUC TCCTOBLIX MPUMCPOB,
Kady€CTBO pa6OTI>I.
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MeTtonas!
O0OpBOEI ¢

HWHTCPHCT-3aBUC

HUMOCTBIO.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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MeTtonas!
O0OpBOEI ¢

BpPEIOHOCHBIMU
porpaMMamH.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.
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MeTtonas!
O0OpBOEI ¢
(buIMHrOM.

3ammra JlaGoparopHblie pabOTHI BHITOTHSIOTCS
naboparop MO TEKYIIEMY pa3lieiy UiIH TeMbI
HOU JUCLIUTUTAHEL.
paboThI B 3 6amnoB — naboparopHas pabora
KOMIIBIOTE BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
pHOM CBOOO/IHO BJaJIC€T MaTepUaIoM,
KJacce. JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.
2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.
1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.
Boinosine [IpakTudeckne paboThI BBITOIHSIIOTCS
HUe CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
NpaKTH4e (2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
CKHX KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
padoT.(xo paszenny Wik TEMbI TUCIUIUIHHBL.
HTPOJIbH OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
blii cpe3) MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO

OICHKC: IIOJIHOTA U TOYHOCTH
BBISIBJICHUS XapPaKTCPUCTUK;,
OPUTMHAJIBHOCTD ITPAKTUYCCKOTO
peHICHUA; ITOJITHOTA JOCTUTHYTBIX
HOKaSaTeHCﬁ; JACTAJIBbHOCTDH OIIMCaHUA 1
HamIAJHOCTh CXEM U aJITOPUTMOB;
HaJIN4YUC TCCTOBLIX MPUMCPOB,
Kady€CTBO pa6OTI>I.
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MeTtonas!
O0OpBOEI ¢

HCXXCIaTCIbHBIM

KOHTCHTOM.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Brmonne
HHE
MPaKTHYIEC
KUX
pa0bor.

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.




28

MeTtonas!
O0OpBOEI ¢

MaHUITYJIUPOBaH
HECM CO3HAHUA U

JIEHCTBUSIMU

MHOIb30BaTeleil.

3amura
naboparop
HOI
paboThI B
KOMITBIOTE
pHOM
KJ1acce.

JlaGoparopHblie pabOTHI BHITOTHSIOTCS
MO TEKYIIEMY pa3lieiy UiIH TeMbI
JUCLIUTUTAHEL.

3 6amnoB — naboparopHas pabora
BBITIOJTHEHA B TIOJIHOM 00BEMeE, CTYICHT
CBOOO/IHO BJaJIC€T MaTepUaIoM,
JIeMOHCTPHUPYET [ITyOOKHe,
CHCTEMaTU3UPOBaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI,
UCTIONB3YA TPOQEeCCHOHATBHYIO
TEPMHUHOJIOTHIO.

2 Gata — naboparopHas paboTa
BBITIOJTHEHA, HO UMEET HEKOTOPHIC
HETOYHOCTH BBITIONHEHUSI, CTYACHT
BJaJieeT MpeACTaBICHHBIM MaTepHaJIoM,
OTBEUAET Ha 3aJaHHbIC BOTPOCHL.

1 6ann - naboparopHas paboTa B
LIEJIOM BBITIOJTHEHA, OTHAKO B IIPOLECcCe
BBITIOJTHEHHUS JTaA00OPAaTOPHOM padOTHI
JOMYLICHBI CYIIECTBEHHBI OIINOKH,
CTyACHT cnabo BiageeT nHPpopManuen
MO TeMe, IPH OTBETE UCIOIb3YET
3arOTOBJICHHBIH TEKCT, 3aTPYIHIETCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Boinosnne
HUe
npaKkTHye
CKHX
padoT.(xo
HTPOJIbH
blIii cpe3)

[IpakTudeckne paboThI BBITOIHSIIOTCS
CaMOCTOSITETILHO WM B MaJIOW TPpyIIe
(2-3 crynenTa) Ha 000pPYIOBaHUH WIIH
KOMIIBIOTEPHBIX KJ1accax MO TEKyIIEMY
paszenny Wik TEMbI TUCIUIUIHHBL.
OCHOBHBIE Ka4eCTBa BBHITIOIHEHHOTO
MPaKTUUECKOTO 3a1aHHs TTOAJICHKAIIETO
OLICHKE: MOJTHOTA U TOYHOCTh
BBISIBIICHHS XapaKTEPUCTHK;
OPUTHHAIBHOCTh MPAKTUYECKOTO
PELICHHS; IOTHOTA JOCTUTHY THIX
MoKasaresneil; 1eTaabHOCTh ONMCaHUS U
HaIMIHOCTD CXEM U aJITOPUTMOB;
HaJIM4YHE TECTOBBIX IPUMEPOB,
KauecTBO pPadOTHI.

ITocemaeMocThb

10

10 6aTOB — CTOIPOIIEHTHOE
MOCEIICHUE 3aHIATHH CTYICHTOM

7-9 6aNIoB — MOCEMAaeMOCTh CTYICHTA
coctasiseT He MeHee 80 % 3aHATHiA
4-6 6aIITOB — MOCENMAEMOCTh CTYICHTA
coctasiseT He MeHee 50 % 3aHaTHii
1-3 Gayma — mocenaeMoCThb CTyIeHTa
COCTaBJISET HE MeHee 25 % 3aHATHIA
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[IpemuansHbie OaIbl

20

JlononHuTeNbHBIE TPEMUATBHBIE OAILTbI
MOTYT OBITh HAYHCIICHBI:

- 3a TIPOEKT, BHITIOIHEHHBIN 110 3aKa3y
paboTromarens 1 peaqu30BaHHBIN Ha
npaktuke — 20 6aos;

- IOCTOSIHHAs! aKTUBHOCTB BO BpeMs
MPaKTUIECKUX 3aHATHI — 10 6asos;

- TIOJIHOCTBIO TIOATOTOBJIIEHHAS K
MyOMUKAIMU CTAThsI [0 TEMATHKE B
pamMKax qUCIUILTUHBL — 10 6aos;

- y4acTue ¢ JOKJIaJ0M BO
BCEPOCCHICKON OJTUMIIMAJIE TIO
TeMaTHKe n3ydaeMoi qucrumiuse — 20
0aIoB;

- y4acTue B BBICTABKE M0 TEMaTHKe
M3y4aeMou TUCIUILTUHBI — 20 0aIlIoB;
- MyOMUKaIKs CTaThH 110 TEMAaTHKE
W3y4YaeMoil JUCIUIUINHBI B COOpHHKE
CTYACHYECKHX paboT / MaTepuaiax
BCEPOCCHICKON KOH(EpEeHLINH /
Kypnaie u3 nepeudst BAK - 10/ 15/
20
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OTBeT Ha PK3aMCHE

30

OLieHKa «yAOBIECTBOPUTEIHLHON-
CTYACHT UMEET JOCTAaTOUHBIN
MUHUMAJIBHEIN 00hEM 3HAHHIA 110
JUCLUIUIMHE; CTYICHTOM YCBOCHA
OCHOBHas JIUTEpaTypa,
pEKOMeHTI0BaHHas y4eOHOM
MPOTpaMMOii; CTYIEHT yMeeT
OpUEHTHUPOBATHCSI B OCHOBHBIX TCOPUSIX,
KOHIICIIUSAX U HAIIPaBJICHUIX 10
JUCUUIUIMHE U 1aBaTh UM OIICHKY;
CTYIIEHT YMEET JIeNIaTh BHIBOJIBI O€3
CYIICCTBEHHBIX OIIHUOOK;

OLieHKa «XOpOIIO» — *MOCTATOYHO
TIOJIHBIE ¥ CUCTEMAaTU3UPOBAHHEIE
3HaHUS N0 JUCHUIUIMHE;* YMEHHE
OpPUEHTHUPOBATHCSI B OCHOBHOM TEOPUSIX,
KOHIIEIIUSAX U HAMIPABICHUSIX
JUCUUIUINHBL U AaBaTh UM
KPUTUYECKYIO OLIEHKY; UCIIOJIb30BAHUE
HayYHOU TE€pMUHOJIOTHUU,
JIMHTBUCTUYECKU U TIOTUYECKHU
MPaBUIILHOE U3JI0KECHUE OTBETA Ha
BOIIPOCHI, YMEHHE JIETaTh
000CHOBaHHBIC BHIBOIBI; BIIAJICHUC
WHCTPYMEHTApUEM M0 AUCLUILIINHE,
YMEHUE €T0 UCITOIb30BaTh B
MOCTAHOBKE U PEIICHUH HAyYHBIX U
mpo(eCcCHOHANBLHBIX 3a7a4; YCBOCHUE
OCHOBHOH U JOIOJHUTEILHOMN
JIUTEPaTyphl, PEKOMEHI0BAHHON
y4eOHOU TpoTrpaMMOi TIO JUCIIUILIHHE;
camocTosTenpHas padoTa Ha
MPAKTUYECKUX 3aHIATHUSIX, YIACTHUE B
TPYMIIOBBIX O0CYXICHUSAX, BRICOKHIA
YPOBEHb KYJIBTYpPhI UCTIOTHEHUS
3aJlaHuil; CpeIHNUN YPOBEHb
c(hOpMUPOBAHHOCTH 3asBJICHHBIX B
paboueii mporpaMMe KOMITCTEHITHIHA.

- O11eHKa «OTIUYHOY —

CUCTCMATU3UPOBAHHBIC U ITT U TOJIHBIC 3HAHUSA

0 BCEM paszenam
JUCLUIUTMHBI, 8 TAK)KE 10 OCHOBHBIM
BOMPOCAM, BEIXOASIINM 32 TPeIeibl
yueOHOM MPOrpaMMBbL; TOUHOE
WCTIOJIb30BaHNE HAYYHOM
TEPMHUHOJIOTUH CUCTEMATHYECKH
IPaMOTHOE M JIOTUYECKH MPAaBUIBHOE
W3JI0)KEHHE OTBETA HA BOIPOCHI;
0e3yIpeyHoe BiIaIcHuE
WHCTPYMEHTapHEM y4eOHON
JUCLUUIUTMHBI, YMEHHUE ero () (EeKTHBHO
WCTIOJIb30BaTh B MOCTAHOBKE HAYYHBIX U
MPAaKTUUECKUX 3a]1a4; BEIpaKEHHAs
CHOCOOHOCTh CAMOCTOSITEBHO U
TBOPYECKHU PEIIaTh CIOKHBIE TPOOIEMBI
W HECTaHAapTHBIE CUTYAINH; IOJTHOE U
1yOOKOe YCBOGHHE OCHOBHOH H
JOTIOJTHUTENILHON JINTEPaTyphl,
PEKOMEHIOBaHHOH yueOHO
MPOTrpaMMOi IO AUCUUIIIMHE; YMCHHE
OPHEHTUPOBATHLCS B TEOPHUSIX,
KOHLETIHUAX U HAITPaBICHUSIX

TMTMIACITATITITAHLT 4 TTARATHE UMM
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10. |MunuBunyanbHbIC 3aJaHUs, 10 OOyuatromuiicsi cpaBUiCs C WHAWBHIyalbHBIM 3amanueM Ha BKP,
C IOMOMUIBIO0 KOTOPBIX BBITIOJTHMB BCE ATambl 3aJlaHUS, W TPEACTaBHII pabOTy K 3aIlluTe.
MOXKHO Ha0paTh OOyuJatronuiicst CiocoOCH MUCKYTUPOBaTh MO OTACIHHBIM BOIPOCAM,
JOTIOJTHUATENbHBIE OaNIbl Ha 3anaBaeMbiMu wieHamu ['OK mo marepuany BKP.
JK3aMCHE
11. HUroro 3a cemectp 100

HtoroBass omeHka 1o »dk3aMmeHy BeicTaBisieTcss B 100-0ayibHON 1mikKame W B TPagUIIMOHHOMN
yerplpexOamipHol  1mkane. IlepeBogy 100-0annbHON  pEeHTHHTOBOW OLEHKM 1O  JUCIMILIMHE

TPaIUIIMOHHYIO YETHIPEX0aIbHYIO OCYIIECTBISIETCS CIEAYIOIIMM 00pa3oM:

100-6annpHas cucrema TpanuuuonHas cucreMa
85 - 100 GannoB OTnuyHO
70 - 84 Gannos Xoporo
50 - 69 GaiuioB VYoBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
BbinosHeHne NpaKTHYeCKUX padoT.

Tema 1. IHTEpHET-3aBUCUMOCT.
1. [ToaroToBbTe OKIA/l B3aUMOCBSI3b HHTEPHET-3aBUCUMOCTH U ICUXUYECKUX 3a00IeBaHUA
2. Bolgennute OCHOBHBIE TUIIBI UHTEPHET-3aBUCUMOCTH.
3. Yem rpo3uT goaroe npeObIBaHUE B CETH.
4. HazoBuTe pUMepHl peanu3aii HHPOPMALMOHHBIX YIPO3, CBA3aHHBIX C HHTEPHET-
3aBHUCHUMOCTBIO.
5. Kakue nporpaMMHbIE pelIEHHUs] MOKHO MPEATIOKUTD 711 CHUIKEHUS! MHTEPHET-
3aBHCHMOCTH y JIETEH, MOJPOCTKOB U B3POCIBIX JIFOICH.

Tema 2. BpenoHocHoe mporpaMmMHoOe 00ecTiedeHne, XaKiHT.
1. IloarotoBbTe OKNAX O TEHACHIMAM Pa3BUTHS BPELOHOCHOTO IIPOTPaMMHOTO
o0ecrieueHusl.
2. Belgenure oIMYUTENbHBIE IPU3HAKUA XaKEPCKOW aTaku. Belienure oCHOBHbIE 1ENN
XaKEepCKUX aTak.
3. YcranoBuTe miarut 3amuThsl B Opay3epsl Google Chrome u Mozilla Firefox.
4. C noMouiplo IIaruHa 3aiuThl IPOCMOTPUTE OTUET O OE30MacCHOCTH BeO-caiiTa.
5. IloBenure NOIHOE CKAHUPOBAHUE CUCTEMBI. YCTAaHOBUT BBICOKUI ITPUOPUTET IIpoLiecca
CKaHUPOBaHUS, 17151 OOHAPYKEHUSI BPEIOHOCHBIX MTPOrPAMM.
6. OcymecTBuTe LieneHanpaBieHHbIi ouck Rootkit.
7. JlobGaBbTEe MEXKCETEBOM IKPaH B JOBEPEHHYIO 30HY aHTUBHPYCHOTO PEIICHHUS.
8. Coznaiite HOBBIH MPOGUITb CKAHUPOBAHHUS TOJIBKO UCTIONHAEMBIX (DaiiIoB.
9. Hactpoiite cuctemy antucrnama. Co3naite NpaBuio yIaJIeHUs MUCEM, COIEPIKAIIUX
BUPYCHI.
10. IIpoBenute ananu3 ucxozsiiero Tpaduka mo nporokosam HTTP, SMTP u UDP. B
ciyyae 0OHapy>KeHHUs yrpo3bl, 3a0I0KUPYITE TIOA03PUTEIbHbIEC TAKETHI.

Tema 3. BeiMorarenbcTBO U (PUIIKHT B CETH.
1. IToaroroBeTE AOKIIA IO TEHACHIMAM PA3BUTHS BBIMOIaTeIbCTBA B CETH.
2. Beienure crnocoObl IPOHUKHOBEHHSI TPOrpaMM-BBIMOTaTelieil B yCTPOMCTBO



nosnb3oBatens. ChopMupyiiTe OCHOBHBIE MEPBI MIPEAYTIPEKACHUS 3apaXKeHUS
[IPOrpaMMaMHU-BBIMOTATEISIMU.

3. Beigenute, 94T0 HEOOXOAUMO JI€JIaTh €CTh BBl BCE YK€ CTAJIM KEPTBOM MOIICHHUKOB.

4. TloBenuTe aHanu3 copepxkanus (GUIIMHTOBBIX cooOmeHuit. Co3gaiiTe mpaBuia Jjis
JUHAMHYECKUX YEPHBIX CIIMCKOB.

5. BeimenuTe sTanbl GUITHHTOBBIX aTak.

6. YcTaHoBUTE paciiupeHue B Opay3epbl st 00pbObI ¢ (PUIIMHTOM.

7. [IpoBepwre padboTy GUIIMHT (PHIBTpa MO OJIOKMPOBAHUIO CANTOB — UTPOBBIX,COITUATBLHBIX
CeTel, pa3BJeKaTeIbHBIX, HOBOCTHBIX, TEMAaTHUYECKUX, BUICO-CATOB, 00pa30BaTeIbHBIXU
T. 1.

8. Haiigure perucrpaioHHy0 HH(GOPMAIIHIO IS UTPOBBIX, COIMANIBHBIX CETEH,
pa3BieKaTeNbHBIX, HOBOCTHBIX, TEMAaTHUECKHX, BUACO-CAITOB, 00pa30BaTENbHbIX U T.
1.caitoB. [Ipoananu3upyiite moryuyeHHy0 HHPOPMALHUIO.

Tema 4. Uncalinepckue aTaki.
1. CocTaBbTe MPOTHOCTUYECKUN MOPTPET 3JTOYMBILIJIEHHUKA-UHCAAEepa.
2. [IpoaHanu3upyiTe MUPOBYIO U POCCUICKYIO IPAKTUKY IO OOHAPYKEHHIO U
IIPUBJICYCHUIO K OTBETCTBEHHOCTH XaJIaTHOT'O MHCAWIEpa.
3. Ilpoananu3upyiTe MUPOBYIO U POCCHICKYIO PAKTUKY IO OOHAPYKEHUIO U
IIPUBJICYCHUIO K OTBETCTBEHHOCTH MaHUIYJIUPYEMOTO HHCANEPa.
4. ITpoaHanu3upyiTe MUPOBYIO U POCCUICKYIO IPAKTUKY IO OOHAPYKEHHIO U
IIPUBJIEYEHNIO K OTBETCTBEHHOCTH OOMKEHHOTO MHCalaepa.
5. Ilpoananu3upyiTe MUPOBYIO U POCCHICKYIO IPAKTUKY IO OOHAPYKEHUIO U
IIPUBJICYCHUIO K OTBETCTBEHHOCTH HEJIOSUIBHOTO MHCAWIEpa.
6. [Ipoananu3upyite MUPOBYIO U POCCHICKYIO PAKTHKY IO OOHAPYKEHUIO U
IIPUBJIEYEHHIO K OTBETCTBEHHOCTH MOAPA0ATHIBAIOIIETO HHCAlAepa.
7. Ilpoananu3upyiTe MUPOBYIO U POCCHICKYIO IIPAKTUKY IO OOHAPYKEHUIO U
IIPUBJICYCHUIO K OTBETCTBEHHOCTH BHEAPEHHOIO NHCANAEpa.
8. Ha ocHOBe npoBezieHHOT0 aHan3a ChOPMYIUPYHTE OCHOBHBIC MEPHI 3AIIUTHI.
9. Ha npumepe opranuzanmu (KOMIaHUH) MPOAHATU3UPYUTE BUABI JAHHBIX, KOTOPHIS
HaunOoJee MOoABEPKEHbI yTeUKe HH(POPMALINH.

Tema 5. HexenarenbHblii KOHTEHT.
1. IToaroroBeTe nOKIAM HA TeMy «KOHTEHT Kak cpeCcTBO MAHUITYJIMPOBAHUS COZHAHUEM
Pa3IMYHBIX TPy TOJIB30BATENCI.
2. Beimenure, 9TO OTHOCUTCS K HE3aKOHHOMY KOHTEHTY. Kakue mepbl He00X0mumo
IIPUMEHSITH K CO3JaTeNsIM U pacpOCTPAHUTEISIM HE3aKOHHOT'O KOHTEHTA B CETH
HNuTtepHer.
3. BriienuTe OCHOBHBIE KATETOPUU HEATUYHOTO KOHTEHTA JJIs Pa3IMYHBIX BO3PACTHBIX
rpyImim nojib3oBaresneil. Ha ocHoBe aHanmm3a chopMymupyiTe TMHAMHYECKHAE CITUCKH
HEXEJIaTEeJIbHBIX JJIs IOCEIIEHUs CalTOB.
4. YcranoBuTe TUIaruH B Opay3epbl sl OJOKHMPOBaHUS HEXKEIATEIbHOIO KOHTEHT.
5. Ilpoananu3upyiTe pemyTalHio psijia UTPOBbIX, HH(YOPMAIIMOHHBIX, HOBOCTHBIX,
pPErHOHANbHBIX, TEMAaTUYECKUX, BU/IE0-CANTOB, COLMAIBHBIX U 00pa30BaTeIbHBIX CAUTOB.
6. OTKOpPPEKTHPYWTE PEIyTaINIO psijia CAaliTOB ¢ moMoIbl0 pumuHT-punsrpa WOT
(WebofTrust).
7. Kak MO>XHO MOJITacOBaTh PEIyTalnio BeO-caiTax.

Tema 6. ManunmynupoBaHue CO3HaHUEM U ISHCTBUSMHU MoJb30BaTenst. KubepOymuimHr.



1. IToaroroBbTe AOKIAM HA TeMy «HOBbIE IpreMbl MAaHUITYIUPOBAHUSI CO3HAHUEM U
JercTBUEM YenloBeka uepe3 MHTepHeT, conuanbabie cetd 1 BED 2.0».

2. Beinenute 0CHOBHBIE MPU3HAKKA MAHUITYJIMPOBAHUSI CO3HAHUEM U JEHCTBUSIMU
nosib3oBaresiei. ChopMyaupyiTe OCHOBHBIE CTIOCOOBI MPOTHUBOICHCTBHS
MaHUITYJIMPOBAHUIO.

3. BegenuTe Bo3pacTHbIE TPYMIIbI, KOTOPbIE OOJbIIE MOABEPKEHBI TPABIIE B CETH
HNutepHer.

4. llepeuncnure OCHOBHBIE METO/IbI HAMAJCHHUS 110 cXeMe KuOepOysInHra.
CdhopmynupyiiTe mpaBuia 1Mo onpeneIeHHI0 TAKOTO MOHSATHS KaK «KUOepOyJUTUHTY B
cetu MHTEpHeT.

5. YeranoBute nporpammublii npoaykT KidsControl. Obecrnieusre 3ammry cBoero
MEePCOHATBHOTO KOMIBIOTEPA OT KHOEpOYIITMHTa ¢ TOMOIIBIO TAHHOTO MTPOrPaMMHOTO
peLIeHuS.

Tema 7. YpoBeHb 3HaHUN 00 HHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX yTPO3ax B
MOJIOJIC’KHOMW TpYyTIIE.

1. Ipoiitu 610K aHKETHPOBaHUE «AKTYyaJlbHOCTh BUPYCHOM aTaku Juist Bamero 11K,
CrocoOGHOCTh TPOTUBOCTOSITH YTPO3€. YPOBEHb 3HAHUIN.

2. Ilpoiitu anketupoBaHue «Kak yacto Bbl cTaaknBagIuch ¢ HEXENATEIbHBIM KOHTEHTOM B
CeTU. YPOBEHb 3HAHUI».

3. Ilpoiitu anketupoBanue «Kak yacto Brl crankuBanucs ¢ pummurom? YpoBeHb
3HAHHUW».

4. Ipoiitu anketupoBanue «llonBepsxeHsl 1 Bel MaHUTY ISIIMAM B MHPOPMAITIOHHON
chepe? YpoBeHb 3HAHUINY.

5. Ilpoittn anketupoBanue « IHTEpHET-3aBUCUMOCTD. YPOBEHb 3HAHUI».

Tema 8. CtocoOHOCTh IPOTUBOCTOATH HH(POPMALMOHHBIM YTPO3aM B MOJIOJIC)KHOM TpyTITIE.

1. [ToaroroBeTe HoKiIaM HA TeMy «ITHTepHET-3aBUCUMOCTH - MPOOIIeMa COBPEMEHHOTO
o01ecTBay.

2. Beinenute MeTo61 00pHhOBI C MHTEPHET-3aBUCUMOCTBIO, M KAKOM XapaKTep OHU HOCSHT.
3. ChopmynupyiiTe mpu3HAKK pACTIO3HAHMSI HHTEPHET-3aBHCUMBIX ITOJIb30BaTeNei CETH
WNuTtepHet. Beigenute Bo3pacTHBIE TPYIIBI TOJIB30BATEINICH, KOTOPBIE OOJIBIIIE
MOABEPKEHBI TAHHOMN yrpo3e.

4. Ilepeuncnure NCUXOIOTUYECKUE METOBI IPEOIOJIEHHUSI HHTEPHET-3aBUCUMOCTH.
Brigenute myTu penieHus AaHHOM 3aBUCUMOCTH Y Pa3HBIX TPYII MOJIb30BaTENeH CETH
HNuTtepHer.

5. IlepeuncinTe NporpaMMHOE PELIEHUE, TO3BOJISIONIEE CHU3UTh HHTEPHET-3aBUCHMOCTD.
6. Ycranoute yrrnuty Adguard. C moMOINIbI0 JAHHOW YTUIUTHI OTKITIOYUTE (PUITBTPAITHIO
«[Tone3Hoii pexksiaMbl», SKCIIOPTUPYHTE CIIMCOK CAMTOB MOJIB30BATEILCKOTO (PHIIBTPA,
3aMpeTUTE 3arpy3Ky UCIOIHIEMBIX (ailyioB, OrpaHnYbTe BpeMsi paboThI MOJIb30BaTENs B
cetu MHTEpHET.

Tema 9. Metonbsl 60pb0bI ¢ HHTEPHET-3aBUCHMOCTBIO.
1. Kmaccudunupyiite aHTUBHPYCHBIE IPOTPAMMHBIE CPEJICTBA.
2. ChopmynupyiiTe MpOrHO3bl pa3BUTHS BPEIOHOCHBIX IPOTPAaMM U aHTUBUPYCHOTO
IIPOrPaMMHOTO PELICHHUS.
3. IIpoaHanu3upyiTe peHTUHT aHTUBUPYCHBIX IPOTPAMMHBIX CPENICTB.
4. IIpennoxure MpaBuiia 3alUTHI OT BUPYCHOTIO 3apa)KCHHUs U YMEHBIICHUS
MpenoaaraeMoro yiiepoa.
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5. Ilepeuncnute TEXHUYECKHE METOIBI OOPHOBI C BPEAOHOCHBIMH IIPOTPaMMaMHU.

6. B aHTUBUPYCHOM pellIeHHE HACTPOUTE JKypHAJ COOBITUM JJIsl aHAIM3a TIEPEIaHHBIX
naketoB TCP/IP.

7. 3anpeTuTe MPUIOKEHUSIM BBINOJIHATH JIIOObIE CETEBBIE OTEPAIIIH.

8. Co3paiite mpoduis MPOBEPKH TOJIBLKO CUCTEMHOM MaMsTH U mporeccoB. [locTaswre,
YTOOBI OH BBINIOJHSUICSA KaXKIbIH pa3 MpH 3aycKe KoMITbioTepa. UTo BBIMOIHSI?

9. 3amuTUTE OT YTEUKU HOMED Balllel KPEAUTHOM KapThl U IApOJIb BXO/1A B CUCTEMY.

10. 3abn0KupyiTe JOCTYII K BallleMy KOMIIBIOTEPY JH000MY KOMIBIOTEpY U3 ceT. Co3maiite
HU3KOYPOBHEBOE MpaBuiIo Oiokupytomiee Tpaduk ¢ ynanennoro UDP nopra.

11. 3ampeTuTe nepenady naposs Ha BCe CalThl, KpomMe www.google.ru.

12. TIpockanupyiite JIOKaIbHOE CETEBOE OKpYykeHue. 3abnokupyiite Bce IP-anpeca na 30
MHHYT.

Tema 10. Metoabt 60psOBI ¢ BpEIOHOCHBIMU ITPOTPAMMaMH.
1. Ilpoananu3upyiite Mepsbl, O3BOJISIOLINE YCIICIIHO MPOTUBOCTOATH (PUILIMHTOBBIM
arakaM. [lepeuriciure nporpaMMHbIE MEPbI IPOTUBOAEUCTBUS (DUILIMHTY.
2. Beienure conyanbHble, OpraHU3allMOHHbIE MEPbI IPOTUBOACUCTBUS (DUILIUHTY.
3. Ilepeuncnure METOIBI TPOTUBOCUCTBUS MPECTYIUICHUSAM B DJIIEKTPOHHON KOMMEPIIUH.
4. ITpoBepbTe cepTUUKATHI CETEBON O€30MaCHOCTH Y Psijia UTPOBBIX, HH()OPMAIIMOHHBIX,
HOBOCTHBIX, PETMOHAJIbHBIX, TEMATUYECKUX, BUJIE0-CANTOB, COLIUAJIBHBIX U
oOpa3oBarenbHbIX caiiToB uepes Opaysepsl Opera, Google Chrome, Mozilla Firefox.
[Tpoananu3upyiite Mory4eHHYO HH(OPMAIIHIO.
5. BeigenuTe HaZie:)KHbIE TOPTOBBIE TUIAT(POPMBL.

Tema 11. MeTonsl 60pb0bI ¢ GUILITHTOM.
1. [ToaroToBbTe OKIA O METOJaX OOPHOBI C HEXKENATEIbHBIM KOHTEHTOM. Biienure
CTELMATM3UPOBAHHBIC PECYPCHI, PEIOCTABISAIONINE HHPOPMAIIUIO O MeToaX OOPHOBI €
HeKeNaTeTbHbIM KOHTEHTOM.
2. Ilepeuncnure 10pUANYECKHE MEXAHU3MbI HEIKEIATEIbHOIO KOHTEHTA.
3. [lepeuncnuTe OpraHU3allMOHHBIE U TEXHUUYECKUE METO/IbI OJIOKUPOBAHUS
HEXEJIaTeJIbHOTO KOHTEHTA.
4. YcranoBuTe TUIaruH B Opay3epbl AJisl OJOKHUPOBaHUS HEXKEIATEIbHOIO KOHTEHT.
5. YcranoBute pacmupenus st 6payzepoB AdblockPlus.
6. CoznaiiTe CIUCOK CaUTOB C JOMYCTUMOM PEKJIAMOM MOCPEACTBOM OTIPABKH 3arpoca
pazpaborunky AdblockPlus.
7. [Ipenyioxkute crmocod MpoCMOTpa CAalTOB ¢ HaBI3YMBOM PEKIIAMOM MOCTIE YCTAHOBKH B
Opaysep AdblockPlus.
8. CocTaBbTe CIUCOK KOMIUIEKCHBIX MMPOAYKTOB JJISl 3aLUThHI JOMAIIHUX KOMIIBIOTEPOB.
9. IlpoBepsre HMIBTPAIMIO KOHTEHTA Ha YETHIPEX YPOBHSX: OHJIAIH COOOIIECTBO,
npoBaiiiep, nuito3 B UHTEpHET 3aluIlaeMoil CeTH, KIMEHTCKasi CTaHIIHS.

Tema 12. Metonbl 60psOBI ¢ HEXENATETLHBIM KOHTEHTOM.
1. IlepeuncnuTe cepBUCH U TEXHOJIOTHH, KOTOPbIE MOYKET UCTIOIb30BaTh 3JI0YMBIIIUIEHHUK
IUIS1 MAaHUITYJTHPOBAHUS ICHCTBUSIMU TIOJIB30BATEIIS.
2. Beiienure 3¢hekTuBHBIE METOBI B 60pHOE ¢ MAHUITYIATOPAMH.
3. 3aKOHCIIEKTHPYHTE MPOrpaMMHBIE TIPOTYKTHI, KOTOPBIE MOYKHO MCIOIB30BATh IS
OJIOKMPOBaHUS «KHOEPXYJIUTaHOBY. BrijenuTe Bo3pacTHbIE TPYIIIBI, KOTOPBIE OOJIbIIE
MO/IBEPIKEHBI TpaBie B ceTH VIHTepHeT.

4. [Ipoananu3upyite padoTy MporpaMMHOTO obecredeHust &quot;Poaurensckuii KOHTpoIb&quOt; U
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&quot;Cemeitnas 6e3onacHoctr&quot;. [lepeuncianre Hanbosaee F3pPeKTUBHBIE Opay3epsl I JETEH.

5. Chopmupyiite HaOOp MpaBHII MTOJI30BAHUS HHTEPHET pecypcamMu JJIs KOJIbHUKOB 1
MIOJPOCTKOB.

Tema 13. Metonbl 60ps0BI ¢ MAHUTTYJIUPOBAHUEM CO3HAHUS U JECHCTBUSIMH
MI0JIb30BAaTEIEH.

1. IlepeuncnuTe cepBUCH U TEXHOJIOTHH, KOTOPbIE MOYKET UCTIOIb30BaTh 3JI0YMBIIIUIEHHUK

11 MAHUITYJIUPOBAHUS IEHCTBUAMU MOJIb30BATEL.

2. Beiienure 3¢ekTuBHBIE METOBI B 60pbOE ¢ MAHUITYIATOPAMH.

3. 3aKOHCHEKTUPYUTE NPOrpaMMHbIE IPOAYKTHI, KOTOPbIE MOXHO MCIIOIb30BATh /IS

OJIOKMPOBaHUS «KUOEPXYJIUTaHOBY. BrienuTe Bo3pacTHbIE TPYIIIBI, KOTOPBIE OOJIbIIIE

NOJIBEPKEHBI TPpaBie B ceTH MIHTepHeT.

4. [Ipoananu3upyite padoTy MporpaMMHOTO obecriedeHust &quot;Poaurensckuii KOHTpoIb&quOt; U

&quot;Cemeitnas 6e3onacHoctb&quot;. [lepeuncnurte Hanbomee 3phekTUBHBIC Opay3ephl s ACTEH.

5. Chopmupyiite HaOOP MPaBHII MOJIB30BAHHS HHTEPHET PECypCcaMu JUIsl IKOJIBHUKOB U
IIOIPOCTKOB.

3amura JadopaTtopHoil padoThl B KOMIILIOTEPHOM KJIacce.

Tema 1. MHTEpHET-3aBUCUMOCTb.
MOHHUTOPUHT ACHCTBUI MOIB30BATENS C IIOMOIIBIO ITporpammHoro npoxykra HideTracev.

Tema 2. BpenoHocHoe mporpaMMHOE 00eCTieueHUE, XaKHHT.
Hcnonp3oBanne miarnya 3amutsl McAfeeSiteAdvisor. KomruiekcHast
cucrema 3amuThl —Avira Security Suite. AHTUBHPYCHOE IporpaMMHOE perieHne Avast!
FreeAntivirus.

Tema 3. BeiMorarensCTBO U (DUIITUHT B CETH.
Pabota ¢ pacmmpenuem ams Opaysepa — umuHr ¢uistp. [IpoBepka
perucTpanroHHon nHdopmaruu ¢ momouibio cyxos1 WHOIS.

Tewma 4. MHcaiinepckue aTaku.
[Touck u GnokupoBaHue KOH(MUACHIUAIBHBIX TaHHBIX HA OCHOBE
nporpammuoro pemenust DLP Lite.

Tema 5. HexenarenbHblil KOHTEHT.
Hcnonb3oBanue pummar-¢puinsrpa WOT (WebofTrust).

Tema 6. MaHnunmynupoBaHue CO3HaHUEM U ICHCTBUSMHU MoJb30BaTens. KubepOymumHr.
3anpeT NOCEeIIEHUST HEeXKEATEIbHBIX KaTErOpUid CAMTOB C TOMOIIBIO
OeJbIX WM AMHAMUYECKHUX YEPHBIX CIIMCKOB MTOCPEICTBOM MPOTrPAMMHOTO TPOIYKTa
KidsControl.

Tema 7. YpoBeHb 3HaHUN 00 MH()OPMAIIMOHHO-KOMMYHHKAIIMOHHBIX YIpo3ax B
MOJIOJIEKHOW TPYIIIIE.

Pa3zpabotka anketsl B o6mactu 6e3omacHbix MKT.

Tema 8. CrtocoOHOCTH IPOTUBOCTOSITH HH(POPMAIIMOHHBIM YTpO3aM B MOJIOIC)KHOM TpyTIIIE.
brokupoBanue pekiaMbl U HeXKellaTeIbHbIX 00bEKTOB Ha BEO-
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CTpaHMIIAX ¢ MOMOIIbIO YTHINTHI Adguard.

Tema 9. Metonbl 60pb0BI ¢ HHTEPHET-3aBUCUMOCTBIO.
KommiekcHast cuctema 3amutei—OutpostSecuritySuitePro.
AHTHIITTHOHCKOE porpaMMHoe obOecnieduenne Ad-Aware Pro. AutuBupyc Kacnepckoro st
Win-dows. AatuBupyc Dr.web mist windows. AHTHBHpPYCHOE TPOTpaMMHOE 00€CIICUCHHE
Kaspersky Internet Security

Tema 10. Metozs! 60pb0BI C BpEIOHOCHBIMU MPOTPAMMaMH.
[TpoBepka ceprudukara cereBoi 6€30MaCHOCTH.

Tema 11. MeTtoasr 60pb0OBI C GUIITHHTOM.
VYcraHoBKa 1 HacTpoika paciupenus as oOpaysepa AdblockPlus.
Pacmpenus mist 6paysepa FoxFilter. Beo —punbrp CyberPatrol. brokupoBanue 3arpy3ku u
M0Ka3a JIEMEHTOB BeO-CTPaHHMII.

Tema 12. Metoas! 00psOBI C HEXETATEIILHBIM KOHTEHTOM.
3amuTra OT KOMMYHHMKALMOHHBIX YIPO3. DTHUYECKOE IIOBEICHUE B
cetu. Pabora ¢ BeO-punsrpom «MuTepHeT-Llen3op». Ponutensckuit koHTposs. Cemelinas
6e3omacHOCTh. JleTckuii 6paysep.

Tema 13. MeTtozab! 00psOBI C MAHUITYIUPOBAHUEM CO3HAHUS U ICHCTBUSAMHU
I10JIb30BaTEIIEH.

3amura OT KOMMYHHMKALMOHHBIX YIPO3. DTHUYECKOE IIOBEICHUE B
cetu. Pabora ¢ BeO-punsrpom «uTepHeT-Lien3op». Ponutensckuit koHTpos. Cemelinas
6e3omacHOCTh. JleTckuii 6paysep.

4.3 IIpomexxyTouHast aTTeCTaIMsA 110 AUCIUIUIMHE MPOBOIUTCS B JopMe 3adeTa, IK3aMEeHa

Tunossie Bonpocsl 3auera (OIIK-4, ITK-11, IICK-1)
1. Knaccugukaryst KOMIbIOTEPHBIX BUPYCOB.
2. OTnuuuTenbHbIC YePThI (alIOBBIX BUPYCOB.
3. BeiaenuTe OTIMYMTENbHBIE IPU3HAKN XaKEPCKON aTaKu.
4. Belgennre OCHOBHBIE LIETM XaKEPCKUX aTak.
5. Ilepeuuncnute crocoObl MPOHUKHOBEHHUSI IPOTPAMM-BBIMOTATENIeH B yCTPOHUCTBO
I0JIb30BATEIIA.
6. BeienuTe sTansl GUIIAHIOBBIX aTak.

Tunosble 3axanus s 3adera (OIIK-4, [1IK-11, IICK-1)
. Onpenenenre KOMIbIOTEPHOTO BUpYycCa.
. [lepeuncnure BUbl HHCAWIEPOB.
. AnropuTt™m paboThl MaKpO- BUPYCOB.
. [louToBBIE TPOSTHCKHME MPOrPAMMBbI
. [Ipodunaktuka 3apakenus kommnbsiorepa. OCHOBHBIC MPABHJIA 3AIIUTHI.

AN N kAW N =

. OTmnunTensHbIe 0COOEHHOCTH JETCKUX Opay3epoB.

Tunossie Bonpocekl 3k3amena (OIIK-4, IIK-11, I[ICK-1)
1. Kmaccudunupyiite BuIbl HHCAHIEPOB.
2. [IpoaHanu3upyiTe MUPOBYIO U POCCUIICKYIO IPAKTUKY 10 OOHAPYKEHHUIO U IPUBJICYCHHUIO K
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OTBETCTBEHHOCTH XaJIaTHOTO, MAHUITYJIMPYEMOTO, OOMKEHHOT0, HEJIOSIBHOIO,
opalaThIBAIOIIET0, BHEPEHHOTO UHCANEepa.
3. BeiaenuTe OCHOBHBIE KAaTETOPUU HEATUYHOTO KOHTEHTA AJIs1 PA3JIMYHBIX BO3PACTHBIX IPYIIII
I10JIb30BATEIIEH.
4. Bolgennute OCHOBHBIE IPU3HAKY MAaHUITYIMPOBAHMSI COZHAHUEM U IEHCTBUSAMU
I10JIb30BATEIIEH.
5. Knaccugunupyiite aHTUBHPYCHBIE IPOTPAMMHBIE CPEZCTBA.
6. Boigenute conuanbHble, OpraHu3alliOHHbIE MEPbI MPOTUBOIEUCTBUS (DUIITHHTY.
[lepeuncnure mporpaMMHbIE MEpPBI IPOTUBOJCHCTBUSA (DUIIHHTY.
7. IlepeuncnuTe OpraHU3allMOHHbIE U TEXHUUYECKUE METO/IbI OJIOKHPOBAHHUS HEXKENATETLHOTO
KOHTEHTA.

Tunosble 3ananns Ajs 3k3amena (OIIK-4, IIK-11, [ICK-1)
. MeTonbl 010KHPOBAaHUS HEXENAaTeIbHOTO KOHTEHTA.
. FOpuanueckue MexaHU3Mbl HEKEIATEIbHOTO KOHTEHTA.
. Hagexxubie ToproBbie miaar(opmsl.
. IlonsiTne kubGepOyLIMHTA.
. Metonpl npoTuBOEHCTBUS (DUIITHHTY.
. Knaccugukanust aHTUBUPYCHBIX IPOTPaMMHBIX PEILICHHH.
. TUIIBI HHTEPHET-3aBUCUMOCTH I Pa3IMYHBIX TPYIII MOJb30BaTENeH.

0 I N W AW

. MeTozp! 00pbOBI C MAHUITYISTOPAMHU.
4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

3auer

Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKK OCBOCHUS (TIOKa3aTEIH

OneHka Kommnerenrim
TIOCTYKCHHSI pe3YJIBTaTa)

OIIK-4 JleMoHCTpHUpyeT BBICOKHI YpOBEHB 3HAHUU yIpo3
MH(POPMALMOHHO-KOMMYHHUKAIIMOHHOTO ~ XapakTrepa. AHaIU3HPYeT
nepBoovepeHble M JeTalbHBIE  cpencTBa  OOprOBI €
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIMU yIpo3aMH (IIpOrpaMMHBIE,
OpraHU3aIlMOHHbIC, IOPUIUYECKUE, TICUXOJIOTUYECKHE M 3THYECKHE
MeTonbl). OTBET MOCTPOCH JIOTUYHO, MaTephall M3JIaraeTcsi 4eTKo,
SACHO,  XOpOLIMM  S3BIKOM,  aprymeHtupoBaHo.  CBoOOAHO
OpHEHTUpYyeTCs 1O TeMaMm Jekuuu. IIpaktuueckoe 3amaHue
BBITIOJIHEHO MTOJIHOCTHIO. |

«3aUTEHO» IK-11 CrnocoOGeH TpOBOAWTH DSKCIEPUMEHTHI 110 3aJlaHHONW METOIUKE,
(50 - 100 6amnoB) 00pabOTKy, OIEHKY MOTPEITHOCTH U JTOCTOBEPHOCTH HXY|
IICK-1 JleMOHCTpHUpYeT BBICOKHIA YpOBEHb 3HAaHUT yrpo3
WH(POPMAITMOHHO-KOMMYHHKAITMOHHOTO ~ XapakTepa. AHaIH3HPYET
MepBOOYEPEIHBIE W JIeTAIbHBIE  CpeAcTBa  OOppOBI ¢
WH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIMU yTpo3aM# (IIPOTpaMMHEIE,
OpTaHU3aIMOHHbIC, IOPUINYECKHE, TICHXOJIOTHYECKHE M JITHYCCKHE
MeTonbl). OTBET MOCTPOCH JIOTUYHO, MaTephall M3JIaraeTcsi YeTKo,
SCHO,  XOpOIIMM  SI3BIKOM,  aprymMeHtupoBano.  CBOOOAHO
OPHECHTUpYETCS TI0 TeMaM JieKiuHu. [IpakTudeckoe 3agaHue
BBITOJIHEHO MOJHOCTHIO. |
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«HE 3a4TCHOY»
(0 - 49 6amnoB)

OIIK-4

JleMoHCTpUpyeT CcJ1a0bIi YPOBEHb 3HaHUHI yrpo3s
MH(POPMALMOHHO-KOMMYHUKAITMOHHOTO ~ Xapakrepa. He Moxet
OLIEHUTDH PEMyTaIUIO CaliTOB, OJOKMPOBATh PEKIIaMy, BCIUIBIBAIOIIUE
OKHa, OaHHepHl M Jpyrue HexenarenpHble 00beKTHL.YHe ymeer
PUMEHSTh METOJIBI 60pbOBI c
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIMU  yrpo3amu.fHe  Mmoxer
BBIJICIUTh MEKAMCUUIUIMHAPHBIE CBs3u.YHeyBepeHHO M JTOrH4YecKu
HEMOoCJIe0BaTeNIbHO M3JIaraeT Marepuai. HempaBuiibHO OTBeUaeT Ha
MOCTABJICHHBIE BOIPOCHI MJIM 3aTPYIHATCS ¢ OTBeTOM. [IpakTHueckoe
3aJlaHUE HE BBINIOJHEHO. Y|

MK-11

HecriocoOeH mpoBOANTH SKCIEPUMEHTHI MO 33JaHHON METOIUKE,
00paboTKy, OLIEHKY OTPEUTHOCTH U UX JOCTOBEPHOCTHY

ICK-1

JleMoHCTpUpYyeT CcJ1a0bIi YPOBEHb 3HaHUHI yrpo3
MH(POPMALMOHHO-KOMMYHUKAITMOHHOTO ~ Xapakrepa. He moxer
OLIEHUTDH PEMyTaIUIO CalTOB, OJOKMPOBATh PEKIIaMy, BCIUIBIBAIOIIUE
OKHa, OaHHepHl M JApyrue HexenarenbHble 00BeKTHL.YHe ymeer
IPUMEHSTh METOJIBI 60pbOBI c
MH(POPMALMOHHO-KOMMYHUKAIMOHHBIMU  yrpo3amu.fHe  Mmoxer
BBIJICIUTh MEKAMCUUIUIMHAPHBIE CBs3u.YHeyBepeHHO M JTOrHyecKu
HETOoCJIe0BaTeIbHO M3JIaraeT Marepuai. HempaBuiibHO OTBeUaeT Ha
MOCTABJICHHBIE BOIPOCHI MJIM 3aTPYIHATCS ¢ 0TBeTOM. [IpakTHueckoe
3aJlaHU€ HE BBINIOJIHEHO. Y|

DK3aMeH

Onenka

Kommnerenmu

Heckpuntopsl (ypOBHH) — OCHOBHBIE TIPU3HAKH OCBOCHUS (ITOKa3aTeNn
JOCTH>KCHHUSI pE3yJIbTaTa)

COTITHYHOY
(85 - 100 6ammoB)

OIIK-4

JleMOHCTpUpYyeET BBICOKM I YPOBEHb 3HaAHUU yrpo3
MH(OPMAITMOHHO-KOMMYHUKAIIMOHHOTO ~ Xapakrepa. AHalIu3UpyeT
MepBOOYEPEIHBIE W JeTAIbHBIE  CpeAcTBa  OOppOBI ¢
MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIMUA yTpo3aMu (TIpOrpamMMHBbIE,
OpraHM3allOHHbIE, IOPUIUUYECKUE, TICUXOJOTUYECKUE U ITUUYECKUE
MeTozbl). OTBET MOCTPOEH JIOTMYHO, MaTepHall U3JlaraeTrcsl 4eTKo,
SCHO,  XOpOIIMM  SI3BIKOM,  apryMeHTupoBaHo.  CB0OOIHO
OpUEHTHpYyeTCSd Mo TeMmaM Jekuuu. llpakTuyeckoe 3amaHue
BBITOJIHEHO MOJHOCTHIO. |

MK-11

B cosepueHcTBe IIPOBOIUTh JKCIIEPUMEHTBHl 10 3aJaHHOU
MeTonuKe, 00paboTKYy, OIIEHKY MOTPEIIHOCTH M JOCTOBEPHOCTH XY

ICK-1

JleMoHCTpUpYyeT BBICOKHU YPOBEHb 3HAHUMI yrpo3s
MH(POPMALMOHHO-KOMMYHHUKAIIMOHHOTO ~ Xapakrepa. AHaIU3HPYET
nepBoovepeHble M JeTalbHBIE  cpelncTBa  OOprOBI €
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIMU YIpo3aMH (IIpOrpaMMHBIE,
OpraHM3alliOHHbIE, IOPUINYECKUE, TICUXOJOTUYECKUE U ITUUYECKUE
MeTozbl). OTBET NOCTPOEH JIOTMYHO, MaTepHall U3JlaraeTcsl 4eTKo,
SCHO,  XOpPOLIMM  SI3BIKOM,  aprymMeHtupoBaHo.  CB0OOIHO
OpUEHTHpYeTCd 10 TeMmaM Jekuuu. llpakrnyeckoe 3anaHue
BBITIOJIHEHO MTOJIHOCTHIO. |
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«XOPOIIIO
(70 - 84 6amoB)

OIIK-4

JleMoHCTpUpyeT JIOCTaTOYHBIN YPOBEHb 3HAHUMI yrpo3
MH(POPMALMOHHO-KOMMYHHUKAITMOHHOTO ~ XapakTtepa. JlocTaro4Ho
CBOOOZHO  OpHEHTHpyeTcs B  paboTe C  NpPOrpaMMHBIMHU
CPEICTBAMUAHTUBUPYCHOM M KOMILJIEKCHOHM 3alUTBL,POIUTEIBCKOTO
KOHTPOJIA, OJIOKHPOBAHHUS HEXEJIATEIIbHOTO KOHTEHTA,
aHTU(UIIMHTOBBIMU TUIarMHaMu Uit OpaysepoB.lIpakTtuueckoe
3alaHME  BBIIIOJHEHO IIOJIHOCTBI0 MM C  HE3HAYUTEIIbHBIMU
HepouetaMu.JOTBET TOCTPOEH  Kparko, JIOTMYHO, MaTepuai
M3JIaraeTcs  XOPOLIMM  SI3BIKOM. Bompocel,  3amaBaeMsble
[IPENOJABATENIEM, HE BBI3BIBAIOT CYLIECTBEHHBIX 3aTPYAHCHUMN. |

MK-11

CriocoOeH TMPOBOAUTH SKCICPUMEHTHI IO 3aJaHHOH METOJMKE,
00paboTKy, OLIEHKY OTPEUTHOCTH U JOCTOBEPHOCTH KX

ICK-1

JleMoHCTpUpYyeT JIOCTAaTOYHBIN YPOBEHb 3HAHUMI yrpo3
MH(POPMALMOHHO-KOMMYHHUKAITMOHHOTO ~ XapakTtepa. JlocTarouHo
CBOOOZHO  OpHEHTHpyeTcs B  paboTe C  NpOrpaMMHBIMHU
CPEICTBAMUAHTUBUPYCHOM M KOMILJIEKCHOHM 3alUTBL,POJUTEIBCKOIO
KOHTPOJIA, OJIOKUPOBAHUS HEXEJIATEIIbLHOTO KOHTEHTA,
aHTU(UIIMHTOBBIMU TUIarMHaMu Uit OpaysepoB.lIpakTtuueckoe
3alaHUE  BBIIIOJHEHO IIOJIHOCTBI0 MM C  HE3HAYUTEIIbHBIMU
HepoueTaMu.JOTBET TMOCTPOEH  Kparko, JIOTMYHO, MaTepuai
U3JIaraeTcs  XOpPOLIMM  S3BIKOM. Bompocsl,  3amaBaeMsble
IIPENOJABaTENIEM, HE BBI3BIBAIOT CYLIECTBEHHBIX 3aTpy{HCHUMN. ]

«YZIOBJIETBOPUTEIHHON
(50 - 69 6amnoB)

OIIK-4

JleMoHCTpUpyeT [IOCPEICTBECHHBINYPOBEHD 3HaHUHN yIrpo3
MH(POPMALMOHHO-KOMMYHHUKAITUOHHOTO xapakrepa.fBrnaneer
MIOBEPXHOCTHBIMM ~ 3HAHMSIMHM  HCIIOJIB30BAaHUS  MPOTPaMMHBIX
CpEACTB  AHTMBUPYCHOW ¥  KOMIUIEKCHOH  3amuThl. Ciabo
OpUEHTHUpYETCA B METOoAAX 60pbOBI C
MH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIMU  yrpo3amu. He crocoben
MIPOBEPUTH CEPTU(PHUKATHI CETEBOM OE30MaCHOCTH COCTUHEHUS WU
peructpanyonHyto  uHpopmamuio BeO  caiita.  HeyBepeHHo
OIIpeNeNseT MEXKIUCIUILUINHAPHBIE CBs3U OTBET HE BCEraa JOTUYHO
BBICTPOEH, Marepuain u3jaraercss 0e3 MNpPUMEHEHUs HayyHOH
TEPMHHOJIOTMU. Bonpocsl, 3a1aBaeMble IPENOIaBaTENIEM, BbI3bIBAIOT
3aTpyAHEeHUA.

IK-11

[TocpencTBeHHO MPOBOIUT 3KCIEPUMEHTHI MO 3aJaHHOW METOAMKE,
00paboTKy, OLEHKY TMOIpPEeIIHOCTH JONycKas He3HaYUTeJIbHbIC
OLIMOKYU U TOCTOBEPHOCTHU UXY|

ICK-1

JleMoHCTpUpYyeT IIOCPEICTBECHHBINYPOBEHD 3HaHUHN yIrpo3
MH(POPMALMOHHO-KOMMYHHUKAITUOHHOTO xapakrepa.fBrnaneer
MIOBEPXHOCTHBIMM ~ 3HAaHMSMHM  HCIIOJIB30BAaHUS  MPOTPaMMHBIX
CpEACTB  AHTMBUPYCHOW ¥  KOMIUIEKCHOH  3amuThl. Ciabo
OpUEHTHUPYETCA B METOoAAX 60pbOBI C
MH(POPMALMOHHO-KOMMYHHUKAIMOHHBIMU  yrpo3amu. He crocoben
MIPOBEPUTH CEPTU(PHUKATHI CETEBOM OE30MaCHOCTH COCTUHEHUS WU
peructpanuonHyto  uHpopmammioo BeO  caiita.  HeyBepeHHo
OIIpeNeNsieT MEKIUCIUILUINHAPHBIE CBsI3U OTBET HE BCEra JOTUYHO
BBICTPOEH, Marepuan u3jaraercss 0e3 MNpPUMEHEHUs HaydyHOH
TEPMHHOJIOTHU. Bonpocsl, 3a1aBaeMble IPENOIaBaTeNIEM, BbI3bIBAIOT
3arpyaHeHus. g
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OIIK-4 JleMoHCTpHUpyeT CcJ1a0bIi YpOBEHBb 3HAHUU yIpo3
MH(POPMALMOHHO-KOMMYHUKAITMOHHOTO ~ Xapakrepa. He Moxet
OLIEHUTDH PEMyTaIUIO CaliTOB, OJOKMPOBATh PEKIIaMy, BCIUIBIBAIOIIUE
OKHa, OaHHepHl M Jpyrue HexenarenpHble 00beKTHL.YHe ymeer
PUMEHSTh METOJIBI 60pbOBI c
MH(POPMALMOHHO-KOMMYHUKAITMOHHBIMU  yrpo3amu.fHe  Mmoxer
BBIJICIUTh MEKAMCUUIUIMHAPHBIE CBs3u.YHeyBepeHHO M JTOrH4YecKu
HEMOoCJIe0BaTeNIbHO M3JIaraeT Marepuai. HempaBuiibHO OTBeUaeT Ha
MOCTABJICHHBIE BOIPOCHI MJIM 3aTPYIHATCS ¢ OTBeTOM. [IpakTHueckoe
3aJlaHUE HE BBINIOJHEHO. Y|

«neynosnersoputenasHo» (ITIK-11 HecriocoOeH mpoBOANTH SKCIEPUMEHTHI MO 33JaHHON METOIUKE,
(Menee 50 GaioB) 00pabOTKy, OLIEHKY MOTPEITHOCTH U UX JOCTOBEPHOCTHY
[ICK-1 JeMoHCTpUpyeT c1aObIi YPOBEHb 3HaHUil yrpo3

MH(POPMALMOHHO-KOMMYHUKAITMOHHOTO ~ Xapakrepa. He moxer
OLIEHUTDH PEMyTaIUIO CalTOB, OJOKMPOBATh PEKIIaMy, BCIUIBIBAIOIIUE
OKHa, OaHHepHl M JApyrue HexenarenbHble 00BeKTHL.YHe ymeer
IPUMEHSTh METOJIBI 60pbOBI c
MH(POPMALMOHHO-KOMMYHUKAIMOHHBIMU  yrpo3amu.fHe  Mmoxer
BBIJICIUTh MEKAMCUUIUIMHAPHBIE CBs3u.YHeyBepeHHO M JTOrHyecKu
HETOoCJIe0BaTeIbHO M3JIaraeT Marepuai. HempaBuiibHO OTBeUaeT Ha
MOCTABJICHHBIE BOIPOCHI MJIM 3aTPYIHATCS ¢ 0TBeTOM. [IpakTHueckoe
3aJlaHU€ HE BBINIOJIHEHO. Y|

5. Metoanueckue yKkazaHus JJisi 00y4al0UUXCsl 10 OCBOCHHMIO TMCIUIIIMHBI (MOXYJIA)

5.1 Meroauueckue yKa3aHus IO OpraHU3aIUN CaMOCTOSITEIbHOIM paboThl 00yUYaromuXCs:

[Ipuctynas K W3y4eHHUIO TUCIUIUIMHBI, B MEPBYIO ouepe/b OOydaromuMcsi HEOOXOAMMO O3HAKOMUTHCS
comepkanreM pabouei mporpammbl aucturumabl (PIT[]), koTopas ompenenseT comepikaHue, oObem, a
TaK)Ke MOPSAIOK U3YUEHHsI U MTPEToAaBaHus yueOHOM TUCIUILIMHEL, €€ pa3/iena, YacTu.

Jlnist caMOCTOSTENbHON pabOThl BAKHOE 3HaUEHUE UMEIOT paszieibl «O0beM U copepikaHue TUCIUILTHHBDY,
«Y4eOHO-MeToauueckoe U HH(popMaIlMoHHOE 00ecTedeHne TUCIUILTMHBD U «MarepruanbHO-TEeXHUIECKOe
o0ecriedeHre TUCIUILINHEI, IPOrpaMMHOE obecrieueHue, mpodeccHoHaIbHbIe 0a3bl TaHHBIX U
MH(POPMALMOHHBIE CIIPABOYHBIC CUCTEMBI.

B pasgene «O0beM U conepkaHWe IUCIMIUIMHBD) YKa3bIBAIOTCS BCE pasfeNibl M TEMbl H3y4aeMoil
JTMCLMIUIMHBIL, @ TAKXKEe BUJBI 3aHATHH U TNIAHUPYEMBI 00bEM B aKaJJeMHUYECKUX Yacax.

B pasgene «YuebHO-MeTommyeckoe W HMH(OpMAIMOHHOE oOecreueHre AUCHUIUIMHBDY — yKa3aHa
peKoMeHayeMasi OCHOBHAs U IONIOJIHUTEIbHAS JINTEpATypa.

B pasgene «MarepuaabHO-TEXHUYECKOE OOECIeYeHne IUCLHUIUIMHBL, MPOrpaMMHOE OOecCIeyYeHuE,
npodeccroHabHble 0a3bl JaHHBIX U MH()OPMAIMOHHBIE CIPABOYHBIC CHUCTEMBD» COIEPKUTCS MEpedyeHb
npodeccuoHaNbHBIX 0a3 JaHHBIX U HHPOPMAIIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX JJISi OCBOCHHUS
JUCLUIUINHBL.

5.2 Pexomennanuu o0y4aromumcs 1o padbore ¢ TEOPETHUECKUMHU MaTepHallaMu 110 TUCIUITIIMHE

[Ipu uzyyennu u npopabOTKe TEOPETUUECKOr0 MaTepHana HeoOX0AUMO:

- IPOCMOTPETH €IlIe pa3 npe3eHTaluo Jekuuu B cucteMe MOODLe, noBTOpUTh 3aKOHCIIEKTUPOBaHHBIN Ha
JEKUMOHHOM 3aHATUM MaTepual M JOMNOJIHUTh €ro € YYEeTOM PEKOMEHJOBAHHOM IOMOIHUTEIbHOU
TUTEPATYPBL;

- IPYU CAMOCTOATEIHLHOM U3YYEHHU TE€OPETUYECKON TEMBI CAeNaTh KOHCIEKT, UCIOb3Yysl PEKOMEHI0BaHHbIE
B PII/] ucrounuku, npodeccrnoHaibHble 0a3bl JaHHBIX U HHPOPMAIIMOHHBIE CIIPABOYHbIE CUCTEMBI:

- OTBETUTDH Ha BOIIPOCHI JIsI CAMOCTOATEIILHON paboThI, TTO TeMe MpeacTaBieHHbIe B myHKTe 3.2 PIT/I.

- TP MOATOTOBKE K TEKYIIEMY KOHTPOJIIO MCIIOIb30BaTh MaTepralibl (hoHIa oreHouHbIX cpencts (POC).
5.3 Pexomenmanuu mo paboTe ¢ HayYHOU U y4eOHOM JIUTepaTypoit
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PabGota ¢ OCHOBHOM M JONOJHUTENBHOM JHMTEPaTYpOl SBISETCS IIaBHOM (OpMOI caMOCTOATENbHOM
paboThl M HEoOXOoOMMa MPH MOATOTOBKE K YCTHOMY ONpPOCY Ha CEMUHApPCKUX 3aHATHAX, K Jebartam,
TECTHUPOBAHHUIO, 3Kk3aMeHy. OHa BKIIOYaeT MpopabOTKy JIEKIMOHHOTO MaTephalia M PEeKOMEHIOBAHHBIX
HCTOYHUKOB U JINTEPATYpPBI I10 TEMATUKE JICKLIUN.

KoHCHeKT JIeKInu JOIKEeH coliepKaTh peepaTUBHYIO 3alIUCh OCHOBHBIX BOIPOCOB JICKIIUH, B TOM YHUCIIE C
ornopoii Ha pa3MmeleHHsle B cucteme MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB M JIMTEPATYphl IO
TeMaM, BBIBOJBI MO KaXKAOMY Bompocy. KOHCIeKT MOXKeT OBITh BBITIONHEH B paMKax paclieuyaTKH BbIIa4uH
NPe3eHTAlUi JIGKIUH WM B OTACNIBHOW TeTpaau mo mpeaMery. OH JODKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAaEMBbIM, HE COAEPIKAaTh HE OTHOCALIYIOCS K TeMe UH(POPMAITUIO HITH PUCYHKH.

KoHcnieKThl HayyHOW JMUTEparypbl MPU CaMOCTOSATENBHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI CONEPIKaTh
OTBETHl HA KaX/bli TOCTAaBICHHBIH B TEME BONPOC, MMETh CCHUIKY Ha HCTOYHHK WH(POpPMALUU C
00s13aTeNbHBIM YKa3aHUEM aBTOpA, HAa3BaHMS W TOJA HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
KoHcniekT MoXeT ObITh ONOpPHBIM (COAEpXkAaTh JUIIb OCHOBHBIC KIIIOUYEBBIC MO3MIMH), HO TPH 3TOM
MO3BOJISIIOIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET OBITh NOAPOOHBIM. OO0beM KOHCHEKTa
OIIPENIETSAETCS CAMUM CTYIACHTOM.

B nporecce paboThl ¢ OCHOBHOM U JOTIOTHUTEIIBHON JTUTEPATYPOI CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XO4Yy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIrO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH Te3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbU MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHUE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 00001eHe OCHOBHBIX BOIIPOCOB PadOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHalMy 10 OATOTOBKE K OTAEIBHBIM 3a/IaHUSM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelpl MpernoAaBareist cO CTyAEHTaMH 10 BOIpOCam
MPAKTHYECKOTO 3aHATUS C LIEJbl0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
pasgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (PpoHTAIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaU€CTBA YCTHOTO OTBETA MOJIJIEIKAIIETO OL[CHKE:

- IPaBUJIBHOCTB OTBETA IO CONEPIKAHHUIO;

- IOJTHOTA U TIIyOnHa OTBETA;

- CO3HATEIIBHOCTh OTBETA;

- JIOTMIKA U3JI0KEHUsI MaTepuaa;

- PallMOHAIILHOCTD MCIIOJIb30BAHHBIX IIPUEMOB U CIIOCOOOB PELIEHHs OCTABICHHON yueOHOIl 3a1auy;

- CBOEBPEMEHHOCTh M 3((EKTUBHOCTH MCIIOIB30BAHUS HATNISIHBIX MOCOOMH M TEXHUYECKUX CPEICTB IPH
OTBETE;

- HCIIOJIb30BaHUE JOIIOJHUTEIBHOIO MaTepHUaa;

- PallMOHAJILHOCTb UCIIOJIBb30BaHUS BPEMEHH, OTBEJICHHOIO Ha 3a/laHNE.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBAECTCA IO OAHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BRICTYIUIEHHH ¢ Mpe3eHTanueld HeoOXoauMo oOpamarb BHUIMaHUE
HAa TaKM€ MOMEHTBHI KaK:

- colep)KaHUE MPE3CHTAllUN: AKTYaJIbHOCTh TEMBI, MOJHOTA €€ PACKPBITHS, CMBICIOBOE COACpIKaHUE,
COOTBETCTBHE 3asBICHHOW TEMBI COJIEPIKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUSIM (IIETTH. CCBHUTKH
Ha PECypChl. COOTBETCTBHUE CONEPXKAHHS M JUTEPATYphl), MPAKTHUECKasT HANPaBICHHOCTh, COOTBETCTBHE
CoZIepKaHus 3asiBICHHON (opMe, aJeKBaTHOCTh UCIIOJIb30BaHHS TEXHHUECKUX CPEICTB yUEOHBIM 3aqadam,
MOCIIEIOBATEIIEHOCTD U JIOTHYHOCTh MPE3CHTYEMOTO Marepuara,

- odopMiieHHE Mpe3eHTAlMU: 00bheM (OMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIUYHE U
COOTBETCTBHE TpapUKd W aHUMAIMH, 3BYKOBOE OQOpMIICHHE, CTPYKTYpHpPOBaHUE WH(POPMAIUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAaHUSIM), OPHUTHHAIBHOCTH OQGOPMIICHHS, ACTETHKA, HCIIOJIIb30BaHHE
BO3MO)KHOCTH ITPOTPAMMHO# CpeJIbl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- JUYHOCTHBIC Ka4€CTBa: OPaATOPCKUC CIIOCOOHOCTH. CO6J'IIOI[€HI/IC periiaME€HTa, SMOIMOHAJIBHOCTh, YMCHHUC
OTBETUTH HAa BOIIPOCHI, CHCTCMAaTU3NPOBAHHLIC, FJ'I}’60KI/I6 1 IIOJIHBIC 3HAHUA 110 BCEM pasgcjiaM IIporpaMMBbl:



- CoJepXaHWE BBICTYIUICHHUS: JIOTUYHOCTh W3JIOKCHHUS Marepualia, PacKpbITUE TEMBI, JOCTYIHOCTh
u3noxkeHus, dPpdexTuBHOCT npuMeHeHust cpeactB WKT, cmocoObl ©u  yClIOBHS — JTOCTHIKCHHUS
PE3yABTaTUBHOCTH M IPGEKTUBHOCTH IJIsS BBIOTHEHUS 3a/ad cBOed MpodeccHoHaTbHOW WU y4eOHOU
JEeSATeNbHOCTH, JOKAa3aTeIbHOCTh MPUHUMAEMBIX PEIICHUHN, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHUS,
BBIBOJIBI.

6. YueOHO-MeTONM4YecKoe M HHPOPMALMOHHOE o0ecieyeHre JUCHMIITTHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Jlomarun J1.B., Kanununa FO.B. be3omacubie nH()OpMaIimoHHbIC TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.un.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

2. Jlomarun J1. B. 3amura oT BpeTOHOCHBIX ITPOTPaMM : JJIEKTPOH. yuel. mocodue. - Tam60B: [b.u.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6.2 JlonosHUTENBHAS IUTEpPATYpA:

1. ®eduioB A. JI. Metoab! 1 cpecTBa 3alIUTHl HHPOPMALIMHU B CETSX : MPaKTUYecKoe nocobue. - Mockaa:
JlaGoparopust xuuru, 2011. - 105 c. - Tekct : snmexrponusiii / OBC «YHuBepcurerckas OuOIMOTEKA
onnaitn» [caiit]. - URL: http://biblioclub.ru/index.php?page=book&id=140796

2. Jlonarux /[.B. 3amura KOMIBIOTEPHBIX CUCTEM OT JECTPYKTHBHBIX IpOrpaMM : Y4el.-MeToa. mocoodue. -
Tam6o0B: U3n-so TT'Y, 2005. - 158 c.

3. CoBpemeHHble HH(OPMALMOHHbIE TEXHOJOTHH : TEHJEHIMM W TEPCIEKTUBBI Pa3BUTHs: MaTepHAIIbI
XXVI nayunoii koudepenuuu (FOxubiii penepanbueiii yausepcuret, Pocto-na-Jlony, 18—19 anpens 2019
I.) : Marepuaisl koHdepeHuui. - PoctoB-na-Jlony| Taranpor: FOxuseiii penepanbueiii yausepcurer, 2019. -

297 c. - Tekct : osnekrponHbiii // DbC «YHuBepcuTeTckas Oubnuoreka oniaiiH» [calT]. - URL:
http://biblioclub.ru/index.php?page=book&id=570913

6.3 VlHble HICTOUHUKHU:

1. ®enepanpubiii moptan «Poccuiickoe oopazoBanue» - http://www.edu.ru/

2. Nopran «I'ymanurapHoe obpazoBanue» - http://www.humanities.edu.ru/

3. ®enepanbHoe xpanwmuie «EnquHas koinekims IHMAPOBBIX 00pa3oBaTEIBHBIX pECYpcOB» -
http://school-collection.edu.ru/

4. denepanbHas ciryx0a 1mo Haa30py B chepe oObpazoBanms u Hayku - http://obrnadzor.gov.ru

5. Bompocsl o6pazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUIIMHBI, IPOrPpaMMHOe odecrieveHne,
npodeccuoHaIbHbIEe 0a3bI JAHHBIX U HHPOPMAIIMOHHBIE CTIPABOYHbIE CHCTEMbI

I[JIH MMPOBCACHUA 3aHATUN 110 JUCHUITIINHE HGOGXO,Z[I/IMO CJICAYIOIICC MAaTCpUAJIbHO-TCXHUYCCKOC
OGCCHG‘-IGHI/ICZ y‘-Ie6HI>Ie AyauTOpruun JId TIPOBCACHUA 3aHATUN JICKOIUOHHOI'O W CCMHUHAPCKOT0 THIIA,
IPYIIIOBbIX M HHIUBHUIYaJIbHBIX KOHCYJIBTALMM, TEKYyLIEr0 KOHTPOJIA M IIPOMEXKYTOYHOM arTecTalud,
IIOMCIICHUSA OJIs1 CaMOCTOSITEIILHOU pa6OTI:I.

VY4eOHble ayTUTOPUN U MIOMELICHHUS JJIS1 CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATIM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIs1 TIPeACTaBIeHUs] yueOHoM nHpopManuu
OO0JIBIIION ayTUTOPHH.

[TomereHust 111 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHreM JloCTyna B AIEKTPOHHYIO
nH(pOPMAITMOHHO-00pa30BaTEILHYIO CPENy YHUBEPCUTETA.

Jlnst mpoBeieHusl 3aHATHI JICKIIMOHHOTO THIIA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0eCreunBarIe TEeMAaTHIECKUE WILTIOCTPAUU (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTHBHAS TOCKA).

JIumeH3noHHOE MPOrpaMMHOE 00eCIICUCHHUE:!
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Kaspersky Endpoint Security mans OusHeca - Cranmaptasiii Russian Edition. 1500-2499 Node 1 year
Educational Renewal Licence

Onepannonnas cucrema Microsoft Windows 10

Adobe Reader XI (11.0.08) - Russian Adobe Systems Incorporated 10.11.2014 187,00 MB 11.0.08
7-Zip 9.20

Microsoft Office [Ipodeccuonanbusiii moc 2007

[Tpodeccuonansubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. VYHuBepcurerckass  OuwbOnmoTeka  OHJIAMH:  DIEKTpOHHO-OMOMMoTeunas  cucrema. —  URL:
https://biblioclub.ru
2. KoucynpranT ctymeHta. ['ymMaHuTapHble HayKd: 3JICKTPOHHO-OMOMuoreuHas cucrema. — URL:

https://www.studentlibrary.ru

3. Hayunas snexkrponHas 6ubmuorexka eLIBRARY.ru. — URL: https://elibrary.ru

4. Poccumiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru

5. Poccwuiickast HanmoHanbHas Oubanoreka. — URL: http://nlr.ru

6. [Ipesunentckas 6uonuorexa umenu b.H. Expriuna. — URL: https://www.prlib.ru

7. Hayunas oanektpoHHas OuOnuorexka Poccuiickoit akamemuu — ectecTtBo3HaHms. —  URL:
https://www.monographies.ru

8. Dnexrponnas 6ubnmoreka POOU. — URL: https://www.rfbr.ru/rffi/ru/library

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mpernomaBaTenss M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEUMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOIb3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pa30BATEILHON CPEie YHUBEPCUTETA.



