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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-2 CnocoOHOCT, TPHUMEHSATH COOTBETCTBYIOIIMM MaTEeMaTHYECKUM ammapar Uil pelIeHUs
npodeCcCHOHATBHBIX 3a]1a4

IIK-1 CriocoOHOCTH BBITIONHATH PAOOTHI MO YCTAaHOBKE, HACTPOMKE M OOCTY)KHBAHHWIO MPOTPAMMHBIX,
MPOrpaMMHO-AMMAPaTHEIX (B TOM 4YHCIE KPUOTOrpa@UYecKUX) U TEXHUYECKHX CPEACTB 3allUTh
nHpopmarun

1.2 Bunp! u 3a1aun mpo¢eCcCUOHATBLHOMN NeITETBHOCTH 110 UCITUTUIHHE:
- OKCILTyaTallMOHHaA

- YCTaHOBKA, HACTpOWKa, OHKCIUIyaTallds W TMOJJepaHHe B pPabOTOCIOCOOHOM COCTOSHUU
KOMIIOHEHTOB ~ CHUCTEeMBbl  oOecrieueHuss WH(POpPMAIMOHHOW  O€30MacHOCTH € y4eTOM
YCTaHOBJICHHBIX TpeOOBaHUMN

- aJIMUHHCTPUPOBAHUE TOACHCTEM HH(POPMAITMOHHON Oe30macHOCTH 00BEKTa

- y4acTHe B MPOBEACHUH aTTECTAIlMA 0ObEKTOB MH(GOPMATH3AIMH IO TPeOOBaHUSIM O€30TTaCHOCTH
nH(popmaruu u ayaute HHHOPMAIIMOHHON 0€30TTaCHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM

1.3 B pe3ynbrare 0CBOCHHS AUCIUILUIMHBI Y 00YYaIOMIUXCsl IOJDKHBI OBITH C(OOPMUPOBAHBI CIIETYIONTNE
KOMIIETCHINH

O0001IeHHBIC TPYIOBHI Kon n HanMeHOBaHUE KO 3HaHUS U YMEHUS, HEOOXOTUMBIC 1]
OIIK-2 Criocob6HOCTh TpuMe|3HACT U TOHUMAET:
3HaeT ¥ TOHUMACT:0CHOBHBIC TeOopeTHUeCKHe MoHATHs «K]

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):
YMmeeT (crocoOeH MPOAeMOHCTPUPOBATH ): pEIIaTh THITOBBIC

Bnaneer:
Bnaneer:0CHOBHBIMU HaBBIKAMU PEILICHUSA 3a/1a4; METOAAM|

[1K-1 CrtocoOHOCTS BBINMOIHY{3HAET ¥ TOHUMAET:
3HaeT: MeTOMbl Kpunrorpadguueckor 3aniuTel HHPOpPMAIHU

YMmeer (criocoOeH IPOoaeMOHCTPHUPOBATH ):
YMeeT: MpUMEHSATh 3HaHUS Ha MPAKTUKE B 00JaCTH KPUIIT

Bnaneer:
Brnageer: HeoOXOAMMBIMHU HaBBIKAMU 110 YCTAHOBKE, HACTP

1.4 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-2 CnocoOHOCTh HPUMEHSTH COOTBETCTBYIOIIMH MaTEeMaTHUECKUH ammapar Juis
perieHust MpoeCcCUOHANBHBIX 3a/1a4

Ne Haumenosanue ) ®dopma |
n/m Ounas
(cemect
1{ 2] 3

JAnroputMuzanus umpy +| +| +

JMaremartnka +

I1K-1 CriocoOHOCTh BBIONHATH PabOTHI MO YCTAaHOBKE, HACTPOWKE U OOCITYKHBAaHUIO
NPOTPaMMHBIX, MPOTPAMMHO-AaNNApaTHbIX (B TOM YHWCIE KPUNTOrpapuyuecKux) Hu
TEXHUYECKHUX CPEJICTB 3AIIUTHI HHPOPMAITUH

Ne HanmenoBanue ) ®dopma 00
n/m Ounas

(cemectp

31 4] 5] 7




ApjanranuoHHas qucny +

[IporpammHuo-anmaparty +| +

]
JOCHOBEHI DIIEKTpO- | pa| +
4

Texandeckas 3alnTa o +| +

JOKCIuTyaTallMOHHAsI TIp, +

(OmekTpoHuKa U cxemMol +

2. MecTo mucuuiuiaabl B cTpykrype OII 0akasaBpuara:

JuctmmuimHa «Kpunrorpadudeckre METOIbl 3allUThl WH(GOPMALMW) OTHOCHTCS K BapUATUBHOW YacTH
yueonoro miana OIl mo manpasnenuto moaroroBku 10.03.01 - Madopmanronnasi 6€30MacHOCTb.

JuctummHa «Kpunrorpadudeckie METoIbl 3alUTh MHQOpMAIUW» U3ydaeTcs B 6, 7 ceMecTpax.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM QUCIMILIHHEL: 9 3.€.
Ounas: 9 3.e.

Bun yueOHOM paboTh (Bcef:r)glj{ii%)

O0mas Tpy10€éMKOCTb JMCHUIITHHBI 324
KonTaktHas pabora 144
Jlexuuu (Jlexummn) 72
Jlaboparopnsie (JIab. pab.) 72
CamocrosrenbHas padota (CP) 142
Kypcosas pabora 2
OK3amMeH 36
3auer -

3.2.ConepxaHue Kypca:

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKYIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS
Jlex |JIa6 | CP
U | .
pao.
O|l0|O
6 cemecTp
1 OCHOBBI ColOecenoBanue
nH(pOpMAITMOHHOM
0€30MacHOCTH U 2 - 4
3aIUTHI
nHpopmaruu
2 Ucrtopust ) i 4 ColecenoBanue
Kpurnrorpadun
3 OCHOBHBIE TEPMUHBI TecTtupoBanue;
Y OTIpE/ICITICHUSI. ) ) 2 ColOecenoBanue
Knaccudukanus
mudpoB
4 [udper 3amMeHbI JlaboparopHas
2 1418 pabora;
ColOecenoBanue




5 Mudpsr JlaGoparopHas
IIEPECTAHOBKU ) pabora;
Tectuposanue;
CobecenoBanue
6 Mudpsr JlaGoparopHas
raMMHpPOBaHUS 4 pabora;
CobecenoBanue
7 KBanToBoe ) Co0OecenoBanue
mudpoBaHUE
8 KomOunupoBanHusie JlaGopartopHas
Qb 4 pabora;
CobecenoBanue
9 udposanue c JlaGoparopHas
OTKPBITBIM KIIOYOM | pabora;
Tectuposanue;
CobecenoBanue
10 Xenr-(hyHKIUN JlaGoparopHas
4 pabora;
CobecenoBanue
11 Kpunrorpaduaecku 4 CobecenoBanue
€ TPOTOKOJIBI
7 cemecTp
12 [TpoTokonbl oOMeHa 4 CobecenoBanue
KIIFOYaMu
13 IIpoTokossl JlaGoparopHas
ayTeHTU(HUKAIUN 4 pabora;
(nmeHTuUKaImN) CobecenoBanue
14 IIpoTokossl JlaGoparopHas
AIIEKTPOHHOMN 4 pabora;
MOJITUCH CobecenoBanue
15 IIpoTokosel JlaGoparopHas
KOHTPOJIS 4 pabora;
LEJIOCTHOCTH CobecenoBanue
16 [TpoTokomsr Co0OecenoBanue
AIEKTPOHHBIX 4
IJ1aTexen
17 [IpoToxosbt 4 CobecenoBanue
TOJIOCOBAHMUS
18 IIpoToKOIIBI TAMHBIX JlaGoparopHas
MHOT'OCTOPOHHHUX 4 pabora;
BBIUUCIICHUH 1 CobecenoBanue
paszerneHus cexpera
19 Hexotopsie Tectuposanue;
CBEJICHUS U3 TeOpUi 4 CobecenoBanue
aJITOPUTMOB U
qrcen
20 OCHOBEI 4 CobecenoBaHnue;
KPHIITOAHAJIH3a TectupoBanue
21 Creranorpagus JlaGoparopHas
2 pabora;
CobecenoBanue




22 KonupoBanue JlaGoparopHas
uHpOpMaLUU 2 |1 8|6 pabora;
CobecenoBanue

Tema 1. OcHOBBI HH(POPMALITMOHHO 0€30MIACHOCTH M 3aIIMTHI HHpOpMATUU
(OIIK-2)
Jlekumus.

Nudopmarus u  wmHbOpMaroHHass 0€30MacHOCTh, OCHOBHBIE COCTaBJSIONIME WHOOPMAIIMOHHON
0€301acHOCTH, OOBEKTHI 3AIIUTHI, KATETOPHH U HOCUTEIW WH()OPMAITIH, CPEICTBA 3alIUThl HHPOPMAIIUH.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3ajaHus 1J151 CAMOCTOSITEJIbHOM PadoThI.

1. MaiiTe onpeneneHne NOHATHIM: «HH(pOpMaIHsD», «AHPOPMAITMOHHAs 0€30MaCHOCThY, «3alluTa
uHpOpMaLUN», «KMHPOPMALIMOHHAS YTPO3ay.

2. JlaiiTe XapaKTepUCTHKY OCHOBHBIM COCTABIISIOLINM WH(POPMALIMOHHOMN 0€301acHOCTH.
3. [lepeunciure OCHOBHBIE OOBEKTHI 3AIIHTHI.

4. JlaiiTe XapaKTepUCTHKY IMOHATUSAM «TOCYIapCTBEHHAs TallHa», «KOH(UIeHIMaNIbHAs MH(OpMALUL» U
«IEPCOHAJILHBIC TAHHBIEY.

5. JlaiiTe XapakTepUCTUKY CpPEIICTBAM 3aLIUThl HH(OPMALIUH.

Tema 2. Uctopus kpunrtorpagun (OIIK-2)
Jlexknus.
Hausnast kpunrorpadus, popmanbHast KpunTorpadus, MareMarnyeckas KpUunrorpadus.
JlaGopaTopHbie padoThbI.
He npenycmorpeno
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Ilepeuncnute crocoObl TalfHOM nepeaayn HHPOPMALUU HAa PACCTOSTHHH.
2. Ha3zoBuTe OCHOBHBIC 3TAIbl Pa3BUTHS KPUMITOTpa(uu.

Tema 3. OcHoBHBIE TepMuHBI U onipenesieHus. Kimaccugukanus mmudpos (OIIK-2)
Jlekumus.

OcHOBHbIE TEpPMHUHBI M OIpENEeHHsl, OCHOBHBIE TpeOOBaHUSA K KPHUMOTOCHUCTEMAaM, Kiaccuuxamus
KpUNTOrpauuecKux CUCTEM.

JlaGopaTopHbie padoThbI.
He npenycmorpeno
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Maiite onpeaeneHue MOHATUSAM «IITUDPY, KKITIOD», «IeHIHPPOBAHUE.
2. [lepeuncnure 0CHOBHbIE TPEOOBAHUS, PEAbSIBIIEMbIE K KPUIITOCUCTEMAM.
3. JlaiiTe kmaccuUKauio KPUIITOCUCTEM IO aJITOPUTMY IIU(PPOBAHHUS.
4. Jlaite kmaccuuKaIyio KpUITOCUCTEM 10 CTOMKOCTH mudpa.

Tema 4. llludppsi 3amenst (ITK-1)
Jlekumus.

OcnoBbl  mupposanusa. udper oxHo3HauHo#t 3amenbl. [lomurpammubeie mmdpel. OmodoHHUECKHE
mudpsl. [oneandasutueie mmdpsel. Heperynspusie mmudpsr.

JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe He0OX0AUMO 3aUPPOBATH CBOIO (PaMHIIIUIO C MTOMOIIBIO CIEAYIOUINX MHUPPOB:
- mudpa Le3aps;
- JI03yHroBOro mudpa;
- MOTMOMAHCKOTO KBaApaTa;



- mmdpyromeit cucremsl Tpucemyca;

- mudpa Playfair;

- cucTeMbl OMO(OHOB (JIOITyCKaeTcs U KaKI0i OyKBBI ajihaBUTa MPUBECTH BCETO IO JABE MUPPO3aMEHBI,
T.€. IPUHATH, YTO BCE OYKBBI MMEIOT OIMHAKOBYIO BEPOSITHOCTH MOSIBICHHS B TEKCTAX);

- mmmdpa Bkenepa.

I[Ipu odopmieHnn oT4yeTa HEOOXOAUMO TMPUBECTH HCXOAHOE cooOmieHne (pamMuianio), TabIUILy
mudpo3aMeH, Kitod (ecim Tabnuia mudpo3aMeH He SIBISIETCS KIF0YOM) U 3amr(poBaHHOE COOOIICHHE.

3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThlI.
1. B ueM 3akitouaeTcss OCHOBHAS HJIesl KpUNITOrpaduuecKux npeodpazoBaHuil nppoB 3aMEHbI?
2. Ilepeuncnute OCHOBHBIC PA3HOBUIHOCTH MIH(PPOB 3aMEHBI.
3. JlaiiTe XapakTepUCTUKY pa3HOBHIHOCTSAM IIU(PPOB 3aMEHBHI.
4. Ha3zoBuTE OCHOBHOWM HEIOCTATOK IH(pa OMHOZHAYHON 3aMEHBI.

Tema S. IlIugps! nepecTaHOBKH
(IIK-1)
Jlexknus.
OcHoBbI mM(ppoBaHus, HIHUPPE OAUHAPHONH U MHOKECTBEHHON NIEPECTaHOBKH.
JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe HeoOX0AUMO 3a(PPOBATH CBOIO (PaMIIIUIO (I IEPBHIX ABYX MK(POB) HITU
(bamMuuIo ¥ UM (U1 OCTAIBHBIX) C IOMOIIBIO CIEAYIOUINX MHU(PPOB:

- IPOCTOM OAVHAPHOM NIEPECTAHOBKH;

- OJI0YHOM OMHAPHON TIEPECTAaHOBKH,

- TaOJIMYHON MapIIPYTHOU MIepECTaHOBKH;

- BEpPTUKaJIbHON NIEPECTAHOBKY;

- IIOBOPOTHOM PEILIETKH;

- Maru4yeckuit kBajapar (pasMep kBajaparta - 4x4);
- IBOMHOMN NEPECTAHOBKH.

[Tpu odopmiieHnn oT4eTa HEOOXOAMMO MPUBECTH UCXOMHOE coobmenue (pamMunuio uiu GamMwImi 1 UMs),
TaONUIIBI, KITIOYEBBIE CJIOBA (BBIOMPAIOTCS TPOU3BOJIBHO), MapIIpyThl BIOHCHIBAHHS W BBITUCHIBAHHUS,
MTOBOPOTHI PEHIETKU U 3ai(PpoBaHHOE COOOIICHUE

3anaHus AJ51 CAMOCTOSITeILHOI padoThI.
1. B gem 3akitogaeTcsi OCHOBHAS Uesl KpUNITOTpaduuecKux mpeodpa3zoBaHuil MHUQpPOB MepecTaHOBKU?
2. [lepeuncnute OCHOBHBIE PA3HOBUIHOCTH IIHN(PPOB NEPECTAHOBKH.
3. JlaliTe XapaKTepUCTUKY PA3HOBUIHOCTSIM MU(GPOB MEPECTAHOBKH.

Tema 6. IlIudpps rammupoBanus (ITK-1)
Jlekumus.
OcHoBbl mHppoBanus, mUppoBaHue MO MOAYIO N U 2, TeHepalus raMMbl, TeHEpaTOPbl TaMM.
JlaboparopHbie padoThbI.

B maGoparopHoii pabote HeoOX0auMO 3amudpoBaTh CBOXO (GaMUIUIO € TOMOIIBIO MH(PPOB rTaMMUPOBAHUS
1o Moayito N v MOIYJIO 2.

[Ipu odopmieHun ordera HEOOXOIUMO MPHUBECTH UCXOMHOE coobOmieHue ((pamuimio), raMMy U TaOIUIIBI
sammdpoBanus/nemudpoBaHus.

3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
1. B uem 3akiodaercss OCHOBHAS Uesl KpUNTOTpadUIeCKUX MpeoOpa3oBaHmii aJIUTUBHEIX IHPPOB?
2. Ha3oBuTE OCHOBHBIE XapaKTEPUCTUKHU TaMMBI.
3. [Ipu KaKuX yCIOBUSX MPUMEHEHHSI TAMMBI aJ/IMTUBHBIN MHU(P MOXKHO CUUTATh COBEPIICHHBIM.
4. JlaliTe XapaKTepUCTUKY MTPOTPaMMHBIM criocobam reneparuu rammsl (anroputm RANDU u BBS).
5. Yto Takoe nmapuTeTHHIN OUT?



6. Omumure cxembl MUGPOBAHUS C HCIOIB30BAHUEM CHUHXPOHHBIX M CaMOCHHXPOHU3UPYIOIIUXCS
MMOTOKOBBIX MIU(POB.

Tema 7. KBantoBoe mudposanue (OIIK-2)
Jlekumus.

OcHoBbl KBaHTOBOHM ¢u3nku. OcHOBBI KBaHTOBOro mudpoBanusa. llludpoBanus ¢ HCMOIB30BaHUEM
JUHEWHBIX  TOJIIPU3aTOpPOB Ha  TIpuHUMaromed crtopoHe. IludpoBanuss ¢  UCMOIB30BAaHUEM
MOJISIPU3AIMOHHON pa3eTUTEIbHON MPU3MbI HAa TPUHUMAIOILIEH CTOPOHE.

JlaboparopHbie padoThbI.
HE TPEAYCMOTPEHO.
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. [lafiTe onpeneneHne MOHATHIM «KBAaHT» B «(HOTOHY.
2. B uem 3akimodaercs mpupojia KOpImyCKyIsspHO-BOIHOBOTO ayanu3ma (potona?
3. B uem cyTh mmdpoBanus ¢ moMoIipo GOTOHOB?

Tema 8. KomOunupoBannsie mupps (OI1K-2)
Jlekumus.

[Mudpper ADFGX u ADFGVX. OcHoBbel OsmouHOro komoOmHUpoBaHHOTO Immdposanus. DES. TOCT
28147-89. AES. TOCT 34.12-2015. TOCT 34.13-2015.

JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe HeoOxoanMo 3am(poBaTh CBOIO GaMHINIO U UM ¢ moMotlsio muppa ADFGVX.

[Ipu odopmieHnn oTdyeTa HEOOXOAUMO TPHBECTH HCXOMHOE cooOmieHre (hamMmivi U uMs), TaOIUIly
mudpo3aMeH, KIII0YEBOE CIIOBO, IEPECTAHOBOYHYIO TAOJIUITY U 3ali(pOBAHHOE COOOIICHHE.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
. Jlaitte onncanue sueiiku Oeicrens.
. HazoBute ocHoBHbIE pexumMbl DES.
. Ilepeuncnure metoas! mudpoBanus, ucrnoaszyemsie B DES-ECB.
. [IpuBenute cxemy anroputma DES B pexxume crierieHus 0J10KoB mmdpa.
. HazoBure cdeprl npuMeHeHus pa3HbIX pexxumoB DES
. KakoBa muna xmtoua mudpa OCT u kak reHepupyIOTCs KITFOUEBBIC DJIIEMEHTHI.

~N N L WD

. HazoBute ocHoBHBIE paznnuns Mexay DES u 'OCT.

Tema 9. llnudpoBanue ¢ oTkpoITHIM KJII0490M (ITK-1)
Jlexknus.

OcHoBbl mudpoBanus, aaroputM RSA, anroputm Ha OCHOBE 3a7ayd 00 YKIJIAJKE paHIlA, BEPOSTHOCTHOE
mmdpoBanue, anropuT™ mudpoBaHust Dib-I"aMas, anroputM Ha OCHOBE JUTUITUYECKUX KPUBBIX.

JlaboparopHbie padoThbI.
B naGoparopHoii pabote He0OX0AuMO 3audpoBaTh CBOIO (GaMUIIHIO C TTOMOIIBIO CISAYIOMIMX MU(POB:
- anroput™Ma RSA;
- alIropUTMa Ha OCHOBE 3a7a4M 00 YKJIaJKe paHIa;
- anroputMa 1mudpoBanus Dib-I amanrs.

[Ipu opopmieHnn oTueTa HEOOXOAMMO MPUBECTH UCXOTHOE COOOIIeHUE ((haMUITUIO) U TaOJIUIIBI TEHEPAITUH
KJTtoueit, mudposanus u pacmudponanus. [ mepBoro U TPEThEro Coco00B MPHUHSTH, YTO KOJ CHMBOJIA
COOTBETCTBYET €T0 MOJIOKEHUIO B alipaBUTE, JIs1 BTOPOTO — B COOTBETCTBUHU ¢ KomupoBkod Windows 1251.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. B uem 3akitogaeTcsi CyTh M OCHOBHAsI MPEIIOCHIIKA MOSBICHUS MTU(POBAHUS C OTKPBITHIM KITHOYOM?
2. OcHOBHBIE TPEOOBAHUS, TPEABABIAEMbIC K KPUITOCUCTEMAM C OTKPBITHIM KITFOUOM.

3. [Ilepeuncnurte THIIBI OTHOCTOPOHHUX MPEOOpPA30BaHWM, TMPHUMEHSEMBIX TIPH ACHUMETPUIHOM
mudpoBaHUH.

4. JlaitiTe KpaTKyI0 XapakTEpUCTUKY airopuTMa RSA.

v~



5. B ueM oTnmune cBepXBO3pacTarouiei mocae10BaTeIbHOCTH OT OOBIKHOBEHHOM?

6. Uto o3HavaeT 0OpaTHOE YUCIIO IO MOIYIIO?

7. B ueM oTimune BEpOATHOCTHOTO MIM(POBAHUS C OTKPBHITHIM KIIFOUOM OT I€TePMHUHHPOBAHHOTO?
8. B ueM cyTh 3a7aun JUCKPETHOTO JIoTapupMupoBanms?

9. IlpuBenuTe ypaBHEHHUE AUIUNITHIECKOM KPUBOK B KOpOTKO# (hopme Beiiepirpacca.

Tema 10. Xem-gpynkuuu (OIIK-2)
Jlexknus.
OcnoBHble IOHATHS, MDS5, npuMenenune mu@poBaHus A7 MOTydeHHs Xxen-oopasza
JlaGopaTopHbie padoThbI.

B naGoparopHoii pabote HeoOxoanmo 1o anroputMy MDS noiayduTs Xem-o0pa3 cooOmEH s, COCTOSIIETO
U3 TIEPBBIX Tpex OyKB CBOEH (haMHIUH.

ITpu opopmieHnn oTaera HEOOXOAMMO IPUBECTH:

- TEOPETUYECKYIO YacTh, BKItovaromyto "[llar ocHoBHOTO 1Mkia BeiunciaeHus xema'", "[lar nukna paynma"
u Tabnuny "Paynnossie pynkmumu RF";

- ucxomgHoe cooOmieHue (3 OykBbl (GaMUIMK) B CHMBOJBHOM M JECATHYHOM TPEJACTABICHUSX B
COOTBETCTBHUH C KoaupoBkoit Windows 1251;

- IpooOpa3 cooOIIeHUsT B IIECTHAAIATEPUYHOM TpencTaBieHun (512 OWT), BKIOYAss BCIIOMOTATEIbHBIC
eIMHUYHBINA U HyJIEBbIE OUTHI, a TAKXKE OUTHI, OTPENIENISIONINE [UTMHY COOOIICHHMS,;

- KCXOHBIC 3HaueHus nepeMeHHbiX A, B, C u D B mectHannarepuanom npencrasienuu (o 32 o6ura);

- st 1-ro, 2-ro u 16-ro 32-6utoBoro 610ka npoodpasa - pe3yabTaTbl BEIYUCICHH TepeMeHHbIX A, B, C u
D B miecTHagaTepUYHOM MPEICTABICHUH ISl BCEX PayH/IOB;

- pe3yapTaT UTOTOBOIO CIIOKEHHUS IO Moy 232 ucxoAHblx 3HaueHuil nepeMeHHBIX A, B, C u D co
3HAYEHUSMHM 3TUX MEPEMEHHBIX, MOIYYEHHBIX MOCE 4-r0 payHJa B LIECTHAALATEPUYHOM IPEACTaBICHUN
(128 6uT) 10 U MoOcTe mepecTaHOBKU OAMT.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. aiite onpeneneHue MOHATUSM: «XEIIUPOBAHUEY, «XEII-PYHKIU», «KOJUTA3HSI.
2. B xakux 1emnsx UCHoJb3yIoT Xell-(OyHKIIMA Ha PAKTHKE?
3. [IpuBenuTe CTaHIAPTHYIO CXEMY alTOPUTMA TeHEPAINH XelI-00pasa.
4. Kak Ha3pIBaeTCs Xeni-o0pas, MOJyYCHHBIA ¢ TPUMEHEHUEM 3aKPBITOTO KiTtova mudpoBanHus?

Tema 11. Kpunrorpadguueckue nporokoJini (OIIK-2)
Jlekumus.
OcHOBHBIE CBEIEHUS O KpUIITOrpapUUECKUX MPOTOKOIaX, IPOTOKOJIBI 0OMEHa KIII0UaMHu.
JlaboparopHbie padoThbI.
He npenycmotrpeno
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. I[lepeunciure OCHOBHBIE 33/1a4H, JJI PEIIEHUS KOTOPBIX HCIONb3YeTCsl KpUnTorpadus.
2. Ilepeuncnure OCHOBHBIE OTJINYMS KPUIITOIIPOTOKOJIOB OT TPaJAULIMOHHBIX KPUIITOCUCTEM.
3. JlaiiTe onpeneneHne NOHATUIO KITIPOTOKOI.
4. aiiTe KI1acCU(PHUKALNIO KPUIITOIPOTOKOJIOB B 3aBUCUMOCTH OT HAJMYUS TPEThEW CTOPOHBHI.
5. Ilepeuncnute OCHOBHBIE KPUITOMPOTOKOJIBI.

Tema 12. IIpoTokosbl 00Mena kiawyamu (ITK-1)
Jlekuus.
O6mwme nmonoxenusi. Anroput™m uddu-Xennmmana-Mepxia. [Ipotokon BB84.
JlaboparopHbie padoThbI.
He npenycmotrpeno
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. JlaiiTe onpenesieHre MOHSATHUIO «CEAHCOBBIM KITIOU.



2. Onumute anroput™ oomena kiarouamu Juddu-Xenamana-Mepkia.
3. B yem ornimume KBaHTOBOTO MIM(POBAHUS OT KBAHTOBOT'O MIPOTOKOJIA OOMEHA KITIOUYaMH.

Tema 13. [IpoTrokoabl ayrenTupukanuu (uaenrupuxanuu) (IK-1)
Jlekumus.

OO6mme cBeneHus, TmapojibHas uAeHTU(UKaAUsa / ayTeHTU(UKAIUS, TPOTOKON HUAeHTU(DUKAIUU /
ayTeHTU(UKAIIMU C KCTOIb30BAaHUEM XelI-(PYHKIMH, MPOTOKOJI HACHTHU(GUKANNK / ayTeHTH(UKAIUKA Ha
OCHOBE MmMHU(POBaHUA C OTKPHITBIM KIIOUOM, cepBep ayTeHTHdukanuu Kerberos, wuaeHTUUKAMS /
ayTeHTU(UKAIUS C TIOMOIIBI0 OMOMETPUUYECKUX JaHHBIX, HACHTH(UKanuoHHbIe KapThl (ID-cards) u
AIIEKTPOHHBIE KITFOYH.

JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe He0OX0ANMO MPUBECTHU MOCIEOBATEILHOCTD BHIITOIHEHUS IPOLIETYP
UACHTU(PUKAIMN/ay TEHTU(UKAIIMH C UCTIONB30BAHUEM CIIEIYIOIIUX CIIOCOOO0B!
- Ha ocHOBe anroputma RSA;
- o cxeme IlIHoppa;
- no cxeMme delire-Ouara-Illamupa.

[Ipu odopmiiernn otuera HEOOXOIMMO MPUBECTH TAOIMIBI TEHEpAlMU KIO4Yer W ayTeHTHUdUKanuu. B
KadecTBe ciydaitHoro yucia (k wim r) mpuHSATH KOABI, COOTBETCTBEHHO, 1-0M, 2-0i M 3-eii OyKBBI CBOEH
(haMHITMY COTITIACHO WX TIOJIOKEHUIO B ayipaBuUTE.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
. JlaiiTe onpeneneHue MOHATUAM: «UICHTUDUKALUAY», «ayTeHTU(DUKALIHSD)), «aBTOPU3ALIUSY.
. UTO MOXXET CIyXHTb B KaueCTBe ayTeHTU(UKaTopa?
. [lepeuncnute OCHOBHBIE CITIOCOOBI OpraHU3aluy UACHTU(UKALNY U ayTeHTU(DUKALIUH.
. IlepeuncnuTe TOCTOMHTCTBA U HEIOCTATKHU MAPOJIbHON ayTeHTU(DUKAIIUH.
. OnumuTe cxeMy IpOTOKOIa HACHTU(PUKAIINY U ayTeHTU(PHUKAIMK Ha OCHOBE anroputMa RSA.
. Buem CYThb JOKAa3aTCJIbCTBA C HYJICBBIM PA3IIIAILICHUCM.
. Onumure cxeMy mpoToKoia cepepa ayreHtudukanuu Kerberos.
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. Ilepeuncnure 0OCHOBHbIE OMOMETPHUYECKHUE XapAKTEPUCTUKU.

Tema 14. IIpoTokoasl 3s1ekTponHoii moanucu (IK-1)
Jlexknus.

Oo6ume cenenus. [Iporokon Ha 6aze anropurma RSA. Anroputm mmdposoit nmogmucu 'OCT 34.10-94.
Anroputm 1udposoir nmoamucu 'OCT P 34.10-2001 u I'OCT P 34.10-2012. PasnoBugnoctu OII.
KOpunuueckue ocHoBanus ucnosnb3oBanus 1.

JlaGopaTopHbie padoThbI.

B naGoparopHoii paboTe He0OX0AUMO MPUBECTH MOCIEI0BATEILHOCTD BHIOIHEHUS POLIEAYp FeHEpALUU U
nposepku DI ¢ ncnonap3oBaHUEM CIETYIONUX CIIOCOOO0B:

- Ha Oaze anroputma RSA;
-1o 'OCT 34.10-94;
- o 'OCT 34.10-2001.

[Ipu odopmiierrn oT4eTa HEOOXOAMMO MPHUBECTH TAOTUIIBI TEHEPAIMH KIIFOUEH, OTIPABKH COOOIIEHUS C
OUIT u nonmyuenust coobmenust ¢ DIII. B kauecTBe xem-o6pasza ucxomHoro coodmenust h(T) npuHITH
KOJIbI, COOTBETCTBEHHO, 1-0i1, 2-0i1 1 3-eit OyKBBI CBOEH (haMHJIMK COTIIACHO WX TOJI0KEHUIO B alipaBuTe.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. JlaitTe onpeneneHre NOHATHIO "3JIEKTPOHHAS TOAMHKCH" .
2. OnumuTe Mociea0BaTeNbHOCTh AEUCTBUM yUaCTHUKOB IIPOTOKOJIA IPU OTIIpaBke U npoBepke OII.
3. Kaxko¥i mopsiIok HCTIOIb30BaHUs KITFOUeH (OTKPBITHIN; 3aKPBITHIN) ITPU OTIpaBke u nmpoBepke 11?7
4. Onumure cxemy nporokoina 11 Ha ocHoBe anroputma RSA.
5. Ilepeuncnute cnenuaibHbie cxembl JI1.
6. HazoBute nenb BBeeHus B aericTBue PenepanbHoro 3akoHa "OO0 »1eKTpoHHOM moanucu".



Tema 15. IIporoxkouabl koHTpoJs mejgoctoctu (ITK-1)
Jlekumus.

O6mme cBenmenus. IlpoBepka uyeTtHocTH. Mcmonb3oBaHWe KOHTPONBHBIX 1Hdp. Mcmonb3oBaHue
KOHTpOJIbHBIX CcyMM. Hcmnosb3oBanue komoB XsmmuHra. Hcmomb3oBanue ECC. HcnonwszoBanue OII.
Ucnons3zoBanne MAC-konoB. KomOnmHIMpOBaHHBIE METO/IBI (HA IPUMEPE JKECTKUX MAarHUTHBIX IUCKOB).

JlabopaTropHbie padoThbI.
Samanue 1:

B naGoparopHoii paboTe HEOOXOAUMO ONPENEIUTh KOHTPOJIbHBIE TaHHBIE C UCTIOIB30BAHHEM CIICAYIOIINX
croco0o0B:

- OMTOB 4eTHOCTHU. B KauecTBe MCXONHBIX JAHHBIX MPUHATH OUTOBOE IpeicTaBieHHE OyKB (paMmiuu B
COOTBETCTBHH ¢ KonupoBkord Windows 1251;

- KOHTpOJBHBIX LM(p. B KauecTBe MCXOAHBIX MAHHBIX HPUHATH HEOOXOAMMOE KoindecTBO IMdp (3a
UCKJTIOYCHHEM KOHTPOJIBHON) U3 CTPOKH, COCTOAIICH U3 KOJAOB OyKB (haMHIIUN, UMEHH U OTYECTBA COITIACHO
UX MOJIOKEHUIO B al(aBUTE:

- mo anroputmy Jlyna (15 nudp);

- uia mrpuxkoaa no craunaprty EAN-13 (12 mudp);

- nist UHH ¢usnueckoro mmma (10 mudp);

- JUTsl KOJTOB CTAHIIMIA Ha JKEeTIE3HOIOPO’KHOM TpaHcmopte (5 uudp);

- koHTpoJbHBIX cyMM (CRC). B kauecTBe NCXOMHBIX TaHHBIX MPUHSTH KOABI 1-0M, 2-01 U 3-eii OyKBBI CBOCH
(haMHJTMY COTIIACHO WX TIOJIOKEHUIO B alipaBuTe A1 Mopoxaaromiero noauaoma - G(x) = x4 + x1 + x0.

- xoga xkoppekuuu omuook (ECC). B kauecTBe HCXOMHBIX JaHHBIX MPUHSATH MepBbie 11 OMTOB MEPBBIX ABYX
OyKBBI CBOEH (haMUJIMU B COOTBETCTBUU C KomupoBkot Windows 1251. Paccunrare BekTopa KOHTPOIBHBIX
OWTOB U CHHJIPOMOB, a TAK)K€ MAPUTETHBIC OWUTHI MPU OTCYTCTBUH ONMTUOKH, OIMHOYHON U JBOWHON OIIHOKE.

[Tpu odbopmneHnn oTdyeTa HEOOXOAMMO MPUBECTH HEOOXOAUMBIE TAONHIIBI, HCXOMHBIC TAaHHBIC, PACYCTHl U
pE3yIBTaTHI.

3amanue 2:

B nmaGoparopuoii pabore HeoOxomumo mo amroputMy DES-CBC mnomyunte MAC-xon cooOrieHwus,
COCTOSIIIETO U3 MEPBBIX BOCKMHU OYKB cBoei amuinuu. Ecinu kommdecTBo OykB B paMuiInu MeHbIe 8 OYyKB,
TO HEOOXOIMMO JT00AaBUTH HEJIOCTAIOIIEE KOJIMYECTBO OYKB M3 UMEHHU. B KauecTBe Kirroua BEIOPATH MEepBhIE 7
OyKB COOOIIIEHHSI; CHHXPOTIOCBUIKH - 64-0uTOBYI0 CTpoKy U3 depenytonuxes 1 u 0 (10101010 ... 10).

[Tpu opopmieHun oTuera HEOOXOAUMO MTPUBECTH:

- TEOPETUYECKYIO YacTh, BKItouatomyio "Cxemy mudpoBanus Onoka", "Cxemy ¢yHkimu mumppoBaHus”,
"CxeMy BBIpaOOTKM KitO4eBbIX 37eMeHTOB" u "Cxemy amroputma DES B pexxume cueruieHus OJIOKOB

mmdpa';
- mdpyeMoe coodmenue (8 OykB ¢paMUINN) B CHMBOJIBHOM U OMTOBOM IPEACTABICHUH B COOTBETCTBHH C
konupoBkoir Windows 1251;

- CHHXPOIIOCBUIKY B OMUTOBOM IIPE€ACTaBJICHUHY;
- Pe3yJIbTaT CIOXKEHHUS TI0 MOAYIIO 2 MH(PYEeMOro cOOOIIEHHUS U CHHXPOTIOCHUTKH;

- xirou (7 OykB (amMmivM) B CUMBOJIBHOM M OWTOBOM MPEACTABICHHH B COOTBETCTBHHU C KOJIHWPOBKOU
Windows 1251;

- KJIIOY B OUTOBOM MPEACTABIEHUH C YIETOM OUTOB KOHTPOJISI YETHOCTH;
- KJIFOYEBBIC JICMEHTEHI Ki;
- pe3yabTaT HadaJIbHOM nepecTaHoBKH [P;
- monryonokuHi u Li, f(ki, Li), Hi® f(ki, Li);
- pe3yabTaT KOHEYHOU nepectaHoBku [P-1.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. [Tepeuniciute OCHOBHBIE CTIOCOOBI KOHTPOJIS IIETOCTHOCTH.
2. Yro Takoe OUT YETHOCTH H KaK C MOMOIIBIO HETO OCYIIECTBISETCS KOHTPOJIb IETOCTHOCTH?
3. lns wero npenHasHadeHa texHomgorust S.M.A.R.T.?



Tema 16. IIpoTokosbl 31ekTpoHHbIX MaTesxkei (ITK-1)
Jlexknus.

OOue cBeneHus, IUIACTUKOBBIE KapThl, CypporaTHble IUIaTeKHbIE cpeacTBa B Internet, pacueTs
TUTACTUKOBBIMHU KapToukaMu B Internet, anekTpoHHbIe Komenku B Internet, nndpoBbie JeHbIH.

JlaboparopHbie padoThbI.
He npenycmotrpeno
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. IlepeuncirTe OCHOBHBIE PA3HOBUIHOCTH 3JIEKTPOHHBIX IJIATEKEH.
2. B uem omiinumne nepcoHOUIIMPOBAHHBIX TUIATEKHBIX CUCTEM OT AHOHUMHBIX ?
3. B uem otninumne 1e6eTOBBIX KapT OT KPEIUTHBIX?
4. J1511 4ero UCIOJIb3YETCsl «3aKPbIBAIOIINI MHOKUTEND) ?

Tema 17. IIporokoasl rosocoanus (OIIK-2)
Jlexknus.

OOmme cBeneHUs, HEKOTOPbIE BAPUAHTHI pEATM3ANMHA MPOTOKOJIOB 3SJIEKTPOHHOTO TOJIOCOBAHMUS,
POCCHICKHI ONBIT 3JIEKTPOHHOTO F'OJIOCOBAHUSL.

JlaboparopHbie padoThbI.
He npenycmotrpeno

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.
1. HazoBuTE 10CTOMHCTBA M HEAOCTATKH TPAJAUIIMOHHOTO («OyMaskHOT0») TOJI0OCOBAHUS.
2. Yto noHUMaeTCs MO AIEKTPOHHBIM I'0JI0COBaHUEM ?
3. HazoBuTe OCHOBHBIEC CBOMCTBA HUJICATLHOTO IIPOTOKOIa rojocoBanus (o b. IlHaiiepy).
4. B uem omiinuue YCI' or KOUB?

Tema 18. IIpoTokoJibl TAHHBIX MHOTOCTOPOHHHUX BbIYMC/ICHUH U pa3aenenus cekpera (OIIK-2)

Jlexknus.
Taiiable MHOTOCTOpOHHHKE BhIYHMCIeHHA. [IpoTOKONEI pa3Ouenus u pasaeneHus cekpera. Pazouenne cexpera
C UCHOJb30BaHME rammupoBaHus. Pasnenenue cekpera no cxeme IllamMupa (MHTEPHOISLIMOHHBIX
nonnHoMoOB Jlarpanxa). Paznenenue cekpera mno cxeme Acmyrta-bimyma. Jlpyrue pa3HOBHIIHOCTU CXEM
pasleaeHus CeKpera.

JlaboparopHbie padoThbI.
B naGoparopHoii paboTe He0OXOAUMO TPUBECTHU MOCIE0BATENBHOCTD BBIITOJHEHUS CIECAYIOIINX
IIPOTOKOJIOB:

- TalWHBIX MHOTOCTOPOHHUX BBIYMCIIEHUW [JIsi pacyeTa CpeIHEell BEIWYMHBI Tpex uucen. B kadecTse
WCXOMHBIX JaHHBIX MPHUHATH KOIbI 1-0H, 2-0f u 3-eit OyKBBI CBOCH (haMUJIUU COTIIACHO MX TOJIOKCHHIO B
andaure;

- pa30ueHus CeKpeTa ¢ UCIOJIb30BaHUE TAMMUPOBAHMS [T TPEX YYaCTHUKOB. B KauecTBe cexpera mpuHSATH
nepBble 3 OyKBBI (paMUIIHHU, TSI TAMM - JIFOObIEe TPEeXOYyKBEHHbIE COYETAHUS;

- pazgenenus cexpera no cxeme [llamupa nis (3, 5)-noporosoii cxemsl. B kauecTBe cekpeTa S NpUHATH KOA -
cBOEH (haMHIIUH COTTIACHO €€ MOJIOKEHUIO B al(aBuUTe;

- pasnmeneHus cekpera mno cxeme Acmyra-bmyma mis (3, 5)-moporoBoil cxembl. B kauecTBe cekpera S
NPUHATH KOJ 1-0if OyKBBI CBOEH (haMHITH COTTIACHO €€ MOJIOKEHHIO B adaBuTe.

IIpu odopmiueHnn oTYeTa HEOOXOOUMO MPHUBECTH HCXOAHBIC JaHHBIE MW TaONMIBL, CcoAepXKalue
[IOCJIEI0BATEIBLHOCTD BBITIOJHEHUS IIPOTOKOJIOB.

3ananus AJ51 CAMOCTOSITeILHOI padoThI.

1. [Inst gero HEOOXOAMMO MPUMEHEHHE MU(DPOBAHUS C OTKPHITHIM KIFOYOM B TAMHBIX MHOTOCTOPOHHHUX
BBEIYUCIICHUIX ?

2. Yto o3Ha4aeT (m, n)—TMOPOroBas cxema pa3/ieleHus CeKpeTa.
3. HazHaueHne MHTEPIOIALMOHHOIO NoNMHOMa Jlarpanxa.
4. CymHOCTh KHTANCKOM TeOpEeMbI 00 OCTaTKax.



Tema 19. Hexotopble cBeeHus U3 Teopuii aaropurmon u yuces (OIIK-2)
Jlekumus.

CI0XHOCTh QJITOPUTMOB, MPOCTHIC YHCIIA, PA3JIOKECHUE YHCIIa Ha MPOCTHIE COMHOXKHTEIH, HAXOXKJICHUE
HAYaJbHOTO CITMCKA MPOCTBIX YHCE, TCCTHPOBAHHE YKCIA HAa MPOCTOTY, OMpPEICICHHE HaMOOJBIIETO
00IIero IenuTes.

JlabopaTropHbie padoThbI.
He npenycmotrpeno
3ananus AJ51 CAMOCTOSITEILHOI padoThI.
. laiiTe xmaccuduKaIuio aaropuTMOB B COOTBETCTBHH C X BPEMEHHOMN CII0KHOCTBIO.
. B ueM cyTh 0cHOBHOI1 Teopembl apupmMeTUKH?
. Omumure meron dakropuzanuu depma.
. Onummre anroputM perrera Iparochena.

1
2
3
4
5. B yeM cyTh Tecta @epma Ha MPOCTOTY YUCIIA.
6. Onumure anroput™ EBkinuza.

7. IlpuBeaute cooTHolIeHUE besy.

8

. Onummre pacimpeHHbIi anroput™ EBkinuaa.

Tema 20. OcnoBbl kpunroanaausa (IIK-1)
Jlexknus.

VYrpo3bl 0€30MacHOCTH MPH HCIOJIB30BAHWUU KpuUNTOrpaduu, OOLIMe CBEACHHUS O KpPUIITOAHAIU3E,
Pa3HOBUHOCTH aTaK Ha KPUITOCUCTEMBI.

JlaboparopHbie padoThbI.
He npenycmotrpeno

3ananHus AJ151 CAMOCTOSITEILHOI padoThI.
1. I[lepeuncnure OCHOBHBIE YIpO3bl 0€30MACHOCTHU MPU UCIOIH30BAaHUH KPUIITOTPAPUUECKIX CUCTEM.
2. [lepeuncnute OCHOBHBIE PA3HOBUIHOCTH aJaITUBHON aTaky C BBIOOPOM OTKPBITOTO TEKCTA.

Tema 21. Creranorpapus (IIK-1)
Jlexknus.
OO0urme cBeeHus, KJIAaCCHUECKasi CTeraHorpadusi, KOMIbIOTEpHAst cTeraHorpagusi.
JlaGopaTopHbie padoThbI.

1) Anst 3ananHoro (aiina HeoOXOAUMO OMPENETUTh CKPHITOE COOOIIEHUE U UCTIOIb30BaHHBIN METOJ €ro
CTEraHOTPapUUECKOTO COKPBITHSL.

2) Cnoco0sl popmMaTupoBaHusi CHMBOJIOB, TPUMEHSIEMEBIE JJIsI CEKPETHBIX COOOIICHUN (CUMBOJIOB I[ETMKOM,
HYJIEW WU €UHULL):

- IBET CUMBOJIOB;

- BeT ¢oHa;

- pazmep mpudra;

- MacmTad mpudra;

- ME@KCUMBOJIBHBIN HHTEPBAI.

3) [IpuMeHsiemMbie TBOMYHBIC KOJUPOBKHA CUMBOJIOB:

- 6e3 KOIMPOBKH;

- kox bomo (MTK-2);

- KOI-8R;

- cp866;

- Windows 1251.

4) BapuaHTbl MHIWBUIYATBHBIX 33JJaHUN (BEIOMPAIOTCSI COTJIACHO HOMEPY B JKypHAJIE).



B kadecTBe TEKCTOB UCIIOIB30BaHbI CTUXU ATHHS bapTo, CEKpEeTHBIX COOOIIEHUH — STIOHCKUE TTOCIIOBHUIIBI U
IIOrOBOPKH.

5) Otyer no naboparopHO paboTe JOIKEH COACPKATh!

- (pparMeHT CcTHXa, COMEPKAIINI CEKPETHOE COOOIICHHE:

- C IOAYEPKUBAHUEM CUMBOJIOB, COOTBETCTBYIOIINX €IMHULIAM (BMECTO BBIJCIICHHUS KPACHBIM IIBETOM);
- ¢ OUTOBBIMH CTPOKAMH;

- C CHMBOJIaMHU CEKPETHOTO COOOIIECHUS;

- BeIBOA (Hampumep, «B daiine «variantO1.docx», ckpeita ¢paza «Oaua 60T 3a0BLT - APYTOM MTOMOXKET.»
MOCPEICTBOM MCIIOJIb30BAHUSI KOAUPOBKHU Cp866 M pazMepa CUMBOJIOB: sl HyJed — l4nr, ais equuui —
14.51T»).

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1. ITepeuniciinte OCHOBHBIE METOJIBI KIIACCHUECKON cTeraHorpaduu 1 JaiTe UM XapaKTePUCTHUKY.
2. B kakux Leisx NPUMEHSETCsl KOMITbIOTepHas cTeraHorpagusi?
3. OnumuTe METoJT COKPHITHSI HH(POPMAIIUK ¢ TMOIIIBI0 TOTOKOB NTFS.
4. 3a cueT 4ero JOCTUTACTCS COKPBITHE MH(POPMALIMH B ayIuo- U Bujeodaiiiax?

Tema 22. KonupoBanne nugpopmanun (I1K-1)
Jlexknus.
OOu1re cBeeHus, 0OLIETOCTYIHbBIE U CEKPETHBIE KOIOBBIE CUCTEMBbI, HOMEHKJIATOPHI.
JlaGopaTopHbie padoThbI.
B naGoparopHoii paboTe He0OXOAUMO MPEICTABUTH!
- IEPBBIX TPU YHCJIA B IPSIMOM, OOPAaTHOM U JOIOJHUTEIBHOM JBOUYHOM KOJIE;

- YeTBEpPTOE 4YMCJIO B JBOMYHOM (hopmare C IUIABAIOIICH 3arsITOM, BKJIIOYAIOIIEM 3HAKH MOpSAAKa MU
MaHTHUCCBI. B oTueTe MPUBECTH NCXOJHOE YHUCIO B HOPMAJIM30BAaHHOW HAYyYHOM 3aIlMCHU 110 OCHOBAHMIO 2 U
MOPSI0K TOTY4eHUs IpOOHOM YacTH B IBOUYHOM BUJIE;

- ISITO€ YUCJIO B IBOMYHOM (popmare oguHapHON TouHOCTH (single) mo cranmapty IEEE 754.
BapuanTsl 3aanuii BEIOpaTh CONIAaCHO TaONIuUIIE.
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1. Ha3oBUTE OCHOBHBIEC OTINYHS KOJOBBIX CHCTEM OT KPUNTOrpahUIECKUX.
2. JlaliTe XapaKTepUCTUKY OOIIEIOCTYITHBIM KOJIOBBIM CUCTEMAaM.

3. Ilepeuncnute OCHOBHBIE CLIOCOOBI 0OecneueH s KOH(PUICHINATBHOCTH HH(POPMALINU B CEKPETHBIX
KOZIOBBIX CHCTEMaXx.

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA
4.1. Pactipenenenue 6amios:

6 cemecTp
* mocemaemMocts — 10 0atoB
*  TeKyLMH KOHTpoJb — 60 OanoB
*  KOHTpPOJIbHBIE Cpe3bl — 3 cpe3a no 10 6amioB KakapIid
* npemuanbHble 6amiel — 20 6amIoB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

NoT Hazpanue 1 @Popmbi| Max. Ko Mertoauka npoBeECHUsI 3aHITHUS U OIIE
MBI




OcHoBBI HHD

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIF30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
2-1 Gayna — CTYAEHT YMEET COMOCTaBUTh MOMYYSHHYIO NP MOATOTOBK
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

HUcTopus |

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIbHOCTh UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHHE
2-1 Gaya — CTYAEHT YMEET COMOCTABUTh MOMYYSHHYIO NPH MOATOTOBK
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukon MPaKTHYECKOTO 3aHATHSI, He

OCHOBHBIE T{

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBaHue oApa3yMeBaeT S5 BOIPOCOB. 3a MMPOXOKIACHUE TECTHPO]
-90 % - 10 6ammoB;

- 65 % - 5 6annos;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYMCIIAETCS.

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN 0NPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMoOHAIBHOCTD UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
1-2 Ganma — CTYACHT YMEET CONOCTABUTH MOTYYCHHYIO MIPU TOATOTOBK
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

Mudper 3

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
4 6aioB — abopaTopHas paboTa BHIIIOJHEHA B IIOTHOM 00BEME, CTY/(
2 Gayna — 1abopaTopHas padoTa BBIIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTD MUCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHHE
4 Gaya — CTYOEHT YMEET COMOCTaBUTh MOMYUYEHHYIO TP MOATOTOBKE |
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He




udpser om

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiH TeM
4 GayoB — abopaTopHas paboTa BEIIIOJHEHA B IIOJIHOM 00BEME, CTY/(
2 Gayna — 1abopaTopHas padoTa BBIIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBaHue oApa3yMeBaeT S5 BOIPOCOB. 3a MPOXOKACHUE TECTHPO]
-90 % - 10 6ammoB;

- 65 % - 5 6annos;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYKCIIAETCS.

Cobecg

CobecenoBanue npearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSTHCS B pa3inUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD MCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3-1 6ami — CTyOeHT YMEET COMOCTABUTH MOTYUYCHHYIO MPH TOATOTOBKE
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

[udpsr 14

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiH TeM
4 G6ayoB — abopaTopHas paboTa BHIIIOJHEHA B IIOIHOM 00BEME, CTY/(
2 Gayna — nabopaTropHas padoTa BBIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN 0NPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH UCIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIBHOCTh UCIIOIb30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
4 Gaya — CTYOEHT YMEET COMOCTaBUTh MOMYUYEHHYIO TP MOATOTOBKE |
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

KBanToBoq

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMoOHAIBHOCTD UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
4 Gaya — CTYOEHT YMEET COMOCTaBUTh MOMYUYEHHYIO ITPH MOATOTOBKE |
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

KomOunup

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
4 6aioB — abopaTopHas paboTa BHIIIOJHEHA B IIOTHOM 00BEME, CTY/(
2 Gayna — 1abopaTopHas padoTa BBIIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd




Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIF30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
4 Gaya — CTYJEHT YMEET COMOCTaBUTh MOMYUYEHHYIO IIPH MOATOTOBKE |
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

HludposaH

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
4 GaioB — abopaTopHas paboTa BHIIIOJHEHA B IIOJIHOM 00BEME, CTY/(
2 Gayna — nabopaTropHas padoTa BBIIOIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

TecTupon

aHue(KOH

TPOJIBLHBI
i cpe3)

10

TectupoBaHue oApa3yMeBaeT S5 BOIPOCOB. 3a MMPOXOKIACHUE TECTHPO]
-90 % - 10 6ammoB;

- 65 % - 5 6annos;

- 50 % - 2 6anna;

- menee 50 % - 6a1 He HAYKCIIAETCS.

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3inUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTD MUCIIOJIB30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIF30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMOHAIBHOCTh UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3 Gamia — CTYACHT YMEET CONOCTABUTH MOJTYYEHHYIO MIPU TIOATOTOBKE
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

10.

Xem-yH|

Jlabop4

JlaGoparopHblie pabOThI BEIOTHSIOTCS MO TEKYIIEMY pa3lesly WiH TeM
4 6ayoB — abopaTopHas paboTa BHIIIOJHEHA B IIOJIHOM 00BEME, CTY/(
2 Gayna — 1abopaTopHas padoTa BBIIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMoOHAIBHOCTD UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
4 Gaya — CTYOEHT YMEET COMOCTaBUTh MOMYUYEHHYIO ITPH MOATOTOBKE |
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He




11.

Kpunrorp4

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIF30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
4 Gaya — CTYJEHT YMEET COMOCTaBUTh MOMYUYEHHYIO IIPH MOATOTOBKE |
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

12.

TTocemnaemocts

10

10 6amioB — CTOMPOIIEHTHOE TOCEIIEHUE 3aHITHI CTYIECHTOM

7-9 GanmoB — MOCEMAEMOCTh CTy/IeHTa cocTaBisieT He MeHee 80 % 3aH|
4-6 6aIOB — MOCEIAaeMOCTh CTY/ICHTa COcTaBiseT He MeHee 50 % 3aH|
1-3 Ganma — mocemaeMoCTh CTY/ICHTa COCTaBIsIeT He MeHee 25 % 3aHs

13.

[IpemuaneHsIe G

20

HOHOJ’IHHTCJ’IBHHC IMpEMUAJILHBIC Oassl MOTYT OBITh HAYKCIICHBI:

- 3a IPOCKT, BBIIIOJIHCHHBIN 110 3aKasy pa60T0;[aTen$[ u peaJ’II/IBOBaHHHﬁ
- IOCTOSAHHAA aKTUBHOCTH BO BPpEMS MPAKTHYCCKUX 3auaTHil — 10 0amn
- IIOJIHOCTBIO IMOATOTOBJICHHAA K Hy6J'II/IKaI_[I/II/I CTaTbhA 0 TCMATUKE B pd
- y4aCTue ¢ 10KJIaJ0M BO BCCpOCCHﬁCKOﬁ OJIMMIIUAIC IO TCMATUKE U3Y
- Y4aCTHC B BbICTABKC I10 TCMATUKE H3y‘-IaeM0ﬁ JUCHUIITIMHBI — 20 Oaj
- Hy6J'II/IKa]_[I/I$I CTaTbH I10 TCMATUKE 1/I3yqaeM0171 JUCHUIIINHEI B C60pHI/I

14.

Hroro 3a cemec

100

nocemaemMocts — 10 0ajuioB

TeKylui KOHTpostb — 40 6aioB

7 cemecTp

KOHTPOJBHBIE Cpe3bl — 2 cpe3a mo 10 6amioB Kaxabli

npemMuaibHbie 0amisl — 10 6amoB

OTBET Ha dK3aMmeHe: He 0ojiee 30 0aiuioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

No T
MB]

Hassanmne 71

Dopmbl

Max. ko,

MeTtoauka IpOBEICHUS 3aHATHS U OIIC

[Ipotokoms

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN 0NPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH UCIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIBHOCTh UCIIOIb30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYYSHHYIO NIPH MOATOTOBKE K
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

IIpoTokombt

Jlabop4

JlaGoparopHble pabOThI BEIOTHSIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
3 Gamna — mabopatopHasi paboTa BHIIIOJHEHA B MOJTHOM 00BEME, CTYy/CH
2 Gayna — nabopaTropHas padoTa BBIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd




Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIF30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3 Gania — CTYACHT YMEET CONOCTABUTH MOJTYYEHHYIO MIPU TIOATOTOBKE
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

[Ipotoko:y

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
3 Ganna — mabopatopHasi paboTa BHIIIOJHEHA B MOJIHOM 00BEME, CTYy/CH
2 Gayna — nabopaTropHas padoTa BBIIOIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTess
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepuaa;

- PalMOHATIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3 Gania — CTYACHT YMEET CONOCTABUTH MOJTYYEHHYIO MIPU TIOATOTOBKE
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

IIpotokomy

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiH TeM
3 Oamna — mabopatopHasi paboTa BHIIIOJTHEHA B MIOJTHOM 00BEME, CTYy/CH
2 Gayna — n1abopaTropHas padoTa BBIIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnonaraeT opranuzanuio Oecenbl mpenoaaBaTess
VYCTHBIN 0NPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD MUCIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIbHOCTh UCIIONB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3 Gania — CTYACHT YMEET CONOCTABUTh MOJTYYEHHYIO MIPU TIOATOTOBKE
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

IIporokons

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PaMOHAIBHOCTH MUCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHHE
1 Ganmn — CTYaeHT yMEeT COMOCTaBUTh MOMYYSHHYIO NIPH MOATOTOBKE K

Ecimm CTYACHT HC BJIAZICCT HpO6J'I€MaTI/IKOI>'I MPAKTUYCCKOI'O 3aHATHS, HY
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[IpoToxon|

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIF30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYYSHHYIO NIPH MOATOTOBKE K
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

[IpoTokomnsl T

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
3 Ganna — mabopatopHasi paboTa BHIIIOJHEHA B MOJIHOM 00BEME, CTYy/CH
2 Gayna — nabopaTropHas padoTa BBIIOIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTess
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JIOKEHUSI MaTepuaa;

- PalMOHATIBHOCTD UCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHNUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3 Gania — CTYACHT YMEET CONOCTABUTH MOJTYYEHHYIO MIPU TIOATOTOBKE
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

HexoTopsie

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBaHue oApa3yMeBaeT 5 BOIPOCOB. 3a MPOXOKIACHUE TECTHPO]
-90 % - 10 6ammoB;

- 65 % - 5 6annos;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYKCIIAETCS.

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN 0NPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH UCIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHHE
1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYYSHHYIO NIPH MOATOTOBKE K
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

OCHOBHI K|

Cobecg

CobecenoBanue mpearnoiaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSITHCS B pa3iNUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTD MUCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 110
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTepuana;

- palMOHAIBHOCTh UCIIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHHE
1 Gamn — CTYaeHT yMeeT COMOCTaBUTh MOMYYSHHYIO IPH MOATOTOBKE K

Ecimm CTYACHT HC BJIAZICCT HpO6J'I€MaTI/IKOI>'I MPAKTUYCCKOI'O 3aHATHSA, HY

N)



TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

10

TectupoBaHue oApa3yMeBaeT S5 BOIPOCOB. 3a MPOXOKACHUE TECTHPO]
-90 % - 10 6ammoB;

- 65 % - 5 6annos;

- 50 % - 2 6anna;

- menee 50 % - 6at He HAYMCIIAETCS.

10.

Crerasnory

Jlabop4

JlaGoparopHble pabOThI BEIMOTHSIIOTCS MO TEKYIIEMY pa3lesly WiIH TeM
3 Oamna — mabopatopHasi paboTa BHIIIOJTHEHA B MOJTHOM 00BEME, CTy/CH
2 Gayna — nabopaTropHas padoTa BBIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue npearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN ONPOC MOXKET MPUMEHSTHCS B pa3inUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHAIBHOCTD MCIIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS IT
- CBOEBPEMEHHOCTD U 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- palMoOHAIBHOCTh UCIOIB30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
3 Gania — CTYACHT YMEET CONOCTABUTH MOJTYYEHHYIO MIPU TIOATOTOBKE
Ecnu cryneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

11.

Konuposay

Jlabop4

JlaGoparopHblie pabOThI BEIMOTHIIOTCS MO TEKYIIEMY pa3lesly WiH TeM
3 Gamna — mabopatopHasi paboTa BHIIIOJHEHA B MIOJIHOM 00BEME, CTYy/CH
2 Gayna — nabopaTropHas padoTa BBIOJIIHEHA, HO HIMEET HEKOTOPhIE HeT
1 6ann - nmaboparopHas paboTa B IIeJIOM BBIIIOJIHEHA, OJHAKO B MPOIIEd

Cobecg

CobecenoBanue mpearnonaraeT Opranu3anuio Oecenbl mpenoaaBaTens
VYCTHBIN 0NPOC MOXKET MPUMEHSITHCS B pa3NUYHbIX popMax: GpoHTAaIb]
- IPaBWJIBHOCTH OTBETA 110 COAEP)KAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- PalMOHATIBHOCTH UCIOJIb30BAHHBIX IPHEMOB U CIIOCOOO0B PELICHUS 1T
- CBOEBPEMEHHOCTD ¥ 3((EKTUBHOCTD UCTIOJIB30BAHUS HATVISIIHBIX 10|
- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- paloOHAIBHOCTh UCIIOIb30BaHUs BPEMEHH, OTBEICHHOTO Ha 33JaHNE
2 Gaya — CTYJEHT YMEET COMOCTaBUTh MOMYUYEHHYIO IIPH MOATOTOBKE |
Ecnu ctyneHT He BnazeeT mpoOi1eMaTukond MPaKTHYECKOTO 3aHATHSI, He

12.

TTocemnaemocts

10

10 6amioB — CTOMPOIIEHTHOE MOCEIIEHUE 3aHITHI CTYIEHTOM
7-9 GanmoB — MOCEMAEMOCTh CTy/IeHTa cocTaBisieT He MeHee 80 % 3aH|
4-6 6aIOB — MOCEIAaeMOCTh CTY/ICHTa COcTaBiseT He MeHee 50 % 3aH|
1-3 Ganma — mocemaeMoCTh CTY/ICHTa COCTaBIsICT He MeHee 25 % 3aHs

13.

[IpemuanesHsIe G

10

HOHOJ’IHHTCJ’IBHHC IMpEMUAJIbHBIC Oamsl MOTYT OBITh HAYKCIICHBI:
- 3a IPOCKT, BBIIIOJIHCHHBIN 110 3aKasy pa60T0;[aTen$[ u peaJ’II/IBOBaHHHﬁ
- IOCTOSAHHAA aKTUBHOCTH BO BPEMS MPAKTHUYCCKUX 3auaTHil — 10 Oamn
- ITIOJIHOCTBIO IMOATOTOBJICHHAA K Hy6J'II/IKaI_[I/II/I CTaThA 10 TCMATUKE B pd
- y4aCTue ¢ 10KJIaJ0M BO BCCpOCCHﬁCKOﬁ OJIMMIIUAIC IO TCMATUKE U3Y
- Y4aCTHC B BbICTABKC I10 TCMATUKE H3y‘-IaeM0ﬁ JUCHUIITTMHBI — 20 Oaj
- Hy6J'II/IKa]_[I/I$I CTaTbH I10 TCMATUKE 1/I3yqaeM0171 JUCIHUIIIMHEI B C60pHI/I

14.

OTBeT Ha dK3aM

30

OreHKa «yTOBIETBOPUTEIHHON»- CTYJICHT UMEET TOCTAaTOYHBIA MUHIMY
OreHKa «XOpOII0Y — *J0CTAaTOYHO TONHBIE U CUCTEMaTU3NPOBAHHBIE 3
HAyYHBIX U POo(eCcCHOHANBHBIX 3a/1a4; YCBOCHUE OCHOBHOW U JIOTIONH
- OrneHka «OTIMYHO» — CUCTEMaTH3UPOBAaHHBIC M TJ1 U MTOJTHBIE 3HAHHY|
TUCIUIIINHBI, a TAK)KE TI0 OCHOBHBIM BOTIPOCAM, BBIXOJISIIVIM 3a IIpeid
[TyOOKO€ YCBOGHHE OCHOBHOW U JOMOTHUTEIHFHON JTUTEPATyPhI, PEKOM

15.

Htoro 3a cemec

100
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Hrorosas OLICHKAa TII0 J5K3aMCHY BBICTABIIACTCA B

yeTplpexOaipHON  1mKaie. IlepeBon

100-6amnbpHOM  peUTUHTOBOM

100-6annpHOM mIKame W B TPATUIMOHHOMN
OLIEHKK IO JUCHUIUIMHE B

TPaIUIIMOHHYIO YETHIPEX0aITbHYIO OCYIIECTBISIETCS CIEAYIOIIMM 00pa3oM:

100-6annpHas cucrema Tpagunuonnas cucrema
85 - 100 GannoB OTnuyHO
70 - 84 Gannos Xoporio
50 - 69 6aiuioB YIOBIETBOPUTETHHO
Memnee 50 HeynosnerBoputenbHO

Pacripenenenne 6amioB mo KypcoBoii padore:
* MpEeACTaBIEHUE COJEP)KAaTEIbLHOM YacT — He Oosiee 55 6amios,

* odopmieHre U HHPOPMAIIMOHHOE COMPOBOXKIeHHE — HEe Oornee 20 6amios,
* 3ammTa KypcoBoi paboTel — He Oonee 25 6aos.

Pacnipenenenne 6anioB mo BumaM yueOHON pabOThI U METOIMKA HAYUCIICHHS OAJIIOB:

MeTonuka HAYHCJIeHUA 0a1710B

41-55 GannoB — conepkaHue pabOTHl COOTBETCTBYET BEIOPAHHOMY Harl
packpsiTa TITyOOKO U BCECTOPOHHE, MaTepral U3JI0KEH JOTHYHO; TEOP(
21-40 6amioB — coaeprkanue pabOTHI B 1IEJIOM COOTBETCTBYET BRIOpaHH
COOTBETCTBYIOT IIOCTABJICHHBIM 3a/1a4aM;
1-20 GayI0B — IMEET MECTO OIIPEISIICHHOE HECOOTBETCTBUE COIePKaH
HOCAT (hOopMaJbHBIN Oe310Ka3aTebHBINA XapaKkTep

16-20 6amToB — MIUPOKO TpeCTaBIcHa ONOMHOrpadus Mo TeMe padboTi
8-15 6amioB — MPUIIOKESHHUS, UCTIOIH3YEMbIC B UCCIICOBAHUY, COCTABII

1-7 6anmoB — B paboTe HE TOTHOCTHIO UCIIOJIb30BaHa HEOOXOMMast 1T

19-25 6amioB — 3amuUTa OTINYAETCS TOTHOTON PaCKPBITHS TEMBI U IIPY
10-18 6ammoB — CTPYKTypa U perIaMeHT BBICTYIUICHHS B I[CJIOM COOIIO,

1-9 6amnoB — CTYACHT ACMOHCTPHUPYCT HCBLICOKOC KAaY€CTBO YCTHOTO [

Max.
Ne Bun yueoHoii padoThI KOJI-BO
0aJ10B
1. |IIpeacraBnenue comepxaren 55
2. |Odopmienue u wHGOPMAITUQ 20
3. [3amuTa KypcoBoii paboThI 25
HUTOIO: 100

HroroBast orneHka mo KypcoBoil pabore BbicTaBisiercs B 100-OaqmpHOM IIKajge W B TPaJAUIMOHHOMN

yeThlpexOauibHOM  mikane. IlepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCIUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6annoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBEHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
JlaGoparopHasi paéora
Tema 4. lIudper 3amMeHbI

mmdpa Lezaps;
- TI03yHTOBOTO mudpa;

N)



- MOJIMOMAHCKOTO KBAJpaTa;

- mudpyromei cuctemsl Tpucemyca;

- mudpa Playfair;

- cucTeMbl OMO(OHOB (JIOMyCKaeTCs s KoM OyKBHI andaBuTa MPUBECTH BCETO MO JIBE MM PO3aMEHBI,
T.€. IPHHATH, YTO BCE OYKBBI HMEIOT OJIMHAKOBYIO BEPOSITHOCTH MOSIBIICHHSI B TEKCTAX ),

- mudpa Bmwkenepa.

IIpu odopmiieHMn oT4eTa HEOOXOIAMMO TPHUBECTH HMCXOAHOE coobmenue (pamMminio), TabaHILy
mmdpo3ameH, Kiod (eciu Tabnuia mugppo3aMeH He SBISETCS KIII0YOM) U 3aiu(ppOBaHHOE COOOIIEHHE.

Tema 5. lludper nepecraHoBKH
- IPOCTOM OAVHAPHOMU NIEPECTAHOBKH;
- OJI0YHOM OMHAPHON TIEPECTAaHOBKH,
- TaOJIMYHON MapIIPYTHOU MIEpECTaHOBKH;
- BEPTUKAJIbHOW MTEPECTAHOBKY;
- IIOBOPOTHOM PEILIETKH;
- MaruyecKkui kBajapar (pasMep kBajaparta - 4x4);
- IBOMHOMN NEPECTAHOBKH.

Tema 6. llIudpsl raMmupoBanus

B maGoparopHoii pabote He0OX0auMO 3amudpoBaTh CBOXO GaMUIHIO C TOMOIIBIO MH(PPOB TaMMUPOBAHUS
1o Moayito N v MOIYJIO 2.

[Ipu odopmieHun ordeTa HEOOXOIUMO MPHUBECTH UCXOMHOE cooOmieHue ((pamMuimio), raMMy U TaOIUIIBI
sammdpoBanus/aemudpoBaHus.

Tema 8. KoMmOuHHMpOBaHHBIE IIU(PEI
B maGoparopHoii pabote HeoOX0auMO 3amudpoBaTh CBOIO haMUIuio U UM ¢ momoibio mudpa ADFGVX.

[Ipu odopmieHnn ordyera HEOOXOAMMO MPUBECTH HCXOAHOE cooOIeHHe ((haMHIUI0 U HUMs), TaOIHUILY
mmdpo3aMeH, KJII0YEBOE CI0BO, IEPECTAHOBOUHYIO TAOIHILy U 3alIH(PPOBAHHOE COOOIICHHE.

Tema 9. llIudpoBanue ¢ OTKPHITHIM KIHOUOM
B naGoparopHoii paboTe He0OX0AUMO 3aU(PPOBATH CBOIO (PaMHIIIUIO C TOMOIIBIO CIEAYIOUINX MHUPPOB:
- anroput™Ma RSA;
- aJrOpUTMa Ha OCHOBE 33/1a4u 00 YKJIaJIKe paHIla;
- anroputMa g poBanus Ib-I amans.

[Tpu odopmieHnn oryera HEOOXOIUMO PUBECTH UCXOHOE coolmIeHne ((paMuinnio) U TaGIUIbl TeHepaIH
KJTouel, muppoBaHus U pacudpoBanus. s MepBoro U TPETbero CocoO0B MPHHATH, YTO KO CUMBOJIA
COOTBETCTBYET €TI0 MOJIOKEHUIO B asihaBUTe, Il BTOPOTO — B COOTBETCTBUU ¢ KoaupoBkoil Windows 1251.

Tema 10. Xem-pyHKIuu

B maGoparopHoii pabote HE0OX01uMO 10 anroputMy MDS nmomyunuTs Xen-oopa3 cooOIICHHS, COCTOSIIIETO
13 MEPBBIX TPEX OyKB CBOCH (haMUITHH.

[Tpu opopmieHun oTuera HEOOXOAUMO MTPUBECTH:

- TEOPETUUYECKYIO YacThb, BKItouarolryto "Illar ocHoBHOro nukia Berauciaenus xema', "Illar nukina paynga"
u tTabnuny "Paynnoseie pynkuun RF";

- ucxogHoe coobmenue (3 OykBbl (aMUIUM) B CHMBOJIBHOM M JCCATHYHOM NPEJCTABICHUSAX B
COOTBETCTBHH ¢ KonupoBkord Windows 1251;

- TIpooOpa3 coOOIIeHUsT B IIECTHAIIATEPUYHOM TpeacTaBieHuu (512 OuT), BKIOUAs BCIIOMOTAaTeIbHBIC
€IMHUYHBINA U HyJIEBbIE OUTHI, a TAKKE OUTHI, ONIPEACTISIONINE UTHHY COOOIICHUS;

- HCXONHBIE 3HaYeHMs epeMeHHbIX A, B, C u D B mecTHaaarepuyHoM npeacrasieHuu (mo 32 oura);

N)



- st 1-ro, 2-ro u 16-ro 32-6utoBoro 610ka npoodpasa - pe3yabTaTbl BEIYUCICHH TepeMeHHbIX A, B, C u
D B miecTHagaTepUYHOM MPEICTABICHUH ISl BCEX PayH/IOB;

- pe3yapTaT UTOTOBOIO CIIOKEHHUS IO Moayaro 232 ucxoAHblx 3HaueHuil nepeMeHHBIX A, B, C u D co
3HAaYEHUSMHM 3TUX MEPEMEHHBIX, MOIYYEHHBIX MOCE 4-r0 payHJa B LIECTHAALATEPUYHOM IPEACTaBICHUN
(128 6uT) 10 M MoOcTe mepecTaHOBKU OAMT.

Tema 13. Ilporokosnsl ayTeHTUGUKAIMY (MISHTU(DUKALIIN)
B naGopartopHoit paboTe HEOOX0UMO MPUBECTHU TOCIIEIOBATEIIBHOCTD BBIMIOTHEHUS ITPOLICTYP
UaeHTU(DUKAITIN/ay TEHTU(DUKAITMY C UCTIOJIb30BAHUEM CJICTYIONIUX CIIOCOOOB:
- Ha OCHOBe asiroputma RSA;
- o cxeme IHoppa;
- o cxeme Deitre-duara-lllamupa.

ITpu odopmiieHHH OTYETa HEOOXOIUMO MPHUBECTH TAOMUIBI T'CHEpAaLWu Kioued U ayTeHTuukanmu. B
Ka4ecTBe CIy4aiftHOTro ymcia (K wiM r) mpuHSATH KOIBI, COOTBETCTBEHHO, 1-0if, 2-0if U 3-eli OyKBBI CBOEH
(haMUIHH COTIIACHO UX TOJIOKEHUIO B andaBuTe.

Tema 14. IIpoToKOIBI AIEKTPOHHOMN MOANNCH
B naboparopHoii paboTe HE0OX0IUMO MPUBECTHU MOCIEA0BATEILHOCTh BHIIIOJIHEHUS IPOLIEAYpP FeHEpaluH U
npoBepku DIIII ¢ ucmonp3oBaHUEM CIAEAYIOMNUX CITOCOOOB:
- Ha 0aze anroputma RSA;
- o 'OCT 34.10-94;
- o 'OCT 34.10-2001.

ITpu odopmiieHun ordyera HEOOXOAMMO MPUBECTH TAOIMIIBI T€HEPALUHN KIOUeH, OTHpPaBKU COOOIIECHUS C
OUIT u nmomyuenusi coobmenust ¢ DLI1. B kadectBe xem-oOpa3a ucxomHoro coodmenus h(T) npuHsATh
KOZIbI, COOTBETCTBEHHO, 1-0H, 2-0if 1 3-eii OyKBBI CBOEH (haMHIINK COTTIACHO MX IOJIOKEHUIO B andaBuTe.

Tema 15. IIpoToKOIBI KOHTPOJIS LIETOCTHOCTH
Samanue 1:

B naGoparopHoii paboTe HE0OXOAUMO ONPENENUTh KOHTPOJIbHBIE TaHHBIE C UCTIOIB30BAaHUEM CIICAYIOIINX
croco0o0B:

- OMTOB 4eTHOCTHU. B KauecTBe MCXONHBIX JAHHBIX MPUHATH OUTOBOE IpeicTaBieHHE OyKB (pamMmiuu B
COOTBETCTBHH ¢ KonupoBkord Windows 1251;

- KOHTpOJBHBIX LM(p. B KauecTBe MCXOAHBIX MAHHBIX HPUHATH HEOOXOAMMOE KoindecTBO IMdp (3a
UCKJTIOYCHHEM KOHTPOJIBHON) U3 CTPOKH, COCTOALICH U3 KOAOB OyKB (haMHIIUN, UMEHH U OTYECTBA COITIACHO
UX TOJIOKEHUIO B alaBuUTE:

- mo anroputmy Jlyna (15 nudp);

- uia mrpuxkoaa no craunapry EAN-13 (12 mudp);

- nist UHH ¢usnueckoro mmma (10 uudp);

- JUTSI KOJIOB CTAHIIMIA Ha JKETIE3HOIOPOKHOM TpaHcmopte (5 uudp);

- koHTpoJbHBIX cyMM (CRC). B kauecTBe NCXOMHBIX TaHHBIX MPUHSTH KOABI 1-0H, 2-01 U 3-eii OyKBBI CBOCH
(haMHJTMY COTITACHO WX TIOJIOKEHUIO B alipaBuTe A1 Mopoxaaroniero noauaoma - G(x) = x4 + x1 + x0.

- xoga xkoppekuuu omuook (ECC). B kauecTBe HCXOMHBIX JaHHBIX MPUHSATH MepBbie 11 OMTOB MEPBBIX ABYX
OyKBBI CBOEH (haMUJIMU B COOTBETCTBUU C KomupoBkot Windows 1251. Paccunrare BekTopa KOHTPOIBHBIX
OWTOB U CHHJIPOMOB, a TAK)K€ MAPUTETHBIC OWUTHI MPU OTCYTCTBUH ONMTUOKH, OIMHOYHON U JBOWHON OIIHOKE.
[Tpu odbopmneHnn oT4yeTa HEOOXOIMMO MPUBECTH HEOOXOAUMBIE TAONHIIBI, HCXOMHBIC TAHHBIC, PACUCTHl U
pE3yIbTaTHI.

3aganue 2:

B nmaGoparopuoii pabore HeoOxomumo mo amroputMy DES-CBC mnomyunte MAC-kon cooOrieHwus,
COCTOSIIIETO U3 MIEPBBIX BOCKMHU OYKB cBoei amunuu. Eciu kommvecTBo OykB B paMuiInMu MeHbIe 8§ OyKB,
TO HEOOXOIMMO JT00aBUTH HEJOCTAIOIIEE KOJIMYECTBO OYKB M3 UMEHHU. B KauecTBe KiTroua BEIOPATh MEepBhIE 7
OYyKB COOOIIIEHHSI; CHHXPOTIOCBUIKH - 64-0uTOBYI0 CTpoKy U3 depenytontuxes 1 u 0 (10101010 ... 10).
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ITpu opopmieHnn oTaera HEOOXOAMMO MPUBECTH:

- TEOPETHUYECKYIO YacTh, BKIodaronlyro "Cxemy mmdpoBanus Oioka", "Cxemy dyHkumm mudpoBaHus",
"CxeMy BbIpaOOTKH Kito4deBbIX anemMeHTOB" u "Cxemy anroputma DES B pexume cuersieHus OJIOKOB

mugpa”;

- mudpyemoe cooduienue (8 OykB GpamMuiINM) B CHMBOJILHOM U OMTOBOM HPEACTABICHUU B COOTBETCTBUU C
komupoBkoit Windows 1251;

- CHHXPOIIOCBUIKY B OMTOBOM IPEACTABICHUY;

- PE3YJIBTAT CIOKEHUS 10 MOAYIIIO 2 MHU(PYEMOro COOOIEHHS U CUHXPOIOCHUIKH;

- oy (7 OykB (aMHIMM) B CUMBOJIBHOM M OHTOBOM IMPEICTABICHUHM B COOTBETCTBHUH C KOAMPOBKOM
Windows 1251;

- KJII04 B OUTOBOM IPECTABICHUN C Y4€TOM OUTOB KOHTPOJIS YETHOCTH;

- KJIFOYEBBIE DJIEMEHTHI Ki;

- pe3yJIbTaT HadaJabHOM nepecTaHoBKH [P;

- monyomokuHi u Li, f(ki, Li), Hi® f(ki, Li);

- pe3ysbTaT KOHeYHOU nepectaHoBku [P-1.

Tema 18. IIpoTokob! TallHBIX MHOIOCTOPOHHUX BBIUYMCIIEHUHN U pa3JeeHUs CEKpeTa
B naboparopHoii paboTe He0OX0IUMO MPUBECTH MOCIEA0BATEILHOCTD BHIITOTHEHUS CIEAYIOIIUX
IIPOTOKOJIOB:
- TalWHBIX MHOTOCTOPOHHUX BBIYMCIIEHUW [JIsi pacueTa CpeIHEell BEIWYMHBI Tpex uucen. B kadecTse
WCXOHBIX JaHHBIX MPHUHATH KOIbI 1-0H, 2-0f u 3-eif OyKBBI CBOCH (haMUIIUU COTIIACHO MX TOJIOKCHHIO B
andasure;

- pa30OueHus cCeKpeTa C UCTOIb30BaHUE TAMMHUPOBAHUS JJIs TPEX YUYaCTHUKOB. B kauecTBe cekpeTa MpUHATH
nepBbie 3 OyKBBI (haMUJIHH, IS TaMM - JTFOObIE TPEXOYKBEHHBIE COYETAHUS;

- pazneneHus cekpera o cxeme Illlamupa nis (3, 5)-noporosoii cxemsl. B kauecTBe cekpera S MPUHATH KOJ
1-0i1 OyKBBI CBOEH (haMMIINU COTIIACHO €€ MOJIOKEHUIO B al(haBUTe;

- pasnmeneHus cekpera mno cxeme Acmyra-bmyma mis (3, 5)-moporoBoil cxembl. B kauecTBe cekpera S
NPUHATH KOJ 1-0if OyKBBI CBOEH (haMHITH COTTIACHO €€ MOJIOKEHHIO B adaBuTe.

IIpu odopmiueHnn oTYeTa HEOOXOJMMO MPHUBECTH HCXOAHBIC JaHHBIE MW TaONMIBI, CcoAepKalue
IIOCJIEI0BATENBHOCTD BBIIIOJIHEHUS IIPOTOKOJIOB.

Tema 21. Creranorpadus
1) Ans 3aganHOTO (haiina HEOOXOIUMO ONPEIEITUTh CKPBITOE COOOIICHIE U MCTIONB30BaHHBIA METOJ €r0
CTeraHOTPAPUIECKOTO COKPBITHS.
2) Cnoco0sl popmMaTupoBaHusi CHMBOJIOB, TPUMEHSEMBIE JJII CEKPETHBIX COOOIICHUN (CUMBOJIOB IEIMKOM,
HYJIEW WU €UHULL):
- IBET CUMBOJIOB;
- BeT ¢oHa;
- pazmep mpudra;
- MacmTad mpudra;
- ME@KCUMBOJIBHBIN HHTEPBAI.
3) [IpuMeHsieMble TBOMYHBIC KOJUPOBKH CUMBOJIOB:
- 6e3 KOIMPOBKH;
- kox bomo (MTK-2);
- KOI-8R;
- cp866;
- Windows 1251.
4) BapuaHTbl HHIWBUIYATBHBIX 33JJaHUN (BEIOMPAIOTCS COTJIACHO HOMEPY B JKypHAJIE).

B kagecTBe TEKCTOB UCTIOIB30BaHBI CTUXU ATHHS bapTo, CEKpEeTHBIX COOOIIEHUH — STIOHCKUE TTOCIOBHUIIBI U
IIOrOBOPKH.
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5) Otyer no naboparopHO paboOTe JOIKEH COACPKATh!

- ()parMeHT cTHXa, COMEPKAIINI CEKPETHOE COOOIICHHE:

- C IOAYEPKUBAHUEM CUMBOJIOB, COOTBETCTBYIOIINX €IMHULIAM (BMECTO BBIJCIICHHS KPACHBIM IIBETOM);
- ¢ OUTOBBIMH CTPOKAMH;

- C CHMBOJIaMHU CEKPETHOTO COOOIIECHUS;

- BeIBOA (Hampumep, «B daiine «variantO1.docx», ckpeita ¢paza «Oaua 60T 3a0BLT - APYTOM TTOMOXKET.»
MOCPEICTBOM MCIIOJIb30BAHUSL KOAUPOBKHU Cp866 M pazMepa CUMBOJIOB: ISl HyJed — l4nr, ais equuui —
14.51T»).

Tema 22. Kogupoanue nndopmaruu
B naGoparopHoii paboTe He0OXOAUMO MPECTABUTE:
- IEPBBIX TPH YUCIIA B IPSIMOM, OOPATHOM U JIOTIOJTHUTEILHOM ABOMYHOM KOZIE;

- YeTBEpPTOE 4YMCJIO B JIBOMYHOM (hopmare C IUIABAIOIICH 3arsITOM, BKJIIOYAIOIIEM 3HAKU MOpSAAKa MU
MaHTHUCCBI. B oTueTe MPUBECTH NCXOJHOE YHUCIO B HOPMAJIM30BAaHHOW HAYyYHOM 3aIllMCHU 110 OCHOBAHMIO 2 U
MOPSI0K TOTY4EHUs IPpOOHOM YacTH B IBOMYHOM BUJIE;

- ISITOE YUCIIO0 B IBOMYHOM (popmare oguHapHON TouHOCTH (single) mo cranmapty IEEE 754.
BapuanTsl 3aanuii BBIOpaTh COTNIaCHO TaONIuUIIE.

CobecenoBannue

Tema 1. OcHoBBI HH(pOPMAITMOHHOM 0€30MACHOCTH U 3aIUTHl HH(POpMAIHH

1. laliTe onpeeneHre MOHATHIM: «HH(DOpMAIHs», «AHPOPMAITHOHHAS 0€30MTaCHOCTDY, «3allUuTa
nHpopmaIuny, «<MHOOPMAITMOHHAS YTPO3ay.

2. JlaliTe XapaKTepUCTUKY OCHOBHBIM COCTABJISIOMNUM HHPOPMAITMOHHON 0€30MMacCHOCTH.
3. [lepeunciuTe OCHOBHBIE OOBEKTHI 3AIUTHI.

4. JlaliTe XapaKTepUCTHKY IMOHATUSM «TOCYIapCTBEHHasl TaliHa», «KOH(UIeHIManbHas UHPOpMAIUs) U
«TIEePCOHAIILHBIC TAaHHBIEY.

5. JlaliTe XapaKTepUCTHUKY CPEICTBaM 3aIIUThl HH()OpMAITHH.

Tema 2. Hctopus kpunrorpadun
1. Ilepeuncnute crocoObl TalfHOM nepeaayn HHPOPMALUU HA PACCTOSTHHH.
2. HazoBuTe OCHOBHBIC 3TAIbl Pa3BUTHS KPUIITOTpaduu.

Tema 3. OcHoBHBIE TepMUHBI U onpeenenus. Knaccubukamnus mmdpos
. JlaiiTe onpeneneHne MOHATHIM «IUPP», KKITIOW, «ICITHPPOBAHUE).
. [lepeuncnute 0CHOBHBIE TPEOOBaHUS, IPEABABISIEMbIE K KPUIITOCHCTEMAM.
. JaiiTe kaccuuKanuio KPUITOCUCTEM T10 aJTOPUTMY IUPPOBAHMUS.
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. aiiTe kmaccuuKaIiio KpUMNTOCUCTEM 10 CTOUKOCTH IHdpa.

Tewma 4. lllnugpsl 3ameHbI
. B ueMm 3akmtouaercst ocHoBHas uzest Kpunrorpadhuueckux npeodpazoBanuii mudpoB 3aMeHbI?
. [lepeuncnuTe OCHOBHBIE PA3HOBUIHOCTH IIHU(PPOB 3aMEHBI.
. JlaiiTe XapakTepuCTUKY Pa3HOBUIHOCTSIM IIH(PPOB 3aMEHBI.

W N =

. HazoBuTe 0CHOBHOI HeAOCTATOK MM pPa OJJHOZHAYHOW 3aMEHBI.

Tema 5. IlIudpst nepecTaHOBKH

—

. B uem 3akmovaercs ocHOBHas uzest Kpunrorpadhuueckux npeodopa3oBanuii mudpoB mepecTaHOBKU?
2. [lepeuncnute OCHOBHbIE PA3HOBUIHOCTH IIHN(PPOB IEPECTAHOBKH.
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. JlaiiTe XapaKTepUCTUKY Pa3HOBHIHOCTSM IIHU(POB NEPECTaHOBKH.

Tema 6. llIudps raMmupoBanus
. B ueM 3akirouaercs OCHOBHas ujesl KpunTorpapuueckux npeodpazoBaHuil aIUTUBHBIX MUPPOB?
. HazoBuTE OCHOBHBIE XapaKTEPUCTUKH FaMMBI.
. Ilpu kakux ycioBHUAX NPUMEHEHUS raMMBbl aIUTUBHBINA MIH(P MOKHO CUUTATh COBEPILIECHHBIM.
. JlaiiTe XapakTepuCTUKY POrpaMMHBIM crioco0am rerepanuu rammsl (anroput™ RANDU u BBS).
. Uto Takoe mapuTeTHbIN OUT?
. OnumuTe cxeMbl MHUQPOBaHUSA C UCIOJB30BAaHUEM CHHXPOHHBIX M CaMOCHHXPOHHU3HUPYIOLIHXCS

MMOTOKOBBIX MIH(POB.

—
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Tema 7. KBanroBoe mmugppoBaHue
. JlaiiTe onpe/iesIcHE TIOHATHIM «KBaHT» U «(POTOHY.
. B ueM 3akirouaercs nmpupoaa KOpIycKy/IsspHO-BOJIHOBOTO ayanu3ma (ortoHa?
. B uem cyTh mmdpoBanus ¢ momoipo GoToOHOB?

Tema 8. KomOuHupoBaHHBIE MIHA(PHI
. Jlaitte onncanue sueiiku Oeicrens.
. HazoBute ocHoBHbIE pexumMbl DES.
. Ilepeuncnure metoas! mudpoBanus, ucrnoaszyemsie B DES-ECB.
. [IpuBenute cxemy anroputma DES B pexxnme crierieHus 0JI0KOB mudpa.
. HazoBure cdeprl npuMeHeHus pa3HbIX pexxumoB DES
. KakoBa muna xmroua mudpa OCT u kak reHepupyIOTCs KITFOUEBBIC DJIEMEHTHI.
. HazoBute ocHoBHBIE paznnuns Mexay DES u 'OCT.

Tema 9. llluppoBanue ¢ OTKPHITHIM KIIOYOM
. B ueM 3akitouaeTcs CyTh M OCHOBHAs IIPEANOCHUIKA MOSBICHUS MIM(DPOBAHUSA C OTKPBITHIM KIIFOUOM?

2. OcHOBHBIE TPEOOBAHUS, PEABABIAEMBIC K KPUITOCUCTEMAM C OTKPBITHIM KITFOUOM.

3. [Ilepeuncnure TUIBI OAHOCTOPOHHMX MpeoOpa3OBaHWM, NPUMEHAEMBIX TMPU ACUMETPUYHOM
mudpoBaHUH.

4. JlaitiTe KpaTKyI0 XapakTEpUCTUKY anropuTma RSA.

5. B ueM oTnmune cBepXBO3pacTaloei MoCae10BaTeIbHOCTH OT OOBIKHOBEHHOM?

6. Uto o3HavaeT 0OpaTHOE YHUCIIO IO MOIYIIO?

7. B ueM oTimune BepOATHOCTHOTO MIM(POBAHUS C OTKPBHITHIM KIIFOUOM OT I€TePMHUHHPOBAHHOTO?

8. B ueM cyTh 3a7aun JUCKPETHOTO JIoTrapupMupoBanmsi?

9. IlpuBenuTe ypaBHEHHUE ALIUNITHIECKOM KPUBOH B KOpOTKOH (hopme Beiiepiurpacca.

B W N~
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Tema 10. Xem-pyHKIuu
. JlaiiTe onpeneneHne NOHATHAM: «XCITUPOBAHUEY, «XEHI-(QYHKIHS», «KOJUTU3US.
. B Kakux 1ensx ucnosb3yroT Xem-(pyHKIUN Ha TIPaKTHKe?
. IlpuBenuTe CTAaHIAPTHYIO CXEMY aJrOpHTMa reHEepaIiy Xem-o0pasa.
. Kak HaszbiBaeTcs xenr-oopas, moryuyeHHbIH ¢ IPUMEHEHUEM 3aKPBITOTO Kitoua MuGpoBaHus?

Tema 11. Kpunrorpadguueckue mpOTOKOIBI
. IlepeuncinTe OCHOBHBIC 33aJa4H, JJIsl PEIICHUS] KOTOPBIX UCIIONB3YeTCsl KpUnTorpagus.
. Ilepeuncinte OCHOBHBIE OTINYHS KPUITOIIPOTOKOJIOB OT TPAIULUOHHBIX KPUIITOCHCTEM.
. JlaiTe onpenesneHye MOHATHIO KIIPOTOKOID».
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. JaiiTe kaccuuKanuio KPUNTONPOTOKOIOB B 3aBUCIMOCTH OT HAIUYHSI TPEThEH CTOPOHBI.
. Ilepeuncinte OCHOBHBIE KPUIITOIPOTOKOJBI.

Tema 12. IIpoTokosnsl 0OMeHa KIt0OuaMu
. [laiiTe onpeneneHre MOHITUIO «CEAHCOBBIN KITHOW».
. Onummre anroput™m oomena kiodamu Auddu-Xemnmmana-Mepkia.
. B ueM omiinune KBaHTOBOTO MN(POBAHUSI OT KBAHTOBOI'O IIPOTOKOJIA OOMEHA KITFOUaMH.

Tema 13. TIpoTtokosbl ayTeHTUGUKAMHN (MICHTUDUKAITAN)
. JlaiiTe onpeneneHne NOHATHIM: «HICHTH(PUKALUAY, «ayTCHTU(DUKALU, «aBTOPU3ALIU).
. UTO MOXET CITy’)KUTh B Ka4eCTBE ayTeHTU(UKaTopa?
. IlepeuncnuTe OCHOBHBIE CIOCOOBI OpPraHU3alNUU UICHTH(PUKALUY U ayTeHTU(DUKALHH.
. IlepeuncnuTe JOCTOMHTCTBA U HEJOCTATKH MAPOIBHON ayTeHTH()UKAIIHN.
. Onummmre cxemMy IpOTOKOJIA HASHTU()UKAUY U ayTeHTU(HUKAIIMK Ha OCHOBE asroputMa RSA.
. B uem cyTh oKazaTenbcTBa ¢ HyJIEBBIM Pa3IVIallICHUECM.
. Onummmre cxemMy IpoTOKoJia cepBepa ayTeHTH(ukanuu Kerberos.
. IlepeuncinTe OCHOBHBIE OMOMETPUYECKHE XapaKTEPUCTHKH.

Tema 14. IIpoTOKOIBI 3IEKTPOHHON MOATUCH
. JlaiiTe onpeneneHne MOHATHUIO "IEKTPOHHAs MOANNCH'.
. OnummTe nocaea0BaTeIbHOCTh ICMCTBUIM YUaCTHUKOB MTPOTOKOJIA MIPU OTIpaBke U npoBepke JI1.
. Kakoii nops10k uCronb30BaHMsI KIIFOYEH (OTKPBITBIN; 3aKpbITHIN) IPU OTIPABKE U IpoBepke D117
. Onumute cxemy nporokosia J1I1 Ha ocHoBe anroputma RSA.
. [lepeuncnure cnenuanbubie cxembl JI1.
. HazoBuTe nenp BBeneHus B AciicTBue denepanbHoro 3akoHa "OO0 MeKTpOHHON moanucu".

Tema 15. [IpOTOKOIBI KOHTPOJIS ETOCTHOCTH
. Ilepeuncnute OCHOBHBIE CITOCOOBI KOHTPOJIS 1I€T0CTHOCTH.
. UTo Takoe OUT YETHOCTH U KaK C MMOMOIIIbIO HETO OCYIIECTBISIETCSI KOHTPOJIb LIEIOCTHOCTH?
. s gero nmpenHazHadeHa texHonorus S.M.A.R.T.?

Tema 16. IIpoTOKOIIBI AIEKTPOHHBIX ILIATEXKEN
. Ilepeuncinte OCHOBHBIE Pa3HOBUAHOCTH JJIEKTPOHHBIX IUIATEKEH.
. B ueM otnimune nepcoHOPUIMPOBAHHBIX TUIATEKHBIX CUCTEM OT AaHOHUMHBIX?
. B uem oTninume 1e6eTOBBIX KapT OT KPEAUTHBIX?
. Jl1s 9ero NCIOoJIb3yeTCsl «3aKphIBAIOIIMI MHOKUTEND) ?

Tema 17. IIpoTOKOIBI rOJIOCOBaHUSA
. HazoBuTE MOCTOMHCTBA M HEOCTATKH TPAAUIIMOHHOTO («OyMasKHOT0») TOJIOCOBAHUSI.
. UTo noHMMaeTcs noJ AEKTPOHHBIM I'OJIOCOBAaHUEM?
. HazoBuTE OCHOBHBIEC CBOICTBA HJICATHHOTO MPOTOKOJIA rojocoBanus (1o b. [IHaiiepy).
. B uem otnmnumne YCI' or KOUB?

Tema 18. [IpoTOKOBI TAWHBIX MHOTOCTOPOHHUX BBIYUCIICHUN U pa3ICIICHUSI CEKpeTa
. Jlnst yero HeoOXOAMMO ITPUMEHEHHE MHU(POBAHUS C OTKPBHITHIM KIFOUYOM B TAWHBIX MHOTOCTOPOHHUX

BBEIYUCIIEHUIX ?

2

. Uto o3HauvaeT (m, n)-TOpOroBasi cxema pasJeJIeHUs] CEKpeTa.
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3. HazHaueHne MHTEPIOIALMOHHOIO NoIMHOMa Jlarpanxa.
4. CymHOCTh KHTANCKOW TEOpEeMBbI 00 OCTaTKax.

Tema 19. HexoTtopsle cBeieHNs U3 TEOPUI AJITOPUTMOB U YUCET
. laiiTe xmaccuduKaIuio aaropuTMOB B COOTBETCTBHH C X BPEMEHHOM CII0KHOCTBIO.
. B ueM cyTh 0cHOBHOI1 Teopembl apupmMeTUKu?
. Omumure meron dhakropuzanun depma.
. Onummre anroputM pernrera Iparochena.
. B uem cyTh Tecta @epma Ha TPOCTOTY YHUCTIA.
. Onumure anroput™ EBkina.
. [IpuBeaute cootHomenue besy.
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. Onummre pacimpeHHbIi anroput™ EBkinuaa.

Tema 20. OCHOBBI KpUIITOAHAIN3A
1. Ilepeuncnute OCHOBHBIE YTPO3bl O€30MACHOCTHU MPHU MCIIOIb30BAHUN KPUIITOIPAQUIECKUX CHUCTEM.
2. [lepeuncnute OCHOBHBIE PA3HOBUIHOCTH aJaITUBHON aTaky ¢ BBIOOPOM OTKPBITOTO TEKCTA.

Tema 21. Creranorpadus
. IlepeuncnuTe OCHOBHBIE METO/IbI KJIACCHUYECKOM CTEraHOTrpa(uu U TaiiTe UM XapaKTEPUCTHKY.
. B xakux 1ensx npuMeHseTcsl KOMIbIOTEpHas cTeraHorpadus?
. Onuimre MeTos COKpBITUS MH(OopMalu ¢ Moo notokoB NTFS.
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. 3a CUeT Yero IOCTUTAETCS COKPHITHE HHPOPMAIIUU B ayHo- U Buaeodaiiax?

Tema 22. KogupoBanue nndopmaruu
1. Ha3zoBHTE OCHOBHBIE OTIMYUS KOJOBBIX CUCTEM OT KPUIITOIPAPUIECKHX.
2. JlaliTe XapaKTepUCTUKY OOIIEOCTYITHBIM KOJIOBBIM CUCTEMAM.

3. Ilepeuncnute OCHOBHBIE CLIOCOOBI 0OecneueH s KOH(PUICHINATBHOCTH HH(POPMALINU B CEKPETHBIX
KOZIOBBIX CHCTEMaXx.

TecTupoBanme

Tema 3. OcHoBHBIE TepMUHBI U onpeenenus. Knaccubukamnus mmdpos
1. Yro sBrsieTCS LENbIO KpUITOaHaIn3a?
A. OnpeneneHre CTOMKOCTH alropuTMa
B. YBenuuenue konauuecTBa (PyHKIMNA 3aMEIIEHUS B KPUITOTpapHUECKOM alrTOpPUTME
C. YMmeHblIeHNE KOMYeCcTBA (PyHKIUI TOJCTAHOBKM B KPUIITOIpahUIeCKOM alIropuT™Me
D. Onpenenenne ucnonb30BaHHBIX IEPECTAHOBOK

2. Yacrora mpuMeHeHUs OpyTQopc-aTak BO3pocCiia, TOCKOJIbKY:
A. Bo3pocio ucnosb3zyemMoe B alrOpUTMax KOJUYECTBO MEPECTAHOBOK U 36MEIIEHUI

B. AJIFOpI/ITMBI MO0 MCPC MOBBIIICHUA CTOMKOCTH CTAHOBHUJINCH MEHEE CIIOKHBIMH U OoJiee MOABCPIKCHHBIMU
arakam

C. MomHoCTh ¥ CKOPOCTh PabOTHI MPOIIECCOPOB BO3pOCa
D. [InuHa Kiro4a co BpeMEHEM YMEHBIIUIIaCh

3. UTo M3 mepeuncaeHHOTO HIKE HE SBJISETCS CBOMCTBOM MJTH XapaKTEPUCTUKON OTHOCTOPOHHEH (PyHKIIHH
X3IIMPOBAHUA?

D



A. Ona npeoOpasyeTt cooblIeHre IPOU3BOIBHON UIMHBI B 3HaU€HHE (PUKCUPOBAHHOM JUIMHBI

B. Nmes 3nauenne naipxecTa COOOMIEHUs, HEBOZMO)KHO MOJIYIUTh CaMO COOOIIICHHE

C. llonyyeHne OIMHAKOBOTO JaijXkKecTa M3 JBYX Pa3IMYHBIX COOOIIEHUI HEBO3MOXHO, JIMOO Ciydaercs
KpalHe peaKo

D. Ona npeoGpasyet coobuieHrne GUKCUPOBaHHON JJIMHBI B 3HAYEHUE TIEPEMEHHON JITUHBI

4. Yto MOXKET yKa3bIBaTh Ha U3MEHEHHE COOOLIeHUs?
A. I3MeHWIICS OTKPBITBIN KITI0Y

B. M3meHunmncs 3akpbIThII K04

C. smenuics maimKecT COOOIEHNS

D. CooOuienue 06110 MPaBUIBHO 3aMIKU(POBAHO

5. Kakoil u3 mepedncieHHbIX HIDKE aJITOPUTMOB SIBISIETCS aITOPUTMOM aMEPHKAHCKOTO MPABUTEIHCTBA,
MpeIHA3HAYCHHBIM IS CO3aHus 0€30MaCHBIX TaliKeCTOB COOOOIICHMIA?

A. Data Encryption Algorithm
B. Digital Signature Standard
C. Secure Hash Algorithm
D. Data Signature Algorithm

Tema 5. ludper nepecraHoBKH
1. Yro 13 nepeuncieHHoro Huxe Jiydine Bcero onucsisaet onmuus mexxry HMAC u CBC-MAC?
A. HMAC co3maer naipkecT cooOIIeHHUs W MpUMEHsieTcs st KoHTpoiisa 1enoctHoctn; CBC-MAC
WCIIONB3yeTCsl 1715 MG POBaHUs OJOKOB IAHHBIX C LETBI0 00eCIeueHHs] KOHPUICHIINATHHOCTH
B. HMAC ucnonbs3yeT CMMMETPpUYHBIN KIIt04 U anroputM xamupoBanus; CBC-MAC ucnosnb3yet nepBblid
OJI0K B Ka4eCTBE KOHTPOJIbHON CYMMBI
C. HMAC o6ecneunBaeT KOHTPOJIb IEIOCTHOCTH M ayTeHTH(UKanuio ucrounuka maaHHbix; CBC-MAC
WCIIONIBb3yeT OIouHbIN mHdp B mporecce coznanus MAC

D. HMAC 3ammdpoBsiBaeT COOOIIEHHE HAa CHMMETPHUYHOM KJIIOYE, a 3aTeM IepenaeT pe3yiabraT B
anroputm x3mmpoBanust; CBC-MAC 3ammdpoBbIBaeT BCe COOOIICHHE ETUKOM

2. B uem npenmymectso RSA nag DSA?
A. OH MoxeT obecrieunTh (PyHKIIMOHATBHOCTD TU(PPOBOI MOATMCH U TIH(PPOBAHMS

B. OH wucnone3yeT MEHBIIE PECypcOB M BBINOJIHSAET IM(POBAaHHE OBICTpEE, MOCKOJIBKY HCIIOIB3YET
CUMMETPUYHBIE KIIFOUU

C. D10 OnouHBIH WHK(P U OH JIydIle TOTOYHOTO
D. On ncnons3yeT oJHOpa30Bbie MN(POBATHHBIE OJOKHOTHI

3. MHorHe cTpaHbl OrPaHNYMBAIOT UCTIOJIF30BAHUE U KCIOPT KPHUIITOrpahuIecKux cucTeM. 3a4eM OHHU 3TO
nemarT?

A. be3 orpanmueHMii MOXXET BO3HHMKHYTH OOJBIIOE YHCIO IMPOOIEM COBMECTHMOCTH IPH IIOTBITKE
UCTIONB30BAaTh Pa3IMYHbIC AITOPUTMBI B PA3IMYHBIX IPOrpaMMax

B. DTu cucTeMbl MOTYT HCTIONIB30BAaThCS HEKOTOPBIMU CTPAaHAMH IIPOTUB UX MECTHOTO HACEICHUS

C. KpumuHanmbHblE 3JIEMEHTHI MOTYT HCHOJIb30BaTh IM(pOBaHHE, YTOOBI HM30ekKaThb OOHApPYKEHUS HU
npecie10BaHus

D. 3akoHOAaTEeNbCTBO CHIIBHO OTCTAET, @ CO3JaHUE HOBBIX THIIOB IU(POBAHUS €Ile OOJIbIIEe YCUIUBAET 3Ty
npobiemy

4. Yto ucrnonb3yercs sl CO3AaHus ITUGPOBOM MOATTHCH?
A. 3aKpbITBIN KJIHOY NIOTy4aTesns
B. OTKpBITHIN KIIFOY OTIPABUTEIS
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C. 3aKpbIThIN KIIIOY OTIIPABUTEIS
D. OTKpBITBIN KITI0Y TOJTyYaTesst

5. YTo U3 nepeurciIeHHOro HUXKE JIy4Ille BCETO OMUCHIBACT ITU(POBYIO MOAIUCH?
A. D10 MeTo] TepeHoca cOOCTBEHHOPYYHOM MOAMMCH Ha IIEKTPOHHBIN TOKYMEHT
B. DT0 MeTon mmdpoBanus KoHPUACHIMAITBHOW HHPOpMAITUH

C. D10 MeTof, 0OecneynBarOIIUi IEKTPOHHYIO MOANKCH U MU(ppPOBaHHUE

D. Dro MeTonm, MO3BONSIOIIMK ITOJYYaTEI0 COOOIIECHUS IPOBEPUTh €r0 HCTOYHHK W YOCAWTHCS B
LEITOCTHOCTHU COOOIIEHUS

Tema 9. llluppoBanue ¢ OTKPHITHIM KIIOYOM
1. KakoBa a¢pdexruBnas ammuna kioda B DES?
A. 56

B. 64
C.32
D. 16

2. Ilo kaKo# MpUYMHE YI0CTOBEPSIONINI IIEHTP OT3bIBaeT cepTUuduKar?

A. Eciu OTKpBITBIH KJIIOU TI0JIb30BaTENs CKOMIIPOMETHPOBAH

B. Ecin nonp3oBaTenbs NEPEXOAUT Ha UCTIONb30BaHUE Mojaenn PEM, koTopas ucosib3yeT CeTh JOBEPHUS
C. Ecnn 3aKkpbIThIN KJIH0OU II0Ib30BaTENS CKOMIIPOMETHPOBAH

D. Ecnu monb30BaTelb mepexoauT padoTaTs B Apyroi opuc

3. YTo U3 NMepeynCcICHHOIO HIXKE JIYYIII€ BCETO OMKUCHIBAET YAOCTOBEPSAIONIUN LIEHTP?

A. Opranu3anus, KOTopasi BbIITyCKaeT 3aKpbIThIE KIIIOUM U COOTBETCTBYIOILIUE aJTOPUTMbI
B. Opranuszanusi, KoTopasi IpoBepseT MPOIECChl MU(PPOBaAHUS

C. Opranuzanusi, KOTopasi IpoBepsIeT KIOUU MUPPOBAHUS

D. Opranuzarusi, KOTOpasi BBIITYCKAaeT CepTU(UKATHI

4. Kak pacmmdposiBaetcs abopeBuarypa DEA?

A. Data Encoding Algorithm

B. Data Encoding Application

C. Data Encryption Algorithm

D. Digital Encryption Algorithm

5. Kro y4acTBOBaj B pa3pabOTKe MEPBOT0 aJrOPUTMa C OTKPHITHIMH KITFOUaMu?
A. Anu Hlamup

B. Pocc Annepcon

C. bproc [IHnaitep

D. Maprun Xennman

Tema 19. HexoTtopsle cBeieHNs U3 TEOPUI AJITOPUTMOB U YUCET
1. Kaxkoii mporiecc 0ObIYHO BBITIOJHSAETCS TOCIIEe CO3/JaHus ceaHcoBoro kitoda DES?
A. Ilopnucanue xiaroda
B. [lepenaua kimtovya Ha XpaHeHUE TpeThelt cTopoHe (key escrow)
C. Knacrepuzauus kiroda
D. O0OmeH kirouoM

2. CKOJBKO IIMKJIOB MEPECTAHOBKH U 3aMellleHus BbinoaHseTr DES?
A. 16



B. 32
C. 64
D. 56

3. UTo M3 MEepeyuCIeHHOTO HUXKE SIBISECTCS NMPAaBUIBHBIM YTBEPKIECHHEM B OTHOLICHMM IMIM(POBAHUS
JAaHHBIX, BBITIOJIHSIEMOTO C LIEJIBIO UX 3aIIUTHI?

A. OHO obecrieunBaeT MPOBEPKY ETOCTHOCTU U MPABHIBHOCTH JTaHHBIX

B. OHo TpeOyeT BHUMATEIHHOTO OTHOIICHHS K IPOLIECCY YIPABICHUS KIIOYaMH
C. OHo He TpebyeT 6OIBLIOr0 KOJMYEeCTBA CHCTEMHBIX PECYPCOB

D. Ono tpeOyer nepenavn Kiro4a Ha XpaHEHHE TpeTbel cTopoHe (escrowed)

4. Kak Ha3pIBaeTCs CHUTyallds, B KOTOPOW TPH HMCIOJIB30BAHMH PA3IMYHBIX KIIOUeH Mg mudpoBaHUS
OJTHOTO U TOTO K€ COOOIIEHUS B pe3ysibTaTe MOJy4yaeTcsl OAUH U TOT ke MHPPOTeKCT?
A. Konmnusus

B. Xsmumposanue
C.MAC

D. Knacrepuzauus kiroueit

5. YTo U3 mepeyrcIeHHOTO HUXKE SBIAETCS OopeesieHneM (hakTopa Tpyao3aTpar Uit aaropurma’?
A. Bpewms 3ammdpoBanus v pacum@poBaHUs OTKPHITOTO TEKCTa

B. Bpewms, koTopoe 3aiimeT B3710M UG pOBaHUS

C. Bpewms, koTopoe 3aHUMAET BBITIOTHEHHE 16 ITUKIIOB IpeoOpa3oBaHUi

D. Bpewmsi, koTopoe 3aHUMAET BbIMOJIIHEHHE (DYHKIUN TOACTaHOBKH

Tema 20. OCHOBBI KpUIITOAHAIN3A
1. Yto siBnsieTcsl OCHOBHOM LIEJBIO UCIIONIB30BAHUS OJTHOCTOPOHHETO X3IINPOBAHUS AP0 NOJIb30BaATENs?
A. Dto cHUXKaeT TpeOyeMblil 00beM AMCKOBOTO MPOCTPAHCTBA JIJISl XPAHSHHUS MTAPOJIs TOTH30BATEIIS
B. Oto npenoTBpamiaeT 03HaKOMJIEHHE KOTO-TMO0 C OTKPBITHIM TEKCTOM MapOJIst
C. D10 no3BossieT u30exaTh U30BITOUHON 00pabOTKH, TPeOyeMOi ACHMMETPUYHBIM aJTOPUTMOM
D. Orto npenorBpamaet ataku rmosTopa (replay attack)

2. Kaxoil U3 nepeunciaeHHbIX HUKE aJITOPUTMOB OCHOBAH Ha CIIOKHOCTH Pa3jokKeHUs OOJBIIMX YHCEN Ha
JIBa UCXO/IHBIX MPOCTHIX COMHOXKUTENS?

A.ECC
B. RSA
C. DES
D. Tudpdu-Xennman

3. YTo M3 NepeuncIeHHOr0 HUXKE OMMCBIBAET pasHULy Mexay anropurtMamMu DES u RSA?

A. DES — 310 cummeTpuuHbIi anroput™M, a RSA — acuMMeTpudHbIi

B. DES — 310 acummeTpuuHblii anroput™, a RSA — cumMeTpuuHsIii

C. OHu 006a SBISAIOTCS aNTopuTMaMu X3mupoBadus, HO RSA renepupyet 160-0uTHbIC 3HAUCHUS XdIIIa
D. DES renepupyet OTKpBITBIN U 3aKpPBITHIA KiTt0un, a RSA BbImonHseT mudpoBaHue cooOIeHni

4. Kakoli W3 IEpPEUUCIICHHBIX HMIKE aJIOPUTMOB HCIOJB3YET CHUMMETPUYHBIA KIIOY U aITOPUTM
X3LIUPOBaHUs?

A. HMAC
B. 3DES
C. ISAKMP-OAKLEY
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D. RSA

5. T'enmepamus kirodei, Ui KOTOPOM HCIOJIB3YIOTCS CllydallHble 3HaueHHUs, HasbiBaeTcs @DyHKnuen
renepauuu kiouerd (KDF). Kakue 3naueHust 00bIYHO HE MCTIOIB3YIOTCS TIPH 3TOM B MPOLIECCE TeHEepaluu
KIItouei?

A. Xomm

B. AcummeTpuuHbIe 3HaYEHUS
C. Conp

D. ITaponu

4.3 TIpomexxyTouHas aTTecTalus Mo AUCHUILTNHE TPOBOAUTCA B (hOpME 3a4eTa, SK3aMeHa

Tunossie Bonpocsl 3auera (OIK-2, [TK-1)

1. ITonsarus "undopmarmonnas 6e3omacHocTs" 1 "3amura nHGopmaruu'". OCHOBHBIE COCTABJISIONINE
nH(pOpPMAITMOHHON 0€30MTaCHOCTH.

. O0bexThI 3amuThl. Kareropun n HocuTenu nH(GOpMAaIHH.

. Cpenctaa 3amuThl HH(pOpPMALIKH.

. Kpunirorpadusi. OCHOBHBIE TEPMUHBI B OTIPEICIICHHUS.

. Knaccugukanus kpunrorpaguueckux CUCTEM.

. llIndpst 3ameHbl. OCHOBHBIE METOBI TU(POBAHUS.

. [Iudper nepecranoBku. OCHOBHBIC METOABI IH(DPOBAHHSL.
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. [Mudper rammupoBanusi. OCHOBHbIE METO/IbI IIU(PPOBAHUSI.

9. Hndpsr rammupoBanusi. CriocoObl TeHepauy raMMbl. [ eHepaTtopsl raMm.
10. Cxema pexxuma mudposanus DES-ECB.

11. Cxema pexxuma mudpposanus DES-CBC.

12. Cxema pexxuma mudposanus DES-CPB u DES-OFB.

13. Tpoiinoit DES. Cdepsl npumeHenus pa3nuunbix pexxumon DES.

14. Cxema pexxuma mudposanus npoctoid 3ameHsl [OCT 28147-89.

15. HludpoBanue ¢ OTKPHITHIM KIIF040M. OCHOBHBIC TOHSTHSL.

16. Anroputm mudposanus RSA.

17. Anroputm mmdpoBanus Dnb-I'amass.

18. Anroputm mudpoBaHUs Ha OCHOBE 33/1a4M 00 YKJIaJIKEe paHIIa.

19. Dnnuntuueckue kpusble. OCHOBHBIE MOHATHUS. CII0KEHUE M YMHOXEHHE TOYKH.
20. Anroput™ mudpoBaHUsS HA OCHOBE AUTUNITUYECKUX KPUBBIX.

21. Xsmr-¢pysnkunu. OCHOBHBIE MOHITHS U pa3HOBUIHOCTH.

22. Xsm-¢pyukiusa. MDS.

23. Kpunrorpagpudeckue npoTokoibl. OCHOBHBIE TIOHATHS.

Tunosble 3axanus s 3a4era (OIK-2, ITK-1)
He npenycMmoTrpenst

Tunossie Bonpocsl 3xk3amena (OIIK-2, IIK-1)

1. ITpoTokoIibI OOMEHa KITFOUaMHU.

2. IIpotokosnbl ayTeHTU(UKAIMHA. Pa3HOBUIHOCTH M KpaTKasl XapaKTepHCTUKA.

3. [TaponbHas uaeHTHGUKALINS/ Ay TCHTUDUKATIHS.

4. ITpoTokos uaAeHTHUPHUKAINN/AyTeHTU(UKAIIMYA HAa OCHOBE MHU(POBAHUS C OTKPBITHIM KITIOUOM.
5. Cepgep ayrentudukanuu Kerberos.

6. Unentuduxanus/ayTeHTUUKAIHS C TTOMOIIbIO OMOMETPUUYECKHUX JTaHHBIX.
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7. NUnenatuduxanmonusie kaptel (ID-cards) u a1eKTpoHHBIEC KITIOYH.
8. DnexktponHas udposas moanuck. O0mMe cBeaeHUs u pazHoBuagHOCTH DLIIT.
9. OUII nHa 6a3e anropurMa RSA.

10. Anropurm mudposoit noanucu 'OCT 34.10-94.

11. Anroputm tmudposoit mognucu 'OCT 34.10-2001.

12. IIpoTOKOJIBI KOHTPOJIS LIEIOCTHOCTH.

13. DneKTpoHHbIE TUIATEXH.

14. Knaccuueckoe ("OymaxkHoe") roj0CoBaHHUS.

15. Poccuiickuii OnbIT 3JEKTPOHHOTO FOJIOCOBaHUS.

16. IIpoTokon pa3zaeneHus cekpera.

17. IIpoTokon nmogdpackiBaHUS MOHETHI IO TeNe(OHYy.

18. TaliHble MHOTOCTOPOHHHUE BHIYUCIICHUS.

19. C10XHOCTB aITOPUTMOB.

20. IIpocTeie uncna.

21. PaznoxeHue yuciia Ha MPOCTbIE COMHOKUTEIN.

22. HaxoxxieHue Ha4aJbHOTO CIUCKA MPOCTHIX YHCEN.

23. TecTupoBaHK€ Yncaa Ha MPOCTOTY.

24. Onpenenenne HaMOONBIIIETO OOIIETO JETUTEIS.

25. OCHOBHbIE CBEJICHUS O KPUNITOAHANIN3€E U aTaKU HA KPUIITOCUCTEMBI.
26. Kimaccuueckas creranorpadusi.

27. KommptoTepHasi creranorpagus.

28. O0mue cBeACHUS O KOTUPOBAHUH.

29. OO01IeAOCTYMHBIE KOMOBBIE CUCTEMBI.

30. CekpeTHbIE KOJJOBBIE CUCTEMBI.

Tunosble 3aganua 1j4a 3k3amena (OIIK-2, ITK-1)
3amudpoBars CBOIO (PaMHIIUIO C TOMOIIBIO MIH(POB:
- mudpa MacoHOB,
- burpamuoro mudpa [HopTsr;
- mudpa Xuiia;
- BapMaHTHOTO mudpa;
- mudpa Tenwu;
- COBMEUICHHOTO Mmudpa.
3ammdpoBark CBOIO (PaMUIHIO U UMS C TIOMOIIBIO MU(POB:
- mmdpa «IlepexkpecToky;
- wu@pbI C UCTIONIB30BAHUEM TPEYTOJIBHUKA.

Tunossie TeMbl KypcoBbIx padot (OIIK-2, ITK-1)
1 IporpammMHuas peanuzanus MuppPOB 3aMEHEI.
2 TlporpammHas peanu3aius muppoB MepeCcTaHOBKHU.
3 Ilporpammuas peanuzauus mudpa [Tneridepa.
4 TlporpammHas peanm3aius mudpa Xuia.

5 Pazpabotka mmu¢ppa, OCHOBAHHOTO HA KOMIIO3UIMH HIH(pa 3aMEHbI U MEPECTaHOBKH, C OLIEHKON ero
KPHUIITOCTOUKOCTH.

6 Amnanu3 kpunroctorikocTu Onounbix kpuntocucteMm (IOCT 28147-89, DES, IDEA, AES).
7 ANTOPUTM 3JIEKTPOHHOM IU(PPOBOI MOANKUCH Ha OCHOBE PEIICHUSI CHCTEMbI CPAaBHEHHIA.
8 AHanm3 METOIOB COKPAIICHUS UTHHBI 3JICKTPOHHOU U(POBO TOMHCH.
9 ANTOPUTMBI KOJJIEKTUBHOM IIEKTPOHHON ITU(DPOBOI MOAIHUCH.
10 AAropuTMbI KOMITO3UIIMOHHOM 3JIE€KTPOHHON IIU(PPOBON MOAUCH.



11 CpaBHUTENBbHBIN aHAIN3 COBPEMEHHBIX IPOrPAaMMHBIX, NPOTrPAMMHO-ANIMAPATHBIX M allapaTHbIX
CpEeACTB KpUNTOrpaduyecKkoil 3amuTsl HHPOPMAIHH.

12 Pa3paboTka cXeMbl KpUOTOrpauuecKkoro TeHepaTopa, OCHOBAHHOTO Ha KOMOMHUPOBaHHU
LFSR-reneparopos, ¢ OLIEHKOH €ro KauyecTBa.

13 Pa3paboTka cxeMbl KpUOTOrpauueckoro TeHepaTopa, OCHOBAHHOTO Ha KOMOMHUPOBaHHU
KOHI'PY?HTHBIX T€HEPATOPOB, C OLIEHKOW €ro KauyecTBa.

14 Ouenka kauecTBa KpUNTOrpahuuecKiux reHepaTopoB, OCHOBAHHBIX Ha anroputMax duboHavyuu.

15 AAropuTMBI CIETION IEKTPOHHON TU(POBOI OATUCH.

16 CpaBHUTENbHBIN aHATIH3 ANTOPUTMOB (POPMHUPOBAHUS XAII-PYHKITUH.

17 CpaBHHTENBHBIN aHATIN3 COBPEMEHHBIX KPUITOCUCTEM C OTKPBITHIM KITFHOUOM.

18 CpaBHUTENBHBIN aHATH3 KpUNITOrpadUuECKUX MPOTOKOJIOB PACIIPEIeICHHS KITIOUeH.

19 Pa3paboTka cucTeMbl ayTEeHTH(UKAIIMU TIIOJH30BATEIC CETH Tepenayd JaHHBIX O JBHKCHUH

4.4. llIkana oueHMBaHUS TPOMEKYTOUHOM aTTECTALMKI

3auer

Orenka Kommere Jleckpunrops! (YPOBHH) — OCHOBHBIC TTPU3HAK

OIlIK-2 CryneHT TOKa3bIBae€T JOCTAaTOYHBIA YpPOBEHb MPO(EeCCHOHAIBHBIX
3HaHWi, CBOOOTHO ONEPUPYET MOHATUSIMH, METOAAMHU OIICHKH
MPUHATHS PEIICHUH, UMEET MPEICTABICHHE O MEKIHUCIUTUTMHAPHBIX
CBSI35X, YBSI3bIBACT 3HAHUS, TIOJYYCHHBIC TIPU M3YYCHUU Pa3ITHUHBIX
IWCHIUIUIMH, YMEET aHAJIM3HPOBaTh IMPAKTHUECKUE CHUTYalluH, HO
JOMyCKAaeT HEKOTOphle MOrpemrHOCTH. OTBET MOCTPOEH JIOTUYHO,
Marepuag ~ W3JaraeTcsi  XOPOIIUM  SI3BIKOM,  IPUBJICKACTCS
WH(POPMATHBHBIN U WILTIOCTPUPOBAHHBIN MaTepuai, HO NPU OTBETE

«3aU4TEHO)) AOIIYCKAa€T HEKOTOPBIC IOI'PCIIHOCTH. BOHpOCBI, 3a1aBacMBbIC
(50 - 100 6ann MpernoAaBaTeIeM, He BbI3bIBAIOT CYILIECTBEHHBIX 3aTPYIHECHUI

IK-1 JIeMOHCTpUpPYET BBICOKHH YpOBEHb palOThl TI0 YCTaHOBKE,

HacCTpoiKe 51 00CITyKUBaHUIO IIPOIPAMMHBIX,

MIPOTrpaMMHO-ANMapaTHbIX (B TOM YHCJIE KPUOTOrpaduYecKuX) M
TEXHUYECKHX  CcpeAcTB  3ammTbhl  uHpopmamuu.  CrnocobeH
UCTIONIB30BaTh ~ BCE  METOABI  KPUNTOTpaUYecKoil  3aIluThI
uHpOpMaIMU. YMEeT TMPHUMEHSATh MPAKTHYSCKUEe 3HaHUS Ha
NpakTUKE B 00NMAacTH KpHUNTOrpaUYeCKUX CPEICTB  3aIIUTHI
nHpopmauu.

OIlIK-2 CryneHT moka3bIBaeT caadblii ypOBEHb MPO(eCcCHOHANBHBIX 3HAHUH,
3aTpyIHSIETCS TMpU aHajlu3e MpaKkTUYecKux cuTyauuid. He moxer
MPUBECTH TNPUMEPHI U3 peajbHOM mnpakTuku. HeyBepeHHO U
JIOTUYECKU HENOCIJIeA0BaTeNIbHO H3jaraeT marepuai. HempaBuibHO
OTBEYAET Ha MOCTABJIEHHBIE BOMPOCH UJIN 3aTPYAHSIETCS C OTBETOM

«He 3a4reHo» |I1K-1 JlemoHCTpHUpYeT clabblif ypOBEHb paOOTHI IO YCTaHOBKE, HACTPOIKe
(0 - 49 Gamnos U 00CITYy)KMBaHUIO TPOTPAMMHBIX, TIPOrPAMMHO-AINAPATHRIX (B TOM
qHciIe KpUNTOrpapUUecKUX) W TEXHHUUYECKHUX CPEICTB 3aIIUTHI
nHpopmauu. Hecnocoben HUCIIOJIB30BaTh BCE METOJIBI

Kkpuntorpadpuueckoit 3ammuTel HHQopManuu. He 3HaeT MmeTombl
apxuBupoBaHus uHpopmanuu. He Biaseer HaBbIKaMH MPaBUIHLHOTO
MCIIOJIb30BaHMS PA3IMYHBIX BUJIOB HHPOpMAIUN.

DK3aMeH

Onenka Kommerg JHeckpunTops! (YPOBHH) — OCHOBHBIE an3Ha14
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OIIK-2

«OTIINYHO»
(85 - 100 Gan

CTyneHT TOKa3bIBaeT JOCTAaTOYHBIA YpOBEHb MPO(heCcCHOHATBHBIX
3HAaHUH, CBOOOTHO ONEpPUPYET MOHATUSAMH, METOAAMHU OLICHKU
MIPUHATUS PELICHUN, UMEET MIPEACTABICHUE O MEKIUCHUIIIMHAPHBIX
CBA3SIX, YBA3BIBACT 3HAHMUs, IIOJYYEHHBIC IIPU U3YYEHUU Pa3INYHBIX
JUCLUIUINH, yYMEET aHAJIU3UpOBATh IIPAKTUYECKUE CUTYallUH, HO
JIONYCKAaeT HEKOTOpble MOrpemHOCTH. OTBET MOCTPOEH JIOTMYHO,
MarepuaJl ~ M3J1araercs  XOpOLIMM  S3BIKOM,  IIPUBJIEKACTCS
MH(GOPMATUBHBIN U WIUTIOCTPUPOBAHHBIN Marepuai, HO MPU OTBETE
JOIyCKaeT HEKOTOpBbIE IIOIPEIIHOCTH. Bompockl, 3agaBaeMble
[IPENOJABaTENIEM, HE BBI3BIBAIOT CYLIECTBEHHBIX 3aTPYIHECHUN

MK-1

JIeMOHCTpUpPYET BBICOKMH ypOBEHb pabOThl 1O YCTaHOBKE,
HACTpOIiKe u 00CITy>)KUBaHHIO MIPOTPaMMHBIX,
POrpaMMHO-aNNapaTHEIX (B TOM YHCIIE KPUNTOrpauyecKux) H
TEXHUYECKHX  CPeACcTB  3amuThl  uHpopmaruu. CrocoOeH
UCTIONB30BaTh  BCE  METOABI  KPUNTOrpaUyecKoil  3aIiuThI
uHpOpMaLMU. YMeeT TMPHUMEHATh MPAaKTUYECKUe 3HAaHUS Ha
NpakTUKE B 00JacCTH KPHUNTOrpaUYEeCKUX CPEIACTB  3aAIUTHI
uHpOpMaLIUH.

OIIK-2

[loka3piBaeT TBepAblE 3HAHUS JAUCHUIUIMHBL B COOTBETCTBUHU C
MporpaMMoil ~ KypCOBOTO  3K3aMEHa, CaMOCTOSITENIBHO U
MOCJIEI0BATEIBHO U3JIaraeT MaTepuall

IK-1
«XOpOULIO»

(70 - 84 6amno

Xopomio  BBIONHSIET paboOTy 1O YCTaHOBKE, HACTPOMKE W
00CITy’KMBaHHUIO TMPOTPAMMHBIX, MPOrpaMMHO-aNNapaTHBIX (B TOM
qyclie KpUNTOrpauueckux) M TEXHUYECKUX CPEACTB 3alUThI
uHpopmanuy;  JleMOHCTpuUpyeT JOCTaTOYHBIA  YpPOBEHb  JJIs
NPUMEHEHHUS TNPAKTUYECKUX 3HAHUW Ha TpPaKTUKe B 00JacTu
KpUNTOTpauecKUX CPeICTB 3aUTH HHHOPMAIIHIH.

OIIK-2

B ocHOBHOM moOKa3bIBaeT 3HAHUS JAUCIUIUIMHBI B COOTBETCTBUU C
MPOrpaMMOIl KypCOBOTO SK3aMeHa; JOMyCKaeT HEKOTOPHIE OMIUOKHU B
W3IIOKEHUH MaTepuana

IK-1
«YJOBJIETBOPHTY
(50 - 69 6amno

JleMOHCTpUpYeT HE JOCTaTOYHBIH YpPOBEHb PabOTHI MO YCTaHOBKE,
HACTpOWKe " 00CITy>)KHUBaHHIO MPOTPaMMHBIX,
MIPOTrpaMMHO-ANMapaTHbIX (B TOM YHCJIE KPUOTOrpaduYecKuX) M
TEXHUYECKHX CpeNCTB 3amuThl HHPopMarmu. CrocoOeH BBISBIATH
CYIIHOCTh Tpo0ieM, BO3HUKAIOIIMX B XoA€¢ MNpodhecCHOHATBHON
TeSITeTbHOCTH. Brnaneer HEJIOCTaTOYHBIMH HaBBIKAMU
WCTIOJIb30BaHMsI Pa3IMYHBIX BUAOB UHPOPMAITUH.

OIIK-2

CryneHT moka3bIBaeT caadblii ypOBEeHb MPO(eCcCHoHaNBHBIX 3HAHUH,
3aTpyIHSETCS MpU aHajlu3e MpaKkTUYecKux cutTyauuid. He moxer
MPUBECTH NPUMEPHI U3 peadbHOM mnpakTuku. HeyBepeHHO U
JIOTUYECKU HENOCIeA0BaTeNIbHO H3jaraeT marepuayi. HempaBuibHO
OTBEYAET Ha MOCTABJICHHBIE BOMPOCHI UJIU 3aTPYAHSIETCS C OTBETOM

«ueynoBneTBopy I1K-1
(menee 50 Oan

JleMoHCTpHUpYyET caadblii YpOBEHb paOOTHI MO YCTAHOBKE, HACTPOMKE
1 OOCITY’)KUBaHHIO TMPOTPaMMHBIX, TPOrPaMMHO-AIIAPATHBIX (B TOM
qHciIe KpUNTOrpapUUecKuX) W TEXHHUUECKHUX CPEICTB 3aIIUTHI
nHpopmaruu. Hecnocoben HUCIIOJIB30BaTh BCE METOJIBI
kpunrorpadguyeckoit 3ammrTbl UHPOpManuu. He 3HaeT MeToms
apxuBHupoBaHus nHGopMmarmu. He BiameeT HaBBIKAMU TPABUIIBHOTO
WCTIOJIb30BaHMSI PA3IMYHBIX BUAOB HHPOpPMAITUH. |

5. MeTonnueckue yKkazaHusi AJisl 00y4a0IIUXCS 10 OCBOCHUIO M CHUILTHHBI (MOLYJIs)
5.1 MeTtoandeckue yka3aHus 110 OPTaHU3aIMN CaAMOCTOSTEIBbHOM PadO0ThI 00YUYaIOIIUXCSI:
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[Ipuctynas K W3yYeHUIO TUCIUILIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueM paboueil mporpammbl nuctuiummabl (PITJ]), xotopas ompexaenser coaepxaHue, oObeMm, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecrieyeHre TUCIUIUIUHB U «MaTepruaabHO-TEXHUYECKOe
o0ecriedyeHre AMCUUIUIMHBI, POrpaMMHoOe obecrieuenue, npodeccuoHaibHble 0a3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0beM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHIATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKUX Yacax.

B pasgmene «YyeOHo-meTomumueckoe U HH(POpMaLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIHUILIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccuoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJII OCBOCHHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYECKUMU MaTepuaiaMy Mo TUCIUIUINHE

[Tpu u3yuennu u npopaboTKe TEOPETUIECKOTO MaTepraia HeoOX0IuMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl W JOMNOJHHUTh €ro € Yy4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IIPY CAMOCTOATEILHOM U3YYEHHH TEOPETUYECKON TEMBI CAENATh KOHCIIEKT, UCIIOJIb3Yysl PEKOMEH/I0BAaHHbIE
B PI1/] ucrounuku, npodeccuoHabHbIE 0a3bl JaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHEBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHOW PabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TP MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl ¢poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu 1o pabote ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MpU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpPabOTKy JIEKIIMOHHOTO Marepualia U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1omkeH cofepxarb pedepaTuBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopoii Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpPbl IO
TeMaM, BBIBOJIBI MO KaKIOMY Bompocy. KoHCIEKT MoXeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIMI WKW B OTAEIbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEP’KaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.

KoHcnekTsl HaydyHON JIHUTEpaTyphl MPU CAMOCTOATEIBHOM MOATOTOBKE K 3aHATHAM JOJIKHBI COAEPKATh
OTBEThl HAa Kbl TMOCTaBIEHHBIH B TEME BOIPOC, MMETh CCBUIKY Ha MCTOYHUK HHYOpPMALUU C
00si3aTeNIbHBIM yKa3aHUEM aBTOpa, Ha3BaHUS U rofla M3JaHMsl HMCIOJIb3yeMOIl Hay4yHOH JHMTeparyphl.
KoncniekTr MoOXeT OBbITh OMOPHBIM (COIEp)KaTh JIMIIL OCHOBHBIE KIIIOUEBBIE IO3MIIMK), HO TPU 3TOM
MO3BOJIIONIMM JaTh TOJNHBIA OTBET IO BOMPOCY, MOXET ObITh NOAPOOHBIM. OOBEM KOHCIEKTa
ONPENEISETCS CAMUM CTYIEHTOM.

B nporiecce paboThl ¢ OCHOBHOM M JIONIOTHUTEIBHOM JTUTEPATypPOl CTYACHT MOXKET:

- JenaTh 3allMCU MO XOIy YTE€HHA B BHJIE NMPOCTOr0 WJIM pPa3BEPHYTOro IIaHa (co3gaBaTh INEpEeUYeHb
OCHOBHBIX BOIIPOCOB, PACCMOTPEHHBIX B UCTOUHHKE);

- COCTaBJIATH TE3UCHl (LUTHpPOBaHHE HamOOIee BaXKHBIX MECT CTaTbd WM MOHOTpaduu, KOPOTKOE
M3JI0KEHHE OCHOBHBIX MBICJICH aBTOpA);

- TOTOBUTBH aHHOTAITMH (KpaTKoe 0000IIeHHE OCHOBHBIX BOITPOCOB PadOTHI);

- co371aBaTh KOHCIIEKTHI (pa3BEPHYTHIE TE3HUCHI).

5.4. PexoMeH1alilny 110 OATOTOBKE K OTJEIbHBIM 33JJaHUSM TEKYILEro KOHTPOJIS

ColecenoBaHue TpeAnoyaraeT OpraHU3alui0 Oecelbl IMpernojaBaTess CcO CTYIEHTaMH II0 BOIPOCaM
MPAKTUYECKOTO 3aHATUS C LENblo 0ojiee OOCTOATENBHOTO BBISBICHUS MX 3HAHUN MO ONpEACICHHOMY
pasgeny, Teme, mpoOieMe W T.II. Bce WiIeHB TPyNIbl MOTYT Y4acTBOBaTh B OOCYKIEHUU, J00ABIATH
nH(pOpPMAIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1I.
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VYCTHBI ONMPOC MOXKET TPUMEHATHCS B  pasinyHbIX (opmax: (POHTANbHBIA, WHAWBUIYAIbHBIH,
KOMOMHUpPOBaHHbII. OCHOBHBIE KaU€CTBAa YCTHOTO OTBETA MOJIIEXKAILETO OICHKE:

- IPaBWJIBHOCTb OTBETA I10 COACPIKAHHUIO;

- IOJTHOTA U INIyOuHa OTBETA;

- CO3HATEJILHOCTb OTBETA;

- JIOTMKA U3JI0)KEHUsI MaTepHaa;

- PallMOHAIBLHOCTH MCTIONB30BAHHBIX IIPUEMOB U CIIOCOOOB PELIeHNs TOCTAaBICHHON yueOHOil 3a1auu;

- CBOEBPEMEHHOCTh U 3((HEKTUBHOCTH UCIOIH30BaHUS HAMISIHBIX MOCOOMM U TEXHUYECKUX CPEACTB MpHU
OTBETE;

- UCITIOJIB30BAHUEC OOIIOJIHUTCIBHOIO MaT€puaa,
- padlOHAJIBHOCTH UCITIOJIB30BaHWA BPEMCHH, OTBCACHHOI'O HA 3aJaHHUC.

VYCTHBI OMPOC MOXKET COIMPOBOXKAATHCS MPE3CHTAIUEH, KOTOpas TOATOTABIMBACTCS IO OJHOMY U3
BOIIPOCOB MPAKTHUYECKOTO 3aHATUS. [IpH BBICTYIUIGHHH ¢ Tpe3eHTaIeld HeoOXoAuMO oOpamarb BHUIMaHUE
Ha TaKHe MOMEHTHI KaK:

- cofep)KaHUE MPE3CHTAlMU: AKTYaJIbHOCTh TEMbI, MOJHOTA €€ PACKPBITUS, CMBICIOBOE COJAEp)KaHUE,
COOTBETCTBHE 3asIBICHHOW TEMBI COJIEPKAHHUIO, COOTBETCTBHE METOAMYECKUM TPEOOBaHUAM (II€TTH. CCHUIKU
Ha PeCypChl. COOTBETCTBHE COJEPXKaHHUS M JUTEPaTyphl), MPaKTHUECKasi HANpaBICHHOCTb, COOTBETCTBHE
coziepKaHus 3asiBICHHON (opMe, aleKBaTHOCTh UCIIOJIb30BaHHUS TEXHHUUECKUX CPEJCTB yUEOHBIM 3a1adam,
MOCIIEIOBATEILHOCTD U JIOTHYHOCTbH MPE3CHTYEMOT0 MaTrepuara;

- odopmileHHE Tpe3eHTaluu: 00beM (ONTUMAIbHOE KOJIMYECTBO), IHM3aiiH (YMTaeMOCTb, HAJIWYHE WU
COOTBETCTBHE TpapUKd W aHUMAIMM, 3BYKOBOE OQOpMIICHHE, CTPYKTYypUpOBaHHE HWH(POpPMALUH,
COOTBETCTBHE 3asBJICHHBIM TpPEOOBAHUSIM), OPUTHMHAIBHOCTH OGOPMIICHHS, 3CTETHKA, HCIIOIb30BaHHUE
BO3MO)KHOCTH ITPOTPaAaMMHOI CpeJibl, COOTBETCTBHE CTaHIapTaM 0(hOpMIICHUS;

- IMYHOCTHBIC Ka4eCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIONEHHE PErIaMEHTa, SMOLMOHAIBHOCTD, YMEHHUE
OTBETHTb Ha BOIPOCHI, CHCTEMAaTU3UPOBAHHBIE, TITyOOKHE 1 TIOIHbIE 3HAHUS 110 BCEM pa3JiesiaM IpOrpaMMBbl:
- COIep)KaHHE BBICTYIUICHUS: JIOTMYHOCTh M3JIOKEHUS Marepuasna, pacKpbITHE TEeMbl, JOCTYIHOCTb
u3noxkeHus, dPpdexTuBHOCT npuMeHeHus cpeactB  WKT, cmocoObl W  yCIOBHS  JTOCTHIKECHHUS
PE3yABTaTUBHOCTH M I(PGEKTUBHOCTH AJIsS BBIOTHEHUS 3a/ad CcBOed MpodeccHoHATbHOW WU yueOHOU
JeSITeIbHOCTH, J0KA3aTeIbHOCTh NMPUHUMAEMBIX PELICHUH, YMEHHE apryMEHTHUPOBATh CBOM 3aKJIIOUYCHUS,
BBIBOJIBI.

6. YueOHO-MeTOnM4YecKoe 1 HHPOPMALMOHHOE o0ecrieyeHre JUCHUIITHHbI

6.1 OcHoBHas UTEpaTYypa:

1. Tam6 roc. yu-T um. ['.P. Jlep>xaBuna, H-T Marematuku, Gpu3uku 1 nHGopmarnku TexHUUecKas 3amnuTa
nHpopmaruy : yue6. mocodue. - Tam60B: [b.u.], 2014. - 1 amekrpon. ont. guck (CD-ROM)

2. Jlomarun J1.B., Kanununa FO.B. be3omacHbie nH(pOpMaIimoHHbIe TEXHOJIOTHH : AJIEKTPOH. yuel. mocodue.
- Tam608B: [b.1.], 2014. - 1 anektpoHn. ont. guck (CD-ROM)

3. Jlomarun [1. B. [IporpamMHo-anmaparHas 3ammTa HHGOPMAIMH : 3JIEKTPOH. yued. mocodue. - TamOo0B:
[b. n.], 2014. - 1 sanextpoHn. ont. guck (CD-ROM)

4. Jlonatun JI. B. TexHonorust nHpopmMarimoHHOM 06€30MaCHOCTH M METOMIOJIOTHS 3aIlUThl WH(pOpMAIUH :
ANMEKTPOH. yueO. mocodue. - Tam60B: [b. n.], 2014. - 1 sanekrpon. ont. guck (CD-ROM)

5. Jlomarun JI. B. 3amuTa oT BpeJOHOCHBIX IPOTPAMM : 3JIEKTPOH. y4eb. mocoodwue. - TamoOoB: [b.1.], 2014. -
1 anexrpod. ont. auck (CD-ROM)

6. Jlormatun /I.B., Yupkun E.C. 3amura 3JIeKTPOHHOTO JTOKYMEHTOOOOpOTa B KOMITBIOTEPHOW CHUCTEME :
ANMEKTPOH. yueO. mocobue. - Tam60B: [b.u.], 2014. - 1 sanexrpon. ont. auck (CD-ROM)

7. Jlonarusn JI.B., Yupkun E.C. 3amura nHGOpMAIIMOHHBIX MPOIECCOB B aBTOMATU3UPOBAHHBIX CUCTEMAX :
NMEKTPOH. yueO. mocobue. - Tam60B: [b.u.], 2014. - 1 sanexrpon. ont. auck (CD-ROM)

6.2 JlonosHUTENbHAS IUTEpPATYpA:

D



1. bexpoys, A. Kpuntorpadus u 6e3o0nacHoCTb ceTeil : yueoHoe mocoowue. - 2020-11-14; Kpunrorpadus u
Oe3omacHOCTh cereld. - MockBa, CaparoB: Hutepner-YHuBepcuter WHpopmarmoHHbx TexHOMOTHI
(MHTYUT), By3osckoe obpazoBanue, 2017. - 782 c. - Teker : anexrponnsiii / [IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/72337 . html

2. Arpanosckuii, A. B., Xamu, P. A. [Ipaktuueckas kpunrorpadus: aJilrOPUTMbI K KX TTPOTPAMMHUPOBAHHE. -
2021-05-25; [Ilpaktuueckass kpunrorpadus: ajdropuTMbl W WX TNpOorpaMMHpoBaHHe. - MocCKBa:
COJIOH-ITpecc, 2016. - 256 c¢. - Tekct : oanmekrponnbii // IPR BOOKS [caiir]. - URL:
http://www.iprbookshop.ru/90248. html

3. I'pubynun, B. I'., Mapteinos, A. I1., Hukonaes, /1. b., ®omuenko, B. H. Kpuntorpadus u 6e3omacHoCTh
nudpoBbIX cucteM : ydeOHoe mocodme. - Bech Cpok oxpaHbl aBTOpCcKoro mpama; Kpumnrorpadus wu
6e3omacHOCTh IUGPOoBBIX cucTeM. - CapoB: Poccuiickuii penepanbubiii simepHblil ieHTp — BHUND®, 2011.
- 411 c. - Tekct : anexrponusiii / IPR BOOKS [caiiT]. - URL: http://www.iprbookshop.ru/60851.html

4. PomanbkoB, B. A. AnreOpaumueckas kpunrorpadus : monorpadus. - 2023-06-30; AnreGpandeckas
kpunrorpadus. - Omck: OMckuii rocynapcTBeHHbIi yauBepcutet uM. @.M. Jlocroesckoro, 2013. - 136 c. -
Texct : anextponnsiii / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/24868.html

6.3 VlHble HICTOYHUKHU:

1. Kypuan «Maremarruueckue BOIIPOCHI KpunTorpadum» -
http://www.mathnet.ru/php/journal. phtml?jrnid=mvk&option_lang=rus

2. XKypnan «BIS Journal - Uadopmarnmonnas 6e3omacHoCcTh 6aHKOBY - https://journal.ib-bank.ru/pub/169

3. Kypnan «3anumMarenbHas kpunrorpadus» - https://bigmir81.livejournal.com/420975 . html

4. bnor«Kpuntorpadus. lludposanue n kpunroananus» - https://habrahabr.ru/hub/crypto/page4/

5. Kypnan «be3onacHocTs HH)OPMAIIMOHHBIX TEXHOIOTHI» - https://bit.mephi.ru/index.php/bit

6. Kypnan «Mmup I1K» - https://www.osp.ru/pcworld

7. MaTepuaJbHO-TeXHHMYeCKOe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

Jlng mnpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJsl TMPOBEICHUS 3aHITHH JIEKIIMOHHOTO M CEMUHApCKOTo THIIA,
TPYNIOBBIX W WHAMBHUIYaJIbHBIX KOHCYJIbTALMM, TEKYLIETr0 KOHTPOJS U MPOMEKYTOUHOM aTTecTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

VY4eOHble ayTUTOPUH U TOMEILIEHUS AJIsi CAMOCTOSTENIbHOM pabOThl YKOMIUIEKTOBaHbI CHIEIMAIN3UPOBAHHON
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMU OOYyUCHHMS, CIIY KAIIUMHU JIJIs TIPEACTABICHHS YyueOHOW nHbOpMaIuu
OOJIBITION ayTUTOPHH.

[TomerieHus I CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JIOCTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEeIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeneHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHOHHOTO 000PYI0OBaHUS,
o0ecreunBaIIre TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS TIOCKA).

JInneH3noHHOE MPOorpaMMHOE 0OecIIeUeHuE:

Omneparmonnas cuctema "Anbt O6pazoBanue"

LibreOftice

Microsoft Windows 10

Microsoft Office [Ipodeccronanbhsrii mioc 2007

Kaspersky Endpoint Security 10 ais Windows "JlaGopartopus Kacnepckoro" 26.07.2018

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKN TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog



2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmoreunas  cuctema. —  URL:
https://biblioclub.ru

3. Koncynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoreyHass cucrtema. — URL:
https://www.studentlibrary.ru

4. Hayunas snexrponHas oubianoreka eLIBRARY.ru. — URL: https://elibrary.ru
5. Poccuiickas rocynapctBerHas oubnmoreka. — URL: https://www.rsl.ru

6. Poccuiickast HarmonanbHas Oubnanoreka. — URL: http://nlr.ru

7. Dnexkrponnas o6uomuorexka POOU. — URL: https://www.rtbr.ru/rffi/ru/library

DJIeKTPOHHAsA HH(POPMALIMOHHO-00pa3oBaTe/ibHas cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

BsaumogeiictBue mnpemnopaBarensi M CTyAEHTa B Iporecce OOy4deHHs] OCYIIECTBISETCS MOCPEACTBOM
MYJIBTUMEIUNHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHUKALMOHHBIX TEXHOJOTHH, MCHOIb3yEeMbIX B
AIIEKTPOHHON MHPOPMAIIMOHHO-00pa30BaTeIbHOM Cpesle YHUBEPCUTETA.



