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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-1  CnocobHocTh
npodeCcCHOHATBHBIX 3a]1a4

AHAJIU3UPOBATH

dbuzmveckue

SIBJICHU S u IMPOLCCChI JJIA pemicHuA

IIK-12 CnocoOHOCTh MPUHUMATH Y4YacCTHE B TPOBEICHUU SKCIICPUMEHTAIBHBIX HCCICIOBAHUM CHUCTEMBI

3aIuThl HHHOPMAITIHT

1.2 Bunsl u 331241 IpoQeCCUOHATBHON A€ATEIbHOCTH O AUCHUIUINHE:

- OKCILTyaTalluOHHaA

- YCTAHOBKA, HACTpOWKa, SKCIUTyaTaluss M MOJAEp)KaHHe B pabOTOCIOCOOHOM COCTOSIHUU

KOMIIOHCHTOB CHUCTCMBI obecrieueHuUs

YCTaHOBIICHHBIX TPeOOBaHUI

UHPOPMAIIMOHHOW  0€30MacHOCTH € Y4eTOM

- aJIMUHHUCTPUPOBAHHUE TIOJCUCTEM WH(OPMAIIMOHHON O€301TaCHOCTH 00BEKTa

- yyacTue B MPOBEICHUH aTTecTaluu 00beKTOB MH(POpMATU3aLKU 10 TPeOOBaHUAM OE30MaCHOCTH
MHGOPMALIUH U ayauTe HHPOPMAITMOHHON 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM

1.3 B pe3ynbTare 0CBOCHHS JUCLHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH COPMUPOBAHBI CIICAYIOIINE

KOMIICTCHIINU:

Kon n HammenoBaHue
xommnerenuu ®I'OC BO,
HEOOXOOUMOM IS

O06001TIeHHBIEC TPYIOBEIE
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

npodeccroHaIbHEIC (hopMHpOBaHUS TPYIOBOTO
nercTBus (MIpH HAUTHIAH WIH TIPOo(heCCHOHATBLHOTO
npodcTangapra) TEHCTBUS

3HaHUSA U YMEHHsI, HEOOXOAUMBIC TSI JOPMUPOBAHS
TPYJOBOTO JICHCTBHS / KOMITIETCHIINU

OIIK-1 CnocobHOCTE
aHAJTU3UPOBATH (PU3HUCCKHUEC
SIBJICHUS M TTPOIICCCHI TS
pelieHus
MpodeCCHOHATBHBIX 33734

3HAeT ¥ MIOHUMACT:

(yHIAMEHTANbHBIX TPEACTABICHHH O KOMIBIOTEPHBIX
CHCTEM M OCHOBHBIX (PU3UYECKUX TEOPHI

YMmeeT (criocoOeH MPOAeMOHCTPUPOBATH):
CaMOCTOSITEIBHO aHAU3UPOBATh (DUIMUCCKHE SBICHHUS U
MPOLIECCHl UIS PEIICHUST MPOPECCHOHATBHBIX 3a1ad B
KOMITBIOTEPHBIX CHCTEMAX

Bmaneer:

penieHus: npodecCHOHANBHBIX 3a/lad C HCIOJIb30BaHHEM
(hyHIaMEHTAITLHBIX (duznyeckux MIPEICTABICHUN,
MOJIX0A0B U METOIHK

I1K-12 Crnoco0HOCTH
MPUHUMATH YYaCTHE B
MPOBEICHUH
IKCTIEPUMEHTAITLHBIX
HCCIIEIOBAHUI CUCTEMBI
3aIUTHl KHPOPMAIH

3HaeT U MOHUMACT:

npeaMeTa M 3a/1ad KOMIBIOTEPHOW YKCIIEPTHU3bI, TTOHITHS
MHIOHJEHTa WHGOPMAITMOHHOW 0e301acHOCTH, IOHSITHS
TIOJINTHKU MHGOPMAITHOHHOM 0€301TaCHOCTH.

YMeet (criocoOeH IPOIEeMOHCTPHUPOBATH ):

BBISIBIISITH TPU3HAKK HECAHKIIMOHUPOBAHHOTO JOCTYyIIA,
OTIPECIATH MECTO M BPEMSI COBEPIICHHUS MPECTYIUICHUS,
HAXOAWTh  CJEABl B CHCTEMHBIX 00NacTaX (aiaoBo
CHCTEMBI, MPUMCHATH  KOMIUIGKCHBIH  TOAXOM K
obecrnieueHn0 HHPOPMAIIMOHHON OE30MacCHOCTH O0OBEKTa
3aIUTHI B PA3THYHBIX cepax AesITeTbHOCTH

Bnaneer:

nmo cObopy u aHaiu3zy UHPOPMALUH
XapakTepa, alrOpUTMaMH MTOUCKa JaHHBIX

HKCHEPTHOTO

1.4 CormacoBanue MCKIUCHTUIITIMHAPHBIX CBsI3eH JAUCIMIIINH, OGCCHG‘-II/IBEIIOH_II/IX OCBOCHHC KOMHGTGHHHﬁ:

OIIK-1 CriocoGHOCTh aHAJIM3UPOBATh (PU3MUECKUE SIBICHUS U MPOLECCHI I PEIICHHS

npodeccuOHANBHBIX 3a/1a4




Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIPEIEISIOMNX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBSI3H (cemect
p)
4
1 |®uzuka +

[IK-12 CnocoOGHOCT, TpWHUMATh Y4YacTHE B TPOBEACHHHM OSKCIIEPUMEHTAIBHBIX
MCCJIEIOBAHUI CUCTEMBI 3aIIUTHI HH(GOPMAITUU

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIpENETAIOINX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBS3H (cemect
p)
6
1 |TIpakTrka mo +
MOy YEHUIO
MIEPBUYHBIX
podecCHOHATBHBIX
YMEHUI U HaBBIKOB

2. Mecto nucuuninHbl B cTpykrype OIl 6akanaBpuara:

JuctuminHa «KoMmnbroTepHas SKCIepTH3a» OTHOCUTCS K BapuHaTMBHOW vacTtu yueOHoro miana OIl mo
HanpasyieHuo noaroroBku 10.03.01 - MadopmarmonHas 6€30mMacHOCTb.

JucuuminHa «KoMnbploTepHas SKCIepTU3a» U3ydaeTcs B 6 ceMecTpe.

3.00beM U coep:kaHMe TUCHUILTHHBI
3.1.00beM QUCLUILUIMHEL: 6 3.€.

Ounas: 6 3.c.
Bun yueOHo# paboTh (Bcgzii::%)
O0mast Tpy10éMKOCTb TUCHHUILIHHBI 216
KonrakTHast pabora 80
Jlexmm (Jlextmm) 32
JlaGoparopnsie (J1ab. pab.) 48
CamocrostensHas padota (CP) 100
DK3aMeH 36
3.2.ConepxaHue Kypca:
No Haspanue Bun yuebnoit | dopmbl TekyIero
TEMBI pasnena/TeMbl paboThI, yac. KOHTPOJIS
Jlex |JIa6 | CP
ouu | .
pao.
O]l0|O
6 cemecTp




KomnbrotepHbie CobecenoBanue;
MPECTYTIJICHHUS. BBITIOJTHEHHE
8 |20 IIPaKTUYECKUX
3aJaHuM;
TectupoBanue
PaccienoBanue CobecenoBaHnue;
MHIUJICHTOB BBITIOJTHEHHE
MH(POPMALTMOHHON 8 |20 IIPaKTUYECKUX
0€30IMaCHOCTH. 3aaHU7;
TectupoBanue
OOmas cxeMa CobecenoBaHnue;
paccienoBaHus BBITIOJTHEHHE
[IPECTYIUICHMUS. 8 |20 IIPaKTUYECKUX
3aJaHuM;
TectupoBanue
Coop CobecenoBanue;
JI0Ka3aTeNbCTB. BBITIOJTHEHHE
12 1 20 IIPaKTUYECKUX
3aJaHuM;
TectupoBanue
JleticTBHs CobecenoBaHue;
MIPaBOOXPAHUTEIbH BBITIOJTHEHHE
BIX OPraHoOB IO NPaKTUYECKHX
JejiaM o 12 1 20 3aJaHuM;
NPECTYIJICHUSX B TectupoBanue
cdepe
KOMIIBIOTEPHOU
uHpOpMaLIUH.

Tema 1. Komnbrorepubie npecrymienus. (OIIK-1)
Jlekumus.

[TonsiTne xommbrOTEpHOrO mNpecTymieHus. llporeaypa kommnbproTEepHON 3KcnepTusbl. [IpaBoBas oleHka
MIPECTYIUICHUS, ONpeieNIeHNE K KaKOW CTaTbhe yroJOBHOIO KOAEKCa MOXKHO OTHECTH JIaHHOE MPECTYIIICHUE U
JaJbHEeas nepeaaya MaTepuaioB pacciieIOBaHUS JAHHOTO Jieia B MpoKypaTtypy PO.

JlaboparopHbie padoThbI.
1.Boccra”oBieHne JaHHBIX
2.Ananus (aitnon
3aganus AJ151 CAaMOCTOSITEJIbHOM PadoThI.
1.Beigenure npeaqMeTsl ¥ 3a4a4l KOMIIBIOTEPHOM SKCIIEPTU3BI.
2.YT0 Takoe MHIUAEHT HH(OPMAIIMOHHON 0€30TIaCHOCTH.
3.ITpoBenuTe aHaIMU3 3aKOHOAATEIHLHON 0a30i1 peryIMpoBaHUs KOMIIBIOTEPHOTO MPECTYTIIICHHUS.
4.Kakoe iesiHiEe MOXKET CUUTAThCSl YyTOJIOBHO HAKAa3yEMBbIM.
S.Ilepeuncinre 3Tamnbl KOMIBIOTEPHON YKCIIEPTU3HL.
6.Ha xakue rpynnsl KJacCUPUIMPYIOTCS JUIA COBEPIIUBIINE KOMIBIOTEPHBIE MPECTYTIICHUS.
7.Ilepeuncnure NpUYMHBI MHIUAECHTA KOMIIBIOTEPHOTO IPECTYIUICHNUS.
8.Uto sBnsieTcs 00beKTaMu POrPaMMHO-KOMITBIOTEPHOM SKCTIEPTH3HI.
9.Ha xaxue rpymniisl JensTcsl METOAbI HCCIIeOBaHUS IPOTPaMMHOI0 00eCTIeueHusl.

Tema 2. Pacciienopanue HHIMACHTOB HH(POpMAanMoHHOi 6e3onacHocT. (ITK-12)
Jlexknus.



Komuccuss mo paccneoBaHUIO HWHIMACHTa WHPOPMAIMOHHOW Oe3omacHOCTH. KOHTEKCTHBIN MOUCK
uHbOpMaIMu Ha JUCKe. AJTOPUTMBI TIOMCKAa JaHHBIX. [IporpammHoe obOecmedeHne 10 cOOpy
JI0Ka3aTenbCTB. AHAIN3 UCTOPUH | (paiiioB Opay3epa.

JlaGopaTopHbie padoThbI.
1.ITlpocMOTp ¥ KIOHUPOBAHUE HOCUTENEH JIaHHBIX.
2.PenakTop ABOMYHBIX (pailyioB.
3.CxaHupOBaHUE JIOKAIBHOMN CETH.
3ajaHus 1J151 CAMOCTOSITEIbHOM PadoThI.
1. C nOMOIIBIO KAKUX AJITOPUTMOB OCYIIECTBIISIETCS] TOUCK JaHHBIX.
2.Kakwue ¢aitioBpIX MEHEIKEPOB UCTIONB3YIOTCS M KAaK OHU TIPUMEHSIOTCS.
3.Kakue yrpo3sl MOTYT OBbITh CBSI3aHHBI € cookie (haitmamu.
4.CriocoObI OTy4YeHHS 37T0yMBIIIJICHHUKOM HH(pOpMaIUU U3 cookie ¢aitios.

5.Ilepeuncnure MeETOAbl MPEJOTBPALICHUS BO3HUKHOBEHHUS YTPO3BIMHLUACHTAa HH(POPMAITMOHHON
0Ee30I1aCHOCTH.

Tema 3. O0mas cxema pacciienoanusi npecrymienus. (OIIK-1)
Jlekumus.

YcranoBnenue ¢akra u crocoda co3maHus BPEJOHOCHOW mporpamMmbl it DBM. Ycranomnenue ¢axra
WCIIONB30BAaHUSI U PACIPOCTPAHEHUS BPEJOHOCHOM MPOrpaMMbl. YCTAHOBJIEHHME JIMI, BUHOBHBIX B
CO3/ITaHHUH, UCTIOJIB30BaHUU U PACTIPOCTPAHEHUH BPEIOHOCHBIX Mporpamm mig DBM. YcraHoBneHue Bpena,
MPUYUHEHHOTO JAHHBIM MPECTYIICHUEM.

JlaGopaTopHbie padoThbI.
1. AHanu3 BpeMEHU aKTUBHOCTH KOMIIBIOTEPA.
2. AHanu3 JIOKAJIbHOM CETH.
3. BoccraHoBiieHHE TaHHBIX.
4. BoccTaHOBJIEHUE MOTEPSAHHBIX PA3ICIIOB.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. [TocTpoiiTe cxeMy OpraHu3aliy B3JIOMa 3aIIUTHBIX MEXaHU3MOB MH(POPMAIIIOHHBIX CUCTEM.

2. KakuMmMu 3akoHOJAaTelabHBIMH aKTaMM pETYJIUPYIOTCS Haka3aHUs 3a HENpPaBOMEPHBIH JOCTYIK
OXpaHsIeMoil 3aKOHOM HH(pOpMAIINH.

3. Pactiummre o011yro cxeMy paccieloBaHus MPECTyIUICHUS.
4. Kakue cyImecTByIOT IPU3HAKH HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
5. Kak onpeznensieTcss MECTO M BpEMsI COBEPIICHUS IPECTYIUICHUSI.

6. OnuiuTe NocaeA0BaTeIbHOCTh IEUCTBUM paccieloBaHus, CO3IaHUS U PACIIPOCTPAHEHUS BPEOHOCHOTO
I10.

7. KakuM HakazaHue SIBIISIETCA 3a HapylleHHe 3akoHHO o «Hapymienwe mnpaBun skcityaranuu OBM,
cuctembl OBM unm ux cetn»

8. Kak moka3zats ¢akThl HapyIIeHUs TPaBuII MOJIb30BaHus DBM.

Tema 4. Coop nokaszareabcrs. (ITK-12)
Jlekuus.

Ananu3 ¢ainoBsix cucteM U (aittoB. COOp M0Ka3aTeNbCTB B CeTAX. AHANMM3 HH(POPMAITUU TTPOXOASIIECH 110
MIPOBOAHOM, pajino, ONTUYECKON M JPYTUM 3JICKTPOMArHUTHBIM CHCTEMaM CBs3H (RIEKTpOCBs3n). Bompoc
11eJeco00pa3HOCTH M 3aKOHHOCTH XpaHEHUs HWHPOpMaMu O JACHCTBUAX mosb3oBarens. COop
JI0Ka3aTeNbCTB B COIIMAILHBIX CETSIX.

JlaGopaTopHbie padoThbI.
1. Coop nanubix o USB ycrpoiicTBax.
2. brokuposka u 3anpet padotsl ¢ USB mopramu.
3ananus AJ51 CAMOCTOSITeILHOI padoThI.
1. Kak ocymiecTBisieTcst IOMCK JOKa3aTeIbCTB MPECTYIUICHU B (pailioBoi cucteme.



2. Ha uto moapasfenstorcs ciaeibl B CHCTEMHBIX 00acTsX (pailioBoi CUCTEMBI.

3. Kakue cymecTByIOT METO/IBI COOpa JaHHBIX O MOJIb30BaTEINE.

5. Kaxoli 3aK0H perynupyeTr 3aKOHOAATEIbHbIN YPOBEHb HAKOIJICHUS IAHHBIX B CETSIX.
6. Kakne camble nomyssipHbIE IPECTYIIEHUS B COLUATIBHBIX CETAX.

Tema S. /leiicTBUSI IPABOOXPAaHUTEILHBIX OPIaHOB 110 J1eJ1aM O NpecTyIUIeHUusAX B cepe
KoMmnblOTepHOi nHpopmanuu. (OIIK-1)
Jlexknus.

OOBICK M BbIEMKa KOMIBIOTEPHBIX OOBEKTOB. OCMOTp OTHENIBHBIX BHJIOB KOMITBIOTEPHBIX OOBEKTOB.
Has3naueHne xoMmmbroTepHbIX dkcrepru3. Jlompoc. IloaroroBka wu  mpoBeneHUE  CIEACTBEHHOIO
JKCIIEPUMEHTA.

JlaGopaTopHbie padoThbI.
1. Uadopmarus o 3aperucTpupoBaHHBIX JOMEHAX.
2. AyIiT KOMIIbIOTEPHOW CHUCTEMBI.

3anaHus AJ151 CAMOCTOSITEILHOI padoThI.

1. Kakue 00beKThl CTOCOOHBI IO CBOMM (PU3UKO-TEXHUYECKUM CBOMCTBAM COZIep KaTh HH(POPMAITHIO,
MMEIOIIYIO OTHOIIICHUE K paccielyeMOMY MPECTYTUICHHIO.

2. Kak paznuyaroT 0OBICK 1O TTOCJIEIOBATEIIBHOCTH MPOBEACHUSI.

3. Ha kakuwe rpynmsl pas3ieisiorcss OOBEKTHl CIEICTBEHHOTO JEHCTBHA (KOMITBIOTEpHAs TEXHUKA U
KOMIbIOTepHAast HH(pOpMAIIKs).

4. Yto OTHOCHUTCS K 00BEKTaM KOMITBIOTEPHO-TEXHUIECKON IKCTIEPTHU3BI.
5. Kakue 3amaum pemarorcsi ¢ TOMOIIbI0 KOMITBIOTEPHO-TEXHUYECKON AKCTIEPTHU3HI.

6. Kakoil mnepeyeHb BOIIPOCOB MOMKET BBIHOCUTBCS HA pPa3pelieHUs] KOMIIBIOTEPHO-TEXHUYECKON
SKCIEPTU3HI.

7. YTO HYKHO JUIsl TPOBEAEHHUS CIIEICTBEHHOIO SKCIIEPUMEHTA.

4. Konrpoab 3HaHMI 00y4alOLINXCS M THIIOBbIE OLICHOYHBbIE CPEICTBA
4.1. Pactipenenenue 0auioB:

6 cemecTp
* mocemnraemocts — 10 GamtoB
*  TEKyIIUHA KOHTPOJIb — 52 Gasmia
* KOHTPOIIbHBIE CpPe3bl — 2 cpe3a 1o 4 Oasia KaxabIi
* mpeMualibHBIC OaiuTel — 15 6amioB
* OTBeT Ha ’Kk3aMeHe: He Oonee 30 6amioB

Pacripenenenne 6aioB 1mo 3aJaHusIM:

No |HazBanue tembl | @opmbl Max. Mertonuka npoBeJeHUs 3aHIATUS U OIIEHKU
Te | /BHUI y4eOHOH |TEKylIero | KOI-BO
MBI paboThI KOHTpos | Oamios

/ cpe3sl




Komnrsrorepnsie
MPECTYILICHUS.

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 OaIoB — CTYIEHT YMEET COINOCTaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

2 0anioB - CTYIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

1 Oamnma — CTyIeHT BiafeeT TEOPETHYECKUM MaTepualioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

BBITTOJTHEH
ne
MpaKkTUyec
KUX
3aJaHuH

JlaGoparopHble pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

6 OamioB — jaboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKue,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPOQEeCCHOHATBHYIO TEPMUHOIOTHIO

4 Gamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHSI, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paboTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  paboTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIOJB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Tectupos
aHue

4 Gamna — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe

2 Oansna - CTYIEHT MpaBWIBHO oTBedaeT Ha 25-50% BOmpocCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB 0AJJIOB HE Aa€T




PaccaenoBanue
HHIAIEHTOB
WHPOPMAIIOHH
o
0e30IMacHOCTH.

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 OaIoB — CTYIEHT YMEET COINOCTaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

2 0anioB - CTYIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

1 Oamnma — CTyIeHT BiafeeT TEOPETHYECKUM MaTepualioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

BBITTOJTHEH
ne
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B MaJoi
rpynne (2-3 crymeHTa) Ha OOOpYAOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEeKYLIeMY pa3ieily WM TEMbI TUCIUIUTHHBL

OcCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; OTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

TecTupon

aHue(KOoH

TPOJIBLHBI
i cpe3)

4 Gannma — cTyneHT mnpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TecTe

2 GaJia - CTYIEHT IPaBUIIBHO OTBedaeT Ha 25-50% BOIpPOCOB B TecTe.
Menee 25% mpaBHIIEHBIX OTBETOB 0aJIOB HE JaeT
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OO0mas cxema
pacciemoBaHus
MPECTYIICHUS.

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 OaIoB — CTYIEHT YMEET COINOCTaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

2 0anioB - CTYIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

1 Oamnma — CTyIeHT BiafeeT TEOPETHYECKUM MaTepualioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

BBITTOJTHEH
ne
MpaKkTUyec
KUX
3aJaHuH

[IpakTudeckne paboThI BHIMOTHIIOTCS CAaMOCTOSITEIBHO WM B MaJoi
rpynne (2-3 crymeHTa) Ha OOOpYAOBaHMHM WM KOMIIBIOTEPHBIX
KJIaccax I0 TEeKYLIeMY pa3ieily WM TEMbI TUCIUIUTHHBL

OcCHOBHBIE KauecTBa BBIOJHEHHOTO MPAKTHYECKOTO  3aJaHUs
MOAJICKAIIETO  OLEHKE: [MOJHOTa W TOYHOCTb  BBISIBICHHMS
XapaKTepPUCTUK; OPUTHHAIBHOCTD MPAKTHYECKOTO PEIICHHs; OTHOTA
JOCTUTHYTHIX TOKa3aTejel; AeTaJbHOCTh OMHCAHUS M HAIIATHOCTh
CXeM W  QJITOPUTMOB; HAJIMYMWE TECTOBBIX NPHUMEPOB, KadeCTBO
paboTHL

Tectupos
aHue

4 Gannma — cTyneHT mnpaBuibHO oTBedaeT Ha 50-100% BompocoB B
TecTe

2 GaJia - CTYIEHT IPaBUIIBHO OTBedaeT Ha 25-50% BOIpPOCOB B TecTe.
Menee 25% mpaBHIIEHBIX OTBETOB 0aJIOB HE JaeT
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Coop
JI0Ka3aTeIbCTB.

Cobeceno
BaHUE

CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE
Ka4yecTBa yCTHOTO OTBETA MOJJIEHKAILETO OLEHKE:

- IPaBWJIBHOCTH OTBETA 110 COAEPIKAHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATEIBHOCTh OTBETA;

- JIOTHKA U3JI0KEHUS MaTepuana;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- HCIIOJIb30BaHME JTOTIOJIHUTEIBHOTO MaTeprana;

- PalMOHAIBHOCTh HCIOJNB30BAHHUA BpPEMEHH, OTBEJEHHOIO Ha
3aJlaHueE.

3 OaIoB — CTYIEHT YMEET COINOCTaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOIIPOCHI

2 0anioB - CTYIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

1 Oamnma — CTyIeHT BiafeeT TEOPETHYECKUM MaTepualioM IO TeMe
MPaKTUYECKOTO 3aHATHSA, HWHOTAA 3aTpyiHsAETCS IIpU OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTB€YaTb Ha BOINPOCH], 3a4UTHIBAET OTBET IO
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

BBITTOJTHEH
ne
MpaKkTUyec
KUX
3aJaHuH

JlaGoparopHble pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

6 OamioB — jaboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKue,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPOQEeCCHOHATBHYIO TEPMUHOIOTHIO

4 Gamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHSI, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paboTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  paboTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIOJB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

4 Gamna — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe

2 Oansna - CTYIEHT MpaBWIBHO oTBedaeT Ha 25-50% BOmpocCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB 0AJJIOB HE Aa€T
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CobecenoBanue npeAIoaracT OpraHu3aluio Oecebl MpenogaBaTesis
CO CTYAEHTaMH IO BOTIPOCaM MPAaKTUUECKOTO 3aHATHSA C LENbIo Oosee
OOCTOSITENBHOTO BBISIBICHUS WX 3HAHHWH 10 ONPEACICHHOMY Pa3ieny,
Teme, mpodieMe U T.II. Bce WieHsl Ipymmbsl MOTYT y4acTBOBaTh B
o0CyXJeHnu, n00aBisATh HH(OpMaNWio, AUCKYTUPOBAaTh, 3a/JaBaTb
BOIPOCHI U T.1I.

VYeTHBIE  OMpoc MOKET NPUMEHATHCS B Pa3iMyHBIX  (QopMax:
(poHTaNbHBIN, WHAWBUAYaAIbHBIA, KOMOMHUPOBaHHBIH. (OCHOBHBIE

Cobeceno 3
BaHUE

JenicTBus
MPaBOOXPAHUTE
JILHBIX OPTaHOB

0 JeTIaM O
MPECTYIUICHUSIX
B cthepe
KOMITBIOTEPHOI
WHPOPMAITUH.

KauecTBa YCTHOTO OTBETA MOAJIEKAILETO OLIEHKE:
- IPaBUWJIBHOCTH OTBETA IO COACPIKaHUIO;

- IOJTHOTA W TITyOMHA OTBETA;

- CO3HATENBFHOCTh OTBETA;

- JIOTHKa U3JI0KEHUSI MaTepuaa;

- palMOHANBHOCTH HCIIOJIB30BaHHBIX MIPUEMOB U CHOCOOOB peIICHUs
MOCTaBJICHHON y4eOHOH 3a/1auu;

- CBOEBPEMEHHOCTh M 3(PPEKTHBHOCTb HCHONb30BaHMS HATJISIHBIX
MOCOOMH M TEXHUUECKUX CPEACTB IPU OTBETE;

- NCTIOJIb30BaHKE JIOTIOHUTEIBHOTO MaTeprana;

- PpauMOHATBHOCTH UCIOIB30BaHUS BPEMEHH,
3aJjaHue.

3 OaIoB — CTYIEHT YMEET COINOCTaBUTh MOMYyYCHHYIO TIpH
MOATOTOBKE K MPAaKTHUYECKOMY 3aHATHIO WH(POPMALUIO, CPaBHUBATH
pasHble TOYKH 3pEHHs Ha aHAIM3UPYEMYIO MPOOJeMy, YMETh UYETKO
(opMynHpOBaTh CBOM BONIPOCH M OTBEUaTh Ha 3a/JaBacMblec EMy
BOTIPOCEHI

2 0anioB - CTYIEHT yMEET NPUMEHSTH MMONyUYCHHYIO IIPH HOATOTOBKE
K MIPaKTUYECKOMY 3aHATHIO HHPOPMAIIHIO, OTBEYATh HA OOIBIINHCTBO
BOIPOCOB, BECTHU JAUCKYCCHIO .

1 Oamnma — CTyIeHT BiafeeT TEOPETHYECKUM MaTepualioM IO TeMe
MPaKTUYECKOTO 3aHATUS, WHOTAA 3aTPyAHSETCSl IMpH OTBETE Ha
BONPOCHI, HE YMeeT CQOPMYIMPOBaTh CBOIO TOYKY 3pEHHUS Ha
o0cyxmaeMyto mpooneMy

Ecnu ctyneHt He BnazeeT mpoOieMaTHKOW MPakTHYECKOTO 3aHSTHS,
HE MOXET OTBeYaTb Ha BOINPOCHI, 3a4YUTHIBAET OTBET 110
Hale4aTaHHOMY TEKCTY — OTBET OaJylaMH HE OLICHUBACTCA.

OTBCACHHOI'O Ha

BBITTOJTHEH
ne
MpaKkTUyec
KUX
3aJaHuNI

JlaGoparopHble pabOTHI BBIMOIHAIOTCS M0 TEMaTHKE MPAKTUYECKUX
3aHATHH.

6 OamioB — jaboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKue,
CHCTEMaTU3UPOBAHHBIC 3HAHUSA, CBOOOJHO OTBEYAECT HA BOIPOCHI
UCTIONB3YS TPOQEeCCHOHATBHYIO TEPMUHOIOTHIO

4 Gamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHSI, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJJaHHbIC BOPOCHI

2 Oamia - mabopatopHasi paboTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  paboTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIOJB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Tectupos
aHue

4 Gamna — crygeHT mpaBwibHO oTBedaeT Ha 50-100% BompocoB B
TecTe

2 Oansna - CTYIEHT MpaBWIBHO oTBedaeT Ha 25-50% BOmpocCoB B TecTe.
Menee 25% mpaBHIIbHBIX OTBETOB 0AJJIOB HE Aa€T

ITocemaeMocThb

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7-9 GainoB — MOCemaeMOoCTh CTy[eHTa cocTasisieT He meHee 80 %
3aHATUN

4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBisgeT He MeHee 50 %
3aHATUN

1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATUN
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JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:

- TIOCTOSIHHAsI aKTHBHOCTH BO BpEMsl NMPaKTHYECKUX 3aHATHH — 10
0aoB;

- TOJTHOCTBIO MOATOTOBJICHHAS K MyOIHMKAllUN CTaThi 110 TEMaTukKe B
paMkax nucuuiuinHel — 10 6asos;

- y4acTHE C JOKJIaJoM BO BCEPOCCHMCKON OMUMIIMAJE MO TEMAaTHKE
nu3yyaemoil qucuuiuinie — 20 6asos;

- ydacTHe B BBICTaBKE M0 TEMAaTHUKE HM3y4aeMON IWUCHMIUIMHBI — 20
0aoB;

- myOnmuKamMs CTaTbMl IO TEMaTHKE H3y4yaeMoil OUCHUIUIMHBL B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyH / xxypHane u3 nepeuns BAK —10/15/20

30

OneHka «yIOBIETBOPUTENBHO»- CTYAEHT HMEET JOCTaTOYHBIN
MUHHUMAJIBHBIH 00BEM 3HAHHWH 1O TUCHUIUIMHE; CTYJEHTOM YCBOEHA
OCHOBHAas JIMTEpaTypa, PEKOMEHIOBaHHas Y4eOHOH NporpaMMoN;
CTYIEHT yMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUAX, KOHLETIINAX
1 HalpaBJIEHUAX M0 IUCLUIUIMHE U JaBaTh UM OLIEHKY; CTyACHT yMEeT
JienaTh BBIBOJBI 0€3 CYIIeCTBEHHBIX OLUIMOOK;

OrneHka «XOpoIIo» — *I0CTaTOYHO MOJHBIE U CHCTEMAaTU3MpPOBAHHBIE
3HAaHUA N0 AWCLUIUIMHE;* YMEHHE OPHEHTHUPOBAThbCA B OCHOBHOM
TEOPHSIX, KOHIEMIUSAX W HaNpaBleHUSIX AWCHUILUIMHBI U JaBaTb UM
KPUTHYECKYIO OIIEHKY; HCIONb30BAHNE HAy4YHOM TEPMHMHOJIOTHUH,
JIMHTBUCTUYECKU M JIOTHYECKH MPAaBUIBHOE H3JIOKEHHE OTBETAa Ha
BONPOCHI, yMEHHE JejaTh OOOCHOBaHHBIC BBIBOIBI, BIAZCHUE
WHCTPYMEHTApUEM [0 AHUCLUUIUIMHE, YMEHHE €ro HCIOIb30BaTh B
MOCTAaHOBKE M PEHICHWH Hay4YHBIX M NpOQECcCHOHATIbHBIX 3a1ay;
YCBOGHHE  OCHOBHOW M  JONOJIHUTEIBHOU JUTEPATYPBI,
PEKOMEHIOBaHHOK  y4eOHOH  mporpaMModl 1O  AWCLUIUIMHE;
caMoCTOsITeTIbHAsE paboTa Ha MPaKTUYECKUX 3aHATHIX, ydyacTHe B
IPYIIOBBIX OOCYKICHHUSAX, BEICOKUH YPOBEHBb KYJIBTYPhl UCTIONTHEHHS
3aJaHdi; CpEeIHUH ypOBEHb CQOPMUPOBAHHOCTU 3asBICHHBIX B
paboueii mporpaMMe KOMIETEHIIHH.

- OleHKa «OTIMYHO» — CHUCTEMaTH3UPOBAaHHBIE U TN M TIOJHBIE
3HAHHUA 110 BCEM pa3zienam

JTUCLMIIMHBI, a TakXKe II0 OCHOBHBIM BOINpOCAaM, BBIXOASIIUM 3a
npefensl yuyeOHOW MporpamMMbl; TOYHOE HCIIONB30BaHUE HayqHOH
TEPMHUHOJIOTUM  CHCTEMaTHMYeCKH TpaMOTHOE U JIOTUYECKHU
MPaBUWIbHOE U3JIOKEHHE OTBETA Ha BOIPOCHI; Oe3yMPeUyHOe BIIaJCHUE
WHCTPYMEHTapHeM y4eOHOH AWCLUIUIMHBI, YMEHUE ero 3QQeKTHBHO
WCIIONb30BaTh B TIOCTAHOBKE HAy4YHBIX W TPAKTUYECKUX 3a]ay;
BBIpR)KEHHAs CIIOCOOHOCTh CaMOCTOSITENIFHO M TBOPYECKH pEeLIaTh
CIIOXHBIE TMpOOJIeMbl W HECTAaHAApPTHBIE CHUTYalllH; IIOJIHOE U
IyOOKOe YCBOGHHE OCHOBHOH U JIOTIOJIHUTEIBHOH JIMTEeparyphl,
PEKOMEHAOBaHHOM Y4eOHOH MPOTpaMMOi MO IMCLUUILIUHE; YMEHHE
OPUEHTHPOBATECA B TEOPUAX, KOHLEMIMIX U  HANpPaBICHMSX
JUCLMITIIMHBL W JaBaTh UM KPUTHYECKYIO OLIEHKY, HCIIONIb3Yys
Hay4yHbBIC  JOCTIDKCHUS — JPYTHX  JMCUMIUIMH,  TBOpYCCKas
camMocTosiTeNIbHAass paboTa; aKTUBHOE YydYacTHEe B TPYIIIOBBIX
00CYXICHUSAX.

7. [IpemuansHbie OaIITBI
8. OTBeT Ha ’K3aMeHe
9. Hroro 3a cemectp

100

HrtoroBass omeHka mo »9k3aMeHy BbicTaBisiercs B 100-OammpHON 1IKajge W B TPATUIIMOHHOMN

YeThIpEeX0a/UIbHOW  IIKAJIe.

[TepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCIUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa

TpanuimonHas cucteMa

&5 - 100 6aiu1oB

OTIn4HO

14
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70 - 84 6annos Xoporrio
50 - 69 6aiu1oB VYoBIETBOPUTEITHHO
Memnee 50 HeynosnerBoputenbHO

4.2 TunoBsle OLICHOYHBIE CPEACTBA TEKYILIETO KOHTPOJIS
BBINOJIHEHHE NPAKTHYECKHUX 3aaHuH

Tema 1. KoMnbroTepHbI€ IPECTYIUICHHUS.
Jlabopatopnas pabora. BoccraHoBneHne JaHHBIX.
Conepxanue
OnucaHue npoaykra
CuctemHbIe TpeOOBaHUS
Xon paboThl
3ananue Nel. YcraHOBKa MpOrpaMMHOIO IIPOTyKTa
3aganue No2.IlpoBecTu aHaU3 CKOPOCTH YTEHUS JTOKAJIbHBIX JUCKOB
3amanue Ne3. [IpoBecTu npoBepKy AMCKa Ha HAJTMYHE OINOOK (haillIoBOi cCHCTEMBI
3aganue No4. 3yunuTh CBEEHUS O KECTKOM JIUCKE
HardDiskInformation coaepHuT cieayromryo HHGOpMaIuio: TUIl (ailloBoi CUCTEMBI, CEpHITHOE 3HAYEHUE
JIMCKa, KOJI-BO OalT B CEKTOPE, KOJI-BO BCETO KIIACTEPOB, KOJI-BO CBOOOJHBIX KIIACTEPOB, (PU3NUECKUN HOMED
JMCKa U IPyToe€.
3amganue No5 M3yunts nHGOpMaIHIO 00 ONTHYECKUX JTUCKOB
3ananue Ne6 YiaeHne nporpaMMHOIO IPOAYKTa
KonTtponbHble 3ananus

Onucanue npoaykra

DriveManager — mporpaMmma, mo3BOJISIONIAs JIETKO CIEIUTh 32 COCTOSTHUEM KECTKHUX JUCKOB. OHa
oToOpakaeT HH(MOPMAITHIO O KaXKIOM pas3zielie )KECTKOTO TUCKa, HalpuMep, pa3Mep, METKy ToMa, 001NN 1
cBOOOHBIN 00beM 1 T.71. Ho camast BaskHast (GyHKIIMS POTrpaMMBbl 3aKJII0YAE€TCSI B TOM, YTO OHA COACPIKUT
TECThbl Ha YTeHHE/3aMKuch NH(OPMALlMU U HAa HAJN4YKe OIINOO0K, KOTOPble MO>KHO HCIIPABUTh Ha XOY.

JlaanHas mporpaMma He TpeOoBaTelbHA K CHCTEMHBIM PECYpCcaM M MO3BOJISIET B PEKUME PEAIbHOTO
BpPEMEHHU MOJIy4aTh HHPOPMAIIUIO O BallleM >KECTKOM JHMCKE U BCEX pa3zeliaX, HaXOIAIINXCS Ha HEM.
[TonnepxuBaeTcst paboTa cpa3y CHECKOJIBKHUMH (PpU3nUecKuMu BuHUecTepamu. [Ipu HeoOxonuMocTu
MOXKHO TTOCMOTpeTh nanubie 1 0 CD/DVD npuBomax, mogKIIOYEHHBIX B CUCTEME.

DriveManager aBToMaTH4ecKy OOHOBIISIET TaHHBIE O TUCKaX KaKabie 20 CEKyH/I U MOKa3bIBACT
CIIEYIONLYI0 HHPOpMAIMIO: UMS IUCKa, OyKBY TUCKa, THUII JUCKa, pa3Mep, CBOOOIHOE U 3aHATOE AUCKOBOE
MIPOCTPAHCTBO, IPOLEHTHOE COOTHOLIEHHE CBOOOAHOIO M 3aHITOr0 MPOCTPAHCTBA, (aillIoBYyIO CUCTEMY U
cepuitHbii HOMep. Kpome Toro, yTunuTa mo3BosisieT caenarb HeBuauMbiM u3 [IpoBogarnka Windows mro0oit
pasnei )KECTKOro IUCKa.

Drive Manager ®@yHKITMOHATBHOCTh

DriveManager OyieT mOCTOSHHO OTCIIKHBAET MIPOCTPAHCTBO, AJOCTYITHOE JJIsI KaXKI0TO U3 JUCKOB B
cucteMe. Bbl Tak:ke MOXKETe OTKPBITh JUCK B MPOBOJIHUKE, IBAXKbI LIEIKHYB HA HEM.

OHn aBTOMaTn4ecku oOHOBIsETCS Kaxable 30 ceKyH . B 3TOM COKOHOMUTE TOTO, YTOOBI MCIIOIB30BATh
"Moii kommnbroTep" B windows, a 3aTeM U3MEHHUTH IPEICTaBICHUS 0T4eTa. MOXXHO PUHYIUTEIHHO
OOHOBUTH B JIF0OOO MOMEHT, Ha)aB KiIaBuiry F5.

O6wemubie Hakneliku

MeTtka Toma BBIBOIUTCS JUIsl BCEX ChEMHBIX IUCKOB, a TAK)KE JTOKAJIbHBIE JUCKU. DTO MOJIE3HO, €CIIU Y
Bac MHOTO (umII-HakonuTenu win smartmedia, compactflash u ap.

Cepuitnsie Homepa
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CepuitHblii HOMEp CTOJIOIA MMOJIE3EH JIJISl TOTO, YTOOBI OTCIEANUTh, HA KAKOM >KECTKOM JHMCKE WU JIJIs
BBIXOJIA U3 BAC CaiiTa )KECTKUM JUCK CEPUIHBIA HOMED.
CkpbITHE JUCKOB
OTtaenbHBIC JUCKA MOTYT OBITH CKPBITHI OT Windows explorer. Bel MoXkeTe cienarb 9To, Ha)KaB MpaBoi
KHOIIKOM MBI Ha TUCKE W BEIOpaHHBIX CripsitaTh JIMCK M3 BCIUIBIBAIOIIETO MEHIO. JIUCKHU TO-TIpeKHEMY

OyneT oToOpaxarbcs B MEHEKEP TUCKOB, TaK YTO BBl MOJKETE CJIeaTh IOTOM CHOBA CTaJl BUAUMBIM U
Tenepb 0TOOPaXKatOTCsl CAHUM LIBETOM.

Subst

DriveManager MoxeT ObITh UCTIONB30BaH B kadecTBe Windows-Bepcuto DOS "subst" komanna amns
CO3JIaHUs 3aMEHUTh OYKBBI IMCKA JJIs JTOKATBHBIX TMAIOK KaK Coco0 BEeJCHHUSI TIOKAIBHBIX TUCKOB. OH
TaKKe Mmokas3bpiBaeT Bam, 171e subst OyKkBbI yKa3bIBatoT B KosoHke " Tum".

Ocobennoctu Drive Manager
1. IlpouieHT CBOOOAHOTO CTONOIIA.
. KecTkuii TUCK CepUHBII HOMEP
. CD-ROM ngepu open + close.
. 3abmoxupoBars / pazonokuposate CD-ROM / DVD-nuckos.
. He MOAKIIFOYCHHBIX TUCKOB, ICPCUUCIICHHBIX B CCPO-ANCKH HC YCTAHOBJICHA.
. Bpems u nara.
. Kapra / oTkirouars cereBbie TUCKH.

0 N N L AW

. Hide / Unhide nucku oT mpoBomHMKA.

9. CBolicTBa 11CKa JUAJIOTOBOE MEHIO MTPaBOW KHOIKOW MBIIIIH.

10. Co3nats / ynaiuTh 3aMEeHUTh OYKBY IS JIOKAJIBHOM TarKe.

11. CkpbITBIE AUCKH OTOOPAKAIOTCS CHHUM I[BETOM.

12. 3anmyck Windows Search

13. Tucku ¢ meree ueM 5% cBOOOJHOTO OTOOPaKAIOTCS KPACHBIM IIBETOM.

14. CBeneHust 0 MOCTABIIMKE: HAMMEHOBAHUE TTOCTABIIMKA, KO MPOAYKTa, PEBU3UIO, Spec
IMOCTaBII[UKOB

15. Tun muHEL: n03BoIsAeT BaMm BueTh, Kak Ballld JUCKH MOAKIIIOYCHEI K BallleH CUCTEME
CuctemHbIe TpeOOBaHUS

Craryc nporpammel - becruiatHas
OC - Windows 8, 7, Vista, XP
Hutepdeiic - AHDmMACKUN
Pa3zpaborunk - AlexNolan
Kareropuu nporpammel - HDD yTunuTtsl

Xox paboTsl

3aganue Nel. YcTaHOBKaA MPOTPaMMHOTO MTPOIYKTA.

J11s BEIIOTTHEHMSI 3a/1aHUsT HE0OXOIMMO BBITIOJHUTH CIEAYIOIIee TeHCTBUE:

1. 3aiiguTe Ha caiiT pa3paboTunka http://www.alexnolan.net/software/driveman.htm u ckauaiiTe HOBy1O
BEPCHUIO MIPOTYKTA.

2. CneqyiiTe MHCTPYKIIUSIM MPOLIECCA YCTAaHOBKU
3. 3anmyctuth nporpammy Drive Manager.
3aganue No2. [IpoBecTH aHan3 CKOPOCTH YTCHUS JJOKAJIbHBIX JUCKOB
J1J1s1 BEIIOJTHEHHMSI STOTO 3aJJaHuUs, HEOOXOIMMO BBITTOIHUTE CIECAYIONIUE NCUCTBUS:
1. B m1aBHOM OKHE MpOTrpaMMbl Ha TTaHETH HHCTPYMEHTOB BbIOpaTh KHOMKY «DiskSpeed»
2. BoiOpath oKanbHbBIE JUCKH — TIOCTABUTH raiouky HampotuB «Local»
3. Haxarp «Benchmark»
3amanue Ne3. [IpoBecTu npoBepKy AMCKa Ha HATMYHE OINOOK (hailioBOi cCHCTEMBI

B rmaBHOM OKHE mTporpamMMBbl BeIOMpaeM auck. 3ateM Ha BKIaake «DrivesyBoiOnpaem «Properties». [Torom
nepexorM Ha BKIaIKy «CepBHC» U HA)KUMaeM Ha KHOTIKY «[IpoBepuTh»

3aganue No4. 3yunuTh CBEEHHUS O KECTKOM JIUCKE



17
JlaHHBIE )KECTKOTO JIMCKA 3KpaH OBLI MOJHOCTHIO NepepabdoraH, B Bepcuu 4.11 DriveManager.
JUis BBIOJTHEHUS 337a41 HYXKHO MPOJIeIaTh 3aadu:
1. B m1aBHOM OKHE ITPOTrpamMMbl BHIOMpaeM HY>KHBIN TUCK
2. Ha manenu nactpymeHTOB BeiOHMpaeMm «DiskInfoy
HardDiskInformationconep>xut cienyromryto nHpopManuio: THIl (HaillioBOl CHCTEMBI, CEpUITHOE 3HAYCHUE
JIMCKa, KOJI-BO OalT B CEKTOPE, KOJI-BO BCETO KIIACTEPOB, KOJI-BO CBOOOJHBIX KIIACTEPOB, (PU3NUECKUN HOMED
JIMCKA U JIPyTOe.
3amganue No5. M3yunth nHpOpMaIUiO 00 ONTHYECKUX TUCKOB

WNudopmanus 06 onTuyeckux AUckoB, Takux kak CD / DVD nuckoB otobpakaercst B DriveManager. Brr
TaK)Ke MOXKEeTe CKayaTh ONTHYeCKHii info B Bujie 0TenbHOro Qaiina nporpaMmsl. J[jist BEITOIHEHUS 3TOTO
3aJJaHKs, BBIITOJHUTE CIIEAYIOIINE ITYHKTHI:

1. Bcrasere B muckoBon auck CD / DVD
2. HaBknanke «Optical» Beoepere «Optical Inforamtion»
3aganue Ne6. YnaneHnue mporpaMMHOTO POIYKTa

Ecnu mHyxHo ynanuts DriveManager, ciieyeT BOCIIONb30BaThCs ONMLMEH YCTaHOBKA U yaJIeHUE IPOrpaMM
s 3menenus/Yoanenus nporpamm yepes [lanens ynpasnenus Windows. CreoBarb HHCTPYKIHSAM
JNEUHCTAJUIATOPA.

KoHTposibHBIE BONIPOCHI U 3aaHUs
1. CKpbITh OYKBBI Y JIOTUYECKUX AUCKOB.

2. Co3narp JornuecKuit AUCK R 1 mpu oTKphITHE €ro oTKphiBajiack namnka Mou nokymeHTsl. (I1o
OKOHYAHHIO BBITIOJTHEHHSI 3TOTO 3aJlaHus He 3a0yThTe YIadUTh CO3aHHbIN JIOTUYECKUN JHCK)

3. M3yuuts S.M.A.R.T. undopmaruio Bcex JOTHIECKUX TUCKOB

4. IIpoaHanu3upyiTe CKOPOCTh YTCHHUS JAHHBIX U MPOBEPHTE HA HAJTMYUE OMNOOK (hailIoBON CHCTEMBI
Bameit USB- Flash.

5. CKpBITH JIOTUUECKUHN JUCK
6. [IpockanupyiTe TOKAIBHBIN IUCK HA HATMYHUE UCTIPABICHHBIX OMIMOOK U YCTAaHOBJICHHBIX JPaiBEPOB.

JlaGoparopnas pabora. AHanu3 ¢aiinos.
Conepxanue

Onucanue npoaykra

CucremHbie TpeOOBaHUS

Xon paboTsr \

3aganue Nel. YcTaHOBKaA MPOTPaMMHOIO MPOIYKTa

3ananue No2. [IpoBecTu aynut ycraHoBieHHbIX porpamm, OC, cets Windows, cets TCP/IP, ciyxOb1 1
npaiiBepa, ¥ aBTo3arpy3ku nporpamm B [1K

3ananue Ne3. CoxpaHuTh pe3yibTarhl aynuTa B (hopmare pdf ¢ pazpenieHrneM KOMUPOBATh COAEPKUMOE
3ananue Nod4. CoxpaHuThb pe3ynbrarsl ayauta B Buje PDF-gokymenTa ¢ mapoiemM CMUT yepe3 KOMaHAHYIO
CTPOKY

3amanue 5 [louck daityios ¢ pacmmpenueM *.exe

3amanue Ne6 Dkcriopt pesyasraroB aynuta B b/l MicrosoftAccess

3aganue No7 YnaneHue nporpaMMHOTO IPOIyKTa

KonTponbHbie 3ananus

Onucanue npoaykTa

[IpocTas B ycTaHOBKE Iporpamma: MpuiaoKeHHE UCIIOIb3yeT MHTEPAaKTUBHBIE KOHTPOJIH BHIOOpA
YCTPOWCTB M MaToK Il TOT0, YTOOBI MO3BOJIUTH MOIH30BATEII0 HAUTH YCTPOMCTBO WM MAINKY JJIS aHAJIH3a.



18

[Ipocras B onepupoBaHuu porpaMMa; JaHHOE TpuiiokeHne nmeeT onepanuu Crapra u Crona B OIUH
miemdyok. [oToBast yist aHanu3a, MEeIKHUTE Ha cTapT. Eciin BBl XOTUTE OBICTPO BBHIWTH M3 aHAIIN3A,
HIEIKHATE HA CTOM (Y4TO MOXET OBITH mporie?!).

BeIcTpBIii aHamM3: pe3ysabTaThl MPOU3BOIUTELHOCTH BAPUPYIOTCS OT KOH(QUTYpAIIUH MAIIUHBL, HO KOT/a
MBI 3aITyCKaJu JaHHYIO POrpaMMy, Mbl CMOTJIM TIpoananu3upoBatsk 6osee 200000 daiiinos ¢ oOmmm
pasmepoB okosio 80 ruradaiit 3a 39 cekyna. JlanHOe puIIOKeHHE paboTaeT ObICTPEE, YEM BhI YCIIEETE
MIPOYUTATH CTaTYCHOE COOOIICHNE, KOTOPOE BCIUIBIBACT BO BPEMsI IPOIECCa aHAIH3A.

Kondurypanus: xoTure CKpbITh IPUIOKEHNE BO BpeMsl BBIIIOJIHEHUS Iporiecca aHanu3a? He xoture
MIPOCMaTPUBATh OTYETHI, KOTa MPUIIOKEHUE 3aBepIlIuT paboty? HacTpoliTe npuiaokeHue Ha TO, YTO BbI
XOTHTE.

Tuxoe BBINOIHEHHUE: UCIIOIB3YHTE KOMAHIHYIO CTPOKY I BBOZA IIyTEH JUIsl aHAJIN3a, U IIPUIIOKEHUE
OyZIeT MCIIONHAT 1 3aBepIIaTh BCe oneparuu 0e3 uybero 100 BeaoMa. BeimonHsiiTe pa3nndHble onepanun
10 AaHAJIU3Y U COCTABbTE PACIIMCAHUE BBIIIOJIIHEHHUS, UCIIONb3Ysl KaJICHAAPb.

Mourabie (yHKIIMM OTYETHOCTH: KOT/Ia aHAJIHM3 3aBEPILIEH, MPUI0KEHUE BEIBOJUT OTUET B TEKCTOBOM
(dbopmare, KOTOPBI aBTOMaTHUYECKH OTKPBIBAETCS AJIs MpocMoTpa. OTUeT COACPKUT MyTh K (ailny uim
Manke, pa3Mep U Jary rnocjieHero usMeHeHus Qaiina.

HmMnopTupyeMblil BEIBOA: OTYETHI MOTYT BBIBOAUTHCS B CSV (hopmare, 4TO O3BONISAET HMIIOPTHPOBATH
JaHHBIE B IPAKTUYECKH JI0ObIE MTPUII0KEHUS, KOTOPBIE padOTAIOT ¢ MHUPOKO(YOPMATHBIMU TaOIUIIAMH.

OTO NPUIIOKEHHE JEKOTUPYET M aHAIU3UPYET HEKOTOPhIE ClieHaibHbIe (aiiibl, ucrnoabzyembie OC
Windows. B atux ¢aiinax uarepecnas uaGopMmamus 1uis cy1eOHO-MeAULIMHCKOM skcnepTu3bl. Kaxasie
pe3yJIbTaThl aHAJIN3a MOTYT OBbITh Hare4yaTaHbl B yI0OHOH /I 1osib30oBaresns hopme.

OH co3naH B MHOTOJIOKYMEHTHOTO MHTep(eiica. 31ech onucanbl OTeIbHbIC aHATN3aTOPbI:
Windows XP Munmnariopa basza nanueix Ananuzarop

Amnanuzarop cuutbhiBaeT Thumbs.db daitn u oToOpaskaet ero conepkuMoe ¢ COXpaHCHHBIMU JaHHBIMHU
BKJTIOYAIOT MPEIBAPUTEIBHBIA IPOCMOTP N300paKeHHUSI.

ACDSee Munmnartopa ba3za nanabsix AHanIM3aTop

Amnamuzarop cunteiBaeT ACDSee *. FPT ¢aiin u oroOpakaeT ero couepxKumMoe ¢ COXpaHeHHbIE TaHHbIE
BKJTIOYAIOT MPEIBAPUTENBHBIA IPOCMOTP N300paKeHHUS.

GooglePicasa Munuatiopa baza nanasix Ananuzarop

Amnanuzarop cuuteiBaeT Picasa *. db ¢aiin 1 oroOpaxkaeT ero cogep’1uMoe ¢ COXpaHEHHbIE JaHHbIE
BKJTIOYAIOT MPEIBAPUTENBHBIA IPOCMOTP U300paKeHHUS.

FastStone npocmorpa Munuariopa ba3za nanHbIX AHaau3aTop

Amnanuzarop cuuthiBaeT fsviewer.db ¢aiin u oTroOpaxaeT ero coaepKUuMoe ¢ COXpaHCHHBIMH JIAaHHBIMU
BKJTIOYAIOT MPEIBAPUTEIBHBIA IPOCMOTP N300paKeHHUSI.

udposoit 06padboTku n3o6paxenuit HP Munuariopa baza nanneix Ananuzarop

Amnanuzarop cunteiBaet *. nb unu *. DAT-daiin 1 oroOpa)kaeT ero coaep UMoe ¢ COXpaHECHHBIMH
JTAHHBIMU BKJIIOUAIOT MPEIBAPUTEIILHBIA IPOCMOTP U300paKESHHUS.

Prefetch Ananusarop

Omna yutaet ¢aiisl, Xpansmuecs o0braHO B nanke Prefetch u Jlurrc u3 xpanumoii 6osee moapoOHbIX
CBEICHUN.

Spnbik Ananuzarop

OTOT MHCTPYMEHT YUTAET BCe coueTaHus (hailiibl B yKa3aHHOH Marnke 1 0ToOpaXkaeT JaHHbIe,
XpaHsIIKMECsS B HUX.

Index.dat Analyzer

AHanm3arop CYUTHIBACT yKa3aHHBIN (aiin index.dat u oroOpaxkaer ero comepkumoe. Index.dat daiins
MarasuH OOBIYHO BKJTFOYAET AaHHbIe InternetExplorerkyku, BpeMeHHBIC (ailiibl IIH UCTOPHUH.

Kop3una Ananuzatop

Ananuzarop aeKonupyert u otoopaxaet info2 aiinbl, KoTopble IepKaT OYUILEHHE KOP3UHBI
MH(POPMALIUIO O COAECP>KUMOM.

CuctemHbIe TpeOOBaHUS
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1. Henessiemnardopmel - Windows 2000, Windows XP, Windows 2003, Windows Vista, Windows 7,
Windows Server 2008, Windows Server 2008 R2
2. JInuensus - becrnaTHbli B UCMIOIB30BaHUU KAK JJIS YACTHBIX, TAK U KOMMEPUECKUX MOJIb30BaTENCH.
3. Kareropus - ®aitioBbie MEHEIKEPHI/TIOUCK
Xox paboTsl
3aganue Nel. YcTaHOBKaA MPOTPaMMHOTO MTPOJIYKTA.
J11s BEIOTTHEHMSI 3a/1aHUsT HE0OXOIMMO BBITIOJTHUTH CIEAYIOIIee TeHCTBUE:
1. 3aiiguTe Ha cailT pa3padoTtunka http://http://www.mitec.cz/ u ckaualiTe HOBYIO BEPCHIO TTPOAYKTA.
Windows FileAnalyzer - " roroB k padore". OHa ObUTa COCTaBJICHA TaK, YTO BBl HE JIOJDKHBI TPOXOTUTH
gepe3 MpoIeaypy YCTAaHOBKH.
3ananue Ne2. [Iposectu ananu3 Index.Dat
J11s1 BBITIOJTHEHUS 3aJ1aHUS, BBITTOJIHUTE CIAEAYIOINE aeHCTBHsI(CM. puc. 1)
1. Bo Bruazgke «®aiin» Beioepere myHKT «AHanu3 Index.DatyHaxkmute « OTKPBITHY
2. Ilepeiitu o cnenytromemy aapecy: «C:\DocumentsandSettings\ms nonb3oBarens\Cookies\index.daty
JJis paccMOTpeHHUs JeTaleld, IMEeIKHUTE TI0 OJJHOMY M3 3JIEMEHTOB CIIHCKA JIBa pa3a
3amganue Ne3. [IpoBectn ananmu3 nanku «C:\Windows\Prefetch»u cnenars otder B macmtade 150%
J1Jis yCTIenHOTo BBEIIOTHEHHSI TOTO 3aJaHusl, HEOOXOIUMO MPOJIENIaTh CIECAYIONIUE MMyHKTHI:
1. Bo Brnaake «®daiim» BeiOepeTe «AnalyzePrefetchy
2. B nosiBuBIIeMcst okHe BbiOepete nanky «Prefetchy
3. B pe3ynbrare mosiBUTCS CITUCOK (DailyioB ¢ paciimpeHueM *.exe
4. B mpaBoM BepxHeM yriy HaxxmuTe «Report» u Beioepere macirad — 150%
3aganue Nod. [Ipoananu3upoBaTh HEAAaBHUE TOKYMEHTBI
Bbl noHAUTE CEMyONINE MyHKTHI:
1. Bo Brnaake «®daiim» BeiOepeTe «AnalyzerShortcutsy
2. BeiGepere nanky «HenaBHue JOKyMEHTBI»
3. Haxmure «OK»

JlaHHBIN aHAIIN3 MOKA3bIBACT KOT/IA OBLI CO3/IaH TOT WU HHOU (aili, mepe3anrcan U MocleHee BpeMs
3aIycka. A Takke pa3mep 3Toro (Qaiisia 1 OTKy/Ia OH 3aIryCcKamcs.
3ananue NeS. Ynanenue nporpaMMHOIO IpOIyKTa

Tak xakFileAnalyzer He ycTaHaBIMBaeT Kakue-1u00 (Haisibl Ha KOMITBIOTEDP, ACMHCTAUIUPOBATH €TO
CTaHJapTHBIMU cpencTBaMu Windows HeT HeoOxoauMocTH. J[ocTaTOYHO MPOCTO yAATUTh (hailil mMporpaMmMbl
File Analyzer.exe.
KoHTponbHBIE BOIPOCHI U 3a/1aHUs
1. ITpoBecTu aHanM3 Manok «3arpy3ku» U «Mou TOKyMeHTbD». TeKCT 0T4eTa BEIPOBHATH MO MIMPUHE
CTpPaHUIIBI.
2. [Iposectu ananu3 ucropuio cookie-gainos. [Ipenocrasuts otuer B Macmrade 200%.
3. Ilpoananusuposars nanky Prefetch.
4. ITpoananu3upoBarh nanky «HemaBHue JOKyMEHTBI»

5. IlpoaHanu3upoBaTh COCTOSHIE KOP3UHBI U ONPEACTUTH Koraa OblI yasieH nocieauuii ¢aitn. Texcr
OTYeTa BBIPOBHSATH 110 IIMPUHE CTpaHMILIBI U B MaciiTade 150%.

Tema 2. PaccinenoBanne HHIIMICHTOB HH()OPMAITMOHHON O€30MaCHOCTH.
Jlaboparopnas pabora. [IpocMOTp U KIOHUPOBAHUE HOCUTEJICH JTaHHBIX.
FTK Imager — nporpamMmma 115t IpoCcMOTpa ¥ KJIOHMPOBAHUS HOCUTENEH TaHHBIX B cpene Windows.
Bo3moxHocTH:
[TpocmoTp (haitioB 1 AUPEKTOPUI HA TIOJKITIOYCHHBIX HOCUTENSIX TaHHBIX;
Cosznanre TOYHBIX KOMUI MOAKIIIOYEHHBIX HOcuTeNnel qanHbiX (B opmarax dd, EnCase, SMART);
Co3znanue Komuil OTACIbHBIX (halIOB M TUPEKTOPHIA,
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DKCHOPT XenI-3HaueHu 11 (Haiyios;
Oo6napyxenue ucnoiab3oBanus EFS;
Dkcnopt ¢GaiyioB peectpa ¢ padOTAIOIIEH CHCTEMBI.

Jlist 3amyka mporpaMmbl Heooxoaumo 3anyctuth WinTaylor u BeIOpaTh cooTBeTcTBYIOMIMI mMyHKT FTK
Imager

OTKpoeTcs I1aBHOE OKHO MPOTrpaMMBbl

JloGaBieHne UCTOYHHUKA TaHHBIX. [t m0OaBIeHNsI HICTOUHUKA TaHHBIX HE0OXOIMMO BEIOpaTh BKIAKY fail ->
Evidene item

B nosiBuBIIEMCS OKHE HAaM HEOOXOAMMO BBIOpATh, UTO OyAET SBIATHCS HCTOYHUKOM JJIS TTOCIIETYIOLINX
orepauuii: Gu3NUeCcKuil HOCUTEIb, IOTUHIECKUH, (aiii oOpa3a, BIOpaTh MAarkKy.

ITocne BBI60pa COOTBCTCTBYIOLICTO NCTOYHHKA B JIEBOI YacTHu nporpamMmsl MOABUTCA UCTOYHUK B BU/IC
ACPCBaA KATaJIOIoB

Ham AOCTYIHBI CICAYIONIUC ﬂeﬁCTBHH HaJa KOPHCBBIM UCTOYHUKAM, UJIN KC Mbl MOKCM BI:IGpaTB
OT/ICTIBHYIO TAIKy UK (paiil B MCTOUHHUKE: KOIMPOBATh MOJHOCTHIO BRIOpaHHBIE (ailiibl B HOBOE MECTO,
MONYYUTh XAII-TUCT (DaiiioB B BUE .csv (popmara, cozaarb oopas.

[TonHoe kKonupoBaHue

JUJ1st IOJTHOTO KOMTMPOBaHUE HEOOXOIUMO BBIITOIHHUTD CIEAYIONINE ACUCTBUS: KIUKHYTh IO JJIEMEHTY,
KOTOPBIH HaM HEOOXOIUMO CKOIIMPOBATh NMPaBOi KHOIMKOW MbIIIH, BeIOpaTh Export Files u 3arem Bb1Opath
Nanky Ha3HaYeHUs

B nanHOoM mpumepe MBI BEIOpaiii B Ka4eCcTBE MpuMepa nanky ! 3amada 1 1 ckonupoBaiu B manky Taylor Ha
pabouem ctoze. Ha crienyroiieM CKpUHIIOTE BBl MOXKETE YBUAETH PE3y/IbTaT BHITOJTHEHHON ONepaluu

DKCTOPT XAMI-JIMCTa B (popmare.csv

Jlist 5KeropTa X31I-TicTa B opMare .cSV He0OOXOAMMO BBITIONHUTH CIENYIOIINE ICHCTBHS:
1. BeiOpath ucXoaHbIH (ailyn uiu nanky

2. HaxxaTp B mporpamme IpaBoil KHOIKO# Ha ¢aiin / manky u BeIOpath Export Fail Hash List

3. B mosiBuBIIEMCSI OKHE BbIOpaTh Manky Ha3HaYeHHs U Ha3BaHUe (haiiia Kyza OyayT UMIOPTHUPOBAHbI BCE
3HAYCHUSI

Coznanue obpasa
Jlnst coznanust o0pas3a He0OXOIMMO BBITIOJIHUTD CIEAYIOLINE JeHCTBUS:
1. BeiOpartsb ¢aiiinsl KOTOpbIE MBI XOTHM IIOMECTHTH B 00pa3
2. HaxxaTp npaBoii KHOIIKOHM 1O aupeKkTopuu u BeiOpats Export Logial Driver
3. B nosiBuBIIEMCSl OKHE BBECTH BCIO HEOOX0UMYI0 MH(OpMaIuio o odpase.
4. Beectu umMst 00pasa v Nanky Ha3HA4YCHUSI.
5. Haxarsp Start
KoHTponbHBIE BONPOCHI U 33IaHUS:
. st wero ciyxut Ftk Imager
. Kak BBIOpaTh MCTOUHUK JAaHHBIX JIJIS BBITIOJIHEHUS 3a]]a4U
. Kak BBIOTHUTH MOHOE KOMMPOBaHUE BRIOPAHHOM ManKu

1

2

3

4. Ilognep>KuBaeT JiM IporpaMMa KOmupoBaHKUE 00pa3oB

5. Kak BBINOJHUTH KOIMPOBAHUE X311 3HAUEHUsI B .CSV (hopmare
6. Kak coznare 00pa3 u3 BEIOpaHHBIX (paiiioB

7. YaanuTe UCTOUHUK JIaHHBIX BEIOPAHHOTO HA BTOPOM 3Tarle
JlaGoparophas pabota. Penakrop nsonunsix ¢aitnos. Copepixkanue
Onucanue npoaykra

CuctemHbIe TpeOOBaHUS

Xon paboThl

3ananue Nel. YcraHOBKa MpOrpaMMHOIO IIPOIYKTA.

3aganue No2.BriBectuconepxumoe System Management BIOS

3ananue Ne3. BriBectr comepxkumoe cektopoB Ne3.4.5,6 ¢ Flash-nocurens
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3anmanue Ne4. Hactpouts HexEdit mo cnemyrommm napamerpam: OffsetDisplay — Dec, LineSize — 32 bytes,
Grid, MarkZeros
3amanue Ne5 B3iom cuctemsl aBTopu3aliy nojb3osateneil mpu nomomu HexEdit
3amganue Ne6 Msmenenue daiina tuna *.exe npu nmomomu HexEdit
3ananue Ne7 YianeHne nporpaMMHOIO IPOAYKTa
KonTtponbHble 3ananus
Onucanue npoaykra

HexEdit - pegaktop aBonunsix ¢aitnos. [IpegHaznadyeH ajis penakTUPOBAHUS UTP, IPOTPAMM U T.1., U
T.Il. 3alIOMUHAET MOJI0KEHNE OKHA, HEOTPAaHMYEHHBIN pa3Mep peaakTupyeMoro (aiisa, HOBast Bepcus
KaJIbKYJISITOpa, MUHUMU3HUPYETCS B Tpel, 3anoMuHaeT circok ¢ainos. HexEdit siBnsercst MouHbmM
PEIaKTOPOM B IIECTHAALIATEPUYHON CUCTEME CO CIEAYIOIUMU OCOOCHHOCTAMU:

1. Uarepdeiic MDI
2. HcniekTop AaHHBIX
3. Kanbkynstop
4. CpaBHeHue (aiinos
5. Bydep namstu
6. Xpanurens aucka (NT Tonbko)
Cucremnbie TpeOOBaHUS
1. Lenessie utatrgopmsl - Windows 2000 Windows XP Windows 2003 Windows Vista Windows 7
2. JInueHsus - becraTHas B MCIOJIB30BaHUU, KaK ISl YACTHBIX, TAK U KOMMEPYECKHX ITOJIb30BATEIEH.
Xox paboTsl
3aganue Nel. YcTaHOBKaA MPOTPaMMHOTO MTPOJIYKTA.
J11s BEIIOTTHEHMSI 3a/1aHUsT HE0OXOIMMO BBITIOJTHUTH CIEAYIOIIee TeHCTBUE:

1. 3aiiguTe Ha caiiT pa3paboTtunka http://www.skan.ru/software/n355 hexedit.htmlu ckauaiitre HOBy1O
BEPCHUIO MIPOTYKTA.

HexEdit-"roroB k pabote". Ona ObuTa cOCTaBlIeHa TaK, YTO BBl HE JOJKHBI MMPOXOAUTH Yepe3 MPOIEAYPY
YCTaHOBKH.

3ananue No2. BriBectu comepxkumoe System Management BIOS
J1J1s1 BEIIOJTHEHMSI 3a/1aHUS, BBIMIOJIHUTE CIICIYIOIINE ACHCTBUS

1. B mtaBHOM OKHE mporpamMMel, BeiOepeTe BKIaaky «Filey

2. Beibepere «Memory»

3. 3arem BriOepeTe «SMBIOS»

4. Haxxmure «OK»

Crnesa pacnosiokeHa HH(pOpMaIMOHHAs TTaHE b, KOTOpas 0TOOpakaeT BCIO HEOOXOIUMYI0 HH(POPMAITHIO —
koHTpoabHBIE cyMMbl (CRC 32, MDS5), DataSize, Position u 1.1. Kpome Toro, psiiom ¢ Tabiauiei MoxxeM
YBUJETD:

Cnesa ot marpuibl oroOpaxkaercs aunerka (0x000, 0x010 u 1.1.)u3 yncen: KaKA0H cTpoUKe
COOTBETCTBYET YHCJIO, O3HAUAIONIee a/ipec/CMeleHne iepBoro 6aita 3toii ctpouku. lllar agpecos npu
3TOM pPaBeH KOJIMYECTBY KOJIOHOK.

Caepxy oT Marpuilsl otoOpaxaetcs apyras juneiika (0001, 0203, 0405 u T.11.) U3 YrCeN: HaT KaKI0H
KOJIOHKOM O0TOOpa)kaeTcsi CMEIIeHue 0aifTa, CTOSIIETO B 3TOH KOJOHKE, OTHOCHUTEIBHO MEPBOT0 OaiiTa
COOTBETCTBYIOLIEH cTpouku. CyMMa 4Kciia, COOTBETCTBYIOIIETO 1-TOM CTPOKE, U YHCIIA, COOTBETCTBYIOIIETO
J-TOM KOJIOHKE SIBJISIETCS aAjpecoM/cMereHnemM 0aiita (1)), CTOSAIIEro Ha IEPECEUCHUH B3SITONH CTPOKHU U
B3ATOIO CTOJIOIA.

CrpaBa OT MaTpHIIbl MOTYT OTOOpa)XaTbCs TE K€ JaHHbIE, HO B Ipyroi uHtepnperauuu. Hanbonee yacto
WCIIONIB3YETCsI AIBTEPHATUBHOE OTOOpaKeHHUE TaHHBIX Kak TekcTa B kogupoBke ASCII (Ha pucyHke
MOKa3aHbl B KpallHEM MPaBOM CTOJIOIE), IPU STOM OANThI, 3HAYEHHSI KOTOPBIX COOTBETCTBYIOT HEMEUATHBIM
CHUMBOJIaM, OTOOpaKarOTCs KaK TOYKH ().

3amganue Ne3. BeiBectn comepxumoe cektopoB Ne3,4,5.6 ¢ Flash-nocurens
JLy1s1 BBIIOJTHEHUS, TIPOACIIANTE CIEAYIOIINE JEHCTBUS:
1. BcraBbre B kommbioTep Flash-nocurtens
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2. B rmaBHOM OKHe mporpammsl , Bo Bkiazake «FilenBeiOepere «Disk»
3. B nosiBuBImIemcst okHe BbIOepeTe modoitFlash-Hocurens
4. BHu3zy BBeaMTE 3HAUCHHE «2» B TosIe «Startingsector», a B noine «Sectorstoread» - «4»
5. Haxmure «OK»
6. Pesynbrar

3amganue Ne4. Hactpouts HexEdit mo cnexyromum mapamerpam: OffsetDisplay — Dec, LineSize— 32 bytes,
Grid, MarkZeros

JU1s BBIIOJTHEHNUS, IPOAETIAiTe ClleAyIOIINe AEHCTBHS B ITTABHOM OKHE IIPOrPaMMBbI:
1. BoBknanke «Format», Bimynkre «OffsetDisplay» BeiGepete 3nauenue DEC
2. B nynkre «LineSize» BriOepeTe 3HaueHue 32 Oaiita
3. Ormetsre ranoukoi myHKT GRID
4. Bo Bxiazake «Tools», ormeTsTe Tanioukoi myHKT MarkZeros
3anmanue NeS5. B3nom cucteMbl aBTopHu3anuu nonb3oBaresei mpu nomoun HexEdit

B manke, rie Haxoautcs 1aHHBINA TekeT HaxoauTcs dain Enter Of System.exe, koTopass UMUTHPYET
MPOIIECC aBTOPHU3AIMH MMOJIb30BaTenei. Cuctema umeeT 2-x noibs3oBareneit Studentu Administrator. ITocie
YCHEIIHOM aBTOpU3allUY MOJIB30BaTENsl CUCTEMA BbIIAE€T COOOIIEHHE O TOM, UTO M0JIb30BaTelb BOIIET B
cuctemy oz Student nim mog Administrator. Hamra 3agaga cocToOUT, 4TOOBI y3HATH JJOTUHBI M TAPOJIA STUX
I0JIb30BATEIIEH.

JI71s1 5TOTO BBITIOIHUTE CIIEAYIOIINE MTYHKTHI B ITTABHOM OKHE ITPOTPaMMBI:
1. Otkpoiite ¢aitn Enter Of System.exe

2. JInst 6omee OBICTPOTO MOMCKa HEOOXOAMMOTO BOCTIONB3YyEeMCS TTIOMCKOM TeKcTa B aiine. st aToro
HaxxmeM «Ctrl+F»u BBenem Formu maxkmure OK. TTocne cmoBa Form BuauM Ha3zBaHUE MPOTrpaMMBbl
Enter Of System.

3. IlponenaiiTe HECKONBKO pa3 mar 2 0 Tex Mop noka He Haiaere ctpoky «FormBorderStyle».

4. UyTh HIKE HAXOAUM CTPOKH (t.e.X.t.B.0.x.1. ¥ T.71.) ¥ B HUX HAXOUM UHTEpPECHbBIE CTPOKH (S.t.u.d.e.n.t. .
555 = A.d.m.in. i.nte.r8.g.t.6... = A.d.m.i.n). Bor u Hanum JOTUHBI U TTAPOIH OT
noJib3oBaresiell cucteMbl. OCTanoCch MPOBEPUTH OHM JIK ATO.(CM. pHC. 8)

5. 3amyctute nmporpammy Enter Of System.exe u BBequte 1o ouepenu: Student — 555; Admin —
inter8gt6;Kak BUIHO OHM MpaBUIIBHBIE.

3ananue Ne6. M3menenue ¢aitna Tuna *.exe npu nomoun HexEdit
BeimonnuTe cienyromnye 1eicTBUs B NIABHOM OKHE IIPOTPAMMBI:

1. Otkpoiite ¢aiin Enter Of System — xonus.exe

2. Haitnure ctpoky, rae xpanurcs ums popmsl (Welcome)

3. 3MeHuTe 3T0 Ha3BaHUE Ha «Systems»

4. Coxpanwute (cMm. puc. 13)

3ananue Ne7 YianeHne nporpaMMHOIO IPOAYKTa

Tax xak HexEditae ycTanaBnuBaet kakue-i1m00 ¢aiiibl Ha KOMIIBIOTEP, IEUHCTAITTUPOBATH €r0
CTaHJapTHBIMU cpencTBaMu Windows HeT HeoOxoauMocTH. J[ocTaToOYHO MPOCTO yAAIUTh (haiia mporpaMmMbl
HexEdit.exe.

KoHTposibHBIE BOTIPOCHI U 3aaHUs
1. IIpoananmusupoBars copepkumoe DiskDumpFlash-nocurens.
2. [Ipoananuzuposars copepxxkumoe MemoryDumpBIOSu VideoBIOS.

3. B manke, rne HaxoauTcs AaHHas jaboparopHas padora ecth daiin (Enter Of System?2.exe), KOTOPHIid
WMUTHUPYET BXOJI MOJIb30Bareie B cucremy. CucremMa uMeeT 2-X MoJb30Bareieil. Y3HalTe JJIOTMHbI U
MapoJIM ATUX IMOJIb30BaTeNel U BOWIUTE B CUCTEMY IMOJI KaX/IbIM IOJIb30BATEIEM.

4. Hactpoiite HexEdit mocnenyrommm napamerpam: OffsetDisplay — Oct, LineSize — 64 bytes, Grid,
MarkZeros, Unicode Chars.

5. U3menure B daiine Enter Of System?2.exe nazpanue gpopmsl Ha EnterSys
Jlabopatopnas pabora. CkaHUPOBaHHE JIOKATLHOM CETH.
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LAN Scanner - 310 nporpamma Jyisi CKaHUpOBaHMsI JIOKAJIbHOM CETH, KOTOpasi UCIOJIb3YET METO/
MHOTOIIOTOYHOTO CKaHHPOBAHUS, TI03BOJISISL OCYIIECTBIIATE cCkaHupoBaHue 6osee 1000 anemMeHTOB B
cexyHnay. [Ipu ncnonb30BaHuK IPOrpaMMBI sl CKAHUPOBAHMSI IOPTOB, MO>KHO OCYIIECTBIISATh
CKaHUpOBaHUE BcexX 65536 MOpTOB MEHEE UEM 332 MUHYTY.

Kpome cBepXObICTpOro CKaHUPOBAHUSL, ITpOrpaMma o0JIaaeT TaKKEe PAJOM JAPYTHX OTIUUUTEIBHBIX
YepT: MoJy4YeHHe AeTaabHON nH(popManuu 00 yIaJIeHHBIX KOMITBIOTepax 03 YCTAaHOBKM Ha HUX
nonosHuTenbHoro 110; ckannpoBaHue 101 yKa3aHHBIMU IIpaBaMM; IIUPOKHE BO3ZMOKHOCTH SKCIIOPTA U
UMIIOPTa Pe3yJabTaTOB CKAHUPOBAHUS, BKIIIOUAsl TIOAJIEPKKY CKPHUIITOB JUIS MOJIH30BATENBCKUX (hOpPMATOB
JKCIIOpPTA.

OnepaliuOHHBIECUCTEMBI:
Windows95/98/ME/NT4.0/2000/XP/2003/Vista/2008u Windows 7 (32 Out, 64 0ur)
I. 3anmyck nporpamMmsbl
Jlnis 3amycka nporpamMmbl He00X0JMMO BBIOpATh COOTBETCTBYIONIYIO KHONIKY INIABHOTO OKHA IIPOIPaMMBI
[Tocne naxkarust kHonku «LanScanner»OTKPOETCs IIIaBHOE OKHO MPOTPaMMBbl
II. Scan Ports

B oxne ScanPortsocyiecTBisercss CkaHUpOBaHUE MOPTOB. [ TOro 4TOOBI MPOBECTH CKAHUPOBAHUE
HEoOX0oIMMO yKa3arh HadanbHbIN [P— anpec (mnm uMs cepBepa) u koHeuHbIi [P—anapec.

B 5TOM k€ OKHE yKa3bIBalOTCsI MTapaMETPhl CKAHUPOBAHUS

Jlyis 3arycka CKaHMpOBaHUS HEOOXOIUMO HaXKaTh «Scany, 4ToObl COXPaHUTh MMOJYYEHHBIN pe3yabTar
«Save»H ykaszarh yTh COXpPAHEHUs pe3ysbTaTra

III. Search Devices

B oxne SearchDevices MOXHO IPOU3BECTU MOUCK YCTPOIMCTB, TAKUX KAaK IPUHTEPBI, MapIIPYTH3ATOPHI,
JpyTrue Kakue-Imbo ceTeBble YCTPOUCTBA, Jake eciiu He 3HaeM ux [P angpec.

YroObl COXpAaHUTD PE3YJbTAaT CKAHUPOBAHHS HEOOXOIUMO HAXKATh «Save»H yKa3aTh IyTh COXPAaHEHUS
pesyJibrara.

IV. Ping Devices
B okne PingDevicesMokHO pONMMHTOBATh yCTPOUCTBA, yKazaB ux [P—aapec (ums ceppepa)

YrtoObI COXpAaHHUTD PE3YJbTAT CKAHUPOBAHHS HEOOXOIUMO HAXKATh «Save»H yKa3aTh IyTh COXPaHEHUS
pesyJibrara.

V. KoHTpoIibHBIE BOITPOCHI U 3a1aHUSI

1. Jlnsa gero cayxut nporpamma LanScanner?

. Kakumu cBoiictBamu obnamaet nporpamma LanScanner?

. B xakoM OKHE MOKHO MPOU3BECTH MOUCK YCTPOMCTB, Aake He 3Hast ux [P-aapecon?

. [IpoBeauTe ckaHupoBaHKE HAUOOJIEE PACTIPOCTPAHCHHBIX TIOPTOB U COXPAHUTE PE3YABTAT CKAHUPOBAHUS
. [IpoBeauTe ckanupoBaHue, BEIOpaB OTAEIbHBIC TOPTHL, U COXPAHUTE PE3yIbTAT

. [IpoBeanTe MOUCK YCTPOUCTB (IPUHTEPHI, MAPIIPYTU3ATOPHI) U COXPAHUTE PE3YbTAT

. [IponuHryiite yCTpOMCTBO C MOMOIIBIO YBEIUYEHHBIX TAKETOB

e BN o) NNV, I NS I O]

. IIpoBepbTe CBA3b C YCTPOHCTBOM

Tema 3. O61mas cxema pacciie0BaHMs IPECTYIIICHUS.
JlaGopatopHast paboTta. AHaIM3 BpEeMEHH aKTHBHOCTH KOMITHIOTEPA.

AHanu3 BpeMEeHU aKTUBHOCTH KOMITBIOTEPA IIOMOTAeT ONPECIUTh CKOJIBKO M B KAKOW JIEHb KOMITBIOTEP
Obu1 B paboueM cocrosiHum. ['paduueckoe opopmiieHHE MO3BOISIET OMPEACIUTh 001Iee KOJTHUECTBO
BpPEMEHHU pabOTHl KOMITBIOTEPA 32 JACHB U 32 BCE BPEMs, Cpe/IHEe KOJIMYECTBO BPEMEHH BKITIOUCHUS,
IIPOMEKYTKHU BPEMEHHU pabOTHI.

3T0 HEOOXOIUMO TPU KOMITBIOTEPHOM SKCIIEPTH3E, €CIIU HYXKHO OINPEICTUTh B KAKOE€ BpeMsl KOMIIBIOTEp
paboTai 1 MOT JIM HCIIOJIB30BATHCS B MPOTHBOIPABHBIX JIEHCTBHSIX.

Jnst ananu3za HeoOxoaumo 3amyctuts PC On/Off. [Ing storo B okHe Wintaylor Haxars kHonky PC
On/Off.

B nosiBuBIIEMCS OKHE ITpecTaBieH rpaduk padoThl KOMIbIOTEpa. BBepXy yka3aHbl yachl, a clieBa YUCIIO
MecsIa U IeHb HeJelu.



[TpoBecTH BEIOOpP KOMIIBIOTEPA

[Ipu aHanmu3e ceTH KOMIBbIOTEPOB HEOOXOAUMO Y3HATh BpeMsl aKTUBHOCTH JPYTUX KOMIIBIOTEPOB. ITO
UCIIOJIB3YETCS JUIsl IPOBEICHUSI KOMITBIOTEPHOMN SKCTIEPTHU3BI.

[Tpu naxxarnu kHOMIKK Browse oTKpoeTcsi OKHO ¢ BRIOOPOM KoMmbioTepa B CeTeBOM OKPYKEHUHN
Hacrpoiika Bu3yaabHOTro opopMIiIeHHS

W3meHeHue 11BeTa 17151 0TOOpa)keHUsI BpeMEHU pabOoThl KOMIIBIOTEPA CIIOCOOCTBYET YIIyULICHUIO
BU3YaJIbHOTO BOCTIPUSITHSI.

J1y1st 5TOTO HEOOXOIMMO IIEIKHYTh JIEBOK KHOIKOM MBIIK Ha Tpaduke. [1oSBUTCS OKHO HACTPOWKH IBETA
BHU3YaJIbHOTO OTOOPAKEHUSI aKTUBHOCTH KOMITBIOTEPA.

Otyer

06Luee KOJIMYCCTBO BPEMCHH, a4 TAKKC BPCMs 3a CYTKHU IMO3BOJISIIOT UCITOJIB30BATh 3THU JAHHBIC KaK
J0Ka3arcjiabCTBaA B Cy,He6HOM mponecce.

KoHTposbpHBIE BOIPOCH! U 331aHUS
. Jnst wero ucnonszyercs yrunura PC On/Oft?
. Kax M0HO y3HaTh 00111ee KOITMYeCTBO BpeMEHU paboThl KOMITBIOTEpA 32 TIOCIEAHNE TPH HEAeTH?
. Kakum 006pazom MOXHO U3MEHUTH rpaduyeckoe nmpeicTaBlIeHue BpeMeHN padoThl KoMIbIoTepa?

1

2

3

4. Kak ucrnonb30BaTh YTWIATY MIPU aHAJIU3E CETH?

5. Kak onpenenuts cpeqaee BpeMs paboThl KOMITBIOTEPA 32 MOCISTHUE TPU HEETH?
6. C moMONIbI0 YTHJIUTBI KAK MOXHO y3HATh UMSI KOMITbIOTEpa?

7. Onpenenuth B Kakoil IeHb KOMITBIOTEP ObUT aKTHBEH OOJIbIIE BCETO.
JlaGopatopHast paboTta. AHaIN3 JOKATHHOU CETH.

[Tporpamma ckaHHPYET KOMITBIOTEPHI B CETH U TIO3BOJIAET MOIYUUTh Pa3IMYHYI0 HHPOPMALHIO,
HanpuMep: nuHr, foMmeHHoe umsi, NETBIOS umena, MAC anpec u T.oI.

B kauecTBe mapaMeTpoB CKAHUPOBAHUS MOXKHO HCIIOJIb30BaTh:
- nuana3oH IP agpecos;
- UMsI KOMITBIOTEPA;
- IMEHa KOMITBIOTEPOB, TIEPEUNCIICHHBIC Yepe3 3amsTyIo.
[Tocne ckaHupOBaHUS € JIIOOBIM U3 TIEPEUUCIICHHBIX MTapaMeTPOB Oy/IeT BhIBEIEHA BCS JJOCTYITHAS

uHpopmanus 00 yaareHHOM KoMIibtotepe. Jiist momyyenus nHpopMauuu UCnoab3ytores GyHKuun APl
Windows.

Takum 006pazom, MOXKeTe MPUCTYTIAaTh K CKAHUPOBAHUIO CETH HA MPEeIMET HAJIUYUS pas3IessieMbIX
pecypcoB.

[Iporpamma mo3BosisieT:

AHanu3npoBaTh HAJIMYME KOMIIBIOTEPOB B JIOKAJIbHON CETH B 3aaHHOM [P nnanazone agpecos. Cnucok
HalIEHHBIX KOMIIBIOTEPOB XPAaHUTCS B MAMSTH, TIOATOMY B JIFOOOH MOMEHT €r0 MOYKHO NIepEeCKaHUPOBATh
TEM CaMbIM COKOHOMUTb BpeMs IIPY CKAaHUPOBAHUHU BCEH NOJCETH;

AHanmM3upoBaTh PECypChl KOMIIBIOTEPOB B JIOKAJIBHOM CETH MO 3aIaHHOMY KpUTEpHIo. B kauecTBe
KpPUTEPUS MOTYT BBICTYNATh MANKK C ONMPEEICHHBIM UMeHeM, npoBepka Hanuuug FTP u HTTP cepsepos.
[Ipu 3TOM conepkumoe KopHeBoil nupektopun FTP cepBepa MokeT Moka3bIBaThCs MOJIHOCTBIO.

OTH BO3MOXHOCTH MO3BOJISIIOT TOBOPUTH O IPOrpaMMe Kak 0 HE3aMEHMMOM MHCTPYMEHTE JIs TOMCKa
HYXXHON MH(OpMAIMH B JIOKAIBHBIX CETAX 32 MUHUMAIBHOE BPEMSI.

Heo0s13aTenbHO KaXKAbIi pa3 onpeensTh UMs KOMIBbIOTepa MpH CKAHUPOBAHUH, T.K. IPOrpaMMa
3alIOMUHAET €T0 U JIajiee Bl MOXKETE yXKe HE ONMPEACIATh UMS KOMIIbIOTEpa, IPOTrpaMMoii Oyaer
aBTOMAaTUYECKHU MOJICTABIECHO MOCIEAHEE U3BECTHOE UMSI.

CxaHHpOBaHHUE TTOPTOB:

PortScan mokassIBaeT Bce OTKPBITHIC TIOPTHI U OTIOIHUTENEHYIO HH(POPMALIUIO, KaK UM XOCTa,
MAC-anpec, HTTP, SMB, FTP, ISCSI, SMTP u SNMP. Ilognep:xxupaet 10 100 moTokoB Jj1s1 IpocMOTpa
6onpiIx nuana3oHoB IP-anpecos. FiMeeT BOZMOXHOCTH MpOCMaTpUBaTh OTKphITIe SMB pecypcesl (manku
WM TUCKU OOIIeTo JOCTymna). A TakKe CTaHJapTHBIC MOPTHI.

Search Devices:
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Ectb Bo3moxkHOCTh nckarb UPnP ycrpoiictsa, Tuna Bonjour, MapuipyTu3aropoB, IpUHTEPOB, IPUHTEP
(SLP / Service Location Protocol) u ceTeBbIX yCTPOWCTB yCTpOHCTB. MOXKHO HAlTH UX, aXe €CIIH HET
uHpopmanuu 06 IP agpece.
KoHTposibHBIE BONIPOCHI U 33AaHU:
1. OnpenenuTth Kakue JeBaiChl PacIONIOKEHbI B BallIEH JIOKAIbHON CETH.
2. [TponiuHryiiTe ceprep ya.ru
3. Onpenenure MAC anpec naro6oro nzBectHoro Bam Ip aapeca.
4. ITpoBeauTe CKAaHUPOBAHUS BCETO TUAMA30HA CBOEH JIOKAJIbHOM CETH.
5. IlpoBenute aHAIN3 OTKPBITHIX PECYPCOB HA JTIOOOM M3BECTHOM BaM ip aapece.
Jlabopatopnas pabota. BoccranoBnenue qanubix. Comeprxanue
Onucanue npoaykra
Cucremnbie TpeOOBaHUS
Xox paboTsl
3aganue Nel. YcTaHOBKaA MPOTPaMMHOIO MPOIYKTa
3amanue Ne2. [IpoBecTu aHaIM3 JOTHUECKOTO JUCKA M PE3YNIbTaT COXPAHUTH B txt hopmare

3amganue Ne3. [IpoBecTn aHaMM3 JJOTHYECKOTO JTMCKA HA BOCCTAHOBIICHHE (DAilJIOB TOKyMEHTOB U BHIBECTH
pe3yNIbTaT B peKUME IPEBOBUIHOTO IMOKA3a

B rmaBHOM OKHE TTporpaMMBbl BEIOMpaeM HY>KHBIN JJOTHYECKHUI TUCK. 3aTeM B CIIUCKe (pasioB BeIOEpETE
«JIOKyMEHTBI».

3amganue Ne4. BocctaHoBHUTH (aitibl rpad ik Ha TOTHYECKOM JIUCKE

3amanue Ne5 Hactpouts Recuva 1o creayromumm napamerpam: Moka3bslBaTh (paiisl u3
CKPBITBIX/CUCTEMHBIX MAaroK, (paiiisl ¢ HyJIEBBIM pa3MepOoM, TIOKA3bIBATh HAJICKHO yAaeHHBIC (DaiIbl.
3ananue Ne6 YiaeHne nporpaMMHOIO IPOAYKTa
KonTtponbHble 3ananus
Onucanue npoaykra

Recuva — GecruiatHast yTuinTa, KOTopas IpeAoCcTaBiseT MoIb30BaTEIsIM MOIIHBIN U POCTOHN B
MCIIOJIb30BaHUHM MHCTPYMEHT JIJIsl BOCCTAHOBJICHUSI TOTEPSHHBIX (B pe3yJbTare IporpaMMHOTO cO0s WK
yIaJeHHBIX) JaHHBIX. Y THIINTA OblIa co3/iana OputaHckor yacTHou pupmoit PiriformLimited u Hanmcana
Ha C++.Y OGOJBIIMHCTBA TPOTPAMM TEXHHUUECKOTO TOJKA — BCEBO3ZMOKHBIX ONITHMHU3aTOPOB, "OUHCTHTENICH"
peecTtpa u

MOZOOHBIX - €CTh OJIHA Cepbe3Has MpoliieMa — CIUIIKOM CIIOKHBINA HHTEp(dEelic, B KOTOPOM HEHCKYIIEHHOMY
MOJTH30BATEITIO TIOPOH TOCTATOYHO TPYIHO pa3odparbes. Recuva co3maBanack sl MPOCTHIX MOJIb30BATENCH,
MTOATOMY TIOJIb30BaTHCS MPOTPAMMOKN MOKET JTFO00M YeI0BEK, 3HAKOMBIN ¢ cuctemonr Windows.

Bosmoxxnoctu Recuva :

1. CkaHupOBaTh Balll )KECTKUI JIUCK, KAPTHI TAMATH, Usb HOCUTENH, a Takke 1pod, 4TOOBI HAUTH U
MOTIBITATHCSI BOCCTAHOBUTH YJIaJICHHBIC (DaiiJIbl.

2. BeicTpo ipetocTaBUTh TaHHBIE HACKOJIBKO TIOJTHO M KaY€CTBEHHO BO3MOKHO BOCCTAaHOBIICHHUE.
3. BoccranoButs ¢aiinel, kotopsie Windows He MOXKET.
4. HanexxHo ynanuthb (aitsibl, Tak 9TOOBI KX HUKTO HE CMOT BOCCTAHOBHTb.

5. BoccTranoBuTh yaaneHHyo u3 Kop3uHbl mouty B MicrosoftOutlookExpress, MozillaThunderbird u
Windows LiveMail.

6. BoccranoButh My3biky Ha iPod, iPodNano u iPodShuffle. (IToka mpaBaa Henb3s 310 cienars iPhone u
iPodTouch)

7. BoccranoButs ¢aiinel popmara Canon RAW. (*.CRW)
Recuva He moxeT:

1. BocctanoBuTh uaeanbHO BoooOie Bee ¢aitnbl. K coxxanenuio, Takasi CUTyaIys Ha JJaHHBIH MOMEHT He
OCyILLECTBUMA. Y TEPSHHBIC JOKYMEHTBI BOCCO3JAI0TC U3 UX OCTATKOB Ha JKECTKOM Aucke. Ho co BpemeHeM
OHM TAKXE 3aTUPAOTCS, II0O3TOMY HE BCETA BCE MOKHO BOCCTAHOBUTb.

2. Boccosaare daitnel mocie 6e3onacHoro ynanenus. (bezonacHo ynanser, Hanpumep, cama Recuva)
CuctemHbIe TpeOOBaHUS
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YTunura paboTaer B OnepaMoHHbIX cUcTeMax cemeiictBa Microsoft Windows, B yacTHOCTH Ha

Windows 2000, Windows XP, Windows Vista, Windows 7, Windows 8 u Windows 8.1 Bxi1rouast
32-0uTHBIX U 64-pa3psAaHBIX Bepcuil mardopm.
Recuva pabotaet TonbpK0 ¢ quckoBeIMH cucTeMamu cienytomux TunoB: NTFES, FAT, a Takke exFAT.
Xon paboTsl
3aganue Nel. YcTaHOBKaA MPOTPaMMHOTO MTPOJIYKTA.

J11s BEIIOTTHEHMSI 3a/1aHUsT HE0OXOIMMO BBITIOJTHUTH CIEAYIOIIee TeHCTBUE:
1. 3aiiguTe Ha caiiT pa3paboTunka http://getrecuva.ru/ u ckadaiiTe HOBYIO BEPCHIO MPOTYKTA.
2. CnenyiTe MHCTPYKIUSAM Ipoliecca YCTAaHOBKHU
3. 3anyctuth nporpamMmmy Recuva.
3ananue Ne2. [IpoBecTH aHaIU3 JOTHYECKOTO IMCKA U Pe3ylIbTaT COXPAaHUTH B txt popmare

J1is BBINOJTHEHMSI 3a/1aHUs, HEOOXOAMMO BBIMIOJIHUTD CIIEIYIOIINE JeHCTBUS:
1. B m1aBHOM OKHE ITPOTrpaMMBbl BBIOEpPETE HYKHBII JJOTHUECKUN TUCK
2. Haxxnumaem Ha KHOTIKY «AHaJn3»»

[Tocne Toro Kak ObLT BHIMOJHEH aHAIHU3 JIOTUYECKOTO Arcka, Haxumaem [TIKM B mosne, r1e 0ToOpakeHbl
¢aiinel u BeIOMpaeM «COXpaHUTh CIUCOK (aiJIOB KaK TEKCT»

3anmanue Ne3. [IpoBecT aHanM3 JOTMUECKOTO IMCKA HA BOCCTAHOBIICHHE (DAlJIOB IOKYMEHTOB U BBIBECTH
pe3yJIbTaT B pEKUME IPEBOBUIHOIO I10KA3a

B rmaBHOM OKHenporpaMMbl BEIOMpaeM HYKHBIN JIOTHYECKUI TUCK. 3aTeM B criucke (anoB BbiOepeTe
«J1OKyMEHTBD».

Jlist Toro YTOOBI pe3ynbTaT MOKa3bIBAJICS B PEKUME IPEBOBUIHOTO MTOKa3a HYKHO: 3aiiTH B HACTPOHKHU U
BBIOpATh peXXUM MOKa3a — «J{peBOBUIHBIID

3ananue Ne4. BocctaHOBUTH (paiiiibl TpaiKi HA JIOTHYECKOM JIHCKE
JU1s BBIIOJTHEHUS 3aaHUs, HEOOXOAMMO BBIIIOJIHUTH CIIEAYIOIINE 1eHCTBHSL:
1. B m1aBHOM OKHE ITPOTpaMMBbl BBIOPATh HYXKHBIH JJOTHUECKUN IUCK WIIM ChbEMHOE 3alIOMUHAIOIIEE
YCTPOUCTBO
2. BeiOparp mMacky (aiinoB nox HazBanueMm «l paduxa»
3. HaxaTh KHONKY «AHaIu3»
4. ITocne Toro BeIOepeTe T (aiiiibl, KOTOPhIE MOTYT YCIEIIHO BOCCTAHOBUTh. OOpaTuTe BHUMaHHUE, HKOHKH,
clieBa OT UMeHHM (paiina, TOKa3bIBAIOT BEPOSITHOCTH MOJHOTO BOCCTAHOBJICHHUS. 3€JICHBIN - OUEHb BBICOKaS,
JKEJITBIN - CPEIHssA, KPACHBIN - HU3Kas.
5. HaxaTh KHONKY BOCCTAaHOBHUTD
6. BeiOepeTe manky win AUCK, Ky/l1a XOTUTE BOCCTAHOBUTD (hailsl miu (aiiel

3amganue No5. Hactpouts Recuva o ciemyronum napameTpam: oKa3biBaTh (haliIbl U3
CKPBITHIX/CUCTEMHBIX MAaIoK, (ailyibl C HyJEBBIM pa3MepoM, MOKa3bIBaTh HAJIC)KHO ylajJeHHbIE (alIbl.

J11s1 BBITIOJTHEHUS ATOTO 3a/IaHUsI BBITIOJTHUTE CIICAYFOIIICE:
1. 3aiinure B HacTpoiiku Recuva
2. 3areM nepernauTe Ha BKIAAKy «JleicTBus»

3. IlocraBbre ranodyku HanpoTuB «Iloka3piBaTh (PaiiiIbl U3 CKPHITHIX/CUCTEMHBIX Manok», «[loka3biBaTh
(aiinel ¢ HyneBbIM pazMepom», «IToka3bpIBaTh HAIEKHO YIATeHHBIE (ailiiby

4. Haxxmure «OK»
3aganue Ne6. YnaneHnue nporpaMMHOTO IPOIYKTa

Ecnu nyxHO ynanute Recuva, ciieyer BOCIOIb30BaThCs ONIUEN YCTAHOBKA U YAAJIEHUE IIPOrpaMM IS
W3menenus/Ynanenus nporpamm uepes [lanens ynpasnenust Windows. CiaenoBaTh HHCTPYKIHSIM
JEUHCTAJUIATOPA.

KoHTposbHBIE BONIPOCHI U 3a1aHUS

1. IlpoBectu ananu3 ¢aitioB My3biku Ha USB-¢mam-nakonurene. Pe3ynsratr oTo0pa3uTh B peKuMe Mmokasza
«B Buze MUHUATIOP» U COXPAHUTh B KaK TEKCT.

2. Hactpouts Recuva no cienyromum napameTpaM: BOCCTaHABJIMBaTh CTPYKTYPY Hanok (mpocras
nepe3anuch), 1006aButh «Ilouck ynaneHHbIx ¢aitnos» B KoHTeKcTHOE MeHIO [IpoBonuuka u Kop3unsl,
OTKPBIBaTh MacTep MpH 3aIrycke. XpaHUTh Bce HacTpoiku B INI-daiine
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3. IlpoBecTr OUCK O copepkuMoMy (haiina mo ciemyroumm napamerpam: Mck.crpoka — OCWindows;
daits. Macka - *.doc

4. ITpoBecTr BocCTaHOBIIEHHE CxKaThIX (paiioB B Kop3uHe yepes 3amyck Mactepa. A Takke HACTPOUTh
aBTOMAaTHYECKH, IPOBEPSITH OOHOBIICHHUE POrpaMMbl Recuva.

5. IlpoBectu ananu3 norndeckoro aucka C Ha BoccTaHOBIEeHUE (aiioB muceM. Pe3ynbrar nomxeH
0TOOpaXaThCsl B p&KUME CIIUCKa (ailyios.

Jlaboparopnas pabora. BoccTaHOBIIEHUE MOTEPSHHBIX Pa3/IeIIOB.
Onucanue:

TestDisk — cBoOOAHAsI pOorpaMMa JIjisi BOCCTAHOBJICHUS TaHHBIX, IPEAHAa3HaYE€HHAs! IPEKIAE BCETO IS
BOCCTAHOBIICHHSI TOTEPSIHHBIX Pa3/IesIOB HA HOCUTENAX HH(POPMALIMH, a TAKKE JJIS1 BOCCTAHOBJICHUS
3arpy304HOT0 CEKTOPa, MOCe MPOrPaMMHBIX TN TI0JIb30BaTEIbCKUX OLIHOOK.

JlanHast mporpaMMa MOMOXKET BaM B OOJIBITMHCTBE CITy4yaeB BOCCTAHOBUTD yAAJICHHBIEC Pa3ieiibl KECTKOTO
JIMCKa, CITy4alHO 3TO y Bac MPOU3OILIO WU B CHITY KaKUX-TM00 MOCTOPOHHUX MPUYUH, K IPUMEPY
HEYMEJIOro UCTOIb30BaHUS IPOTrPAMM MEHEIKEPOB pa3enioB - Acronis uiau Paragon, aBapuitHoro
OTKJIFOYEHHS KOMITbIOTEpA U TaK Jlajee.

Bo3MoxxHOCTH TPOrpamMMBI:
BoccraHoBiieHnE ynaneHHbIX pa3aeioB
[TepecTpoiika TaOIUIIBI pa3eoB
[Tepezanncs MBR
FAT
FAT12 u FAT16
[Touck mapameTpoB (haliJIOBOM CHCTEMBI JUIsI TIEPE3aUCH 3arPy309HOTO CEKTopa FAT32

[Touck mapameTpoB (PaitIoBOM CUCTEMBI I IEPE3ANUCH 3arPy304HOTO CEKTOpa Boccranosiienue
3arpy304HOr0 CEKTOpa U3 pe3epBHON KOIIUU

NTFS
[Touck mapameTpoB (HaliJIOBOM CHCTEMBI JUTsI TIEPE3aUCH 3arPy309HOTO CEKTopa
BoccranoBiieHne 3arpy304HOTO CEKTOpa U3 Pe3epPBHON KON
Boccranosnenne MFT u3 pezepBHO# konuun
CuctemHbIe TpeOOBaHUS:
[TonnepxuBaemblie IaTHOPMBI:
DOS (either real or in a Windows 9x DOS-box),
Windows (NT4, 2000, XP, 2003, Vista, 2008, Windows 7 (x86 & x64),
Linux,
FreeBSD, NetBSD, OpenBSD,
SunOS and
MacOS X
Pabota ¢ nporpamMmoii
1) 3anyck mporpammel. 3anyctute « Wintaylor»u Beioepure «TestDisky.

2) Co3znanue unu BbiOOp log-daiina s 3anucu uHGopmanuu o padore. Tak ke MOKHO 0OOUTHCH U Oe3
log-aiina («No Log»). Beibepure Create eciu Bbl He XOTUTE J0OABUTH HOBBIH JIOT K CYLIECTBYIOIIEMY U
BbI He 3amyckaere TestDisk ¢ HakomuTens TONBKO I YTEHUSI HA KOTOPOM HEBO3MOKHO CO3/1aTh JIOT.
Haxxmure Enter s npogomkeHus.

3) Beibop ananusupyemoro aucka. Bee sxecTkue QUCKU TOJDKHBI OBbITh onpeneneHbl TestDisk'om u
MIEPEUUCIICHBI, UX pa3Mep JODKEH OBbITh YKa3aH MpaBMIbHO. VICTIONb3yiiTe KHOIKHM CTPEJIOK BHU3/BBEPX IS
BbIOOpa "MIPOOIEMHOT0" JKECTKOTO JHCKA.

4) BwiOop tuma tabnuisl pasaenos. TestDisk oroopaxkaer Tunel Tabmuibl Paznenos (Partition Table types).
Bri6epute HyxHbIi THIT Tabmuibl Pazaenos. OOBIYHO TpaBUIILHOE 3HAYCHHUE YKE BRIOpaHO "o
ymomyanuto", mockoibky TestDisk mpu ananmuse onpenenser TUI TaOIUIBl aBTOMAaTHYECKH

5) Bri6op onimu 1o padore ¢ BEIOPaHHBIM JHCKOM.
a) Analyse — aHanu3 paszesna ¥ OUCK YIAICHHBIX Pa3/elioB;
b) Advanced — ¢aiinoBbie yTHIUTHI;
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c) Geometry — BriOop reomeTpun qucka;
d) Options — onuu U3MEHEHUS;
e) MBRCode — 3anrice MBR-koia Ha niepBbIii CEKTOP;
f) Delete — ynanenue Bceit madopmaryy B TaOIUIIE Pa3ciioB;
g) Quit — Bo3BpaleHne K BBIOOPY JAUCKA.

6) [Touck ymaneHHbIX pasaenoB. Beidepute myHKT «Analyse» 1iis MoucKa yaaneHHBIX pa3aenoB u TestDisk
MIPOCMaTPUBAET HayaJIbHbIE CEKTOPA LHJIMHAPOB, IEPBUYHBIC Pa3/ieIbl HAXOJATCS HAYMHAsI C IEPBOTO
CEKTOopa IWJIMHAPA, a JIOTHYECKUE pa3ieibl - CO BTOporo cekropa. pyrumu cinoBamu nporpamma TestDisk
CKaHHUPYET KECTKHUM TUCK Ha HAJIMYKE 3ar0JIOBKOB (haliJIOBBIX CHCTEM, KaXKIbIi OOHAPYKEHHBIM BO BpEeMs
TaKOTO CKaHUPOBAHUs 3arojoBoK, TestDisk pacrieHnBaeT kak HalIEHHBIN pa3/iel, 3aTeM OHA OIpeeNsieT
ero o0bEM U T00aBJISET B CITUCOK HAWJEHHBIX Pa3/IeIioOB.

B sToM 0oKHE 0TOOpaskeHa TeKyIasi CTpPyKTypa pa3/ieioB Halllero *KECTKOro Aucka, Haxmure «Quick
Searchy . [Ipoucxonut Gosee TIIATETbHBIN MOUCK YIAICHHBIX Pa3/ieioB, OH MOXKET 3aHATh HEKOTOPOE
BpEMs1, KOTOPOE 3aBHCHUT OT MOILHOCTH BalllEro KOMIIBIOTEPA.

7) Bei6op paznena. Mconb3yiiTe KHOIKHA CTPEJIOK /It BRIOOpa

8) IIpoBepka MOTEPSHHBIX NANOK HA YAAJICHHOM pa3zieiie. 3aiAuTe BHYTPh YAAICHHOTO pa3zeiia C OMOIIBIO
Ha)KaTHs KJIABUILIN KIaBUATypPbl B aHIIUHCKON packiaake (P) uToObl yBUIETh NOTEPSIHHBIC TAIKH.

9) UtoOsI BBINTH U3 pexuMa oToOpaxeHwus Qaitnos, Haxxmute (Q). HyXHbIH 17151 BOCCTAaHOBICHHSI pa3el
y’Ke BBIOpaH, 3/1€Ch BHIOMpaeM ¢ TIOMOIIBIO CTPENIOK Ha Ki1aBuaType « Writey» u Bcst uHpopManus o
HallleHHOM pa3zene OyJeT 3armucana B TaOlIUIly pa3/ienoB )KECTKOTO JTUCKA.

10) Haxxmure (Y) nist co3ganus paszjena ¢ ylaleHHONW nHpopmaluei.

11) 3akpoiiTe mporpammy U nepe3arpy3ure KOMIbloTep. /omkeH NosSBUTHCS yIAICHHBIN pa3/el ¢
HY>KHBIMM HaM IIalIKaMu.

KOHTpOJIBHBIG BOIIPOCHI U 3aJaHHUA:

1) Anst wero npeanasHadena nporpamma «TestDisk»?
2) Paboraet i nanHas nporpamma ¢ cuctemoit MacOS?

3) Bo3MOXXHO 11 BOCCTaHOBIIEHHUE 3arpy304HOTO CEKTOpa U3 Pe3epBHOM Komuu Ha (aillioBol cucreme
FAT327?

4) 3amyctute «TestDisk».

5) Co3naiite Log-daitn ms 3anucu nadopmaruu o padore.

6) Ynanute u HalaUTE HYXKHBIHN pa3zen, ucnonbiys nporpammy «TestDisky.
7) BoccTaHoBuUTE ymaleHHBIN pa3iel ¢ ToMoIIsio mporpaMmabl « TestDisky.

Tema 4. CO0p 10Ka3aTenbCTB.
Jlaboparopnas padora. Coop mannbix o USB ycrpoiictBax. ComepxaHue
Onucanue npoaykra
CuctemHbIe TpeOOBaHUS
Xon paboThl
3ananue Nel. YcraHOBKa MpOrpaMMHOIO IIPOITyKTa
3amganue No2. [IpoBecTH TECTUPOBAHMS CKOPOCTH YTCHUSI — 3aIMUCH TTOAKITIOUCHHOTO (DIIA1II-HAKOTTUTEIIS
3ananue Ne3. Chopmuposats otaer HTML 1o Bcem ycrpoiictBam

3amganue Ne4. Hactpoutrs USBDeview v2.30 o cieayroommmM mapaMeTpam: MOMECTUTh UKOHKY TTPOTPaMMBI
B TpeH, oTkpbiBaTh iporpammy USBDeview npu monkiroueHun (ad1I-HaKOUTENS, ITOKA3bIBaTh CETKY.

3aganue 5 OYUCTUTH PEECTpP OT USb-yCTPOMCTB
3ananue Ne6 YianeHne nporpaMMHOIO POAYKTa
KonTtponbHble 3ananus

Onucanue npoaykra

USBDeview - HeOombIas mporpamma, Kotopas BeiBesieT criucok Bcex USB ycrpoiicTs (durem-kapTa,
MOOWIBHBIN TenedoH, poToanmapar, IPUHTEDP | T.1.), KOTAA-TH00 MOAKIIOYaeMbIX K Bamniemy kommbioTepy.
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[Tpu 5TOM 1O KaXKJOMY YCTPONCTBY, OAKIIOYEHO OHO B JaHHBIN MOMeHT wiu HeT, USBDeview
MPEIOCTAaBUT HCUEPITBIBAIONIYI0 HH(OPMAIIMIO: JATy W BpeMsl, KOTJla YCTPOUCTBO ObLIO J0OABICHO U BPEMSI
MOCJIETHETO NOAKIIFOUCHUS,

HalMEHOBAHUE/ONKUCAHUE YCTPOUCTBA, TUII, CEPUIHBINA HOMED, HICHTU(UKALIMOHHBIE HOMEpA MPOAYKTa U
MIPOM3BOUTENSI U MHOTOE ApyToe. [lomydennyto nHpopMaInio MoxXHO dkciopTupoBath B Text/HTML nnn
XML daitn.

USBDeview BkIt0o4aeT B ce0si HECKOIBKO TOJIe3HBIX HHCTpyMeHTOB. Hampumep SpeedTestfor USB
FlashDrives, KOTOpbIif IPOTECTUPYET CKOPOCTh YTEHUS — 3aIIUCH MOAKIIOYEHHOTO (MIIAIII-HAKOTTHTEIS.
Wwmeiite B BUay BaM Hy)HO, MUHUMYM 100 MG cBOOOAHOTO AMCKOBOTO MPOCTPAHCTBA [T TOTO, YTOOBI
YCIIEUTHO clienaTh 3TOT TecT ckopocTh. C momoursio USBDeview, Bbl MOXKETe yIPaBIATH CBOHCTBAMHU
aBro3armycka Juist USB-ycTpolcTB XpaHeHus TaHHBIX. ECTh BO3MOXKHOCTH Pa0OTHI Ha yAaJIeHHOM
KOMIBIOTEPE, HO VIS TOTO0 HEOOXOIMMO BOMTH B CUCTEMY C IpaBaMy aJIMUHUCTPATOpA.

Kpowme storo, USBDeview Takke MoxkeT aenHcTaumpoBaTh USB ycTpoiicTBa, KOTOPBIE BBI
HCIIOJIb30BAJIM PaHee, WM OTKJIIOYUTH T€, YTO MOAKIIOYEHBI K BallleMy KOMITBIOTEPY B JAHHBII MOMEHT.

Nwmeercs pycudukarop miust USBDeview, oH HaXoauTcs B TOH ke Tarke 4To U JaboparopHasi paboTa
(pacrmakoBath B Ty K€ TIAIKY, I71€ HAXOAUTCS caMa Iporpamma)

Cucremnbie TpeOOBaHUS
Cratyc nporpammsl - becrutatHas
OnepanoHHas CucTema:
Windows 2000
Windows XP
Windows 2003
Windows Vista
Windows Server 2008
Windows 7
Windows 8.
O6a 32-6uTHBIX ¥ 64-OUTHBIX CHCTEM MOICPKUBAIOTCS.
Windows 98/ME ne monnepxuBaeTcs.
Wutepdeiic - Anmmiickuid, Pycckmii
Pazpaborunk - NirSofer
Kareropus nporpammsel - BHeninue yctpoiicTBa
Xox paboTsl
3aganue Nel. YcTaHOBKaA MPOTPaMMHOTO MTPOIYKTA.
J11s BEIOTTHEHMSI 3a/1aHUsT HE0OXOIMMO BBITIOJTHUTH CIEAYIOIIee TeHCTBUE:
1. 3aiiguTe Ha cailT pa3paboTunka http://www.nirsoft.net/ u ckauaiiTe HOBYIO BEpCHIO TPOAYKTA.
USBDeview paboraeT 6e3 yCTaHOBKH U IMEET pyCCKU HHTepdeiic (ecau 3arpy3uTh pycupHUKaTop).
3amganue No2.ITpoBecTu TeCTUPOBAHMS CKOPOCTH YTCHHS — 3aIMCH MOAKIIOYCHHOTO (DIIII-HAKOTTUTEIS

Buumanue!Hyxuo, Muaumym 100 M6 cBOOOIHOTO JUCKOBOTO MPOCTPAHCTBA JJISl TOTO, YTOOBI YCTIECIIIHO
CeNaTh ATOT TECT CKOPOCTH. [[71s1 BBITOIHEHUS 3aaH¥sI, HEOOXOUMO BBITIOTHUTH CIEAYIONIUE yHKTHI B
IJIJaBHOM OKHE Iporpammsl (cM. puc. 1):

1. BriOepeTe Hy»KHOE YCTPONCTBO B CTUCKE MOJKIIFOUEHHBIX (PIdII-HaKONUTENEeH (OTIMYUTH OT
OTKJIFOUCHHBIX MX MOXKHO 110 3Haukam) u Haxxmute [TKM

2. Beibepete nyHKT «Tect ckopocTi»
3. B nosiBuBLIEMCSI OKHE HA)KMUTE «3aIlyCTUTh TECT).
3amganue Ne3. Chopmupoars otuer HTML no Bcem ycrpoiicTBam
J1J1s1 yCTIeHOTO BBIMOJIHEHUS 3a/1aHUsI, BHIIOJIHUTE CIAEAYIOIINE ICUCTBUS B ITTaBHOM OKHE MPOrPaMMBbI:
1. Bo Brnaake «Bumy Beioepere «Otuer HTML 1o BceM ycTpoiicTBam»

[Tocne popMupoBaHHst OTYETA, OH OTKPOETCSI aBTOMAaTHYECKU Opay3epoM, KOTOPbI yCTaHOBIICH I10
yMmomgaHuio. Takke OTueT aBTOMaTH4eCKH COXpaHsIeTCs B Marnke, rae HaxoauTcs nporpamma USBDeview
v2.30.
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3anmanue Ne4. Hactpouts USBDeview v2.30 o cieayronmm napaMerpam: HOMECTHTh UKOHKY MTPOTpaMMBbI
B Tpel, OTKpbIBaTh nporpammy USBDeview npu noak/t04eHuH (PI31I-HaKOMUTENs, IOKa3bIBaTh CETKY.

B rmaBHOM OKHE TporpamMMBbI BO BKJIaaKe «OTITHI BIOEpPETE CICTYIONINE TyHKTHI:
1. ITomecTUTh MKOHKY TPOTPAMMBI B TpEH
2. OtkpeiBats nporpamMmmy USBDeview npu noax/It04eHUH (PI31I-HAKOTUTEIS
Jlst oroOpaxenus cetku B USBDeview, Bo Bkiaake «Bumy Beioepere «Iloka3siBaTh ceTKy»
3amanue Ne5. OuncTuTh peecTp ot usb-ycTpoiicTB
[Tpu mogkmoueHN K usb-TIOPTY HOBOTO YCTpOMCTBa ((ielka, MpuHTEP, MOOWIBHBIN TeIehOH U T.1.),
uH(popMaIus 0 HeM 3aHOCUTCS B peecTp. DaKTUYECKU, TIOTYHYAETCsl, YTO ATO CJIEIbl, KOTOPbIE MOTYT

MOSICHUTB, YTO COBAJIOCH B KOMITBbIOTED. [1110C KO BCeMy — 3TO MycOp, KOTOPBIH KOMTUTCS U CO BPEMEHEM
OOJIBIION Kyuel JISKUT B peectpe. JJis BRITTOIHEHHS 3aJaHusl, IPOACIIANTE CIASAYIOIMNE TeHCTBUS:

1. B m1aBHOM OKHE NMPOTrpaMMBbI BBIACIIUTE T€ YCTPOHUCTBA KOTOPBIE OTMEUEHBI CEPBIM 3HAYKOM
2. Haxxmute [IKM 1 BbIOEpeTe B crincke «JleMHCTanIMpoBaTh BHIOPAaHHBIE YCTPOMCTBAY
3. [TossBUTCSI OKHO MOATBEPIKIAIOIIEE yAaTICHHE BEIOPAHHBIX YCTPOUCTB, HAKMHUTE «Jla»
3ananue Ne6. YnaneHue nporpaMMHOIO IpOIyKTa
Tak xak USBDeview He ycTaHaBIMBaeT Kakue-1u00 (haisibl Ha KOMITBIOTEP, JCMHCTAUIMPOBATH €TO

CTaHJapTHBIMU cpencTBaMu Windows HeT HeoOXomuMOCTH. J[0CTaTOYHO MPOCTO yAAIHUTh MAMKY, T
XPaHHUTCS JTaHHAS TIPOrpaMMma.

KOHTpOJIBHBIG BOIIPOCHI U 3aJaHUA
1. Chopmuposats otueTr HTML 1o oTnensHBIM BRIOpaHHBIM 3JIEMEHTaM

2. HactpoiiTe no ciieayronum napamMmeTpam: noKa3blBaTh TOIBKO BKIIOUEHHbBIE YCTPOUCTBA, MOKA3bIBAThH
COOOIIIEHUE B Tpee NPU MOJKIIOYCHUN YCTPOMCTBA, aBTO pa3Mep CTOJIOIOB, MoKa3biBarh USB xaObl

3. CchopmupoBaTh OTUET HECKOIBKUX (MIAII-HAKOIUTEIECH U COXPAHUTH €0 B txt hopmare, a TaKkxKe
MIPOBECTH TECT CKOPOCTHU ITUX YCTPOUCTB

4. HpOBeCTI/I JACUHCTAJIJIAINIO HECKOJIBKUX OTKIFOUCHHBIX YCTpOﬁCTB OTHOBPCMCHHO.

5. Bemonnaute cienyronryto koMmanay mpu Bcraske Bamiero USB ycrpoiicta: C:\Temp\test.exe "%
usb_version%". [Ipumeuanue!daiin test.exe AOIKEH OBITH CO3/IaH 3apaHee.

Jlabopatopnas pabota. biokuposka u 3ampet padotsl ¢ USB nopramu.

USB Write Blocker — siBsieTcst yTuinuToil s 6J10KMpoBKH U 3anpeTa pabotsl ¢ USB nopramu,
UCTIONB3YeTCs U1l OTpaHUYEHUs TOCTYyTa K MHPOPMAIUH MTOCPEACTBOM MOAKIIOYAEMBIX YCTPOICTB
tuna uem kapt, mopraruBHeIx HDD 1 npyrux nogkimodaeMbix BHEIIHUX HocuTenei. [Ipu
aKTUBALMH NPOrpaMMBbl II0JIb30BATENI0 IIO3BOJISETCS 3aX0IUTh HA CbEMHbIE HOCUTENHN U
IIPOCMAaTpPHUBATh COAEPKUMOE HO 3aIMCh Ha HUX OTIIIOYEHA.

B nporpamme copepxutcst 3 pa3nuuHBIX si3bIka paboThl (Hemerkuit, AHIUNACKUN 1
WranbsHckuit), paboTa mporpaMMbl MOXKET MPOUCX0AUTh Ha Beex Bepcusax OC Windows, kpome 8

USB Device — nporpamma HeoO0Xoauma Jisl ONIpeIesIeHus] MapaMeTpoB Beex NoakIoueHHbIX USB
ycTpoiicTB. Takke mporpamma oToOpa)kaeT CIUCOK Koraa-i1noo moakmodaBmuxcs kK USB mopram
KOMIIbIOTEpa YCTPOUCTB ((prem-kapTa, MOOMIBbHBIN Tene(oH, IPUHTEP U T.A.) , IPU 3TOM BBIBOAATCS
JJaHHBIE O BPEMEHM TOCJIEIHETO MOAKIIOUEHHS], OIUCAHUS YCTPONCTB, X CEPUIMHBIE HOMEDPA,

BriBonumast mHpopmarus:

* J1aTa ¥ BpeMs, KOTr/ia yCTPOUCTBO OBLIO I00aBICHO

* BpeMsl TIOCJIETHETO MOJIKIIFOUEHUS

* HaMMEHOBAaHHE/OMMCAaHUE YCTPONUCTBA

* TUII yCTPOUCTBA

* CepUHHBINA HOMEP

* UICHTU(PUKAIMOHHBIE HOMEPa MPOAYKTa U TPOU3BOIUTEIS
[Tomyuennyro nHOpMAITIIO MOKHO SKCITOpTUpOBaTh B daiin ¢popmato Text/HTML/XML u 3anucars Ha
IUIA JaJIbHEUIIEro aHaan3a.

OCHOBHOE MEHIO TPOTPaMMBbI. 3€JIEHBIM MMOKa3bIBAETCSI YCTPONCTBO, KOTOPOE B TAHHBI MOMEHT

(YHKIIMOHUPYET.



USBDeview no3Bossiet aennctaupoBats USB ycTpoiicTBa, KOTOpbIE ObLTH IMOIKIIOUEHBI U
OTCOEMHUTH TMOJKIIIOYEHHBIC B JAaHHBI MOMEHT yCTpoiicTBa. Bel Mmoxere ucnonszoBate USBDeview Ha
T0060M KOMITBIOTEpPE, Ha KOTOPOM €CTh IpaBa aIMUHHUCTPATOPA.

[Tocne 3amycka nepea BaMu MPeICTAaHET CIUCOK BCEX KOTa-Ir00 MOAKIIOYUBIINXCS 110 HHTEphency
USB neBaiicoB, 3 KOTOPOTO MOXKHO MTOYEPITHYTh MHOTO TTOJIE3HON WH(OPMAIINH, BKITIOYAs UM
YCTPOMCTBA, €T0 THII, KJIACC, COCTOSIHUE, BEPCHUIO JIpaiiBepa, Ha3BaHUE COOTBETCTBYIONICH ciry>k0b1 Windows
u MHoroe apyroe. [10ckoabKy KOJIOHOK MHOTO, JIy4Ill€ BCETrO KIMKHYTh 10 HHTEPECYIOIIEMY Bac MMyHKTY B
CIIHCKE U MPOCMOTPETH BCE JaHHbBIE TI0 HEMY B OTJIEIbHOM OKHe. C MOMOIIbI0 KOHTEKCTHOTO MEHIO MOKHO
MOJKITIOUYUTD / OTKITIOYUTH YCTPOICTBO, MOJHOCTHIO YIAIUTDH €r0 U3 CUCTEMbI, CMEHUTh OyKBY TUCKA (715
HAKOIIUTENeH) WM e OTKPBITH B IITATHOM PEJAKTOPE peecTpa COOTBETCTRYIONIYIO 3anuch. M3
JOTIOTHUTENBHBIX (YHKIIUN — reHepaius oruera B popmare HTML. Ecte quctpubytussr mis 32- u
64-pa3psiAHBIX CUCTEM.

KoHTpoibHbIE BOIPOCHI U 3aAaHUS:

1. OtkmrounTe Bee usb mopThl HA CBOEM KOMITBIOTEpE.

2. Ynanute oHO U3 Usb yCTpOICTB yCTaHOBIECHHBIX Ha KOMITBIOTEPE.

3. [lepenumuTe id msiTH mocneqHUX usb yCTpONHCTB Ha CBOEM KOMIIBIOTEPE.
4. BeIKITIOunTe U TOAKIIOUE 00paTHO usb ycTpoicTRa.

5. CoxpaHHTE OTYET O CO3AaHHON KOH(pUrypanuu B popmare *.xml

Tema 5. JleiicTBHS PaBOOXPAHUTENIBHBIX OPraHOB MO JeJIaM O MPECTYIUICHUX B cepe KOMIbIOTEPHOM
UH(POPMAIUH.
Jlaboparopnas pabota. udopmarius o 3aperucTpupoOBaHHBIX JTOMEHAX

WhoisThisDomain - yrunura, KOTopas HO3BOJISIET JIETKO MOJy4aTh HHPOPMALIUIO O 3apETUCTPUPOBAHHBIX
nomeHax. IIporpamMma aBTomarnuecku noakitodaercs k ceppepy WHOIS, KoToOpbIi CiTyKUT 1715 IOTyUYEHUS
PETUCTPAIIMOHHBIX JAHHBIX O BIIAJeNbllaX JOMEHHBIX UMEH, [P-afipecoB u aBTOHOMHBIX cucTeM. B yTunure
IpeayCcMOTpeHa (GYHKIUS COXPAHEHUS OTUCTa MPOBEACHHOTO CKAHUPOBAHUSI.

Jlnist paboTHI MporpaMMBbl HeoOxouMa oneparronHas cucrema Windows: Jlro6as Bepcust Windows, ot
Windows 2000 u no Windows 8. IToakmtouenue k Matepuety. Ha 6panamayspe, HE0OX0IUMO TO3BOJIUTh
UCXOAAIINE COCTUHEHUS Ha TopT 43. JlaHHAas yTUIIMTA BBINMyIEHAa KaK OecIIaTHOE MPOrpaMMHOE
obecriedyeHnre. YTunuta He TpeOyeT YCTaHOBKU WIIH JOTONHUTENbHBIX DLL.

[Tpu 3anmycke WhoisThisDomain ytunury, nosisisiercs okHO “Bbi6op 1omMeHoB”. MOKHO BBECTH OIMH
JIOMEH, WJIK HECKOJIBKO JJOMEHOB uepe3 3ariryio, 6e3 npobenos, win ux ip aapeca. [lociie HaXkaTus KHOTIKH
"OK", WhoisThisDomain HaunHaeT U3BIEKaTh 3alUCU PETUCTPALUU JOMEHOB JIJISl IOMEHOB, KOTOPBIC
ObUIN yKa3aHBbI.

[Tocne BBOAA U MPOBEPKH JIOMEHA MPOrpaMMa BBLIACT BCIO MH(GOPMAIIKIO B HIDKHEH YacTH OKHA Ha KOTO
ObUI 3apETUCTPUPOBAH JOMEH MPUBS3AHHBIN 1p aJpec. CTpaHy pacoNIOKEHHsS U 1aTy PEerucTpaluu.

B ciydae oTcyTCTBHSI JOCTyTNa B MHTEPHET MU 3a0JI0KHPOBAHHOTO JJOMEHA MTPOrpaMMa aBTOMAaTHUECKU
OyZIeT MbITaThCsl BO3OOHOBUTH CKAHMPOBAHUE (KPACHBIMH Kpyramu 0003Ha4aroTcs Hepaboune TOMEHBI).
Haunnas ¢ Bepcun 1.20, ecTb BO3MOKHOCTB €03/1aTh cBOil coOcTBeHHbIH criucok WHOIS cepsepos s
NepeoTpeIeIeHUs UX 110 YMOTUYAHUIO

JU1st TOro YTOOBI UCTIOIB30BATH ATY (DYHKLHUIO, BHIIOJIHUTE CIEAYIOIINE NCHCTBHS:

Cosnatite (aiin ¢ umeneM 'Whois-Servers.txt' B Tom sxe karamore WhoisTD.exe

Jlo6aBbTe HEOOXOAUMBIE CEpBEPHI B cIUCOK. Kaxx/1asi CTpoka JOKHA COlepKaTh pacIupeHre T0MEHa,
npoben, a 3arem 1 Whois aapec cepsepa. Hanpumep:

gov whois.nic.gov
com rs.internic.net
li whois.isoc.org.il
ir whois.nic.ir

B cnenyrommii pa3, npu 3anmycke WhoisThisDomain, yka3anuslie cepBepsl OyyT HCHOIb30BaThCs BMECTO
CMHCKA IO YMOMYaHUI0 U XpaHuTtcs B nanke ¢ WhoisThisDomain.

Takoke TaHHYIO YTHIIUTY MOKHO 3aITyCKaTh B peKMMe KOMaHTHON CTPOKH:
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/ Domainsfile <Filename> - 3arpy3utb Bce JOMEHBI B 33JaHHOM TEKCTOBOM (paiijie u Ha4aTh
ckanupoBanue, 4ro0sl nomyunt WHOIS nndopmanmio aBromarnaecku. TekcToBbIH (aiin MOXeT ObITh B
ASCII, Unicode unu UTF8

[Tpumep: WhoisTD.exe / domainsfile "C: \ Temp \ domainslist.txt"

/ Domainslist <Domains List> - 3arpy3ute yka3zaHHble JOMEHBI U HauaTh, 4T00bI oxyunts WHOIS
MH(POPMALIUIO aBTOMAaTHYECKU.

[Mpumep: WhoisTD.exe / domainslist "yahoo.com google.com youtube.com"
KoHTponbHbIE BOPOCHI U 33/1aHU :
1. Ionyuure naoOpMarmio o foMmeHe google.com
2. CoxpaHuTe OTYET O MPOBEAECHHOM CKaHUPOBAHUH.
3. IlponunryiiTe [OMeH yandex.ru B peskuMe KOMaHAHOM CTPOKU UCTIONB3Ys JaHHYIO IPOrpaMmy.
4. Cozpaiite cBoit coocTBennblii ciucok WHOIS ceppepos.
5. CoGepute uH(popMaIHIO O JOMEHE CBOETO MPOBaiiiepa WK MpoBaiiiepa yHUBEPCUTETA.
JlabopatopHast paboTta. AyIUT KOMITIBIOTEPHOU CUCTEMBI.
Conepxanue
OnucaHue npoaykra
CuctemHbIe TpeOOBaHUS
Xon paboThl
3ananue Nel. YcraHOBKa MPOrpaMMHOIO IIPOTYKTA.

3amganue No2. [IpoBecTu aynut ycranoBieHHbIX mporpamm, OC, cetb Windows, cetb TCP/IP, ciry:x0b1 1
IpaiiBepa, U aBTo3arpysku nporpamm B [1K
3amganue Ne3. CoxpaHuTh pe3yabTarhl ayauta B (hopmare pdf ¢ paszperieHrnemM KomupoBaTh COACPKUMOE
3ananue Ne4. CoxpaHuTh pe3ynbTarsl aynura B Buje PDF-nokymenTa ¢ naponem CMHT 4epe3 KOMaHIHYIO
CTPOKY
3ananue S5 [louck ¢aitnos ¢ pacimpeHuem *.exe
3amganune Ne6 DxcropT pesynbratoB ayauta B B/l MicrosoftAccess
3ananue Ne7 YianeHne nporpaMMHOTO IPOAYKTa
KonTtponbHble 3ananus
Onucanue npogykra

WinAudit - yTuiauTa moMoraeT mpoaHaIu3upOBaTh BCIO TEXHUYECKYIO HH()OPMAITHIO O KOMITBIOTEPE, €ro
BO3MOKHBIX CJIa0BIX MECTaX, YTO MOPOH HEOOXOAMMO IPU aHAIM3€E B PacCiIeIOBAaHUH HHIUACHTOB, B
HETMIPUHYKIEHHOH, IPOCTO# 151 Ttosib3oBaresis popme.lIporpamma npocra B UCTIONB30BaHUN U
MpeACTaBISIET CO00M oauH (aiii, KOTopsIid He TpedyeT ycranoBku. WinAudit mpenHa3HadeH 1ist
MOJTOTOBKH BCECTOPOHHETO ay/UTa C TIOMOILBIO HaXKaTHs

OJTHOW KHOIIKH, OOCCIIeunBas pe3yyIbTaThl B MUHUMAJIbHBIC CPOKH. [IporpaMmma MOXKeT 3aImycKaThes ¢
mucketbl, USB-flash. ®yHK1IMOHAIEHBIE BO3MOXKHOCTH:

1. ITo3BOJIsIET OCYIIECTBIATH MOHUTOPHHT alMapaTHOTO ¥ MPOTPAaMMHOTO 00eCIeYeHUs Ha CHCTEMe

2. Co31aHHBIN TPUIIOKEHUEM OTYET COCPIKUT MOIPOOHOE ONMCAHNE YCTAaHOBIEHHOTO IPOTrPAMMHOTO
obecniedeHus, TH(HOPMAIHIO O JTUICH3HX, TepU(EepHIHbIX YCTPOHCTBAX, JaHHBIE 00 UCIIONIB3yEeMOit
NaMsTH Ha CUCTEME, MOJIENb ITPOLIECCOPa, CETEBbIE HACTPOMKH U TIp.

3. CymiecTByeT BO3MOXXKHOCTB CO3/aBaTh OTYETHI B ¢sv, xml 1 html popmarax.

4. Ipunoxenue caadxenoOpenDatabaseConnectivity(ODBC) KOHHEKTOpOM, YTO TIO3BOJISIET OCYIIECTBISATh
3anuch B 0a3y nanubix. [lognepkuBaer Bce camble nomysipabie Bl (MicrosoftAccess 2007/2010, Microsoft
SQL Server 2005/2008, MySQL® 3.23/4.1/5.5, ITapagokc® 5.0 u T.11.).

Cucremnbie TpeOOBaHUS
1. IIK ¢ mponeccopomPentium u OC Windows 95 wnu BbIIe.

2. UToOBI OTIIPaBUTH OTUET ayJluTaHa e-mail Baln KOMITBIOTEP JOJKEH UMETh TPOrpamMmy JijIst paboThI ¢
nmouTtoii, Hanpumep MicrosoftOutlook.

3. Homxen Ob1Th ycTanoBiieH ODBC npaiiBep 06a3bl TaHHBIX HA KOMIIBIOTEPE.
4. bpay3ep (IE 6, Safari, Mozilla Firefox, Google Chrome).
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Xox paboTsl
3aganue Nel. YcTaHOBKaA MPOTPaMMHOTO MTPOJIYKTA.
J1is BEIOTTHEHMSI 3a/1aHUsT HE0OXOIMMO BBITIOJHUTH CIEAYIOIIee TeHCTBUE:

3aiiauTe Ha caT pa3padorunka http:// www.pxserver.com/WinAudit.htm u ckagaiiTe HOBYyIO BEepCHIO
npoaykTta. WinAudit - " rotoB k pabote". OHa ObUTa COCTaBIICHA TaK, YTO Bl HE JOJKHBI IIPOXOIUTH Yepe3
MPOIIETYyPY YCTAaHOBKH.

3ananue No2. [IpoBectu aynut ycraHoBieHHbIX porpamm, OC, cets Windows, cets TCP/IP, ciyxOb1 1
npaiiBepa, ¥ aBTo3arpy3ku nporpamm B [1K
Aynut [1K Heo6XonuMo MPOBOAUTE MO HECKOJIBKO MPUYMH. Cpeau HUX MOKHO OTMETHTH!

ITpoBeneHne NHBEHTApU3AMHY KOMIIBIOTEPHOTO MapKa

[TpoBepka TEXHMUECKUX JAaHHBIX, pAOOTOCIIOCOOHOCTH KOMITBIOTEPOB

Br100p onTUManbHbIX BAPMAHTOB YCOBEPLUIEHCTBOBAHUS MAILMH, YCTPAHEHUS] BOBMOXHBIX CII0)KHOCTEHN B
pabore, HEMOJIAI0K
BbI cMokeTe B OHOM Mepe OLIEHUTh Ka4eCTBO MPEJOCTABIsIEMOro (pupMoii cepBuca, y3HaTh MHOTO
HOBOT'0 O COOCTBEHHBIX KOMIIBIOTEpPAX, 03HAKOMUTbHCA € MpodiieMaMu. B urore HanaainuTh MOJTHOLEHHYIO
paboTy ¢ mapTHepamMH, KJIMEHTaMH HE COCTaBUT Tpy/a.
JUist TOro YTOOBI MPOBECTH AYIUT 110 KOHKPETHBIM IapaMeTpaM, HEOOXOIUMO BBIITOJHHUTD CIEAYIOIIHNE
JEMCTBYS B INIABHOM OKHE IIPOIPaMMBI:

1) Haxxarp Ha kHOTNKY «IlapameTpbi»

2) BoiOpaTh HyXHbIE KaTeTOPUH VISl POBEICHUS ayuTa (B JAHHOM CJIy4ae 3TO YCTaHOBJICHHBIE
nporpammel, OC, cetb Windows, cets TCP/IP, ciryx051 1 apaiiBepa, ABTo3arpy3ka nmporpamm) (CM. puc. 2).
[Tocne storo HaxxumaeM Ha KHONIKY «IIpuMeHUTH»

3) lns npoBeAieHMsI ayiuTa B IIABHOM OKHE ITPOrpaMMbl HAXKMMaeM KHOIIKY «31echk» (cM. puc. 1) IIposepka

1K 3aHuMaeT HEKOTOpOe BpeMsl, TOCIIE YETO PE3YNIbTAaThl AyUTa BEICBETATCS B ITITABHOM OKHE NPOTPaMMBbI
3anmanue Ne3. CoxpaHUTh pe3yibTarhl aynuTa B (hopmare pdf ¢ pazpenieHrneM KOMUPOBATh COAEPKUMOE

Jlst coxpanenust pe3ynbratoB B hopmare pdf aynurta [IK HE00X01UMO BBITIOTHUTE CIIEIYIONINE ACHCTBUS:
1) Ha nanenu MHCTPYMEHTOB Ha)KaTh Ha KHOINIKY « COXpaHUTb»

2) Beibupaem opmar pdf u coxpaHsieM B Hy>KHOM KaTajiore.

3) Ilocne Haxxatus Ha KHONIKY «COXpaHUThY NMOsIBIIAETCA OKHO «CoXpaHEHHE JOKYMEHTa», B KOTOPOM
JOJDKHBI YKa3aTh MMapaMeTpbl COXpaHEHUs TOKYMEHTa. B 1aHHOM OKHe cTaBuM ranouky «Pa3pemunTsb
KOIIUPOBATh COACPIKUMOE» M HaxKuMaeM «COXpaHUTH»

ITocne Toro, kak COXpaHUIN OTYET, BBl MOXKETE €r0 OTKPBITh M IPOCMOTPETH COAEPIKUMOE

3ananue Ne4. CoxpaHuTh pe3ynbTarsl aynura B Buje PDF-nokymenra ¢ naponem CMHT 4epe3 KOMaHIHYIO
CTPOKY

Bre1 mokete BbI3BaTh WinAudit 13 KOMaHAHOM CTPOKH, B 3TOM peXHMME IPOrpaMMa BBIIOTIHsETCs 03
M0Ka3a I1aBHOTO OKHA. TakuM 00pa3oM, BBl MOJKETE aBTOMATU3MPOBATh U ayIUTa KOMITBIOTEPOB C
MIOMOIIBIO TTAKETHBIX (DaliIOB WM CIIEHApHUEB BXOJa B CUCTEMY Ha KOHTpoiuiepe noMeHa. [1pu
HEOOXOIMMOCTH, BBl MOXKETE OIMYOJIMKOBATh PE3ybTaThl HEITOCPEACTBEHHO K 0a3e JaHHBIX.

WinAudit coOupaeT 1aHHbIe, CBS3aHHBIE C O€30MIACHOCTHIO, IOATOMY OH HE Pa0OTaeT B aBTOMATHYECKOM
pexxume. Hebonbimoe okHO, HHPOPMUPYIOIIEe MOJb30BaTels, 4To nHpopmanus Obiia coopana. Takoe
MOBEJICHUE HEe U3MEHUTCS. ECi 3TO OKHO 3aKphIBaeTCs, ayAUuT HE OCTAHOBHUIICS, OH MPOAOIKACT
BBIMOJIHATHCS B (POHOBOM pexxume. HUKakuX acCUrHOBaHMIM U1l OTHPaBKU e-mail B pexkuMe KOMaHTHON
crpoku. Korma WinAudit 3amyckaercst U3 nakeTHoro (aiiia, To yrpapieHHEe TepeaeTcsi ACHHXPOHHO K
cienyroiei ctpoke ¢aitna. Bel 1omKHBI 00K AaTh, Toka WinAudit, 4TOOBI 3aKOHYUTH, €CJIA BB
HaMepeHbI MOCT-00pabOTKH BBHIXOAHBIX JaHHBIX.

Hexoropsie coBeThI:

- [TonpoGyiiTe ucons3oBath WinAudit B pesxuMe MoJIb30BaTeNIbCKOTO HHTEpdeiica, mpexae 4emM
AKTUBHPOBATH €0 Yepe3 KOMaHIHYIO CTPOKY. YOSIUTECh, UTO BbI BKJIIOUHIIN report '/r=' ¢ Kakoh-To
KaTerOpUU IHCEM.

- Kareropust 4yBCcTBUTENBHBI K perucTpy OyKB

- Mcnonp30Bathk TOIBKO 0OpaTHBIE KOChIe 4epThl \' 11 (paiiyia pazaenureny myTH.

33



- He Hamo nmutHpoBaTh BHIXOAHOM WM ITyTH K (ailny *KypHaia, Jake eClIi eCTh IpoOebl.
- WinAudit Bo3Bpamaer ko HoJib (0) B cimydae ycnexa v HeHyJIeBOe 3HaYCHHUE, €CITH MPOU30IIIIa OIIHOKa.
- Benenue xxypHana nmoMmerienue, 9To00bl MoMo4Yb B TUATHOCTUKE MTPOOIIEM.

Ecmm Be1 ncionezyere WinAudit uepe3 WinTaylor, To HeoOXoaumMo 3amyCTHTh KOMaHIHYIO CTPOKY U3
cnenyromero karajgora: wintaylor2.5.1\Programs\cmd I[Tocie 3Toro numiem ciaenyronyo KOMaHIy:
WinAudit.exe /=Go /0=PDF /p=Cwmut Pe3ynbraT ayaura no yMoJ4aHHIO COXpaHAETCS Tyaa, OTKy/Ia
3amyCcKajid KOMaHIHYIO CTpoKy!!!

[TomubIi crincok komMaHa st padoTsl ¢ WinAudit-om yepe3 KOMaHIHYIO CTPOKY Bbl MOJKETE HAWTH Ha caiTe
http://www.pxserver.com
3amanue 5. [Touck (aityios ¢ pacmmpenuem *.exe
J1J1st TOTO 4TOOBI BBIMOJIHUTE JAHHOE 3aJ]aHie HEOOXOIUMO BBITIOTHUTH CIEAYIONTNE IEHCTBUS:
1) BeiOparsp kareroputo st aynuta «llouck dhaityioB» U yka3aTh paciiupeHue *.exe
2) Hauarsb ayaut
3amganue Ne6. Dkcropt pesynbratoB ayauta B b/l MicrosoftAccess
J1J1s1 BEIIOJTHEHHMSI ATOTO 3aJJaHUs] HEOOXOAUMO BBITIOIHUTE CICAYIONINE ICHCTBHUS:
. [Iposectu ayaut 1K
. Co3natb B/ MicrosoftAccess B OTAeNbHOI TAIIKe
. Ha Bknanke «®aiim» BeIOpaTh « DKCHIOPT B 0a3y TaHHBIX)
. Haxxmure «Co3natb»
. Bei6epure "Ilonp3oBarenbckuit ctounuk [lanneix", 3atem "Jlanee"
. Beibepute " MicrosoftAccessDriver (*.mdb, *.accdb)', 3atem " Jlanee"
. Haxxmure Knonky " I'otoBo"

0 I N W bW

. Hasxmute bassl Jlannsix: Beioepure. U BeiOepute Ty B/, KOTOpYyIO co3nanu Ha miare 2
9. Haxxmure «OK»

10. Hasxxmure Ha «OKcnopm»

3aganue No7. YnaneHnue mporpaMMHOTO IPOIYKTa

Tak kak WinAudit He ycTaHaBiIMBaeT Kakue-1100 (ailyibl Ha KOMITBIOTEP, AEUHCTAIIMPOBATH €T0
CTaHIapTHBIMU cpeacTBaMu Windows HeT HE0OX0AUMOCTH. Jl0CTaTOUHO MPOCTO YIAIUTE (aiii mporpaMmsl
WinAudit.exe u, Bo3moxxHo, WinAudit.ini. Eciiu BbI co3maBany sipiibIk Ha pabodeM CTOJIE, BBl JTOJIKHbI
YAAIUTh €ro.

KonTponbHbie 3ananus

1. ITpoBectu aynut 1K no cinexyronum kareropusiM: bezonacHocts, [ pynmbl 1 mosib30BaTenu,
ABTO3arpy3ka nporpamm 1 3arpykeHHbie MoayJib. OT4eT COXpaHuTh B hopMate Xxml ¢ maposem
«Memory555» u ¢ pa3penieHueM nevatu J0KyMeHTa.

2. BeimonHuTh mouck (aiinos ¢ pacmupenueM *.sysu *.bat. Otaer coxpanuts B popmare pdf ¢ 3amperom
KOTIUPOBAHUSI COJIEPIKUMOTO U MEeYaTH TOKyMEHTA.

3. Bemonuauts coznanne GUID.
4. TIposectu monubii aynut [1K u pe3ynbrar sxcrioprupoBats B b/ MicrosoftAccess

5. CoxpaHuTb B O/IHOI Mallke JaHHbIE O BUeoaganrtepe, ceorictsa moayneil UpperMemory, CPIUD u
SoftwareDetails B txt ¢popmare.

CobecenoBanue

Tema 1. KomnbsroTepHble NPEeCTYIICHUS.
1.Beiaenure npeqMeTsl ¥ 3a4a4l KOMIIBIOTEPHOM 3KCIIEPTU3BI.
2.YT0 Takoe MHIUAEHT HH(OPMAIIMOHHON 0€30TTaCHOCTH.
3.ITpoBenuTe aHaIM3 3aKOHOAATEIHLHON 0a30i1 peryaMpoBaHUs KOMIIBIOTEPHOTO MPECTYTIIICHHUS.
4.Kakoe nessHEe MOJKET CUUTAThCS YTOJIOBHO HAKAa3yEMbIM.
S.Ilepeuncinre 3Tanbl KOMIBIOTEPHON YKCIIEPTU3HL.
6.Ha xaxue rpyniisl kiiacCU(pUUIUPYIOTCS JIMLA COBEPIIMBILNE KOMIIBIOTEPHBIE ITPECTYIICHHUS.
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7.H€pe‘{I/ICJII/ITe MNPUYUHBI MHOIUACHTA KOMIIBFOTCPHOTO IMMPCCTYIIJICHUS.
8.Uto siBnsieTcs 00beKTaMu POrPaMMHO-KOMITBIOTEPHOM SKCTIEPTH3HI.
9.Ha xakue rpynmnsl AIsATCS METOABI MCCIEA0BAHUSA IPOIrPAMMHOIO 00€CIIEUEHHU .

Tema 2. PaccnenoBanre HHIUACHTOB HHPOPMAIIMOHHON 0€30aCHOCTH.
1. C moMomIpI0 KaKuX alrOPUTMOB OCYIIECTBIISCTCS MTOUCK JaHHBIX.
2.Kaxkue (haitioBbIX MEHEIDKEPOB HCIIOIB3YIOTCS M KaK OHH MPUMEHSIOTCSL.
3.Kakue yrpo3bsl MOTyT OBITH CBsI3aHHBI ¢ cookie daitamu.
4.CriocoObl OTy4YeHHUs 370YMBIIUIEHHUKOM HH(pOpMaLuu u3 cookie (haitnos.
5.Ilepedncnure METOIBI PEIOTBPAIICHUS BOSHUKHOBEHHUS YTPO3BIMHITUICHTA
MH(POPMALMOHHON O€30MaCHOCTH.

Tema 3. O61mas cxema pacciie0BaHMs IPECTYIIICHUS.

1. [TocTpoiiTe cxemy OpraHu3aliy B3JI0Ma 3alIUTHBIX MEXaHU3MOB UH(POPMAIIIOHHBIX CUCTEM.

2.Kakrmu 3aKOHOJATENIbHBIMU aKTaMH PETYIUPYIOTCS HAKa3aHUs 32 HEMTPaBOMEPHBIN JOCTYIIK
OXpaHseMOil 3aKOHOM HH(OpMaIUH.

3.Pacnnmute o0mIyI0 CXeMy pacclieIoBaHHs MPECTYTIICHHUS.

4.Kakue cyniecTByIOT NpU3HAKH HECAHKIIMOHUPOBAHHOTO IOCTYTIA.

5. Kax onpenensiercss MecTo U BpeMsi COBEPILICHUSI PECTYIUICHUS.

6. OnumuTe MoCcieI0BaTeIbHOCTh AEHCTBUI paccie0oBaHus, CO3IaHUs U PACIIPOCTPAHCHUS
BpenoHocHoro I10.

7.Kaxum HakazaHue sIBISETCA 3a HapylLIeHHE 3aKOHHO 0 «Hapyrienue mpaBuil sKCIuTyaTalnuu
OBM, cuctemsl OBM nnm ux cetmy»

8.Kax nokazate (hakThl HapylIeHUs MTpaBUI MoJIb30BaHus DBM.

Tema 4. CO0p 10Ka3aTenbCTB.
1.Kak ocyriecTisieTcs MOUCK JOKA3aTeNbCTB MPECTYIICHHH B (ailioBoii cucteme.
2.Ha 4910 moapa3aensroTcs Ceibl B CACTEMHBIX 001acTsIX (GailiiIoBON CUCTEMBI.
3.Kakue cymecTByIoT METO/Ibl COOpa JaHHBIX O MOJIb30BATElE.
5.Kakol 3aK0oH peryaupyeT 3aKOHOAATENIbHbIN YPOBEHb HAKOIIJICHUS IAHHBIX B CETSX.
6.Kakue camble mOMyJsipHbIEC TPECTYIUICHUS B COLUANIBHBIX CETSX.

Tema 5. JleficTBUS MPaBOOXPAHUTEIIBHBIX OPTAHOB T10 JIEIaM O TIPECTYTUICHHUSIX B chepe KOMITBIOTEPHOM

nHdopmaruu.
1. Kakue 00beKThI ClIOCOOHBI IO CBOUM (PU3UKO-TEXHUUYECKUM CBOMCTBAM COAEPIKAThH
nH(pOPMAIUIO, UMEIOIIYI0 OTHOIICHHE K pacciieyeMOMY MPECTYIICHUIO.
2. Kak pa3nu4aroT 0OBICK IO TIOCIIEIOBATEIIEHOCTH POBEICHHS.
3.Ha xakue rpynmnbl pa3nensitoTcsi OObEKTHI CIEACTBEHHOTO JIEHCTBUS (KOMIIbIOTEpHAs TEXHUKA
Y KOMITbIOTEpHAst HHPOPMAITHS).
4.YT10 OTHOCUTCS K 00ObEKTaM KOMITBIOTEPHO-TEXHIUYECKON IKCIIEPTH3HI.
5.Kakwue 3apaun pemarorcs ¢ IOMOIIbI0 KOMIIBIOTEPHO-TEXHUUECKOM IKCIIEPTU3BI.
6.Kakoli mepeyeHb BOIMPOCOB MOKET BBIHOCUTBHCS Ha pa3pelIeHUs] KOMITbIOTEPHO-TEXHUYECKOU
JKCIEPTU3HI.
7.Y410 HYXHO JJIs1 IPOBEACHHUS CIEICTBEHHOTO SKCIIEPUMEHTA.

TecTupoBanue

Tema 1. KomnbsroTepHble NPEeCTYIICHUS.
Tumnossle BOIIPOCHI JIs1 TCCTUPOBAHUA
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1. Yto oTHOCHTCS K OOBEKTaM MPOrPaMMHO-KOMITBIOTEPHOM SKCIIEPTH3bI?

a. OmepanmoHHbIE CUCTEMBI, YTHINTHI, TPUKIIATHBIC TPOTPAMMBI

b. OnepanmoHHbIe CUCTEMBI, YTHIIUTHI, IPOTPaMMHBIE CPEICTBA [T Pa3padOTKH MPOrPaMMHOTO
o0ecredeHus1, MPUKIATHBIE IIPOTPAMMBI.

C. IpOrpaMMHBIE CPEJCTBA IS pa3pabOTKHU MPOrPaMMHOT0 00ecriedyeH s, TPUKIIaIHbIe TPOTPAMMBI
d. [IpuknasHbie TPOrPaMMBI, YTHIIUTHI

2. lath onpeeneHre NHIMUACHT HHPOPMAITMOHHON 6€301aCHOCTH

a. CoOpITHE, CiTy4alt, Helopa3yMeHHE, MPOUCIICCTBHE

b. CoObITHE, ABISIONIEECS CAEACTBUEM OJHOIO MM HECKOJIBKUX HEXKEIATENbHBIX WIM HEOKHTAHHBIX
coobrTuii b.

c. CobObITHE, B KOTOPOM HapymaroTcs (haiiibt
3. Uto OTHOCHTCS K yrpo3aM CBs3aHHBIE ¢ cookie daitmamu.

a. YTeuka KoH(pUIECHIIMAIBHON HH(OpMAIMY, HECAHKIIMOHUPOBAHHBINA JTOCTYN 3J0YMBIIUICHHUKA K
HEKOTOPbIM Web-cepBrUCaM OT MMEHHU I0JIb30BaTelsl.

b. Kpaka JT0ruHOB ¢ IOMOIIBIO KJIABUATYPHBIX BUPYCOB

c. YHUUTOXXEeHUE (DailyIoB HA KOMITHIOTEPE

4. Yto oTHOCHUTCA K IPU3HAKAM HECAHKIIMOHUPOBAHHOTO JOCTyNa

a.llsMenenne 000eB Ha pabodeM CToJIe KOMITbIOTEpa

b.M3MeHeHne KOMIUIEKTYIOIUX CUCTEMHOTO OJI0Ka

c. [TosBnenue B kommbioTepe (aJbIIMBBIX JaHHBIX, YACTbIE COOM B MpoIecce pabOThl KOMIIbIOTEPOB
5. Kakoii 3aKkoH perynupyeT 3aKOHOATENIbHbIN YPOBEHb HAKOIIJIEHHSI TAHHBIX B CETSX

a.149 ®©3 PO

b. 272 YK P®

c.152 @3 PO

Tema 2. PaccinenoBanne HHIIMIEHTOB HH()OPMAITMOHHON O€30MaCHOCTH.
TumoBbie BOMPOCHI ISt TECTUPOBAHUS
1. YTo OTHOCUTCA K NMPECTYIJICHUSIM B COLUAIBHBIX CETAX
a. YTOH MalllMH, Kpa)a Bellei
b. [Tonnenka TOKyMEHTOB, XUIIIEHUE KPEIUTHBIX KapT, KJIeBeTa
c. Hanecenue Bpena 4yxomMy UMYIIIECTBY
d. Hanecenue Bpena 310poBbIO
2. Kakue 00beKThI CIIOCOOHBI 110 CBOUM (DU3UKO-TEXHUYECKUM CBOWCTBAM COZEpkKaTh WH(OPMAITHIO,
HMMEIOINIYI0 OTHOIIIEHHE K PACCIEAyeMOMY MPECTYILIICHUIO
a. XOJIONUIIBHUKHN, MUKPOBOJIHOBOM €YU, 3JIEKTPOYaHUKU
b. [lepcoHanbHble KOMITBIOTEPHI, MOJEMBI, TPUHTEPHI
c. KitaBuarypa, KoMIbroTepHast MBI
d..lomamnuii Tenedon
3. Ha xakue rpymiibl pa3aensitoTcsi 0ObEKTHI CIIEACTBEHHOTO JISHCTBUS
a. Hy>xHble 1 He HY>KHBIE
b. Pabouue u cmomMaHHbIC
c. [Ipeamer TpaIUIIMOHHBIX MPECTYIHBIX MOCITaTeIbCTB U OPYIUs COBEPIICHHUSI IPECTYIIIICHUM
4. OOBEKTOM KOMITBIOTEPHO-TEXHUUECKON IKCTIEPTU3BI SBIISCTCS:
a. KommbroTepHasi TexHuKa U (MJIM) KOMIIBIOTEPHBIE HOCUTENIN WH(pOpMAInu;
b. OraectpenbHOE OpykHe U OOCTIPUIIACHL;
c. Paznuunbie JOKyMEHTHI;
d. CamonenpHBIC B3pBIBHBIC YCTPOMCTRA.
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5. OnHUM U3 BUJIOB KOMIIBIOTEPHO-TEXHUYECKON 3KCIIEPTU3BI SBISIETCS:
a. adopmanmonHas sKkcrepTusa;

b. AnimapaTHasi SKCIIepTH3a;

c. CereBas aKcriepTHU3a;

d. MadopManimoHHO-KOMIBIOTEPHAS HKCIIEPTH3A.

Tema 3. O61mas cxema paccieaoBaHMs IPECTYIIICHUS.
TumnoBbie BOMPOCHI AJIsl TECTUPOBAHUS
1. KomnbloTepHO-TEXHUYECKAs KCIIEPTH3a HA3HAYAETCSI B OCHOBHOM IIPU PaCClIeIOBAaHUU:
a. DKOHOMHUYECKHX MPECTYIUICHUH;
b. KoMIbIOTEpHBIX IPECTYIUICHU;
c. TeppopucTuyecKkux NpecTyIIeHUN;
d. Becex Bblleyka3aHHBIX MTPECTYTICHUM.
2. KoMmmnbroTepHO-TeXHUYECKask HKCIIEPTU3a COCTOUT U3 CIEAYIOLIEro HCCIeT0BaHUS:
a. KoMIbIOTepOB 1 UX KOMIUIEKTYIOIIUX;
b. MoOuIbHBIX TenehOHOB;
c. JlokymeHTauuu;
d. SIM-kapr.
3. [Ipu pou3BOACTBE BHIEMKH U3BATHE DIEKTPOHHBIX HOCHTENIEH MH(DOPMALIUY TPOU3BOAUTCS C yUACTHEM
CHeIHanCTa:
a. [a;
b. Her;
c. Ha ycmoTpenue crnenoBarens (1o3HaBarens);
d. Ecu monmydeHo cyneOHoOe pelieHue.

4. KontmpoBanue nH()OpMAIIUU IO XOIaTaiiCTBYy 3aKOHHOTO BIIAJIEIIbIIa U3BIMAEMBIX AIEKTPOHHBIX
HOcUTENEH

uHpOPMALUHU UK 00IagaTens coepxKalieiics Ha HUX HH(OpPMAIIUU SBIISETCS:

a. O0s13aTeNnbLHBIM;

b. HeoOsi3arenbHbIM;

c. Ha ycmoTrpenue crienoBarens (mo3HaBaress);

d. Ecnun monmyueno cyneOHoe peleHue.

5. 006 ocymiecTBICHUH KOMUPOBaHUS HHPOPMALIUU U O TIepejaue EKTPOHHBIX HOCUTENeH HHPOopMaLnu,
COZIepKAIIUX CKOMUPOBAHHYIO HH(POPMALIHIO, 3aKOHHOMY BIIAJEIbIly H3bIMAEMbIX AJIEKTPOHHBIX HOCUTEINEH
nH(pOpMaIu WK 00JIaaTeII0 CoAEpIKaIeHcs Ha HUX HH(GOPMAIINH JIeTIAeTCs 3aIKCh B!

a. B mocranoBneHn# 0 Ha3HAUYECHUH CY/IeOHOM SKCIIEPTH3HI;

b. B mpoToxkosie clieIcTBEHHOTO ACHCTBUS;

c. Ha mosicaurenbHoi OMpKe yIakoBKH;

d. Bo Bcex BblllIeyKa3aHHBIX BapUaHTaX.

Tema 4. CO0p 10Ka3aTenbCTB.
TumoBbie BOMPOCHI ISt TECTUPOBAHUS
1. B 3agaun uccnenoBanus nHGopManuu (JaHHBIX) MOXKET BXOAUTh (BriOpars numHee):
a. Texunueckue u conepKareibHbIC XapaKTEPUCTUKH TaHHBIX;
b. CreneHp 3amuIeHHOCTH HH(DOPMAITUH;
c. BolsiBrieHue creneny NoBpeAeHNs HHPOPMAIIH;
d. BoccranoBnenue ynaaeHHBIX U TOBPEKICHHBIX TAHHBIX;
e. [lomyyenue nocTyna K 3alMIIEHHON HHPOPMAIUH.
2. Tum ucroTHeHHsI TEXHUKH, 00bETUHSIONINN HECKOIBLKO YCTPOMCTB B OJTHOM KOPITyCE, IPUMEHSICTCS JJIS
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YMEHBIIICHUS 3aHUMaeMOoi 000PYI0OBaHUEM IIJIOIIA U, YIPOLIECHUS COOPKH KOHEUHBIM I0JIb30BATEIIEM,
NpUIaHUS

ACTETUYECKOTO BU/IA, HA3bIBACTCS:

a. Komnerorep;

b. MonHo0110K;

c. [InaHImeTHbIA KOMIIBIOTED;

d. MoOunbHbIH TenedoH.

3. MoOunbHbIH TenedoH, TONMOTHEHHBIN (YHKITMOHATHLHOCTHIO KAPMAHHOTO TIEPCOHATEHOTO KOMITHIOTEPA,
Ha3bIBACTCS:

a. CmaptdoH;

b. Mono0110K;

c. [InaHImeTHbI KOMIIBIOTED;

d. Kamepodon.

4. B paMKax MpoBeICHUST KOMITBIOTEPHO-TEXHUIECKOM AKCIIEPTH3BI MOTYT OBITh UCCIICIOBAHBI TAKHE
yCTpOHCTBa, Kak (Bb1Opats nuiixHee):

a. [lepcoHanbHbIe KOMITBIOTEPHI;

b. HoytOyxku;

c. IInagmersr;

d. Kanbkynstopsr;

5. DnektpoHHas HH(OpMAIUs MOKET XPaHUTHCS Ha:
a. ONTHYECKOM JTHCKE;

b. ®mami-kapre;

c. Ha BHEenmTHEM HaKoOMUTEIIE;

d. Ha Bcex BhIIIeyKa3aHHBIX yCTPONWCTBAX.

Tema 5. JleiicTBHS PaBOOXPAHUTENIBHBIX OPraHOB MO JeJIaM O MPECTYIUICHUIX B chepe KOMIbIOTEPHOM
UH(pOPMAIUH.
Tunosbie BOIIPOCHI AJIst TECTUPOBAHUS

1. BeisiBeHHE UCTIPAaBHOCTH M pab0OTOCIIOCOOHOCTH anmapaTHON COCTaBIISAIONIeH HHPOPMALMOHHOM
CHCTEMBI C YCTAHOBJIICHUEM HEJIOCTAaTKOB U MPUYHMH UX BO3HUKHOBEHHS OTHOCUTCS K:

a. MccnenoBanue annaparHol COCTABIIAIOLIEN KOMITBIOTEPHBIX CUCTEM;

b. ITouck nadopmanmm;

c. [louck nnpopmanuu o padore B cetn HTepHer;

d. Uccnenoanme nHGOPMAIIMOHHON COCTABIISAIONIECH KOMITBIOTEPHBIX CUCTEM;

2. YcranoBieHue (paKTOB HATMYUS, CTETIEHN OMMACHOCTH, & TAK)KE MPU3HAKOB U3TOTOBJICHUS U
pacrpoCTpaHeHUs] BPEIOHOCHBIX MPOTPaMM OTHOCHUTCS K:

a. UccnenoBanue annaparHoi COCTaBISAIOIIEH KOMIIBIOTEPHBIX CUCTEM;
c. [Touck nndopmanmu o padore B cetn HTEpHET;
d. UccnenoBanne nHGOPMAITMOHHON COCTABISIONIEH KOMIIBIOTEPHBIX CUCTEM;

b. [Touck nnpopmanuu;

3. Ilouck Ha MHGOPMAIMOHHBIX HOCUTENSX JJOKYMEHTOB C 33/IaHHBIMU PEKBH3UTAMH I H3BECTHBIM
CoZiep )KaHMEM CKPBITOH (yaneHHO# ) HHPOpPMaIlUK U3BECTHOTO COJEPIKAHMS OTHOCUTCS K:

b. ITouck nadopmanmu;

a. MccnenoBanue annaparHol COCTABIAIOLIEN KOMITBIOTEPHBIX CUCTEM;

d. Uccnenoanme nHGOPMAIIMOHHON COCTABIISAIONIECH KOMITBIOTEPHBIX CUCTEM;

c. [louck nnpopmanuu o padore B cetn HTepHer;

4. Ycranosienue $hakToB pazMenieHus napopmaiuu Ha HTEpHET-pecypcax OTHOCUTCS K:
b. [Touck nnpopmanuu;



c. [louck nnpopmanuu o padore B cetn HTepHeT;
a. MccnenoBanue annaparHOi COCTABISIONIEH KOMIIBIOTEPHBIX CUCTEM;
d. UccnenoBanne nHGOPMAITMOHHON COCTABISIONIEH KOMIIBIOTEPHBIX CUCTEM;

5. OTHOCHUTCA M U3yuYeHHe HOocuTeNnel HH(pOopMaIiH, JII000T0 THIIA, ITOCTOSHHBIX WK BPEMEHHBIX, IS
OoOHapyXECHHUsI THTEPECYIOIINX BAC JAHHBIX, /Ul U3BJICUCHHUS JaHHBIX B CIydae MOBPEXKICHUS HOCUTEIEH,
IUIsL aHATTN3a TIOBPEXKACHUH, (PU3NUECKUX I IPOTPAMMHBIX, KOTOPBIE TIOHECEHBI HOCUTEIISIMU
MHPOPMALIUH K 3a/1a4aM KOMITBIOTEPHOM SKCTIEPTU3HI?

a. Jla
b. Her
4.3 IIpomexxyTouHast aTTECTAlUS 110 AUCITUIUTHHE MPOBOAUTCS B hopMe dK3aMeHa

Tunosblie Bonpocskl 3xk3amena (OIIK-1, ITK-12)
OOBEKT U peAMET KOMITbIOTEPHOM SKCIIEPTH3bI?
3aga4uu KOMITbIOTEPHOM AKCTIEPTU3BI?
Kaknmu 3akoHamMu peryinupyeTcst AesITeNbHOCTh KOMITbIOTEPHON IKCIIEPTU3BI?
Kakue opranuzanuu 3aHUMarOTCsl KOMIIBIOTEPHOM SKCIIEPTU30M?

AN

Kakue npectynneHus Hyk1arTcs B KOMIIBIOTEPHOM KcniepTuse?

Tunosble 3axanus s sxk3amena (OIIK-1, ITK-12)
1. YUto oTHOCHTCS K 00BEKTaM MPOTPAMMHO-KOMITHIOTEPHOM IKCIIEPTU3HI?
a. OHepaI_II/IOHHBIC CUCTCMBbI, YTHJIMTHI, IPUKJIAAHBIC ITPOTrPaMMBbI

b.OnepanmoHHblE CHUCTEMBI, YTUIUTHI, MPOTPaMMHBIE CpEACTBa JUIs pPa3pabOTKH MPOTrPaMMHOIO
oOecredeHus, IPUKIIaIHbIe TPOrPAMMBI.

C. MPOrPaMMHBIE CPEACTBA IS Pa3pabOTKH MPOrPaMMHOTO 00eCIIeUeHHs, PUKIIATHBIC TIPOTPaMMBI
d. IlpuknanHbie TpOrpaMMBbl, yTUIUTHI

2. JlaTe onpeneneHre HHIMACHT HHPOPMAITMOHHOW 0€30MMacHOCTH

a. CoObITHE, ClTy4aii, HeIOpa3yMeHHe, IPOUCIICCTBUE

b. CoOsvITHE, SABISIOIIEECS CIEACTBHEM OMHOIO MM HECKOJBKHX HEXEIATENIbHBIX WIM HEOKHIAHHBIX
cooOrrTuii B.

c. CobOpITHE, B KOTOPOM HapymaroTcs (aitipt

3. Uto OTHOCHTCSI K yrpo3aMCBsI3aHHBIE ¢ cookie daitmamu.

a. YTeuka koH(UICHIMANbHON HMH(pOpPMAlMK, HECAHKUMOHHWPOBAHHBIM JOCTYIl 3JIOyMBIIIJICHHUKA K
HEKOTOPbIM Web-cepBrUCaM OT MMEHH I0JIb30BaTelsl.

b. Kpaka 10ruHOB ¢ TOMOIIBIO KIIABUATYPHBIX BUPYCOB
c. YHHuTOXXeHHE (DailioB Ha KOMITHIOTEPE

4. YT0 OTHOCHTCS K IPU3HAKaM HECAHKIIMOHUPOBAHHOTO JOCTYTIA

a.l3menenne 000eB Ha paboveM CTOJIE KOMITbIOTEPA

b.M3MeHEeHNE KOMITIEKTYIOITUX CUCTEMHOTO OJI0Ka

c.IlosiBnenre B KommbioTepe (aNbUIMBBIX JaHHBIX, YaCThIe COOM B Mpolecce paboThl KOMITBIOTEPOB

5.Kakoii 3aK0oH peryinmpyer 3aKOHOAATEIbHbIN YPOBEHb HAKOTUICHHS! TAHHBIX B CETIX
a.149 ®©3 PO
b.272 YK PO
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c.152 ®3 PO

6.Yto oTHOCHTCS KIIPECTYIJICHUAM B CONUAJIBHBIX CCTAX

a. YTOH MalllMH, Kpaxa Bellei

b.ITonaenka 1OKyMEHTOB, XUILIEHHE KPEIUTHBIX KapT, KI€BETa

c. Hanecenue Bpena 4yomMy UMYIIECTBY

d.Hanecenue Bpena 310poBbIO

7.Kakue 0OBEKThI CIOCOOHBI MO CBOUM (U3UKO-TEXHUYECKUM CBOMCTBAM COAEpXarh WH(POPMALHUIO,
MMEIOIIYIO OTHOIIEHHUE K paccielyeMOMY MPECTYIUICHUIO
a. XOJIONUIIBHUKHN, MUKPOBOJIHOBOM €YU, 3JIEKTPOYaHUKU

b.IlepcoHanbHble KOMIBIOTEPHI, MOJIEMBI, TPUHTEPHI

c. KitaBuarypa, KoMnbroTepHask MbIIb

d./lomamrawmii Tenedon

8.Ha kakue rpynmsl pa3aenstorcss OObEKThI CIASACTBEHHOTO JICHCTBHS

a.Hy>xHbIe U HE HyKHBIE

b.Paboune u ciiomaHHbIE

c. [IpenMer TpaAMLIMOHHBIX MPECTYIIHBIX MIOCATATENLCTB U OPYAMS COBEPILIEHUS IPECTYIUICHUN

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU
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Orenka

Komrmerennn

Jeckpuntops! (ypoBHN) — OCHOBHBIC PU3HAKKA OCBOCHUS (TIOKa3aTEIH
TOCTYOKCHHSI pe3YJIBTaTa)

OIIK-1

JIeMOHCTPUPYET BBICOKUI YPOBEHb 3HAHWM U BIIAJCHUS HaBbIKAMU U
YMEHUSIMH  PELICHUS 3aJad C HCIOJIb30BAHMEM METOAOB W
TEOPETUYECKUX MPENCTABICHUM KOMIIBIOTEPHON AKCepTu3bl. OTBET
IIOCTPOEH JIOTUYHO, Marepuasl U3JIaraeTcs 4eTKO, SICHO, XOPOLIMM
SI3bIKOM, apT'yMEHTUPOBAHO.

COTITHYHOY
(85 - 100 6ammoB)

MK-12

JIeMOHCTPUPYET BBICOKHM YPOBEHb 3HAaHUN IMPEIMETOB U 3a1ad
KOMITBIOTEPHOM JKCIIEPTU3BIL, HOHATHUHU HHIIMCHTA
nH(OPMAITMOHHON 0€e301MacHOCTH, MOHSATUHN MOJINTUKHU
nH(popMaImoHHoi Oe3omacHOCTH. CrocoOeH BBHISBISITH MPU3HAKU
HECAHKLIMOHUPOBAHHOTO JOCTYIAa, OMNpPENETsATh MECTO U Bpems
COBEpILECHUS] TPECTYIUICHUs,, HAXOAUTb  CIeAbl B CHCTEMHBIX
obmactsix (alnoBoil CUCTEMBI, TPUMEHATh KOMIUIEKCHBIN TOAXO0J K
obecrniedeHnto HHPOPMAIMOHHON 0€30MacHOCTH OOBEKTa 3aIUTHI B
pa3nu4YHbIX chepax AesITeNLHOCTH.

OIIK-1

Iloxa3eiBaeT TBEPABIC 3HAHHA OUCHHUILIMHBI, CaMOCTOATCIIBHO U
MMOCJI€A0BATCIIbHO U3JIaracT MaTCpurai

«XOPOIIIOY
(70 - 84 6amnoB)

I1K-12

JleMOHCTpHUpYET JOCTATOUYHBIM YPOBEHb 3HAHUHN MPEIMETOB M 3a]1a4
KOMITBIOTEPHOI SKCIEPTU3HI, HOHATHUHU HHIIUJIEHTA
HH(pOpMAITMOHHOM 0e301acHOCTH, MTOHATUH MTOJINTUKH
nHpopmarmonHoi Oe3omacHOCTH. CrmOCOOEH BBIABIATH MPU3HAKH
HECAaHKIIMOHUPOBAHHOTO JOCTyMa, OMNPEAeNsATh MECTO U BpeMs
COBEpIICHUS MTPECTYIUICHUS

OIIK-1

IToxa3pIBacT 3HAHUS JAUCHUIIIIMHEBI, OOITYCKACT HECKOTOPLIC OIIMOKHU B
H3JI0KCHUU MaTCpuajia

«YIOBJIETBOPUTEIHHOY
(50 - 69 6amoB)

MK-12

JIEeMOHCTPUPYET HE IOCTATOYHBIM ypOBEHb 3HAHWM IIPEIMETOB U
3a7a4 ~ KOMIIBIOTEPHOW  JKCIIEPTHU3BI, OOHATUHM  HMHIMIEHTA
nH(OPMAITMOHHON 0€e301MacHOCTH, MOHSATUHI MOJINTUKHU
nH(popMaImoHHoit Oe3omacHOCTH. CrocoOeH BBHISBISITh MPU3HAKU
HECAHKLIMOHUPOBAHHOTO JOCTYTIA.
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OIIK-1 JleMoHCTpUpyeT  crnaOblii  ypoBeHb  BIAJCHUS  (PU3UUYECKUMU
KOHICTIMSIMA W MeTojaMu  (QU3UKK Il PELICHUS
npodecCHOHANIBHBIX 3a7a4. HecrmocoOeH WM HEYBEpeHHO U
JIOTMYECKH HETOCIIeI0BATEIbHO U3JIaraeT MaTepuaJl.

[IK-12 JleMoHCTpUpyeT cina0blii ypOBEHb 3HAaHUM TPEAMETOB U 3ajay
KOMITBIOTEPHOM JKCIIEPTU3BIL, HOHATHUHU HHIIMCHTA

«HEYIOBIIETBOPUTEIIHLHOY o .
MH(POPMALTMOHHON 0€30MacHOCTH, MOHSITHN MOJIMTUKU

(menee 50 6amoB) .
nHpOpMaLMOHHON Oe3omacHocTH. He ciocoOeH BBISBIATH IPU3HAKU

HECAHKLIMOHUPOBAHHOTO JOCTYIa, OMNpPENETsATh MECTO U Bpems
COBEPILECHUSI TPECTYIUICHUS, HaXOIUTh CIeObl B CHCTEMHBIX
obmactsix (aloBoil CUCTEMBI, TPUMEHATh KOMIUIEKCHBIN TOAXO0J K
obecrniedeHnto HHPOPMAIMOHHON 0€30MacHOCTH OOBEKTa 3alUTHI B
pa3nu4YHbIX chepax AesITeNLHOCTH.

5. MeTonnueckue ykazaHusi AJisl 00y4al0IUXCS 110 OCBOCHUIO M CHUILTHHBI (MOLYJIS)

5.1 MeTtoandeckue yka3aHus IO OPTaHU3AIlMN CaAMOCTOSTEIBHOM PabOThI O0YUYaIOIINXCSI:

[Ipuctynas K W3yYeHUIO TUCIUIUIMHBI, B MEPBYIO Odepelb OOydaromuMcsi HEOOXOAMMO O3HAKOMHUTBCS
comepxaHueM paboueil mporpammbl nuctuiumabl (PI1[]), xotopas ompezaenser coaepxaHue, oObem, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUILINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHue AUCIUTITMHBD),
«YuebHo-MeTonyeckoe U HHGOpMAIIMOHHOE 00ecTieyeHIe TUCIUIUIUHBD U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOrpaMMHOE o0ecreueHue, MpodecCHoHaIbHBIC Oa3bl TaHHBIX 1
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0bemM u copepkaHHE AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl M TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKUX Yacax.

B pasgene «YdeOHo-meTomumueckoe U HH(POpMalLMOHHOE oOecledyeHrue AMCHUIUIMHBDY — yKa3aHa
pEeKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOECIeueHue TUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W HWH(GOPMAIMOHHBIE CIPABOYHBIE CHCTEMBD» COACPKHUTCS IepeueHb
npodeccruoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIHUMBIX AJIi OCBOCHUS
JUCLUTIINHBL.

5.2 PexomeHnanuu o0y4aronmMcs o padore ¢ TeOpeTUYeCKUMU MaTepraiaMy Mo TUCIUIUINHE

[Tpu u3ydeHnn 1 mpopadbOTKe TEOPETUICCKOTO MaTepraia HeOOXOaUMO:

- IPOCMOTPETH €I1I€ pa3 Nnpe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JAONOJHHUTh €ro € Y4YeTOM PEKOMEHJIOBAHHOM JOMOJIHUTEIbHOU
JIUTEPATypBhL;

- IPY CAMOCTOSITEIbHOM M3yUYE€HUU TEOPETUYECKOM TEMBbI CIENaTh KOHCIIEKT, UCIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PI1/] ucrounuku, npodeccuoHabHbIC 0a3bl TaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIC CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSATENILHON pabOTHI, 10 TeMeE MpeAcTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TIPH MIOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpeacts (POC).
5.3 Pexomennamuu mmo pabote ¢ Hay4HOU U yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOM M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MPU TMOATOTOBKE K YCTHOMY ONPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAaeT NMPOpabOTKy JIEKIIMOHHOTO Marepuala U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1oimkeH coaepxarb pedepaTruBHy 0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopori Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYPbI IO
TeMaM, BBIBOJIbI MO Ka)KIOMY Bompocy. KoHCIEKT MoXkeT ObITh BBHIMOJIHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKINI WK B OTAEIbHOW TeTpamu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEPKaTh HE OTHOCALIYIOCS K TeMe HH(OPMALIMIO UIH PUCYHKH.



KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBE€ThI Ha Ka)KI[BIﬁ IOCTaBJICHHBII B TEME BOIIPOC, HUMCTL CCBUIKY Ha HWCTOYHHUK I/IH(bOpMaI_[I/II/I C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
Koucmexkt moxer 6I>ITB OIMOPHBIM (COI[ep)KaTB JIUIIIb OCHOBHBIC KIIFOYEBLIC HOSI/II_II/II/I), HO TIpU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OMpeaAciACTCa CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMK 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
paszgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh U A((HEKTUBHOCTH UCIIOIB30BAHMS HATMISIHBIX MOCOOM U TEXHUYECKUX CPEACTB MPHU
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTepuarna;

- palMoOHAJIbLHOCTD HUCIIOIB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATH. [Ipy BBICTYIUICHHH C MPE3eHTalMell HeoOX0MuMOo oOpaIiaTe BHUMAaHHE
HA TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aJleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE PErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpPOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coiep)aHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs —JIOCTHXKEHHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4 CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:
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1. bernmapssn M. E. CynebHass KOMIBIOTEpHO-TEXHHUYECKAs SKCIIEPTU3a : HAYYHO-TIPAKTHYECKOe ocodue. -
Mocksa: Onuth, 2015. - 71 c. - Teket : snexrponHsblid / DbC «YHuUBepcuTeTCKast OMOIMOTeKa OHIIAH
[caiiT]. - URL: http://biblioclub.ru/index.php?page=book&id=446544
2. Jlonarun JI.B. KomnbrorepHas skcmepTH3a : 3JeKTpoH. yued. mocobue. - TamboB: [b.u.], 2014. - 1
aNeKTpoH. ont. 1uck (CD-ROM)

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. JlJonatun J1.B., Kanununa KO.B. bezonacHbie HHPOpPMAIIMOHHBIE TEXHOIOTHH : 3JIEKTPOH. yuel. mocodue.
- Tamb6o0B: [b.u.], 2014. - 1 anekTpoHn. ont. nuck (CD-ROM)

2. Jlonarux /[.B. 3amura KOMIBIOTEPHBIX CUCTEM OT JECTPYKTUBHBIX pOrpaMM : ¥Y4el.-MeToa. mocoodue. -
Tam6o0B: U3n-so TT'Y, 2005. - 158 c.

3. MadopmaiioHHble TEXHOJOTHH : JIAOOp. MPAKTHKYM : yueb.-meron. mocodue, YU.I. - Tambos: M3n-Bo
TT'Y, 2008. - 62 c.

6.3 VlHble UCTOYHUKHU:
1. ®enepanpubiii moptan «Poccuiickoe oopa3zoBanue» - http://www.edu.ru/

7. MaTepuaJbHO-TeXHMYeCKoe o0ecnedeHHe TUCHUILVINHBI, IPOrpaMMHOe o0ecredyeHue,
npogeccnoHanbHbIe 023bI JAHHBIX 1 HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMbI

Jlng mnpoBeneHus 3aHATHM MO JUCHUIUIMHE HEOOXOIUMO ClIeAyIollee MaTepuaibHO-TEXHUYECKOe
oOecrieueHue: ydeOHble ayqUTOPUM [AJsl TPOBENCHUS 3aHITHH JIEKIIMOHHOTO M CEMHHApCKOro THIIA,
TPYNIOBBIX W WHAWBHUIYaJIbHBIX KOHCYJbTALUM, TEKYLIEr0 KOHTPOJI U MPOMEKYTOUHOM aTTecTaluH,
MTOMEIIEHUS 111 CAMOCTOSITENIbHON paboThlI.

YdeOHbIe ayTUTOPHUN U IIOMEIICHUS ISl CAMOCTOSTEIILHON paOOThl YKOMIUIEKTOBAHBI CIICTIHATH3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMH CPEJCTBAMHU OOYyUCHHMS, CIIY>KAIUMH JIJIs1 TIPEICTABICHHS YyueOHOW nHbOpManu
OOJIBITION ayTUTOPHH.

[TomerieHus U1t CaMOCTOSATENILHONW paOOThl YKOMIUIEKTOBAHbI KOMITBIOTEPHON TEXHUKOH C BO3MOXKHOCTBIO
MTOAKITFOYEHHUS K ceTh "Unrepuet" 51 obecrieueHneM JI0CTyIa B AIIEKTPOHHYO
MH(POPMALIMOHHO-00pa30BaTEeIbHYIO CPEAy YHUBEPCUTETA.

Jlist mpoBeIeHNs 3aHATHI JICKIIMOHHOTO THITA UCTIONB3YIOTCS HA0OPBI IEMOHCTPAIIHIOHHOTO 000PYI0BaHUS,
o0ecreunBaIIre TeMaTHYECKUE WILTIOCTpaud (ITPOEKTOP, HOYTOYK, SKpaH/ MHTEPAKTUBHAS JTIOCKA).

JInneH3noHHOE MPOrpaMMHOE 0OecIIeUeHuE:

CryptonLock

Crypton Jlo3op

CryptonFastDisk

CryptonEmulato

Crypton IP Mobile

Terrier 3.0 (cpenctBo koHTpos 3amuinenHoctu ot HCI)

Delphi 2007 for Win32 Professional

@uxkc 3.0 (mporpamma (pUKcaUy U KOHTPOJISI UCXOAHOTO COCTOSIHUSA)
PeBu3zop-2 XP (mporpamMmma KOHTPOJIS TOTHOMOYHH T0CTyNa K MH()OPMAITMOHHBIM pecypcam)
PeBusop-1 XP (cpeacTBo co3gaHust MOZIEIN CUCTEMBI pa3rpaHUYeHMs] JOCTYIIA)

ITpodeccronanbhblie 6a3bl JaHHBIX U UHPOPMAITMOHHBIE CIIPABOYHBIE CUCTEMBI:

1. ONEeKTPOHHBIN KaTrajor @yHIaMEHTaIbHON OubmuoTeKn TTV. — URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2. Ilpe3unentckas 6ubmmorexka umenn b.H. Enprinna. — URL: https:// www.prlib.ru
3. Poccuiickast HanmonanbHas oubmanoreka. — URL: http://nlr.ru

4. Poccumiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru

5. Hayunas snexkrponHas 6nbmuorexka eLIBRARY.ru. — URL: https://elibrary.ru
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6. Koucynsrant crymenta. ['ymaHuTapHbIe HAyKH: OJJIEKTPOHHO-OMOMMoTeyHass cucrtema. — URL:
https://www.studentlibrary.ru
7. OnexkrponHas 6ubnmoreka PODU. — URL: https://www.rtbr.ru/rffi/ru/library

8. Hayunas onextpoHHas Oubnmoreka Poccuiickoii  akamemun — ecrectBo3Hanus. — URL:
https://www.monographies.ru

9.  VHuBepcurerckas OuOnuoTreka OHJAMH:  3JEeKTpoHHO-OMOnMoreunas  cucrema. —  URL:
https://biblioclub.ru

JJIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz
B3aumoneiicTBue mpenomaBaTens M CTy[JEHTa B Ipolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYHBTHMGHHﬁHBIX, THIICPTCKCTOBLIX, CCTCBLIX, TCICKOMMYHUKAIITMOHHBIX TGXHOHOFHﬁ, HCIOJIL3YCMbBIX B

ANIEKTPOHHOH MH()OPMAIIMOHHO-00pa30BATEILHON CPEie YHUBEPCUTETA.



