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1. lean u 3agaun AUCHUATIHMHBI

1.1 Henp qucuuruivHel — GopMUpOBaHUE KOMIIETEHIIHIA:

OIIK-7 CnocoOGHOCTh ompenensaTh HWHPOPMAIMOHHBIE PECypChl, TMOJICKAIIUE 3allUTe, YIPO3bI
0e30MmacHOCTH HMH(OpPMALMM U BO3MOXKHBIE IYTH HMX pealil3allud Ha OCHOBE aHalu3a CTPYKTYpbl H
conepkanusl THHOPMAIIMOHHBIX MPOIECCOB U 0COOCHHOCTEN (DYHKIIMOHUPOBAHUS OOBEKTA 3aIUTHI

[IK-1 CrnocoOHOCTh BBIIONHATH PAabOTHI MO YCTAaHOBKE, HACTPOWKE U OOCIY>KHBAaHUIO MPOTPAMMHBIX,
MPOrPaMMHO-AMNIAPATHEIX (B TOM YHCJIE KPUOTOrpaQUUECKUX) U TEXHHUYECKHX CPEACTB 3allUThI
uHpOpMaLUU

I[IK-6 CrnocoOHOCT MPUHHUMATH Yy4YacTHE B OPTaHW3alldd W TPOBEACHUH KOHTPOJBHBIX IPOBEPOK
paborocrocoOHOCTH W 3(PGEKTHBHOCTH MPUMEHSEMBIX TPOTPAMMHBIX, MPOTPAMMHO-AMIAPATHRIX U

TEXHUYECKHUX CPENICTB 3aIIUThI HH()OpMAITUN

1.2 Bunp! u 3a1aun po¢eCCUOHATBLHOMN NeITEIbHOCTH 110 JUCIUTUIHHE:

- OpPraHu3alMOHHO-YIIPABJICHYCCKAA

- OCYNIECTBJIICHHE OPTraHW3allMOHHO-TIPABOBOTO obecreueHrss WH(POPMAIMOHHOW O€30MacHOCTH

00BEKTa 3aIUTEI

- opraHu3aiys paboThl MaJbIX KOJUIEKTUBOB UCTIOITHUATEIICH

- y4yacTue B COBEPLICHCTBOBAHUHU CUCTEMBI YIIPABICHUS HHPOPMALIMOHHON O€30MaCHOCTHIO

- U3y4eHne U 000OIICHHE OMbBITa paOdOTHl APYTUX YUPESKIACHUN, OPTaHU3AIMA U MPEINPUATHI B
o0nacTH 3antuThl UHPOPMAITUHK, B TOM YUCIIe HHPOPMAIUA OTPaHUYEHHOTO I0CTyIa

- KOHTPOJb 3(PGEKTUBHOCTH peau3aiyl MOTUTHKA WH(OPMAIIMOHHONW 0€30MacHOCTH OOBEKTa

3aIUTEI
- JKCIUTyaTarlMOHHAs

- YCTaHOBKA, HACTPOWKa, OHKCIUTyaTaluds W TMOIJepKaHHE B PaOOTOCIIOCOOHOM COCTOSHUU

KOMIIOHCHTOB CHUCTCMBI obecrieueHuUs

YCTaHOBIICHHBIX TPeOOBaHUI

UHPOPMAIIMOHHOW  0€30MacHOCTH € y4eTOM

- aJIMUHHUCTPUPOBAHHUE TIOJCUCTEM UH(OPMAIIMOHHON O€30ITaCHOCTH 00BEKTa

- yyacTue B MPOBEICHUH aTTecTaluu 00beKTOB MH(POpMATU3aLuU 10 TPeOOBaHUAM OE30MaCHOCTH
MHPOPMALIUH U ayauTe HHPOPMAITMOHHON 0€30MaCHOCTH aBTOMATU3UPOBAHHBIX CHCTEM

1.3 B pe3ynbTare 0CBOCHHS JUCHUIUIMHBI y 00YYarOIUXCs TOJKHBI OBITH COPMUPOBAHBI CIICAYIOIINE

KOMIICTCHIINU

Kon n HammenoBaHue
xommnereniuu ®I'OC BO,
HEOOXOOUMOH IS

O06001TIeHHBIEC TPYIOBEIC
(yHKIMH / TPYAOBBIC
(YHKIMY / TPYAOBBIC HIIH

3HaHUSA U YMEHHsI, HEOOXOAUMBIC TSI POPMUPOBAHHMS

npodeccruoHaIbHEIC (hopMHpOBaHUS TPYIOBOTO TPYJOBOTO JICHCTBHS / KOMITETCHIINU
nercTBus (IPH HAUTHIUAH WIH PO CCHOHATBLHOTO
npodcTangapra) TEHCTBUS
OIIK-7 CiocobHOCTh 3HACT ¥ MOHUMAET:
OTIPENEIATh
OCOOCHHOCTH W COCTaB HAy4YHO-METOJIOJIOTHYECKOTO
nH(pOPMAIOHHBIC

pecypcehl, TOATICKAIITUE
3aIHUTE, YTPO3BI
Oe3onacHoCTH HH(DOpMAIHU
U BO3MOYHBIC ITyTH UX
peanu3aiy Ha OCHOBE
aHaJiu3a CTPYKTYPhI U
COZIePIKAHHSI
WHPOPMAITHOHHBIX
MPOIIECCOB M 0COOCHHOCTEH
(YHKIIHOHUPOBAHUS
00BbEKTa 3aIUTHI

Oasrca pereHus 3a1ad 3aluTel HHOOPMAaIii Ha OCHOBE
MPOTPaMMHO-AIIaPATHBIX CpEJICTB, TIPUHIIHIIEL
oOecrieueHus 3aUThl HHPOPMAITUH.

YMeer (criocoOeH IPOAeMOHCTPUPOBATH ):

VYMmeer (cnoco0eH MpOAEMOHCTPHUPOBATH): MCIOJIB30BATH

COBpPEMEHHBIC TMOAXOABl K MPOTrpaMMHO-ANMapaTHOU
3amuTe nHHOpMaIuu

Bnageer:

COBPEMCHHBIMH METOLAMU 3aIUTEI

MPOrpaMMHO-aNapaTHBIX CPEJICTB

[IK-1 CriocobHOCTH

3HAeT ¥ IOHUMACT:




BBITTOJTHATH PabOTHI TIO
YCTaHOBKE, HACTPOUKE U
00CITy’)KHBaHHIO
MPOTPaMMHBIX,
MPOTPaMMHO-AIIAPATHBIX
(B TOM HmCITE
KpunTorpapuIeckux) u
TEXHUYECKUX CPEJICTB
3alIUThl HHpOPMALIUK

3HaTh. OCHOBBI pa6OTLI C TpOrpaMMHO almaparHbIMU
CpCACTBaMU 3allIUThI

YMeer (criocoOeH IPOIeMOHCTPHUPOBATH ):

YMeTh: CcaMOCTOATENBHO paboTaTh C anmapaTHBIMU
cpencrBamu 31U

Bnaneer:

Brnaners: HaBbIKAaMU 1O YCTAaHOBKE, HACTpOHKE U
00CITyKHBaHHIO MPOTPaMMHBIX,

MMpOrpaMMHO-aNIapaTHbIX U TCXHUYCCKUX CPECIACTB 3U

[MK-6 Cnoco6HOCTH
MPUHUMATH YYaCTHE B
OpTaHHU3aIlNU ¥ TPOBEACHUN
KOHTPOJIbHBIX MTPOBEPOK
paboToCIIOCOOHOCTH U

3¢ PeKTUBHOCTH
MPUMEHSIEMBIX
MPOTPaAMMHBIX,
MPOTPaMMHO-AIMMAPATHBIX U
TEXHUYECKUX CPEICTB
3aIUTHl KHPOPMAIH

3HaeT U MOHUMACT:
3HaTh: COBpPEMEHHBIE CPEICTBA pa3padOTKH W aHaIM3a

MPOrPaMMHOTO  OOECTedeHnsT Ha S3bIKaX BBICOKOTO
YPOBHS

YMmeer (criocoOeH IPOAEeMOHCTPHUPOBATH ):

YMeTh: COCTaBNSATH, TECTHPOBATh, OTJIAKUBATh U
0 OPMIIATEH IPOTPaMMBI Ha S3BIKaX BBICOKOTO YPOBHS
Buianeer:

Brnagets: npodeccuoHaIbHBIMU CPEICTBAME Pa3pabOTKH
MmporpaMMHOTO  oOecrieueHusi, ero  OmIAJKd U
TECTUPOBaHUS

1.4 CornacoBaHue MEXAUCITUTUTMHAPHBIX CBA3CH MUCIUTIINH, 00€CIIEYNBAIOIINX OCBOCHUE KOMITCTCHITHI:

OIIK-7 CrocobHOCTh ompeaessTh WHOOPMAITMOHHBIC PECYpPChl, MOMJICKAIINE 3aIInuTe,
yrpo3sl 0e30macHOCTH MH(pOpPMAIMM U BO3MOXKHBIE MYTH WX peaju3alMyd Ha OCHOBE
aHaiM3a CTPYKTYpbl M cCoOlEep:KaHHs HH(GOPMAIMOHHBIX MPOLECCOB M OCOOEHHOCTEH
(YHKIIMOHUPOBAHUS OOBEKTA 3aIIUTHI

Ne
n/m

HanmenoBanme
JIMCITUILINH,
OTIPEICIISIIOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas
(cemectp)

41517

W36panHbIe BONPOCHI
MHPOPMALIIOHHON
0e30macHOCTH

OcHOBEI
MHPOPMALIIOHHON
0e30macHOCTH

OCHOBBI yIpaBJICHHS
MHPOPMALIIOHHON
0€301acHOCTBIO

TexHuveckas 3amuTa
MHpOpMaIH

[IK-1 CriocoOHOCTh BBITIONHATH PabOTHI MO YCTAaHOBKE, HACTPOMKE M OOCITY)KHBAHUIO

MPOrPaMMHBIX,

TEXHUYCCKHUX CPEJICTB 3aIUThI HH()OpMAITUN

Ne
n/m

HanmenoBanmue
JIMCITUILINH,
OTIPEICIISIFOITIX
MEKIUCIUTUTMHAPHEIE
CBSA3H

dopma oOyyeHus

Ounas
(cemectp)

41516

MIPOrpaMMHO-ANMapaTHbIX (B TOM YHCJIE KpHUNTOTPpapUUECKUX) W




1 [AmanTanmonHas +
NUCHUILIMHA I
WHBAJIMIOB U JIUII C
OB3 "OcHOBEI
9IEKTPO U
paavon3MepeHui”

2 |Kpunrrorpadudaeckue + | +
METOJIBI 3AIIUTHI
uHopMaru

3|OCHOBEHI IEKTPO- U +
paarou3MepeHui

4 |TexHnueckas 3aImiuTa + | +
MHpOpMaIH

5 | OkcIuTyaTarmoHHast +
MpaKTHKA

6 |OnexTponuka u +
CXEMOTEXHHUKA

[IK-6 CrtocoGHOCTh MPUHUMATh yY4acTHE B OPraHU3aIldd M MPOBEACHUH KOHTPOJIHHBIX
MPOBEPOK  paboTocriocoOHOCTH H  A(P(HEKTUBHOCTH TNPUMEHSIEMBIX MPOrPAMMHBIX,
MPOrpaMMHO-AIMAPATHRIX U TEXHUYECKUX CPEJCTB 3alUThl HHPOPMAIUK

Ne HaumenoBanue dopma
/o JUCUUILINH, o0yueH
OTIPEIEISIOMNX us
MEXIUCIUTUIMHAPHBIE | OyHas
CBS3H (cemect
p)
7
1 | OxcruryaTarmonHast +
MPaKTHKA

2. MecTo nucuuiuiaabl B cTpykrype OII 0akanaBpuara:

JuctmmuinHa «[IporpaMMHO-anmapaTHeie CpPeICTBa 3alIUThl MH(OOpMAIMM) OTHOCUTCS K 0a30BOW YacTh
yueonoro miana OIl mo manpasnenuto moaroroBku 10.03.01 - Madopmanrionnasi 6€30MacHOCTb.

HuctumimHa «IIporpaMMHo-anmaparHbie CpeAcTBa 3alluThl HHPOpMaIm» u3ydaercs B 4, 5 cemecTpax.

3.00beM u conepxaHue TUCUUILIUHBI
3.1.00peM qucrmIutuHEL: 11 3.€.
Ouynas: 11 3.e.

Bun yueOHOM paboTh (BCCOFEIjIE;.iOB)
OO0mas Tpyn0éMKOCTb 1M CHUILTTHHBI 396
KonTaktHas pabora 160
Jlexuu (Jlexiun) 72
Jlaboparopnsie (JIab. pab.) 88
CamocrosrenbHas padota (CP) 164
DK3aMeH 72

3.2.Coneprkanue Kypca.

Ne Ha3zBanue Bun yuebHoli | DopMBbI TEKyIIETO
TEMBI paszena/TemMsl pabotsl, yac. KOHTPOJIS




Jlex |JIa6 | CP
U | .
pao.
O|l0|O
4 cemectp

1 [Ipenmer u 3amaun Hoxmang
MporpaMMHo-annap | D
aTHOM 3aIUThI
uH(pOopMaIuu.

2 Cucremsl JlabGopatopHas

6 | 6 |12
UIeHTU(DUKAITIN pabora

3 JloCcTym K TaHHBIM JlaboparopHas
CO CTOPOHBI 6 | 8 |14 pabota
nporecca.

4 IIporpamMmMHoO-anmap JlaGoparopHas
aTHBIE KOMIUIEKCHI 6| s |14 pabora
3aIUTHI
uHpOpMaLIUH.

5 DNEeKTpOHHBIN JlaGoparopHas
UACHTUPHUKATOP 6 | 8 |14 pabora
ruToken.

6 Cucrema JlabGopatopHas
OMoMeTpHUYECKOM pabora,

8 | 8 | 14
uAeHTU(PUKAIINH TectupoBanue
BioLink.

7 MeTo/b1 3aIUTHI JlabGopatopHas
MIPOTPaMMHOTO pabora
o0ecriedyeHus ot 2 2 | 14
HECaHKIIMOHUPOBaH
HOTO
UCIOJIb30BaHUSI.

8 Mertons! u cpencTsa JlaGoparopHas
OrpaHUYEHUS 2 | 3 |14 pabota
JIocTyna K
koMmrnoHeHtam OBM

5 cemecTp

9 [TonsiTue ob6paTHOTO 41 s |14 JlabGopatopHas
MIPOCKTUPOBAHMUS. pabora

10 ATaku Ha MOZYJH JlabGopatopHas
MIPOBEPKHU pabora
KOPPEKTHOCTH 4 | 8 | 14
KJIFOUYEBOU
nHpopmarun

11 3ammTa nporpamm 4 g | 14 JlabGopatopHas
OT U3YYCHHUSI. pabora

12 3ammra oT JlabGopatopHas
pa3pyuIaroImx pabora;
MPOTPAMMHBIX 6 I 14 [IpakTyeckoe
BO3JIEHUCTBUH. 10 3aJaHue ISl

MPaKTUYECKOM
MOJTOTOBKH

Tema 1. [Ipeamer u 3axa4n MporpaMMHo-annapaTHoi 3amutbl uHGopmanuu. (OIIK-7)




Jlekumus.
[IpenmMet u 3aga4u nmporpaMMHoO-anmapaTHoN 3auuTsl HHGopmanuu. Kiaccudukanus MeTo0B U CpPelCTB
MIPOrpaMMHO-AIMapPaTHON 3aIUThl HH(OPMAIUH.
JlaGopaTopHbie padoThbI.
He npenycmorpeno
3ajanus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.ITepeuncnure 3amauu MporpaMMHO-aNIapaTHON 3alTUTHI HH(GOPMAITHH.
2. IlponsBenure KiIacCH(PUKALUIO METOJOB M CPEACTB ITPOrPAMMHO-AIIIAPATHOM 3aIUTHl HH(OpMAITH

Tema 2. Cucrembl uaentupurkanuu (OIIK-7)

Jlekumus.
[IporpamMmMHo-anmnaparHas uneHtudukanus cyorekra. [lonstue nporokona uaeHtuduxanuu. Opranuszanus
XpaHEHHUS KITIOYECH.

JlaGopaTopHbie padoThbI.
Hacrpoiika cucteMbl HACHTU(PHUKAIMN B ONIEPAIMOHHON cucTeMe. Opranu3aius XpaHeHUs KITIoUei.

3ajaHus 1J151 CAMOCTOSITEJIbHOM PadoThI.
1. [lepeuncnure BuAbIuACHTHPHUKAINS CyOBEKTa HAa OCHOBE IIPOTPAMMHO-AMIAPATHBIX PEIICHUH.
2. Uto MOXeT CIYyXHTh B KadyecTBe ayTeHTH(ukaropa. [IpoaHanm3upyite CHIbHBIC CJIA0bIE CTOPOHBI
MPEIOKEHHBIX PEIICHUH.
3.Ilepeunciure MOCTOMHCTBA M HENOCTAaTKH TapoibHOW ayTeHTH(UKaruu. OIEHUTEe CTOHKOCTh
MPEIOKEHHBIX TTAPOJICH.

Tema 3. locTyn K 1aHHBIM €O cTOPOHBI mpouecca. (ITK-6)

Jlexknus.
ITponeccr! u nannbie. CriocoObl pukcanuu (akra goctyna. HageXHOCTh CUCTEM OrpaHHYEHHs JOCTYyIa.
3amura (aitioB oT MoTUpUKAIMU. DJIEKTPOHHAS TOIIHCh.

JlabopaTropHbie padoThbI.
3ammra ¢aitinoB oT MoaudUKAITIN. IIEKTPOHHAS TTOATHCH.

3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. JlocTyn K KaKMM JaHHBIM CO CTOPOHBI IIPOIIECCA MOXKET BbI3bIBATh TPEBOTY.
2. Crioco0bl pukcanuu ¢akra 1ocTyna. Bo3aMokHbIe BapuaHThl 00X0/1a pETUCTPALIUH TOCTYTIA.

3. Peanusyiite OCHOBHBIE CrOCOOBI 3ammuThl (PaitioB oT Moaudukanuu. [IpoaHamu3upyiTe CTOMKOCTH
MPEIOKEHHBIX PEIICHUN

Tema 4. IlporpaMMHo-annapaTHbie KOMILIEKChI 3aluThl HHpopmannu. (OIIK-7)

Jlexknus.
[Tporpammuo-annaparaeie  Komruiekcsbl. Lemn. Knaccuduxanmsa. Tunsl. Hasznauenwe. Cepruduxanus.
Yeranoska [10. Cpezncrta ynpasieHus. YcTaHOBKa KireHTa. CriocoObl ayTeHTU(UKAIIMY TIOIb30BaTeNs IPU
BXOJIE B OIEpAIMOHHYIO cuUCTeMy. BpemeHHast OnokupoBka koMmmbioTepa. Co3nanue muppoBaHHOTO
katamora. PacummdpoBbiBanue ¢aitna.  PaGora ¢ koHpuaeHIHManbHBIMEH  pecypcamu. CMmeHa
ayTeHTHU(HKaTopa agMHHUCTpaTopa. TecTupoBanue mnamsaTH. KoppekTupoBka MmaOIOHOB KOHTPOJIS
LIEJIOCTHOCTH

JlaGopaTopHbie padoThbI.
ITAK Kpunron-zamok. OnekrponHslii 3aMmok Co6ob. YeraHoBka komnoneHToB C3U ot HC/] SecretNet.
[udposanue ¢aitno Ha ocuoBe C3U SecretNet.Cucrema 3amuTs HHGOpMaIK OT
HECaHKIIMOHUPOBaHHOTO fgoctyna SecretNet 5.0 aBTOHOMHBIN BapuaHT.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. Ilepeuncnute BOZMOXHOCTH NMPOrPaMMHO-ANIAPAaTHBIX KOMIUIEKCOB 3alIUThl HH()OpMAIIHH.
2. IIpennoxure peleHne A NOCTPOSHUS allllapaTHbIX WM IPOTrPAMMHBIX KOMITOHEHT 3aIUTHI JAHHBIX.



3. Peammsyiite Ha ocHoBe ITAK moacucrembl 3aluThl, MPETyCMOTPEHHBIE CTaHAApTaMH O€30MaCHOCTH.
Ob6ocHyliTe TOCTHKEHNE HEOOXOAMMBIX TIOKa3aTeNel U3 cTaHaapTa 6e30MacHOCTH.

Tema 5. dnexkrponnslii uaeHTugurkarop ruToken. (ITIK-1)

Jlekumus.
bezonacunocts B ruToken u ciektp ero BosmokHOCTel. [I[puMenenne u 0630p apxutektypsl ruToken. Kak
yctpoeH ruToken. Paspaborka mpunoxkenuit mns ruToken. Mcmons3oBanme ruToken kak mepcoHanbHOE
CPEICTBO ayTeHTU(UKAIMU M XpaHEHUs CcepTU(PUKATOB. BUAbI 2MEKTPOHHBIX KIIOYEH M MPUHIMIIBI UX
pabothl. Bxon B cucteMy ¢ ucnosb3oBanrem ruToken.

JlaGopaTopHbie padoThbI.
Pabota ¢ yrunuroii anmunuctpupoBanus ruToken.Pabora ¢ pexakropom namstu ruToken. Pabora ¢
opayzepom cepruduxaros ruToken. Bxon B cuctemy ¢ ucnonp3oBanueM ruToken. 3ammra koMIbroTepa u
nannbix ¢ momokio ruToken. RuToken u PGP.RuToken-mudposanue no anropurmy 'OCT. Pa3paboTka
MPOrPaMMHOTO MPOAYKTa it paboTsl ¢ D11

3ananus AJ51 CAMOCTOSITEILHOI padoThI.

1. Tlpemnoxxkure mpornenypy wucnoib3oBaHusi ruToken kak MepcoOHATBFHOTO CpEICTBa ayTeHTH(HKAIWY,
mudpoBaHUs M XpaHEHUs CePTU(HUKATOB.

2. Ocy1iecTBUTE BXOJ] B OTICPAIIMOHHYIO CUCTEMY C UCIONIb30BaHKMeM ruToken.
3. [Ipennoxxure Kak MOXKHO HCTIONIB30BaTh ruToken Kak OfHO U3 CPEACTB CEPTUPUKAIMOHHOTO IIEHTpA.

Tema 6. Cuctema 0uomerpuyeckoii naenTupukanun BioLink. (ITK-1)

Jlexknus.
buomerpuueckue cucremsl. UneHTHUKAIMS IO JaKTUIOCKOIIMYECKOMY Y30pY, JIMILY, paxy>KHOU 000I04Ke
Ia3a, CTPOEHUIO PYKM WM Haiblia, rojocy, NMOXOJKE, KJIaBHAaTypHOMY Ioguepky M T.1. Kommuekr
pazpaborunka. Pabora ¢ SDK. Tunosbie 3agaun OHOMETPUYECKUX CHCTEM.

JlaGopaTopHbie padoThbI.
Cucrema BioLink U-Match 3.5. Hactpoiika cucteMbl HIeHTHDUKAIIMN U y9eTa pabodero BpeMeHH
BioTime. Pa3zpaboTka mporpaMMHOTo 00ecriedeHus A MOTydYeHUs] OMOMETPUUYECKUX JTaHHBIX
10JIb30BATEIS.

3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.
1. PazpaboraiiTe cucteMy UAeHTU(DUKAIMS 110 KIIABUATYPHOMY MOJUEPKY.
2. B yem Hemoctartku waeHTH(PUKAINUU (JAKTUIOCKOIMMYECKUN y30p, JIMIO, PAayXKHOW 00OJOYKe Tya3a,
CTPOEHUIO PYKU WM Majblia, Foj0cy, MOXO0AKe, KIIaBUaTypHOMY MOTYEPKY H T.1.).

Tema 7. MeToabl 3allIUTHI NPOTPAMMHOI0 00ecre4eHUsl OT HECAHKIIMOHUPOBAHHOIO UCIIOJIb30BAHMS.
(ITK-6)
Jlekumus.

MeTonbl 3amUTBl  IPOrPaMMHOTO OOECHEeUeHUsT OT HECAHKIIMOHMPOBAHHOTO HCHOJIb30BAHUS JUIf
uAeHTUPUKAIIMK ¥ ayTeHTH(PUKAIMK Tojb30Bareneil. MeTonbl 3aluThl MPOTrPaMMHOTO 00eCTIeYeHHUs
OCHOBHBIX C€I0co00B 3amuThl pacrpoctpanenus I110. YcnoBHo-OecruiaTHoe mporpaMMHOe oOecreueHue.
Hcnonb3oBanue 31eKTpOHHBIX Kiroued st 3ammuThl [10.Vrpo3a Hapymenus QyHKIIMOHATEHOCTH MOIYJISI
3aIUTHIL.

JlaGopaTopHbie padoThbI.

Coznanue ycIIOBHO-0ECIUTAaTHOTO MPOTPaMMHOTO obecrieueHus (TpHuall, YaCTUIHAs paboTOCIIOCOOHOCTH).
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.

1. 3ammTa JaHHBIX OT HECAHKLIIMOHUPOBAHHOTO JTOCTYTIA.

2. OcHOBHbBIE MTOJXO/IbI K 3aIlIUTE JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JAOCTYTA.

3. 3amuTa nporpaMm OT HECAaHKLIMOHMPOBAHHOIO KOITUPOBAHUS.

Tema 8. MeTons! u cpeacTBa orpaHu4eHus Aoctyna k komnonenram IBM (OIIK-7)
Jlexknus.
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Orpannyenue noctyna k kKommoHeHTam OBM. Kiaccuduxanus mMeToqoB 3amuThl WH(GOpPMALUU OT
HECaHKIIMOHUPOBAHHOIO KONMPOBaHUA.OCHOBHBIE ITOJIXO/IbI K 3AIIMTE JaHHBIX OT HECAHKIIMOHUPOBAHHOTO
nocryna. ludpoBanue. KoHTpomb nocTynma M pasrpaHudeHue nocrtyna. VepapXudeckuil JOCTyn K
MH(POPMALIMOHHBIM pecypcaM. 3aluTa ceTeBoro pecypcea. [IpotokonupoBanue aocrymna K daiinam.

JlaboparopHbie padoThbI.
3ammTa OT HECAaHKITMOHUPOBAHHOTO KOTMPOBAHUS
3anaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. [IpousBenuTe 3aUTy JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
2. OCHOBHBIC IIoaAXOoAhbI K 3allIUTEC JAaHHBIX OT HGC&HKI_II/IOHI/IpOBaHHOFO HOCTyHa

Tema 9. Ilonsitue od0parHoro npoexkrupoBanus. (OIIK-7)
Jlexknus.

OcHOBHBIE METO/bI OOpaTHOTO MpoeKTHpoBaHMs. OTIagKa MPOrpaMM, AU3ACCEMOIHMPOBAHUE MPOTPAMM.
Momnwurops! coObiTuii. Knaccuduxanus cpencts odparaoro npoektupoBanus 110.

JlaboparopHbie padoThbI.
Huzaccembnep. OTnaauuk.

3ananus AJ51 CAMOCTOSITEILHOI padoThI.
1.ITpoananu3upyiTe OCHOBHBIE 33/1a4H, PEIIAEMbI OTIaJYMKAMH.
2.Ilepeuncante OCHOBHBIE METOBI IN3aCCEMOIMPOBAHUE ITPOTPAMM.
3.IlokaxxuTe OCHOBHBIE MOHUTOPBI COOBITHIA

Tema 10. ATaku Ha MOIYJIM IPOBEPKH KOPPEKTHOCTH KJI04YeBoil uHGopmauuu (ITK-6)
Jlekumus.
VYrpo3a packpeITus KiatoueBod nHopmanuu. 3agaya oOHApPYKEHHs] B KOJE MPOTrpaMMbl MOAYJS 3aIMTHI.
3ajaya UCCieI0OBaHUs MOYJIS 3aIlMUThI, IPUHIIUIIOB €T0 IEHCTBHUS.

JlaGopaTopHbie padoThbI.
OOHapy>xeHre MOIYJIS 3aIIUTHI (OTIa/IKa, TU3acCEMOIMPOBaHUE).
3aganus 1J151 CAMOCTOSITEJIbHOM PadoThlI.
1.06HapyxeHue B KoJie TPOrpaMMbl MOJIYJISI 3aILIUTHI.
2. UccnenoBaHusi MOMYJIS 3alIATHI, TPUHIIUIIOB €r0 JEHCTBUS.
3. Knaccuduxkanus cpencts odbparnoro npoekruposanus [10.

Tema 11. 3ammTa nporpamm ot usy4denus. (OIIK-7)
Jlexknus.

OO1mre MPUHITUIIBI 3alUTHl OT U3yYeHUs. 3alluTa OT OTIAJKH. 3alUuTa OT JU3acCeMONMPOBaHuUs. 3aluTa
OT TPACCUPOBKU IO MPEPHIBAHUSM

3agaHus AJ51 CAMOCTOSITEILHOI padoThI.
1. 3amura nporpaMm OT U3YUYEHHUS.
2. 3aumTa JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA.
3. 3ammTa ¢aiaoB OT U3MECHECHHS.
4. HanexxHOCTh CUCTEM OTpaHUYEHUS JOCTYTIA.

Tema 12. 3amura oT paspymapmux nporpaMmMHsbIx Bozaeicrsuii. (OIIK-7)
Jlexknus.

JleCTpYKTUBHBIE TpPOTpaMMbl Kak OCOOBI KJjacc pa3pylIaloliUX I[POrPAMMHBIX — BO3/IEHCTBHIA.
HeoOxonumble M [I0CTAaTOYHBIE YCIOBUS NpPEAyNpPEeXIEHHUs paspyluaioniero BosneiictBusa. IlonsTue
M30JIMPOBAHHOM IIPOTrPAMMHOM CPEBbL.

JlaGopaTopHbie padoThbI.
biokupoBaHue BUPYCOB-KOMIIAHBOHOB
3aganus AJ151 CAMOCTOSITEIbHOM PadoThI.



1. 3amuTa OT pa3pylarIuX NIPpOrpaMMHBIX BO3IEHCTBHM.

2. KommiproTepHbIE BUPYCHI KaK 0COOBIN KJIACC pa3pyIIArOIIMX MPOTPAMMHBIX BO3ICHCTBHIA.

3. HeoOxoaumple U JOCTATOYHBIE YCIOBUS HEOMYIICHHUS Pa3pyIIAIOIIEro BO3IeHCTBUS.
4. 3onupoBaHuE MPOrpaMMHON CPeJIbI

4. KoHTpO/Ib 3HAHUI 00yYAKOIIMXCS U THIIOBbIE OLIEHOYHbIE CPeACTBA

4.1. Pactipenenenue 6amios:

4 cemectp
rocemaemMocts — 10 6ayuioB
TEKYIHI KOHTPOJIb — 46 6amioB
KOHTPOJIBHBIE Cpe3bl — 2 cpe3a: § 6aioB, 6 6amioB
npeMuanbHblie 6amisl — 20 6anos
OTBET Ha 3k3aMeHe: He Oosnee 30 OamioB

Pacnipenenenne 6aJiioB 10 3aaHMSIM:

No  [Ha3zBanue tembl | DopMbl Max. Mertoauka mpoBeIcHUS 3aHATHS U OLICHKU
Te | /BHUI Yy4eOHOH |TEKyLIero | KOJ-BO
MBI paboThI KOHTpoJisi | 0asuioB
/ cpe3sl
1. [Ipeamet u Joxnan 3 Joxmnan  cTymeHTa TpeanojiaracT  OpraHu3aluil0  COBMECTHOU
3a1a4d JUCKYCCUU aBTOpa, MpEmojaBaTeNisi U  CTYACHTOB IO BOIMPOCAM,
MpOrpaMMHO-an CBSI3aHHBIX C ONpEACICHHBIM pa3iesoM, MpoOJIeMe I Crocode
naparHou peanuzauuu T.01. Ilocne pokiama BCe WIEHBI TPYIIBI aKTUBHO
3aIIUTHI Y4acTBYIOT B OOCYXKICHUU, JOO0aBISAIOT  HWH(OPMAIUIO, 3aJar0T
nH(pOpMAITHH. BOIIPOCHI U ACNAIOT 3aMEUaHUs TOKIAAUUKY.

OcCHOBHBIE KadecTBa JOKJIaaa IMOJIEKAIIETO OLIEHKE:

3 Oamnia — 4yeTko chOPMYIUPOBAaHBI MPOOIEMBI, COOTBETCTBYIOIIAS
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana TeMmbl JOKIana; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TIOJIHO PacCMOTPEHBI PELIEHUs
npoOIeMsl; JAeleHue IPe3eHTald Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTHYHO BHITEKAIOIINE
W3  CONIEp)KaHUS  OCHOBHOM  4YacTH; HET  3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuaiy; MPAaBWIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH(OpMAalny; BBINOIHEHA
3a/laya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, akTUBHAs
JMCKYCCHSI CpeIn CTYACHTOB IPH 00CYKACHUH JOKIIaa.

2 Oamra — 4eTko c(HOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYIOIIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKkpbiTa TeMa JOKjIana; B OCHOBHOM
YacTH TMOJNIHO PACCMOTPEHBI PELICHUS TPOOIIEMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHNE  COJEPHUT  BBIBOJBI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHMs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymie, akTUBHAsA IJUCKYCCHUS
CpeAr CTYyACHTOB NP 00CYKACHUH JOKIaaa.

16a - yeTko chOpPMYIUPOBAHBI TPOOIEMBI, COOTBETCTBYIOIIAsI TEME
JOKJIazia; JOCTATOYHO PACKPBITa TEMa JTOKNIAJa; HEAOCTATOYHO MOIHO
paccMOTpEHBl peIleHHsT MPOOJeMbl;, JACJCHHE TPE3EHTAlUU  Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIIOUYEHHE; €CTh 3aMEYaHus I10
MPEe3CHTAllHOHHOMY  MaTepuaiy; cinabo  BBIIONHEHAa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.
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CucreMsl

uaeHTU(GUKAIUN

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINIOJIHEHA B TONHOM OO0BEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

2 Oamia - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

Hoctyn

JAHHBIM CO

CTOPOHBI

nporiecca.

Jlabopato
pHas
pabora

JlaboparopHbie pabOThHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 bamra — mabopaTtopHas paboTa BBITIOJIHCHA, HO UMEET HEKOTOPHIE
HETOYHOCTH BBITIOJIHEHWS, CTYICHT BIAJEeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

2 Oamma - mpaboparopHas paboTa B II€JIOM BBEITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

[IporpamMmmHo-an

apaTHbIC

KOMILJIICKCHI

3alllUThI

WHPOPMAITUH.

JlaGoparo
pHas
padora(x
OHTPOJIBH
blIii cpe3)

JlaGoparopHble paOOTHI BBIMOJMHSIOTCA 1O TEKyIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINOJIHEHA B TOJHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIOJIHEHA, HO UMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

2 Oamra - mabopatopHasi paOoTa B IIETIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

ONEKTPOHHBIN
HUICHTU(UKATOP

ruToken.

Jlabopato
pHas
pabora

JlaboparopHbie pabOThI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITIIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaEeT Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 Gamra — mabGopaTtopHas paboTa BBITIOJIHCHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

2 Oamma - maboparopHas paboTa B II€JIOM BBITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.
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Cucrema
OMOMETPHUYECKO
51
UACHTU(DUKAIUN
BioLink.

Jlaboparo
pHast
pabora

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

3 OammoB — naboparopHas paboTa BBHIIOJHEHA B IMOJHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

2 Oamna — naboparopHast paboTa BBHINOJHEHA, HO UMEET HEKOTOpHIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

1 Gannma - nabopaTopHas paboTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

TecTupoB

aHue(KOH

TPOJILHBI
i cpe3)

OrieHKa TecTa 10 TeKyIeMy paszieny WK TeMe TUCIIHTUTHHBI

6 Oamma — crymeHT npaBwibHO oTBeyaeT Ha 50-100% BompocoB B
TecTe.

2 Oanna - CTYIEHT MpaBWIBHO oTBedaeT Ha 25-50% BOmpoCoB B TecTe.

MeTtoasl
3aIUATHI
MIPOTPaAMMHOTO
obecrevyeHus oT
HECAHKITHOHUPO
BaHHOT'O
HCII0JIb30BaHUS.

Jlabopato
pHas
pabora

JlaboparopHbie pabOTBHI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIITIVHEL.

8 OatoB — maboparopHas paboTa BBITOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 bamra — mabopaTtopHas paboTa BBITIOJIHCHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

2 Oamma - maboparopHas paboTa B II€JIOM BBITIOJHEHA, OJHAKO B
MpoIlecce  BHITIOJNHEHUS  JTAaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAIUEH I10
TeMe, TIPU OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ[aBaeMble BOIIPOCHI.

MeTtonas! 1
CpencTBa
OTpaHHYCHUS
JoCTyma K
KOMIIOHEHTaM
5BM

Jlaboparo
pHast
pabora

JlaGoparopHbie paOOTHI BBHIONHSIOTCA 1O TEKYIIEMY pa3feny HIu
TEMBI AUCLUIIIHHEL.

8 OamnoB — mabopatopHasi paboTa BBINOJIHEHA B TONHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IIyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAaECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

5 Oanna — naboparopHas paboTa BBIMOJIHEHA, HO MMEET HEKOTOpHIC
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAeT Ha 3aJaHHbIC BOTPOCHI.

2 Oamra - mabopatopHasi paOoTa B IIEJIOM BBHINOJIHEHA, OIHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHO  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHPOpPMAaLUEH Mo
TeMe, TIPH OTBETE UCIIONB3YET 3arO0TOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3a7jaBaeMbl€ BOIIPOCHI.

ITocemaeMocThb

10

10 6aTOB — CTOIPOIIEHTHOE TIOCEIICHHUE 3aHATHI CTYICHTOM

7-9 GannoB — MOCemaeMoCTh CTy[AeHTa cocTasisieT He MeHee 80 %
3aHATUN

4-6 GamIoB — MOCEMIaeMOCTh CTyIeHTa cocTaBisieT He MeHee 50 %
3aHATUN

1-3 Gamma — mocemaeMoCTh CTy[AEHTa COCTaBiseT He MeHee 25 %
3aHATUN
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10. [IpemuansHbie OaIbl 20 JlononHuTENbHBIE TPEMUATBHBIE OAJUIBI MOTYT OBITh HAYHCIICHBI:
- 3a TPOCGKT, BHIIOJHEHHBIM TO 3aka3dy paboromarens H
peann3oBaHHBIN Ha IpakTHKe — 20 6aJoB;
- MOCTOSIHHAsl aKTHBHOCTb BO BpeMs IMpakTHUUECKHX 3aHATHH — 10
0aIoB;
- TIOJTHOCTHIO MOATOTOBJIICHHAS K MyONHMKAllUM CTaThsi 110 TEMaTukKe B
paMkax qucuuiuinHel — 10 6asos;
- y4acTHe C JOKJIaJoM BO BCEPOCCHMCKOM OMUMIIMAJE MO TEMAaTHKE
n3ydaeMoit qucturuiuHe — 20 0amios;
- y4JacTue B BBICTaBKE IO TEMAaTUKE M3y4yaeMOW JUCHMITIUHBI — 20
0aIoB;
- myOnmuKamus CTaTbM IO TEMaTHKE H3ydyaeMoil OUCHUIUIMHBI B
cOOpHUKE CTyA€HYEeCKHX paboT / MarepualaX BCEPOCCHICKON
koH(epeHyHn / xxypHane u3 nepeuns BAK —10/15/20

11. OTBeT Ha dK3aMeHE 30 OmeHKa  «yIOBJICTBOPUTEIBHO»- CTYACHT WMEET JOCTATOYHBII

MUHUMANbHBIN 00beM 3HAHWW 1O AWCHUIUIMHE; CTYICHTOM yCBOEHA
OCHOBHAsl JIUTEpaTypa, PEKOMCHIOBaHHas Y4eOHOH MpOrpaMMoi;
CTYIEHT yMEeT OPUEHTHPOBATHCS B OCHOBHBIX TEOPHAX, KOHIICTIIIHIX
Y HaNpaBJICHUSX 110 AUCIUIUIMHE U IaBaTh UM OLIEHKY; CTyACHT yMeeT
JIeJIaTh BBIBOJIBI O€3 CYIIIECTBEHHBIX OINOOK;

OreHKa «XOpOIII0» — *OCTATOYHO MOJHBIE U CHCTEMaTH3MPOBAHHEIE
3HAaHWA 10 AWCUWIUIMHE;* YMEHHE OPHEHTHUPOBATHCA B OCHOBHOM
TEOpHUAX, KOHIEHIHMIX W HaIlpaBIE€HUSX NUCIUIUIMHBI M JaBaTh UM
KPUTHYECKYIO OIICHKY; WCIOIb30BaHWE HAyYHOH TEPMHHOIIOTHH,
JUHTBUCTUYECKH M JIOTHYECKH TPAaBUIHHOE HW3JIOKEHHWE OTBETa Ha
BONPOCHI, yMEHHE jenarb OOOCHOBAaHHBIE BBIBOJBI; BJaJEHUE
WHCTPYMEHTAapHUeM 110 AWCIUIUIMHE, YMEHHE €ro HWCIOJh30BaTh B
MMOCTAaHOBKE M pEIICHWH Hay4YHBIX W NPOQECCHOHANBHBIX 3aJad;
YCBOEHHE  OCHOBHOM W  JIONOJHUTEIHLHOM JIUTEpaTyphl,
PEKOMCHIOBAaHHON  y4eOHOW  mporpaMMoi TIO  AWCIUIUIAHE;
camocTosTenpHas paboTa Ha TMPAKTHYECKUX 3aHATHIX, Y4acTHE B
TPYNIIOBBIX OOCYXIECHUSAX, BBICOKHI YPOBEHBb KYIBTYPHI MCIOTHEHUS
3a/laHuil; CpeAHHHd YpOBEHb CQOPMHPOBAHHOCTH 3asBICHHBIX B
paboueii mporpaMMe KOMITCTCHITHIA.

- OleHKa «OTIMYHO» — CHUCTEMAaTH3WPOBAaHHBIE WU TJI M TIOJHBIE
3HAHHUSA 110 BCEM pa3zenam

TUCIHIUINHBI, @ TaK)Ke 0 OCHOBHBIM BOIPOCAM, BBIXOASIINM 3a
mpefiensl y4eOHONW MpOrpaMMBl; TOYHOE HCIONb30BaHHE HAYYHOMH
TEPMHUHOJIOTUM  CHCTEMaTHYeCKd  TPaMOTHOE W JIOTUYECKH
MpaBUJIBHOE M3JIOKEHHE OTBETA Ha BOIIPOCHI; OE3ympedHoe BiaJeHUe
WHCTPYMEHTApHUEeM y4eOHOW TUCITUIUIMHBI, YMEHHE €r0o 3()PEeKTHBHO
WCIIONB30BaTh B TIOCTAHOBKE HAyYHBIX W TIPAKTUYECKUX 3a]ad;
BBEIp@KEHHAs CIHOCOOHOCTh CaMOCTOATEIHHO M TBOPYECKH pEIIaTh
CIIOKHBIE TPOONEMBl W HECTAaHAAPTHBIE CHUTYyalldW; TIOJHOE |
IyOOKOE YCBOCHHE OCHOBHON U JIOTIONIHUTEIBHOH JIUTEpaTyphl,
PEKOMEHIOBAaHHON y4eOHON MporpaMMoOi MO AWCIWIUINHE, YMCHHE
OPHUEHTHPOBATHCS B TEOPUAX, KOHIENIHMSIX W  HANPaBICHHSIX
TUCIMIUIMHBL W J1aBaTh WM KpPUTHYECKYIO OLIEHKY, HCIIONIb3Ys
Hay4YHble  JOCTM)KGHHS  JPYyTUX  JAWCLHUIUIMH;,  TBOpYECKas
camocrosTensHas paboTa; aKTUBHOE ydYacTHE B  TPYIIOBBIX
00CYXICHUSX.
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12.

WnpuBuayansHble 3a1aHU,
C TMIOMOILBIO0 KOTOPBIX
MOXHO HaOpaTb
JOTIOJTHUATENbHBIE OaNIbl Ha
JK3aMEHe

10

Jloknag  cTyaeHTa TpeanoyiaraeT  OpraHu3alui0  COBMECTHOM
TUCKYCCUM aBTOpa, IPENOAaBaTeNls U  CTYAEHTOB IO BOIpPOCaM,
CBSI3aHHBIX C OIpPEICNCHHBIM pa3ienoM, NpobieMe WM crocode
peamm3anuu T.1. [locne nokmaga Bce WIEHBI TPYINIBl aKTHBHO
YyYacTBYIOT B 0OCYXIEHHH, HOOaBISAIOT  HMH(POPMALUIO, 3aJaI0T
BOIPOCHI U AETAIOT 3aMeYaHUs TOKIATIHKY.

OcCHOBHBIE KadecTBa JOKJIaAa IMOJIEKAIIETO OLIEHKE:

10 6anoB — 4eTko cHOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYIOLIAs
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana Tembl JOKIaja; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TOJIHO PacCMOTPEHBI PELIEHUs
npoOIeMsl; JeleHue IPe3eHTal Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTUYHO BHITEKAIOIINE
W3  CONEp)KaHUS  OCHOBHOM  4YacTH; HET  3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuainy; MPAaBWJIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH()OpMAalWy; BBITOJIHEHA
3ajlaya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, akTUBHAs
JMCKYCCHSI CpeIn CTYACHTOB IPH 00CYKACHUH JOKIIaa.

8 0OamnoB — 4eTko chopMyIMpOBaHbI MPOOIEMBI, COOTBETCTBYIOLIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKpbiTa TeMa J0KJIana; B OCHOBHOM
YacTH TOJIHO PACCMOTPEHBI PELICHUS TPOOJIEMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHHE  COIEPKHUT  BBIBOABI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHUs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITTOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymie, akTUBHAsA IJUCKYCCHUSA
CpeAr CTYACHTOB NP 00CYKACHUH JOKIaaa.

6 0aJIoB - YeTKO cPOPMYITHPOBAHBI MPOOJIEMBI, COOTBETCTBYIOLIAS
TeMe JIOKJIaJa; JOCTAaTOYHO pacKpblTa TeMa JOKJIaAa; HEIOCTaTOYHO
MOJTHO PACCMOTPEHBI pelieHus NpoOIeMBbl; eleHUe MPEe3CHTAH Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIOYEHHE; €CTh 3aMEYaHus II0
MPEe3CHTAllHOHHOMY  MaTepuaiy; ciabo  BBIIONHEHa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.

13.

Hroro 3a cemecTp

100

nocemaemMocts — 10 0ajuioB

TEKyIIUH KOHTPOJIb — 42 Oaia
KOHTPOJBHBIE Cpe3bl — 2 cpe3a: 10 6amios, 8 6anos

npemMuaabHbie 0amisl — 20 6ayIoB

5 cemecTp

OTBET Ha dK3ameHe: He Oosiee 30 0aiuioB

Pacripenenenre 6aioB 1mo 3aJaHusIM:

TC
MbI

Ha3zpanue tembl | Dopmbl

/ BUJl y4eOHOH | TeKyIlero
paboThI KOHTPOJISI

/ cpe3sl

Max.
KOJI-BO
(%:08)():]

MeTtoauka poOBEICHUS 3aHATHS U OIICHKU
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ITonsarue
oOparHoTro
MPOCKTUPOBAaHU
s

Jlaboparo
pHast
pabora

20

JlaGoparopHble paOOTHI BBHIMONMHSIOTCA 1O TEKYIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

20 6amnoB — nmaboparopHas paboTa BBHINOJHEHA B TOJNHOM OOBEME,
CTYACHT CBOOOJHO BJajgeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPO(EeCCHOHATBHYIO TEPMUHOIOTHUIO.

14 6annoB — naboparopHas paboTa BHIIIOJHEHA, HO UMEET HEKOTOPhIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTPOCHI.

7 GamnoB - mabopaTopHas pa0doTa B LIEJIOM BBHINOJIHEHA, OAHAKO B
mporecce  BBINOJIHEHHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHpOpPMAaILUEH Mo
TeMe, TIPH OTBETE UCIOJB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

Araxku Ha
MOIYITH
MIPOBEPKH
KOPPEKTHOCTH
KJTIOUEBOM
uHopMaru

JlaGoparo
pHasi
pabdora(k
OHTPOJIbH
blii cpe3)

10

JlaboparopHbie pabOThHI BBIMONHSIOTCS TI0 TEKYIIEMY pasieny MU
TEMBI JIUCIVITIVHEL.

10 6amroB — maboparopHas paboTa BBIIONHEHA B IOJHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaE€T Ha BOIPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

8 0autoB — ymaboparopHas paboTa BBITIONHEHA, HO HMEET HEKOTOPHIC
HETOYHOCTH BBITIOJIHEHWS, CTYICHT BIAJEeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

4 Oamma - maboparopHas paboTa B II€JIOM BBITIOJHEHA, OJHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHl  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT mMHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 3aJ]aBaeMbIe BOITPOCHI

3ammra
MporpamMmm OT
U3yYCHUSI.

Jlaboparo
pHast
pabora

20

JlaGoparopHble paOOTHI BBIMOJMHSIOTCA 1O TEKyIIEMY pasfeny HIu
TEMBI IUCLUIIIHHEL.

20 6amnoB — nmaboparopHas paboTa BBHINOJHEHA B TOJIHOM OOBEME,
CTYACHT CBOOOJHO BJlajaeeT MaTepHalioM, AEMOHCTPHUPYET IITyOOKHe,
CHCTEMaTU3UPOBAHHBIC 3HAHHSA, CBOOOJHO OTBEYAECT Ha BOMPOCHI,
UCTIONB3Ys NPOQEeCCHOHATBHYIO TEPMUHOIOTHUIO.

14 6annoB — naboparopHas paboTa BHIIIOJHEHA, HO UMEET HEKOTOphIE
HETOYHOCTH BBINIOJIHEHHS, CTYAEHT BJaJeeT MpPEACTABICHHBIM
MaTepuaioM, OTBEUAET Ha 3aJaHHbIC BOTIPOCHI.

7 GamnoB - mabopatopHas pa0doTa B LIEJOM BBHINOJIHEHA, OAHAKO B
mporecce  BBINOJIHEHUS — J1a0OpaTOpHOM  pabOoTBl  JOIMYIICHBI
CYIIECTBEHHBI OMIMOKH, CTYACHT ciabo BiaxeeT WHGOpPMALUEH MO
TeMe, TIPH OTBETE UCIIONB3YET 3arOTOBICHHBIN TEKCT, 3aTPyAHACTCS C
OTBETaMH Ha 3aJjaBaeMbl€ BOIIPOCHI

3ammuTa oT
pa3pymIanmx
MIPOTPAMMHBIX
BO3JICHCTBHIA.

JlaGoparo
pHasi
pabdora(k
OHTPOJIbH
blii cpe3)

JlaboparopHbie pabOThI BBIONHSIOTCS TIO TEKYIIEMY pasieny MU
TEMBI JIUCIVITIIVHEL.

8 OatoB — maboparopHas paboTa BBITIOJIHGHA B ITOJIHOM OOBEME,
CTYJICHT CBOOOJIHO BJaJeeT MaTepHalioM, JEMOHCTPHPYET TIyOOKHE,
CHCTEMaTU3UPOBAHHBIC 3HAHHS, CBOOOJHO OTBEYAaEeT Ha BOMPOCHI,
UCTIONB3YS TPOECCHOHATBHYIO TEPMUHOJIOTHUIO.

5 6amnoB — naboparopHasi paboTa BBIITOJIHEHA, HO UMEET HEKOTOPHIE
HETOYHOCTH  BBITIOJIHEHWS, CTYICHT BIAJeeT MpPEACTABICHHBIM
MaTepHaioM, OTBEUAET Ha 3aJJaHHbIC BOTPOCHI.

3 Gawra - maboparopHas paboTa B IICJIOM BBINOJHECHA, OMHAKO B
MpoIecce  BHINIOJHEHUS  JTaOOpaTOpHOW  pabOTHI  JIOIYIICHBI
CYIIECTBCHHBI OMMOKH, CTYIEHT ciaabo BiazeeT MHGOpMAINUEH I10
TeMe, TIPU OTBETE UCIIOJIB3YET 3arOTOBICHHBIN TEKCT, 3aTPYAHSIETCS C
OTBETaMH Ha 33J]aBaeMbIC BOITPOCHI
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[IpakTnue
CKOE
3aJlaHue
IS
MIpaKTHueC
KoM
MOJTOTOBK
u

[IpakTudeckue 3a1aHusl BHIIOMHSIOTCS
MO TeMAaTHKe MPAKTHUECKUX 3aHATHH.
2 6aJIOB — IPAKTHYECKOE 3a/1aHHe
BBITIOJTHEHO B MTOJTHOM 00BbEME, CTYIEHT
CBOOO/IHO BJaJIe€T MaTepUaoM,
JIeMOHCTPHPYET [ITyOOKue,
CHUCTEMaTH3UPOBAaHHBIC 3HAHUS,
CBOOO/IHO OTBEYAET Ha BOIPOCHI
UCTIONB3YA NPOQEeCCHOHATBHYIO
TEPMHHOJIOTHIO

1 Ganna — mpakTHYECKOE 3a/1aHUE
BBITIOJTHEHO, HO IMEET HEKOTOPbIE
HETOYHOCTH BBIITOJHEHUS, CTYAEHT
BJIa/I€ET NPEACTABIECHHBIM
MaTepHuaoM, OTBEYacT Ha 3aJaHHbIE
BOIIPOCHI

ITocemaeMocThb

10

10 GanyoB — CTONPOLIEHTHOE MOCEIICHUE 3aHATUH CTYICHTOM

7-9 OayoB — MOCEMaeMOCTh CTYJeHTa cocTaBisieT He meHee 80 %
3aHATUN

4-6 Ga;IOB — TMOCENMIaeMOCTh CTyIEHTa cocTaBiseT He MeHee 50 %
3aHATUN

1-3 Oamna — moceniaeMocTb CTYAEHTa COCTaBisieT He MeHee 25 %
3aHATUN

IIpemMuansHBIC OaITHI

20

JlomomHUTENbHBIE TTPEeMHUATbHBIE OAJITBI MOTYT OBITh HAYHCIICHBI:

- 32 TIPOEKT, BBHINOJNHEHHBIA 10 3aka3zy paboromarens W
peann30BaHHbIN Ha mpakTuke — 20 6auIoB;

- MOCTOSHHAsI aKTUBHOCTh BO BpeMs MpakTHUeCKuX 3aHsaATui — 10
0aJIIoB;

- TIOJTHOCTBIO TIOJITOTOBJICHHAS K ITyOJMMKAIIMH CTAThsl 1O TEMaTHKE B
paMKax JUCIUIUTHHEI — 10 6aios;

- y4acTHhe € JOKJIaJJOM BO BCEPOCCHUMCKOW OJIMMIIMAJIE MO TEMaTHKe
m3ydaemMoi mucruruinae — 20 6aios;

- yJacTe B BBICTaBKE IO TEMAaTHKE W3ydaeMOW TUCIHILTUHBI — 20
0aJIIoB;

- myONWKamusi CTaThMl 1O TEMAaTUKE W3y4aeMOW IUCIHILIAHBI B
COOpPHHMKE CTyACHUECKMX paboT / Marepuaigax BCEPOCCHICKOM
koH(pepeHiuy / xKypHaie u3 nepeuns BAK — 10/ 15/20
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OTBeT Ha PK3aMCHE

30

OneHka «yIOBIETBOPUTENBHO»- CTYAEHT HMEET JOCTaTOYHBIN
MUHHMAJIBHBIH 00bEM 3HAHMH 1O TUCHUIUIMHE; CTYACHTOM YCBOEHA
OCHOBHAas JIMTEpaTypa, PEKOMEHIOBaHHas Y4eOHOH NpOrpaMMoN;
CTYIEHT YMEET OPUEHTHPOBATHCS B OCHOBHBIX TEOPHUAX, KOHIETIINAX
Y HalpaBJIEHUAX 110 JUCLUIUIMHE U JaBaTh UM OLIEHKY; CTyACHT yMEeT
JienaTh BBIBOJBI 0€3 CYIIeCTBEHHBIX OLUIMOOK;

OrneHka «XOpoIIo» — *I0CTaTOYHO MOJHBIE U CHCTEMAaTU3HMpPOBAHHBIE
3HAaHUA N0 AWCLUUIUIMHE;* YMEHHE OpPHEHTHUPOBATbCd B OCHOBHOM
TEOPHSIX, KOHIEMIUSAX W HaNpaBlCHUSIX AUCUUILUIMHBI U AaBaTb UM
KPUTHYECKYIO OIIEHKY; HCIONb30BAHUE HAy4YHOM TEPMHMHOJIOTHUH,
JIMHTBUCTUYECKH M JIOTHYECKH MPAaBUIBHOE H3JIOKEHHE OTBETAa Ha
BONPOCHI, yYMEHHE JejaTh OOOCHOBaHHbBIC BBIBOIBI, BIAZCHUE
WHCTPYMEHTApHUEM [0 AWCLUUIUIMHE, YMEHHE €ro HCIOJIb30BaTh B
MOCTAaHOBKE M PEHIEHWH HayYHBIX M NpOQECcCHOHATBbHBIX 3al1ay;
YCBOEHHE  OCHOBHOM W  JIOTIOJHUTENBHON JUTEPATyPBI,
PEKOMEHIOBaHHOM  y4eOHOH  mporpaMModl 1O  AWCLUILUIMHE;
caMoCTOsITeTIbHAsE paboTa Ha MPaKTHUYECKUX 3aHATHIX, ydyacTHe B
IPYIIIOBBIX OOCYKICHHUSAX, BEICOKHUH YPOBEHBb KYJIBTYPhl UCTIOTHEHHS
3aJaHdi; CpEeIHUH ypOBEHb CQOPMUPOBAHHOCTU 3asBICHHBIX B
paboueii mporpaMMe KOMIETEHIHH.

- OleHKa «OTIMYHO» — CHUCTEMaTH3UPOBAaHHBIE U TN M TIOJHBIE
3HAHHUA 110 BCEM pas3zienam

JTUCLMIINHBI, a TakXKe II0 OCHOBHBIM BOINpOCAaM, BBIXOASIIUM 3a
npenensl yueOHOW MporpaMMbl; TOYHOE HCIIONB30BaHUE HayqHOH
TEPMHUHOJIOTUM  CHCTEMaTHMYeCKH TpPaMOTHOE U JIOTUYECKHU
MPaBUWIBHOE U3JIOKEHHE OTBETA Ha BOIPOCHI; Oe3yMpevyHOe BIaJCHUE
WHCTPYMEHTapHEM y4eOHOH AWCLUIUIMHBI, YMEHUE ero 3QQeKTUBHO
WCIONB30BaTh B TIOCTAHOBKE HAy4YHBIX W TIPAKTUYECKUX 3a]ay;
BBIpQ)KEHHAs CIIOCOOHOCTh CaMOCTOSITENIFHO M TBOPYECKH pEeLIaTh
CIIOXHBIE TMpOOJIEeMbl W HECTAaHAApPTHBIE CHUTYallH; IIOJIHOE U
IyOOKOe YCBOGHHE OCHOBHOH U JIOTIOJIHUTEIBHOH JIMTEparyphl,
PEKOMEHAOBaHHOM Y4eOHOH MPOTrpaMMOi MO IMCLUUILIUHE; YMEHHE
OPUEHTHPOBATECA B TEOPUAX, KOHLEMIMIX U  HaNpaBICHMSIX
TUCLMIIIMHBL W JaBaTh UM KPUTHYECKYIO OLIEHKY, HCIIONIb3Yys
Hay4yHbIC  JOCTIIKCHHS  JPYTHX  JMCUMIUIMH,  TBOpYCCKas
camMocTosiTeNIbHAass paboTa; aKTUBHOE YydYacTHEe B TPYIIOBBIX
00CYXICHHUSX.
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8. |WumuBumyanbHbIE 3aJaHUs, 10
C IOMOMUIBIO0 KOTOPBIX
MOXHO HaOpaTb
JIOIIOJIHUTENbHEIC OalIbl Ha
JK3aMCHE

Jloknag  cTyaeHTa TpeanoyiaraeT  OpraHu3alui0  COBMECTHOM
TUCKYCCUM aBTOpa, IPENOAaBaTeNls U  CTYAEHTOB IO BOIpPOCaM,
CBSI3aHHBIX C OIpPEICNCHHBIM pa3ienoM, NpobieMe WM crocode
peamm3anuu T.1. [locne nokmaga Bce WIEHBI TPYINIBl aKTHBHO
YyYacTBYIOT B 0OCYXIEHHH, HOOaBISAIOT  HMH(POPMALUIO, 3aJaI0T
BOIPOCHI U AETAIOT 3aMeYaHUs TOKIATIHKY.

OcCHOBHBIE KadecTBa JOKJIaAa IMOJIEKAIIETO OLIEHKE:

10 6anoB — 4eTko cHOPMYTUPOBAHBI MPOOIEMBI, COOTBETCTBYIOLIAs
TeMe [OKJIaAa; IMOJHOTa PACKpPBITUS Marepuana Tembl JOKIaja; B
OCHOBHOM 4acTH JIOTMYHO, CBSI3HO M TOJIHO PacCMOTPEHBI PELIEHUs
npoOIeMsl; JeleHue IPe3eHTal Ha BBEACHUE, OCHOBHYIO YacTh H
3aKJIIOYEHNE; 3aKII0UEHUE COAEPIKUT BBIBOJIBL, IOTUYHO BHITEKAIOIINE
W3  CONEp)KaHUS  OCHOBHOM  4YacTH; HET  3aMeuaHuil 1o
MIPE3EHTAlIOHHOMY Marepuainy; MPAaBWJIBHO HCIIONB3YIOTCS U
MPUBEACHBl ABTOPUTETHBIE HCTOYHMKM HH()OpMAalWy; BBITOJIHEHA
3ajlaya 3aMHTEPECOBAHHOCTH CIylIaTeledl B TIpymne, akTUBHAs
JMCKYCCHSI CpeIn CTYACHTOB IPH 00CYKACHUH JOKIIaa.

8 0OamnoB — 4eTko chopMyIMpOBaHbI MPOOIEMBI, COOTBETCTBYIOLIAS
TeMe J0KJajaa; AOCTAaTOYHO pacKpbiTa TeMa J0KJIana; B OCHOBHOM
YacTH TOJIHO PACCMOTPEHBI PELICHUS TPOOJIEMBI; JIeJIeHue
Mpe3eHTalluM  Ha BBEACHHE, OCHOBHYIO 4YacTh M 3aKJIIOYECHHUE;
3aKJIIOYEHHE  COIEPKHUT  BBIBOABI, JIOTUYHO BBITEKAOIIUE U3
CoZiepKaHUs OCHOBHOM JacTH; €CTh 3aMeYaHus o
MIPE3EHTAlIMOHHOMY MaTepuay; BBITTOJTHEHA 3aja4a
3aMHTEPECOBAHHOCTH CIyIIaTeledl B Tpymie, akTUBHAsA IJUCKYCCHUSA
CpeAr CTYACHTOB NP 00CYKACHUH JOKIaaa.

6 0aJIoB - YeTKO cPOPMYITHPOBAHBI MPOOJIEMBI, COOTBETCTBYIOLIAS
TeMe JIOKJIaJa; JOCTAaTOYHO pacKpblTa TeMa JOKJIaAa; HEIOCTaTOYHO
MOJTHO PACCMOTPEHBI pelieHus NpoOIeMBbl; eleHUe MPEe3CHTAH Ha
BBEJCHHE, OCHOBHYIO YacThb M 3aKJIOYEHHE; €CTh 3aMEYaHus II0
MPEe3CHTAllHOHHOMY  MaTepuaiy; ciabo  BBIIONHEHa  3ajada
3aMHTEPECOBAHHOCTH CIIyIIATENIEN B TPYIIIIE.

9. Hroro 3a cemectp 100

HrtoroBass omeHka mo »Sk3aMeHy BbicTaBisiercs B 100-OammpHON 1Kajge W B TPATUIIMOHHOMN

yeTelpexOauibHOM  mikane. IlepeBon

100-6amapHOM  PEUTHHTOBOW OIEHKH 10 JUCHUIUIMHE B

TPAAULIMOHHYIO YEThIPEXOaJUIbHYIO OCYLIECTBIISIETCS CIEIYIOIINM 00pazoMm:

100-6ayuipHasA cucTeMa TpanuimonHas cucteMa
85 - 100 6anmoB OTnugyHO
70 - 84 6anmoB Xoporto
50 - 69 Gannos YIOBIETBOPUTEIBHO
Menee 50 HeynosnerBopurenbHo

4.2 TunoBsie OLIEHOYHBIE CPEACTBA TEKYIIIETO KOHTPOJIS

Joxnan

Tema 1. IIpenmer u 3ama4u mporpaMMHO-aNMapaTHON 3alIUThl HHGOPMAIIHH.

Tembl 1OKIaA0B.
1. CpencrBa 3ammThl HHOOPMAITIH

2. AnmapatHsle CpeAcTBa 3aIUThl HHPOPMAITUH
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3. 3agaum anmapaTHOTO 00ECIeUeHUs 3aUTh HHGOPMAIUH

4. Buzpl anmapaTHbIX CPEICTB 3aLIUThI HH(OpMALIUN

5. [IporpaMMHBIe CpeicTBa 3aIUTHl HHDOPMAITIT

6. Cpencrpa apxuBanuu HHGOpMAIH

7. AHTUBUPYCHBIE POTPAMMBI

8. Kpunrorpadudeckue cpeacrsa

9. Unentudukarus u ayreHTADUKAIUS TTOJIb30BATEIIs

10. 3amuTa nnpopmanuu B KC 0T HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA

11. JIpyrue mporpaMMHBIE CpECTBa 3alUTH HHGOPMAIUH
JlaGoparopHasi paéora

Tema 2. Cuctembl uaeHTUDHUKAITIN
JlaGoparopHas paboTa. 3anuTa KOMIbIOTEpa U JaHHBIX ¢ moMolsio ruToken
Teopernueckas 4acTh
3ananue 1. YcraHOBKa IpOrpaMMHOIO ITPOAYKTA.
3ananue 2. Bxox B Windows ¢ momorrero ruToken
3ananue 3. Mcnonb3oBuue ruToken u Rohos Logon Key B cetn
Yrunura nig Yopasienus USB kimrouamu
VYtunura - Rohos Remote Config
MSI naker Jj1s1 yCTAaHOBKHU B CETH
3ananue 4. Hactpoiika ruToken B Rohos Logon Key
3aganue 5. Hactpoiika JOMOJHUTENIbHBIX O
3ananue 6. HacTpoiika nonb3oBarenei
3aganue 7. Hactpoiika 3JIeKTPOHHOTO KIT0Ua.
Bompock! u mpakTudeckue 3aaHus
Cnucoxk nureparypbl
Teopernueckas 4acTh.

Teneps nmonymsipabIi naeHTHGUKaTOp ruToken MokHO McToNb30BaTh B mporpammax Rohos Logon Key kak
enuaHBIA Kitrou mu1st Bxoma B Windows 1 3amuThl qanHbiX. [Iporpamma Rohos Logon Key nmomHonieHHO
paboraet B Windows Vista, a Takxe mojiep>KuBaeT aBTOPU3AIUIO HA yIaJICHHBIA paOOIril CTOM C
noMmorsio ruToken.



Rohos Logon Key — 310 nporpamma, B3auMoJieicTBYIOIIast ¢ pa3InYHbIMU Usb-TokeHaMH, GIim-KapTaMmuo
cMmapr-kapramu u usb-duemkamu. OcHOBHAs

(GYHKIMS TpOrpaMMbl — HACTPOMKa BXO/1a B CUCTEMY MyTEM MACHTU(DUKAIINH [T0JIb30BaTEN MO
AIIEKTPOHHOMY KJTIOUY.

Pazpaborunk: Tesline-Service

CaiiT nporpammbsl: www.rohos.ru

Kareropus mporpammer: YenoBHo OecriaTtHast (McnbITaTenbHbIN cpok) UHTEpdeiic: Pycckuit
Bepcus: 2.5

Pazmep daitna: 1934.688 k6

Cucrema: Windows 98/ME/2000/XP

3aganue 1. YcTaHOBKA MPOTPaMMHOTIO MPOIYKTa.

[Tpu ycTaHOBKH NMPOrpaMMHBII MPOAYKT JAcT 0 cebe KpaTKyro HH(opMalHio, moTpedyeT corameHue ¢
JMIIEH3UEH U IPEJOCTABUT BHIOODP MyTH YCTAHOBKH.

ITocne 3amycka nporpamma OTKPOET OKHO.

3ananue 2. Bxon B Windows ¢ momoisio ruToken.

[Tporpamma Rohos Logon Key ycranaBiauBaeT HaAeKHYIO IByX()aKTOPHYIO ayTeHTHU(DHUKAINIO, KOTIa
noctyr B Windows MOXKHO TIOJTy4HTh, TOJIbKO oOmanas USB TokeHOM, U 3Has HEKOTOPHIN TTapoiIh
(PIN-xom). Bce uTo momkeH caenarhb moib30BaTelib - moakaoduTh rtuToken k USB-mopty u HaOpats
PIN-xoz.

Rohos Logon Key equHcTBEeHHas TporpamMa, KoTopast moTHoieHHo paboraet B Windows Vista, a Taxxke
MOJIICP>)KUBACT aBTOPU3AIIMIO HA YIaJICHHBIH pabounii ctoi ¢ momoikio ruToken.

[TpeumymecTa ucnonb3oanus ruToken B Rohos Logon:

* [TonHonennas noanepkka Windows Vista Bimtodast: JlocTym Ha yaaneHHbIH pabounii cTo,
aBTOMaTHYECKasi CMEHa MapoJist 1o TpedoBaHnio AiMuHUCTparopa, padbora B Windows Active Directory,
nozanepxkka UAC - momydenue naposs aaMuHuctparopa ¢ ruToken B auasnore 3ampoca MoJIHOMOYHA.
V3nare noapoOHee: Rohos Credential Provider.

* ABapuiiHBIN BX0J - momMoraet BoiTd B Windows mipu yrepe nim nojgomke ruToken.

* PIN kon no ymomuanuio - ecnu ycraHoBuTh PIN kox 1111, Torna mporpamma Rohos Logon Key He Oyner
€ro 3aIpalifBaTh y MOJIb30BaTEs.

* Bo3MOXHOCTB HCIIONB30BaHUs HECKONMBKUX ruToken /uis Bxoa Ha OMH KOMIIBIOTEP, U HA000POT OJTHOTO
Opelika 1711 HECKOJIBKUX KOMITBIOTEPOB.

* Rohos Logon Key 3anumaer 4k6 Ha rutoken u cOBMECTUM C IpyTUMH NPOrpaMMaMHt, UCTIONb3YIOIUMHI
ruToken.

3anmanue 3. Mcnonb3oBuue ruToken u Rohos Logon Key B cetn

Rohos Logon Key nomnepxxuBaet padoty B pamkax cetu Windows Active Directory. CepBepHast Bepcust
Rohos Logon Key mo3BossieT nierko HactpauBarh nporpammy 1 USB kimrou eToken Ha MHOXKeCTBE
KOMITbIOTEpaXxX yAaJIeHHO.

CepBepHast BepcHs BIIOYaeT B ceOsl 1B yTUIHTHI:

* Vrunura ynpasieHus token - UCIONb3yeTcst 111 HACTPOWKHY Beex token aiis ayTeHTHUKAUKU Ha pabovInx
CTaHIUAX B ceTHu (co3maHue/ynanenue npodaiaoB Ha token, co3manue pe3epBHON KOMHH, ycTaHOBKa PIN
kozna, HacTpoiika eToken Ha ynaneHHbIi pabouunii cTOM).

* Ytunuta Rohos Remote Admin - mo3Bomnsier MensaTh HacTpoiiku Rohos Logon Key Ha ynanenHoM
KOMIIbIOTEpE, MOJAKIIOYEeHHOM K Active Directory. I1o3BonsieT H3MEHATH ClIeAyIOIINE HACTPOHKU:
paszpelreHue Bxona Tobko o eToken, neiicTBue mocie u3Binedenus token, Ookuposka token s
MOJIB30BATEIIEH U JIp.

* MSI nakeT yCTaHOBKHM IPOTrPaMMBbl.

Yrunura nis Yopasienus USB kimrouamu

21



C nmomouIbio 3TON YTUIUTEI AJIMUHUCTPATOP CETH MOXKET Ha CBOeM pabodeM MecTe HacTpouTh HOBbIM USB
KITIOY TSl aBTOPU3AIIMU Ha JIF000# KOMIIBIOTEP B CETH | BBIAATH €ro mosb3oBarento. [Iporpamma Rohos
nojiep>kuBaet apropusanuio B Windows Domain, Active Directory u ynaneHnHsiit pabouunii cTod.

OyHKIUU:
» Hactpoiika USB Kiroua jy1st ayreHTH(UKAIM HA 3aJaHHOM KOMIIBIOTEPE B CETH;
* PenakrupoBanue logon npodaiinos;

 Co3laHue yHUBEpCalbHbBIX MPO(]aiioB JIJIs aBTOpU3ALMU Ha JIFOOOM KOMIBbIOTEPE B CETH B KAYECTBE
AJIMUHUCTpATOpA.

» Konmuporanue npodaiinoB mexay USB kimrouamu;
* YcranoBka IIMH kopja kiroua ;

» Co3ganue pe3epBHOi koruu copepxumoro USB kmroua (login mpodaiinoB) 1 BOCCTaHOBIIEHUE
npo¢aitioB U3 KOIHH.

» Hactpoiika USB flash drive myist aBTopu3anmm K ynaaeHHOMY pabodeMy CTOTY . DTO MO3BOJISAET HE
YCTaHABJIMBATh MPOTPaMMY Ha KayKIbIil KOMITBIOTED B CETH.

Jlnist mpaBUIIbHOM pabOoTHI POTrpamMMbl, Heo0XoanMo HacTpouTh USB K04 B COOTBETCTBUU C
HACTPOWKAMHU CETEBOTO OKPYKEHHS. ITO MOXKHO CJIEeNIaTh C TIOMOIIBIO TUAJIOTa PEIaKTUPOBAHUS TPOoGaioB
Ha USB ximoue:

* Eciin aBTOpUM3aIyst mojib30BaTelisi MPOU3BOAUTCS B JIOMEH, HETTOCPEACTBEHHO Ha KIIMEHTCKOW MaIlIHE MITH
4yepe3 TepMHUHAIBHBIN cepBep:

ITosre Domain momxkHO OBITE: "\\Ha3BaHKe HOMEHA";
e Eciu ABTOpU3al M IMOJIB30BATCIIA MPOU3BOANUTCS TOJIBKO Ha TepMHHaHBHBIﬁ CCPBCp:
[Tore Domain 10/mKHO OBITH: "UMS KOMIIBIOTEpA TEPMUHAIBHOTO cepBepa’;

* Eciiu mone Domain mycToe, 3T0 03Ha4aeT, YTO JaHHBIA MpoQaiii NPUMEHUM Ha JTI000M KOMIBIOTEpE JUIs
T000TO TUTIA aBTOPU3AIIHH.

VYrunura - Rohos Remote Config

[To3Bomnsier AqmMuHUCTpaTOpy M3MEeHATh HacTpoiku “Rohos Logon Key” Ha ynanéHHOM KOMITBIOTEPE
MOJIKJIFOUEHHOM K ActiveDirectory.

IIpeumymiecrna:
» CriMcoK KOMITBIOTEPOB Ha KOTOPhIX ycTaHOBIeH Rohos Logon Key.

* [To3BOJIsIET MEHATH yAAJICHHO BCe HACTPoiiku mporpammsl Rohos Logon Ha komnbrorepe B Windows
Active Directory;

* [To3Bossiet ynanenHo HactpauBarh USB xitroy;

* Vnanennas ycranoBka Rohos Logon Key Ha kommbroTep B cetu ¢ momoinbio MSI uHCTamsropa.
MSI naket [y1sl yCTaHOBKH B CETH

J1y1st OBICTPOI YCTAaHOBKH MPOTPAMMbI B KOMITBIOTEPHOM CETH MpeyiaraeTcs UCmoiab3oBaTh MSI maker.
[Tpu 3amycke makeTa ¢ MOMOILBIO MSsiexec.exe MOXKHO 3a7[aBaTh OMIMH POTPaMMBbI:

* LOGON_MODE=2 (aromMaTu4yecKku BHIOMpaeTCs, €ClId He 3aJaH0 ) YKa3aTh PEKUM aBTOPHA3IUU
(logon):1 - Oxno [TpusercTBust Rohos (GINA moayns, rohos_ui.dll)2 - Oxuo IIpuserctBus Windows XP +
Rohos

* 3 - OxHo aBropuzanuu Windows (msgina.dll)(Ilepex nucmonp3oBanreM 3TOro mapaMmerpa mpoduTanTe
OMHCaHUE PEKUMOB)

LOGON_CAPTION="Bxox B Windows "

(default ="Bxon B Windows")

3aroJIOBOK OKHA aBTOPU3AIUH (KPYITHBIM IIPUPTOM)
LOGON_TEXT=""

(default ="")
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TEKCT, KOTOPBI Oy/IeT BUJICH BCEM B OKHE aBTOPU3AIIUH.

DISABLE LOG=1

(default =0)

OtkimrounTts 3amuch LOG ¢aiiinos B mporpamMme.

USB _KEY LOGIN ONLY=1

(default =0)

3anpeTuTh BCEM BXOAUTH B CUCTEMY I10 MAPOJII0, pa3pelIaeTcs UCI0Ib30BaTh ToJbko USB kitou!
(AaMuHUCTpATOP MOXKET MCTOIB30BaTh Safe mode a1 BXoja 1o maposito)

USB_ REMOVAL=1

(default =0)

3abnokupoBarh KOMITbIOTEp Mpu oTKIoueHn USB kittoga . (3Ta oniust mepeonpenenseT JOKAIbHYIO
HAacCTpPOMKY)

DISABLE SHUTDOWNDLG=1

(default =0)

He 3amensiTh cTaHIapTHBINA JUATOT BBIKIIOUEHUS! KOMITBIOTEPA.

DISABLE CENTER=1

(default =0)

3anpeTuTh OTKphIBaTh Rohos 1 MEHATH HACTPONKH.

REG_NUMBER=""

(default =0)

3aiarh pEeruCcTPaIMOHHBIN HOMEp (JIMIICH3MS)

LockUSBKey ="1"

biokupoBanue nocryna k USB Hocurensim.

"1" - GmokupoBath TONbKO USB KiTt04, KOTOPBIN HCIIOB3YETCS B IIPOTPaMMe.
"All" - 6moxupoars Bce USB Hocurenu.

"0" - OTKITIOUNTH OJIOKUPOBAHKE (110 YMOTYAHHIO).

3amanue 4. Hactpoiika ruToken B Rohos Logon Key.

B rmaBHOM OKHE mporpamMmsl OTKpPbITh OKHO "Onuun"

B 3TOM OKHE Kak THT YCTpOICTBa, KOTOpOE OyJeT UCTIONB30BAaHHO KaK KITFOY JUIS BXOJIA, CIEIyeT BHIOpaTh
ruToken (3Ta onmus MOXKeT OBITH YCTAHOBJIEHA TI0 YMOJTYaHUIO B mapaMmerpax MSI makera )

B 3TOM OKHE MOXKHO YCTaHOBUTH paziuuHbie onuuu Ayt USB kitroua.
[TompoOGHOCTH MOXKHO y3HATh B CIIPaBKe.

Hactpausars ruToken 71t BXoza B cucreMy HeoOxonumo B okHe "Hactpouts kitou"
3aganue 5. Hactpoiika JOMOJHUTEIbHBIX OIMIIHMA.

[Tporpamma npeaoCcTaBiIseT BO3MOKHOCTh HACTPOUTH THAIOTOBOE OKHO BXOJ1a B CHCTEMY. 3/1€Ch JOCTYITHA
HACTPOWKA KAPTUHOK Ha ICKTPOHHBIN K04, (POHOBBIM PUCYHOK dKpaHa, TEKCTOBOTO MPUBETCTBUS U
JIOTIOJIHUTEIIBHOTO COOOIIICHYS.

3aganue 6. Hactpolika moyib30BaTesen.

[IporpamMma mo3BoJIsieT HACTPOUTDH HE TOJIBKO THIT YUETHOM 3alMCH MOJB30BaTENsl, HO U €ro BpeMs
npeObIBaHus B cucteMe. HacTpoiika TouHOTro BpeMeHH JI0CTyIa U BpEMEHU Ha paboTy MoJib30BaTelis OyaeT
KpaifHe ToJIe3Ha TSl OPTaHU3aIliid CO CTPOTUM pabouuM IrpauKoM.

3aganue 7. HacTpoiika 3/1IeKTpOHHOTO KJIIOYa.

J1y1st TOTO, 9TO OB HACTPOUTH BHIOPAHHBIN KIJTFOU TTO]T TTOJIB30BaTeNs (KOTOPOTO MOKHO BBIOpaTh, HAXKaB Ha
cTpoKy «I3MEHUTBHY), HY’KHO BBIOpATh USb- KITFOY M3 CITUCKA MPe/IaraeéMbIX. 3aTeM BBECTH MapoJib Ha BXOI
B CHCTEMY.



B sTOM e okHe MOKHO ycTaHOBUTH HOBBIHM PIN ko 11st Kittoua, CHATH OJI0KHPOBKY ¢ OJIOKMPOBAHHOTO
KJII04a, 1 HACTPOUTH aBapHMHBIN BX0M. /[ BbIOOpa TOTO MM MHOTO JIEHCTBUSA CIEAyeT HaXKUMaTh Ha
BbIOesIeHHBIE CMHUM cTpokH (YcTaHoBuTh PIN kox, CHATH OJ0KHPOBKY, HACTPOUTH aBapUITHBII BXON).
biiokupoBKa CTaBUTCS Ha KIIXOY [10CJIE HEYAAYHBIX NOMBITOK BBOJA ITMHKO/A.

Jlnist Toro, uTo OBl HACTPOMKHM KJIF0Ya BCTYNWIIM B CHITY, HY’KHO HaXkaTh Ha KHONIKY «Hactpouts USB Kitou»

3ananue 8. HacTpolika aBapuiiHOTO BXOZla B CUCTEMY.

Bo u3bexannu norepu JoCcTyna K KOMIBIOTEPY M3-3a OTEPH KIII0Ya WU €r0 HEUCIIPABHOCTHU CIIETYET
HACTPOUTH aBaApUHHBIN BXO/ B CUCTEMY, KOTOPBIN MPEJIOKHUT MOJIb30BATENI0 3aM0JIHUTh OTBETHI Ha
HECKOJIBKO BOIIPOCOB.

3aganue 9. CMeHa naposist Ha BXOJl B CUCTEMY.

[IporpaMma Tak e 1Mo3BOJIIET CMEHUTH MMapoJIb Ha BXoA B cucteMy. CTOUT 3aMETUTh, UTO MPH MOMBITKI
CMEHBI maposisi mporpamMma rmotpedyet BBoga PIN kona kimroda. Tak jke mporpaMma MOXKET CO3/1aBaTh
CIIOJKHBIE MapoJIi, COCTOsALINE U3 Habopa OyKB U IUdp. 3a1aua BOCIPOU3BEICHHS YE€T0BEKOM TaKOTO
MapOoJIsl CUIIBHO YCIIOKHSAETCS, UTO JACT OTIOTHUTEIBHYIO 3aIUTy OT HEXKEJIaTeIbHOTO BXOJa B CUCTEMY
37I0yMBIIIEHHUKA.

Bomnpocs! u npaktuueckue 3aaaHus

1. MoxHO JTH cliesiaTh BXOJT B CHCTEMY TOJIBKO 10 USb-Kiroay?

2. Kak HacTpouTh BXOJ B CUCTEMY JUIsSl HECKOJIBKHMX II0JIb30BaTEEH

3. Kak orpannuuth Bpemsi pabOThI Mob30BaTelis ¢ 9 yrpa a0 6 Beuepa?

4. Kak HaCTpOUTh CUCTEMY, YTO ObI paboTaTh MOl KOHKPETHBIM MOJIb30BATEIEM MOXKHO OBLIO TOJIBKO MPH
HaJIMYUU BKIIIOYEHHOTO Ktoya?

5. Kak co3narb cnoxHbIi apoiib Ha BXOJ B CUCTEMY?

Cnucoxk nureparypbl

1. Rohos Logon Key. PykoBoncTBo nmosns3osatens (RohosWelcomeUserGuide.pdf)
2. Caiit pa3paboTtunka [ IneKkTpoHHbIN pecypc]| // kommanus «Rohosy»

3. pexxuM goctyma: www.rohos.ru

Tema 3. JlocTyn K JaHHBIM CO CTOPOHBI IIpoOIIECCa.
JlaGopatopHas pabora. YpasieHue 10CTynoM K (paitIoBbIM pecypcam

Lenpb paboTel: OCBOGHUE HABBIKOB YIIPABICHUS AOCTYIIOM MOJIb30BaTeNeH K (paiiimaM U mamkam ¢ 1elbio
3alUThl HH(POPMALIMU OT HECAHKLIIMOHUPOBAHHOTO JTOCTYTIA

Teopernueckas 4acThb

@DaiI0OBbIE CUCTEMBI COBPEMEHHBIX ONEPAIMOHHBIX CUCTEM MPHU COOTBETCTBYIOIIECH HACTPOITKE

3¢ dekTHBHO 00ecreunBaoT 6€30MaCHOCTh U HAJIS)KHOCTh XPAaHEHHS! IaHHBIX Ha TUCKOBBIX HAKOIUTENSX.
Jlst onteparmoHHbIX cucteM Windows cranmaapTHOM siBisieTcst aiimoBast cuctema NTFS.

YcranaBnuBasi AJis IOJIB30BATEIICH OMpeIeIeHHbIE pa3penieHus 1 (paiioB U KaTanaoros (Marmokx),
aJIMHHHUCTPATOPHI MOTYT 3alIUTHTh HH()OPMAIIUIO OT HECAHKIIMOHUPOBAHHOTO JocTyna. Ka b
MOJIL30BaTENb JOJDKEH UMETh ONPE/ICIICHHBIN Ha0Oop pa3pelleHuil Ha JOCTYT K KOHKPETHOMY OOBEKTY
¢aiinoBoii cucrembl. Kpome Toro, oH MOKET OBITh BlajenblieM (aiiia UiH Marku, eCJIM caM UX CO3acT.
AJIMHHHCTPATOP MOXKET Ha3HAYUTh ceOsl BIaJeNblieM Jr000r0 00bekTa (haillioBol cucTeMBbl, HO OOpaTHas
nepeaaya BiIageHus OT aIMUHUACTPATOPA K MOIH30BATEII0 HEBO3MOXKHA.

Hasznauyenue paspenieHuii mpou3BOAUTCS AJIs OJb30BATENEH MU TPyI. Tak KaKk peKOMEHIYeTCs
BBITIOJIHATH HACTPOUKHM 0€30MaCHOCTH IS TPy, TO He00X0UMO, YTOOBI MOIH30BATEb ObLT YWICHOM XOTS
Obl OZHOM TPYTIIBI HA KOMITBIOTEPE WU B IOMEHE.

Pasperiernst MOTYT OBITh YCTAHOBIICHBI JUISI PA3JIMYHBIX 00BEKTOB KOMITBIOTEPHOU CUCTEMBI, OTHAKO B 3TOM
pabote OymyT pacCMOTPEHBI pa3penieHus s GailyioB U manok. Jpyrue 3a1a4n, HampuMep pa3penieHus s
MIPUHTEPOB, PEIIAIOTCS aHATOTHYHBIM 00pa3oM.

VYkazaHus K MpoBEACHUIO Ja0OpaTOPHOM pabOThI



Jnist Ha3HAYeHUs pa3perieHui 1uist daiiia Uiy manky aIMUHUCTPATOp BHIOMpAET JaHHBIN (ailyl WK nanky
Y TIPU HAXXATUU NPaBOM KHOIIKK MBI UCTIONB3yeT koMaHy CBoiicTBa (Properties) v B IOSBUBIIIEMCSI OKHE
nepexoauT Ha BKIaAKy besonacHocts (Security).

B 30ne ms (Name) umeercs CucOK IpyI U MMOJIb30BaTeNIel, KOTOPBIM YK€ Ha3HAUEHBI pa3peleHus s
JAHHOTO (haiiia WK TanKH.

Jlst moGaBIeHMS TIOJIL30BATENS WIIH TPYIITBI HAxkMuTe KHONIKY Jlo6aButh (Add) nmu Yoanuts (Remove).
[Tpu noGaBnenun nosiButTcs auajnor Beioop: [Monmp3oBarenu, Kommbioreps! umu [pynims
(SelectUsers,Computers,orGroups). Jlo6aBUB 1MoiIbp30BaTEINIsI WK TPYIITY Mbl YBUIUM 3TOT OOBEKT B 30HE
VMs u BBIIEMB €0, MOXKEM 331aTh HEOOXOAUMBbIE Pa3pelIeHHsI ¢ TOMOIIbIO YCTAaHOBKHU (DIIa’KKOB
Pazpemmts (Allow) nnu 3anpetuts (Deny) B 30He Paspemenus (Permissions).

CrannmapTHbie pa3penieHus 11 Gaitios:

* [Tonnsrit noctyn (Full Control);

* Nsmenuts (Modify);

* Urenue u BeimoiaHenue (Read&Execute);

* Urenue (Read);

* 3anch (Write).

CrangapTHble pa3peleHus A ManokK:

* [Tonnerit noctyn (Full Control);

* Msmenuts (Modify);

* Urenue u BeimoiaHenue (Read&Execute);

* CIMCOK CONIEP’KUMOTO TAaIKH

* Urenue (Read);

* 3amuce (Write).

Pazpemenrie YteHne mo3BoisieT IpOCMaTpUBaTh (paiiiibl ¥ MANKH U UX aTpUOYTHI.

Pa3pemenne 3anuch o3BOISET CO3/1aBaTh HOBBIE (aillibl U MANKK BHYTPU MAroOK, U3MEHATh aTpUOyThl U
MIPOCMAaTPUBATh BIIAJIEIbIIEB U pa3pelieHusl.

Pazpemenne Criucok comep>KMMOro IMarky M03BOJISIET MPOCMAaTPUBATh UMeHa (aliIoB M MAaroK.

Pa3pemenne UreHne 1 BHINIOJIHEHUE 7S MANOK MTO3BOJISET IIEPEMENIAThCs 10 CTPYKTYpE APYTUX MMANOK U
CITy>KUT JUIS TOTO, YTOOBI pa3pelInTh MOJIb30BATEN0 OTKPHIBATh MAIKY, JaKe €CJIM OH HE UMEET MpaB
J0CTyTIA K HEe, 7Sl MOMcKa Apyrux (aillioB MM BIOKEHHBIX Manok. Pa3zpemeHsl Bce qeiicTBUs, paBo Ha
KOTOpBIE At0T pa3peniennus Yrenne u CIUCOK COAEPKUMOTO MaIKU. DTO K€ pa3penieHue as Gaiinos
MO3BOJISIET 3aIyCKaTh (Daiiyibl MPOrpaMM U BBITIOIHATH JEHCTBHUS, PABO Ha KOTOPBIE AAET pa3pelicHue
Urenue.

Pa3zpemenne M3MeHUTH TTO3BOMISET YAAIATH MMANKH, (Gaiiiibl U BBITIOIHATH BCE ICUCTBUS, TIPABO HA KOTOPHIC
JAIOT pa3penieHns 3anuch 1 YTeHue U BBITIOJTHEHHUE.

Pazpemenne [TomHBIN JOCTYIT MO3BOJSET U3MEHSITH Pa3pEIICHUs], MEHITh BIIaICblIa, YIIIThH (Gaiiiibl 1
TANKY Y BBIMOJHATH BCE IEUCTBHUSA, HA KOTOPBIE TAIOT IPaBo Bce ocTaibHble pa3pemenuss NTFS.
Paspermenust 111 manok pacrpoCcTPaHsAIOTCS HA UX COAEPKUMOE: MOANANKA U (abl.

[Tpu Ha3HAYEHMH TOJIB30BATENIO MJIH IPYTINE pa3perieH s Ha JOCTYH K (aiily WK Marke pyKOBOACTBYIOTCS
TE€M YPOBHEM JIOCTYIIa, KOTOPBIN AOCTATOYEH Ul JaHHOW I'PYMIIbI WK TI0Ib30BaTENs IPU BBIIIOJIHEHUN UM
CBOUX pabo4YnX 0OsI3aHHOCTEH.

PaccmoTrpenHsble pa3peneHns OTHOCATCS K MOJIb30BaTENSIM JAHHOTO KOMIIBIOTEPA, COBEPIIMBIINM BXO
JIOKaJIbHO HEMOCPEACTBEHHO Ha JIAHHYIO MAIlIMHY. Takue pa3pelieHns Ha3bIBatoTCs pa3pelIeHUsIMU
(halisI0BOI CHCTEMBI.

Tak kak ¢aitnoBas cuctema Windows HaszsiBaeTcst NTFS, To paspemienus ¢ailioBoit cuctemMsl a7
Windows Ha3zbiBaroT paspemenusimu NTFS.

Pazpemienust 1uis noap30BaTeNeil, MOTYYHBIINM JTOCTY K MaNKe WiK (aiily yepes ceTh, peryIupyIoTCs
OT/IETILHO C MOMOIIBIO TaK HAa3bIBAEMBIX Pa3pelIeHUi 001Iero JocTyna. DTH pa3perieHus
pacrpoCTpaHsIIOTCs TOJIBKO Ha MANKH, K KOTOPBIM MPEAOCTABIEH 00U TOCTY Yepe3 CeTh U ACUCTBYIOT
TOJIBKO JUTS TTOJIb30BAaTEIIeH, 00OpallaouXcs K Manke 4yepe3 ceTb. BO3MOKHOCTH MOIB30BaTENs 331a10TCS
pa3peleHus MU, IPEACTaBICHHBIMU HUXKE:
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* [Tonnerit noctyn (Full Control);

* N3menuts (Change);

* Urenue (Read);

JloCTyTI K cpeZiIcTBaM HACTPOMKH Pa3pelIeHHi 00IIeTo T0CTya BRIMOIHISTCS Yepe3 CBOMCTBA TMAIKH,
MPEIOCTABICHHON B OOIIHIA TOCTYTI.

Paspemennst o61iero noctyna sSBIsSIOTCS CPEACTBOM 0OecTieueHHs 0€30IMacHOCTH IaHHBIX MPU
KOJUIEKTUBHOM paboTe ¢ JOKyMEHTAMU U TIO3TOMY JIOJKHBI YCTaHABIMBATHCS OYEHb TIIATEIbHO U
o0ocHoBaHHO. [Ipu 3TOM aIMUHUCTPATOPY PEKOMEHIyeTCs IEHCTBOBATH CIECAYIOIIUM 00Pa30M.

o JIy1st KaXKI0TO pecypca 00IIero A0CTyIa ONpeAeIuTh, KAKUM TPYIIaM MOJIb30BaTeNieit HEOOXOAUM JOCTYT
K HEMY H KaKoi TpeOyeTcst ypoBeHb J0CTYTIa;

* Jlns ynponieHus: aAMUHUCTPUPOBAHUS HA3HAYANWTE pa3pelieHus Tpynnam, a He OTACJIbHbIM
T0JIb30BATEIISIM;

* YcTaHaBIMBalTe MAKCUMAIBLHO CTPOTHUE pa3pelIeHus, KOTOPbIE, OAHAKO, JOJKHBI TO3BOJISAThH
MOJIL30BATEIISIM COBEPIIaTh HEOOXOUMbBIE ACHCTBHS,

» OpranusyiTe pecypchl 00IIEro J0CTyIa TaKUM 00pa3oM, 9YTOOBI TIAMKHU ¢ OIMHAKOBBIM YPOBHEM
TpeOoBaHui 0€30MACHOCTH HAXOAMWINCH B OAHOM mamnke. 3aTeM yCTaHOBUTE OOIINUN JOCTYI TOJIBKO K HEM,
BCE BJIOKCHHBIE MMAIKH HACIEYIOT HACTPOUKH 0€30TIaCHOCTH;

e Jlnst manok o0111ero JocTyna NpUMEHsIHTe UHTYUTUBHO TIOHATHBIE MT0JIb30BaTENIIM UMEHA, KOPPEKTHO
oTtoOpakaeMble BCEMH KJIIMEHTCKUMHU OTNePallMOHHBIMU CHCTEMaMU, UCTIONIb3YEMbIMH Ha IPEIIPUITUH.

* Ecnu B 001Iux mamnkax npearnoiaraeTcsi XpaHUTh IPOrpaMMBbI-TIPUIIOKEHHUS, TO 1eJ1eco00pa3Ho
MIOMECTUTD UX B OJIHY MAIKy — €AMHOE MECTO XpaHEHUsI 1 OOHOBJICHUH s IPHIIOKEHUM;

Heckonbko 001IMX Mamnok, TOCTYIMHBIX YWiIEHAM TPYIIbl A IMUHUCTPATOPHI, TaK HA3bIBAEMbIE CKPBIThIE
AJIMUHHUCTpATUBHBIE OOITHE TIAIKU, CO3AI0TCS ONEPAIIMIOHHON CHCTEMOM aBToMaTndecku. iMeHa 3tux
TIATOK 3aKaHYMBAIOTCS 3HAKOM $. DTO KOpHEBBIE KaTajloTy Ka)I0ro ToMa Ha xecTtkoM jaucke (C$,DS$ u T.1.),
nanka Admin$ juist TocTyIa K CHCTEMHOMY Katajory, nanka Print$ mist moctyna x ¢aiinam apaiiBepoB
MIPUHTEPOB.

Kpowme Toro, CKpbITyI0 Marky ¢ 00IKUM JOCTYIOM MOXHO CO3/1aTh C LIETBIO JOCTyMa K HeH TOJIBKO TeX
MOJIb30BaTeNel, KOTOpble OyayT 3HATh UMS CKPBITOI MAaIKH.

[TomyunTs AOCTYN K OOIIKMM MaKaM JPYTUX KOMIIbIOTEPOB MO>KHO MCIOJIb3Ysl KOMITOHEHTHI CeTeBoe
OKpyxeHue, Mol koMmbioTep, Mactep 100aBiIeHHUS B CETEBOE OKPY>KEHUH U KOMaHTy BBITOTHUTH (Run).
Coenunenue ¢ oOmieit mankoit uepez CeTeBoe OKPYKEHHUE BHITIOIHACTCS TBOWHBIM IIETIKOM IO Pecypcy, K
KOTOPOMY HEOOXOAMMO MOTYYUTh TOCTYI. Ecinu o6mmumii pecypc OTCYTCTBYET B CIIMCKE TOCTYITHBIX,
BbIOEpUTE 3HAYOK J[00aBUTH HOBBIN AIIEMEHT B CETEBOE OKPY)KEHUE U YKAKHUTE aJIpec MOIKII0YaeMOro
pecypca.

Coenunenue ¢ oOImel mankoi yepe3 KOMIOHEHT Mo# KOMITBIOTED BBITIOIHSIETCS Yepe3 MeHIo CepBUC ATOTO
KOMITOHEHTa B MyHKTe [loAKII0YUTh CeTeBOM AUCK MPHU YKa3aHUH IyTH K o0mieMy pecypcey. Ecnu
HE00XOIMMO TMOJIb30BaThCS 3TUM COETUHEHHEM MOCTOSHHO, HYKHO 4TOOBI (praskox BoccTanaBnusate npu
BXOJI€ B cucTeMy ObLT ycTaHoBjeH. CoerHeHHe OyeT 1ocTymHo B pasaeine CereBbie qucke okHa Moi
KOMITBIOTED.

Jli1st coemHenus ¢ 001IIei Mankoi ¢ MoMOIIbI0 KoMaH bl Beimonuuth mienkaute [lyck, 3arem BeimoaHuTh
1 BBenuTe MmyTh K namnke B popmare UNC(\\umsi_ kommibroTepa\umsi_ 0OIIIEH Mmarnkm).

PaccmoTrpuM, Kak mosap30BaThCs CPEACTBAMHU YCTAHOBKH Pa3pelIeHui (paitioBol CHCTEMBI U OOIIETO
J0CTyTa.

[Tocne BeIOOpa 00BEKTA, AJIT KOTOPOTO OY/IET BBHITTOJIHITHCS HACTPOUKA pa3pemieHnid (paiioBoii CUCTEMBI, B
JTMAJIOTOBOM OKHE CBOWCTB (haiiia UiIu Marnky HeoOX0IMMO BhIOpaTh BKJIAAKy be3omnacHOCTh, MOKa3aHHYIO
Ha pucyHke 4.3.

B nanHom ciyuyae nmoka3aHo, 4ToO JJis Ak ABUATOP AJIs TPYIIbI AAMUHUCTPATOPbl yCTaHOBIICHBI
paspewenus yposHs [lonHelii noctym, a 1uist rpynnst Bee paspelienns orpaHideHbl Ha ypoBHE UTeHne.
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[Tpu ycTaHOBKE pa3pelieHnii B CIUCKE TPy MOKHO 3aMETUTh UIMEHA TaK Ha3bIBAEMbIX BCTPOCHHBIX
CUCTEMHBIX I'PYTII, HEBUIUMBIX MPU UCTIOIB30BAHUH OCHACTOK ISl YIIPABICHUS TPYIIIIAMU U
MOJIL30BATEIISIMU. DT TPYIIIBI HE UMEIOT OIMPE/ICIICHHBIX YWICHCTB, KOTOPBhIE MOYKHO HA3HAYHUThH WIIH
M3MEHHUTh, HO B HUX CHCTEMa BKJIIOUAET Pa3IMYHbBIX MTOJIb30BaTeNIel B Pa3IMYHOE BpEMsi, B 3aBUCUMOCTH OT
TOTO0, KAKMM 00pa30M IMOJIb30BATEINb MOy4aeT JOCTYI K CUCTEME HIIA PECYpPCaM.

BerpoenHsle cucTeMHbIe TpyTIIbl ObIIH PACCMOTPEHBI BBIIIE B J1abopaTtopHOit pabote Ne3. B nanHom
cllyd4ae UMeeTCsl B BUAY Tpymia Bee, B KOTOpyro BO BpeMsi CBOEH pabOThI BXOISAT BCE, KTO MOTYUYMIT JOCTYH K
KOMITBIOTEPY WJIH JJOMEHY.

Pa3penienust MOXXHO HE TOJIBKO YCTaHABIMBATh, HO 3aMpeliarh. 3alpeT UMeeT OONbIINI MPUOPUTET, YEM
paszpelieHue. 3anper pa3peneHuil Kak MeTol KOHTPoJIsl pecypcoB Microsoft mpuMeHsTh He peKOMEHAYET, U
OH HCIIOJIb3YETCsI, B OCHOBHOM, ISl IOMOJHUTEIBHOM HACTPONKH pa3peiieHuil KOHKPETHBIM
MOJIb30BATENSIM, B OTIIMYME OT pa3pelieHuid A APyTUX MONIb30BaTeNIeH IPyMIlbl.

PaccMoTtpenHbie pa3pelieHus Ha3bIBalOTCS CTAHJAPTHBIMU U TIO3BOJISIIOT PELIUTH OOJBIIMHCTBO 33/1a4,
CBSI3aHHBIX C PErYIMPOBAHUEM YPOBHS JOCTYIA IPYII K pecypcam.

Knonka J{onmomHUTEIBRHO CYKUAT IJ1 3aJjaHUs CIIENUaNIbHBIX pa3penieHnil. Kaxmoe crangapTHoe
paspelleHrne COCTOUT U3 HECKOJIBKUX CHEIHaIbHBIX, HAIPUMEpP CTaHJapTHOE pa3pelleHne 3anuch COCTOUT
U3 HIECTH CTIeMaIbHBIX pa3pelieHuii: co3nanue (¢ainos/3anuch qaHHbIX, Co3laHue Manok/103amnmuch
JAHHBIX, 3aMUCh aTPUOYTOB, 3aMKCh JOMOJHUTENIBHBIX aTpUOYTOB, YTEHUE Pa3peLIeHUI, CHHXPOHHU3AIHSI.
CrietnaibHble pa3pelieHus] MOXKHO MCIOIb30BaTh AJis 00jee TOHKON HACTPOMKHU B HECTaHIaPTHBIX
CUTYyaIHsIX.

B okHe cnienuanbHbIX pa3penieHni UMeroTcs 3aKinanku Aynut, Bragenern. u DddexTuBHbIC pa3penieHus.
AynuT - 3TO IpOLECC, MO3BOJISIIONIMM (PUKCUPOBATH COOBITHS, TPOUCXOSAIINE B CUCTEME U UMEIOIINE
OTHOILIEHUs K Oe3omacHocTu. Ha naHHOM BKIIaJKe MPOU3BOIUTCS BHIOOP MOIB30BATENS WIIM TPYMIIbI, IS
KOTOPBIX JaHHas nanka (i Qaitir) Oyaet o0beKToM ayauTa. AyauT u3ydaeTcs B JabopaTtopHoit padbote No
6.

3aknaaka Brmagener obecreunBaeT Takoe CBOMCTBO O€30MAaCHOCTH, KaK MPaBO BIaJACHHUS 00HEKTOM
(haiioBOM cUCTEMBI. ATMUHUCTPATOP BCETIa MOXKET CTaTh BJIAJICTBIIEM JTI000TO 00beKTa (halIoBOM
CUCTEMBI, JIF000H MMOJIb30BaTelb SBISETCS BIAJCNbLIEM CO3aHHBIX UM OOBEKTOB U, €CIIN JIOKaJbHbIE WIH
JIOMEHHBIE MTOJUTUKN O€30MaCHOCTH pa3pelliaT, MoIb30BaTelb MOKET Ha3HAyaTh ce0sl BIIaJIeNIbLIEM APYTUX
(haiisIoB M TMaroK.

[Tonpo6GHOE paccMOTpeHHE BOMPOCOB BIIAJICHHS BBIXOAUT 32 PAMKH JIaHHOTO MOCOOUS, OJHAKO OTMETHM,
YTO MHOTHE onepanuu ¢ pailiaMu u nankamu, HanpuMep CMEHa pa3pelleHuil, mudpoBaHue u
nemurdpoBaHUe MPUBSI3aHbI K (DAKTy BIAACHUS JAaHHBIM 0ObEKTOM.

Criucok ynpasnenus noctynom (ACL) xpanurces Ha qucke NTFS mist kaxnoro daiina nnm nanku. B Hem
MIEPEYNCIICHBI MOJIb30BATENIN U TPYIIIIBI, UISI KOTOPBIX YCTAHOBJICHBI pa3pelieHus s (aiiia WK Manku, a
TaK)Ke CaMU Ha3HAuUCHHBIC Pa3peLICHUS.

Kaxxgomy mosib30BaTestio Uik rpyIme MOryT ObITh YCTaHOBIIEHBI MHO)KECTBEHHBIE pa3pelleHus Yepes
ydacTue B HECKOJIBKUX IpyIIax ¢ pa3HbIM HabOpoM paspenienuii. B aTom ciiydae aeiictBytoT a3 pexTrBHbIC
pa3pelleHus — MoJib30BaTellb 001a/1aeT BCEMU Ha3HAYEHHBIMU €MY pa3pelleHUusIMU.

JlelicTBYeT MPHOPUTET pa3petieHuit A7l (paidioB Ha/l pa3pelIeHUsIME [T AOK ¥ IPHOPUTET 3arperieHHs
HaJl Pa3pelICHUEM.

Pa3pemeHH51, HAa3HA4YCHHBIC pOI[I/ITeJIBCKOI\/'I Marike, o yMmoJI4aH!uIO HACJICAYIOTCSA BCCMU MOATIAIIKaMU U
(baﬁHaMH, COACPIKAIUMUCH B IMAITKaX. OIIHaKO CCTb BO3MOKHOCTD MMPCAOTBPATUTE HACIICAOBAHUC JIJIA
JII000H BIIOYKEHHOI IMAIIKA U B D TOM CJIy4dac 5Ta 1narka caMa CTaHOBUTCA pOHHTGHLCKOﬁ JJIA BJIOXKCHHBIX B
HEC I1aIloK.

Ecnu manka npegocrapieHa s 00IIEero JOCTyTa, TO Ha Hee pacIpOCTPAHSIIOTCS pa3pelieHHs IBYX BUIOB:
* pa3perenus (HailIoBoil CUCTEMbI, YCTAaHOBJICHHBIE JIsl IOJIb30BaTENCH TaHHOTO KOMITBIOTEPA;
* pa3peleHus o0IIero J0CTya, OObSIBICHHBIS ISl TOJIB30BATENCH, MOMYYUBIINX TOCTYI YepPe3 CETh.

OOBIYHO AJ15 ATOK OOILEro A0CTYIa 33aJal0T pa3pelIeH sl IOJIHOTO TOCTYIIA, @ OTPAaHUYEHUS BBOJST
ycTtaHoBKkoi# pa3pemenuii NTFS[4,5].

B stom citywae neiictByeT oObenunenne paspemienuidt NTFS u paspemienuii 1y1st o011edt manku, npu
KOTOPOM HanOoJjiee CTporoe pa3pelieHne UMeeT IPUOPUTET Haj JPYTUMHU.

3aaHue K MPOBEICHUIO J1a0OPaTOPHOH pabOTHI
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1. Co3paiiTe manky, B KOTOPYIO MIOMECTUTE TEKCTOBBIN (hailsl 1 MpuiioKeHue B BUe (aiiia ¢ pacimmupeHuemM
exe. Hanpumep, ogny u3 cranaaptHeix nporpamMm Windows, Takyto kaknotepad.exe(biokHoT).

2. YcraHOoBHTE AJIs ATOM MAlKHU pa3pelieHys MOJHOro JOCTyNa ISl OAHOIO U3 MOJIb30BaTENeH IPyIIIbI
aIMUHUCTPATOPBI, U OTPAaHUYCHHBIC Pa3pELICHUs IS I10Ib30BaTEIIsl C OTPAHUYEHHON YUYETHOH 3allUChIO.

3. BeinmonHUTE pa3nuyHbIe JeMCTBUS C MANKoi U (aiiaMmu uist 00euX yYeTHBIX 3aliCcel U yCTaHOBUTE, KaK
JEUCTBYIOT OTPAHUYCHMS], CBSI3aHHbIC C HA3HAYCHUEM YPOBHS JOCTYIIA HUXKE, YEM ITOIHBIA JOCTYIL.

4. YcraHoBUTE OOIIUIT TOCTYTI K MANKe U MOAKIIOYUTECH K HEH Yepe3 CeTh C IPyroro BUPTYaIbHOTO
KOMIIBIOTEDA.

5. YcraHoBuTe pazpenieHus o0IIero 10CTymna Tak, 4To0bl aIMUHUCTPATOp HE UMEII OTPaHUYEHU, a
I10JIb30BAaTEIb UMEJI OTPAaHUUYEHHBIM YPOBEHD 1OCTYIIA.

6. DKCIIepUMEHTaJIbHO YOeauTech B paBmiIax oobenuHenus paspemenuiit NTFS u paspemienuii oo1ero
JOCTyTA.

7. CocTaBbTE OTYET O MPOBEJIEHHBIX KCIIEPUMEHTAX.

8. PazpaboraiiTe cTpareruto peryinupoBaHusi 0€30MacCHOCTH MPU KOJUIEKTUBHOM JOCTYIIE K OOIIMM HarnKam
JUTS pa3IMyYHbIX TPYII MOJIb30BaTeNeH.

KoHTponbHbIE BOTPOCHI

1. Kaxoe u3 cnenyromux paspemenunit NTFSans nanok no3Bossier BaM ynainsiTh nanky?
* UreHnne

* UreHue U BBINOJIHEHUE

* 3menenne

* AIMUHUCTPUPOBAHUE

2. Kaxkoe paspemenue NTFS nns daiinoB ciemyeT ycTaHOBHUTH 111 (haiisia, €CIIM BbI MIO3BOJISETE
MOJIb30BATENSAIM yAAJATh (aiiil, HO He O3BOJISIETE CTAHOBUTLCS BiIajiebliaMu (paiina?

3. Kakne 00BbeKThI IO YMOJTYaHUIO HACIEAYIOT pa3pelIeHs, YCTaHOBICHHBIC sl POIUTEILCKOM MarnKku?

4. KT0 MOXXET yCTaHaBIMBATh pa3pelIeHNs Uil OT/AEIbHBIX MOIb30BaTeNel u rpynn? (BeiOepuTe Bce
IIPaBUJIbHBIE OTBETHI)

* UsieHsl rpynmbl A IMUHUCTPATOPBI

* Unensl rpynibl ONbITHBIE TOIB30BATENIN

* [Tonp3oBarenu, obnanatomue pazpemenreM [lomaublil octyn
* Bragenbiibl ¢haiioB 1 mamok

5. Kaxoii U3 cieayromux BKIaI0K IMATOrOBOrO OKHA CBOMCTB (paiiina MM manku cieayeT BOCIOIb30BaThCs
JUIs yCTAaHOBKM MM U3MeHeHu paspemenunii NTFS:

* JIOIOJIHUTEIHLHO

* Paszperienus

* bezonacHocTh

* O0mmme

6. Ecnt BBI XOTHTE, YTOOBI MOJIB30BATEb WIH IPYIINA HE UMeNIa TOCTyIa K ONPEIEICHHON Narke Win
Gaiiny, creayer M 3anpeTUTh pa3pelIeHus s 3TON Nanku win ¢aiina?

Tema 4. IIporpammHo-anmapaTHbIe KOMIUIEKCHI 3allIUTHl HH(OPMAIIIH.
JlaGoparopHas pabota. DnekTpoHHbIN 3aMok CoO0Ib
Teopernueckas 4acTh
3amanue 1. YcTaHOBUTH MporpaMMHoe obecriedenne Komriekca «Co0omby.
3amanue 2. Hactpouth o01Iue mapaMeTpbl KOMITIEKCA.
3aganue 3. 3aperucTpupoBaThCS B CUCTEME B KaueCTBE AJMUHUCTPATOPA.
3aganue 4. 3aperucTpupoBaTh B CIIUCKE MOJIb30BATENEH HOBOTO MOJIb30BATENS
KOMILJIEKCA.
3amganue 5. CMEHUTH ayTeHTU(UKATOP aIMUHUCTPATOPA
3ananue 6. IIpoBectu TectupoBanue namsitu NVRAM
3agaue 7. KoppektupoBka 1maba0HOB JJ1s1 KOHTPOJISI IIEJIOCTHOCTH.
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3aganue 8. BBIMOJIHUTD pacyeT 3TaIOHHBIX 3HAYEHUN KOHTPOJIbHBIX CYMM.
3aganue 9. [IpocMOTpeTh 3alUCH KypHaJa.
3ananue 10. Yoamute [1O mst kommiekca «Co0oIby»
Bompocs! u npakTuueckue 3a1aHus
Cnmcok UCOIb30BaHHBIX HCTOYHHUKOB.
Teopernueckas 4acTh
DnekTpoHHBIN 3aMOK «C000IIb» pa3paboTaH HAyYHO-UHKCHEPHBIM MIPEAIPUATHEM

«MHO®OPM3AIINTA» 1 npeaHa3sHadyeH )i NpeI0TBPALIEHUs] HECAHKIIMOHUPOBAHHOIO TOCTYyIa
MOCTOPOHHUX JIUI] K pecypcaM 3alllUIaeMOro KOMIbIOTepa.

OnexrpoHHbIi 3aMoK "Cobomns" ceprudunmpoBan PCh (ceprudurar No CD/027- 0792 ot 18.05.2005).
OT10 no3BosisgeT NpuMeHATh "Co0oib" s 3amuThl HHGOOPMAIINH, COCTABIISIONICH KOMMEPUYECKYIO UITH
TrOCYIapCTBEHHYIO TalHY.

Kpome toro, anexrponnslii 3amok "Cobons" ceprudunmponan ['ocrexkomuccueit Poccun (cepruduxar Ne
907 ot 18.05.2004r.), 4TO MOATBEPHKIAET COOTBETCTBUE 3TOTO U3/EIHS TPEOOBAHUSAM PYKOBOASIIETO
nokymenTta ['ocrexxkomuccuu Poccuu "ABTOMAaTH3MPOBAHHBIE CUCTEMBI. 3alIUTa OT
HECaHKIIMOHUPOBAHHOTO J0cTyna K nHpopMmanuu. Knaccudukaims aBTOMaTu3UPOBAHHBIX CUCTEM H
TpebOBaHUS TI0 3aIUTE

nH(popmaruu'" 1 MO3BOJISET UCIIOJIB30BATH €T0 MPHU Pa3pabOTKe CPEICTB 3AITUTHI ISl aBTOMATH3UPOBAHHBIX
CHCTEM C KJIACCOM 3aIIHUIIEHHOCTH 10 1B BKIIOUHUTEIBHO.

OnexTpoHHBINH 3aMOK «C0001b» cepTuduirpoBan DeepanbHBIM areHTCTBOM MTPABUTEILCTBEHHON CBS3U U
nnpopmaruu Poccuu. Ceprudukarst DAIICU Ne CD/122- 0305 u Ne CD/022-0306 ot 10.02.2000
MO3BOJISAIOT MPUMEHSTH JAaHHOE CPEACTBO ISl 3aIIUThI HH(OPMAaIMHU, COCTABISIONTYI0O KOMMEPUYECKYIO WU
TrOCYIapCTBEHHYIO TalHY.

JletictBue komruiekca «Co00b» COCTOUT B IIPOBEPKE MOJITHOMOUYHNH TTOJIb30BaTeNsl Ha BXO/ B cucTemy. [Ipu
3TOM MOJb30BATENb MOIYYAeT JOCTYI K KOMIBIOTEPY TOJIBKO MOCTIE PErUCTPAIIUH €TO B CITUCKE
MoJib30BaTeNelt KomIuiekea. Peructpaius nonb3oBaresnei OCymecTBIseTCs] aIMUHUCTPATOPOM U COCTOUT B
MIPUCBOEHUH MOJIH30BATEII0 UMEHH, IEPCOHATBHOIO UACHTU(UKATOpA U Ha3HAYeHUH naposis. Perucrpanus
aJIMMHUCTPATOpa OCYLIECTBISAETCS MTPU MHULMATN3AIUN KOMILIEKCA.

Ecnu npenbsaBieHsl He0OXoAUMbIe aTpUOYyThI — IEPCOHAIBbHBIN UIEHTU(HUKATOP U MAPOJIb, TOJIB30BaTENb
MOJTyyaeT MpaBo Ha BXoA. [Ipu ux OTCYTCTBUU BXOJ B CUCTEMY JAHHOTO MOJIb30BATENs 3apEeiaeTCs.

Cucremnbie TpeOOBaHMS.

Kommuteke «Coboiiby» npeaHazHadeH AJ1s UCTIOIb30BaHUs Ha KOMITBIOTEPaX, OCHAIIEHHBIX IMPOLIECCOPaMHU
cemeiictBa INTEL X86 (1 coBMECTUMBIMU C HUMH ), HAYMHAS C Iporeccopa 1486 u BhIwIe.

[TogcucTemMbl KOHTPOIS ETOCTHOCTH M MOJCUCTEMBI 3aIIPeTa 3arpy3KH CO CheMHBIX HOCUTENeH
(GYHKIMOHUPYIOT 0] ynpasieHueM cienyromux OC:

MS DOS Bepcuii 5.0-6.22;

OC cemetictBa Windows'9x (FAT12, FAT16 nnu FAT32); Windows NT Bepcwuii 3.51 u 4.0 ¢ daitnoBoit
cuctemoit NTFS; Windows 2000 ¢ daitnooit cuctemoit NTFS;

OC Windows XP u Windows 2003 ¢ daiinoBoii cuctremord NTFS u NTFSS;

3amanue 1. YeTaHOBUTH MporpaMMHoe obecriedenne Komriekca «Co0omby.

[IporpamMmMHOe oGecrieueHne KOMIUIEKCa PEKOMEHAYETCSl YCTaHABIMBATh 0 YCTAHOBKH B KOMITBIOTEP €T0
TUIATHI.

Jjis yCTaHOBKH NMPOTPAMMHOI0 00eCIIeueHUs CleAyeT:

1. IToMecTUTh yCTaHOBOUHBIN KOMIAKT—AUCK B TipuBoJ CD-ROM wu 3amycTuTh Ha uciosHeHue (haiin
Setup.exe.

Ha skpane nmosiBUTCSl COOOIIEHUE O TOM, YTO B KOMIIBIOTEpE OTCYTCTBYET IIaTa KOMIuIekca. J{is
IIPOJOJDKEHUS YCTAaHOBKH CIIEAYEeT HaXarh KiaBuuly <Enter>.

IIporpaMMa yCTaHOBKH BBIIIOJIHUT ITIOATOTOBKY K YCTaHOBKE, ITOCJIE YETO HA SKPAHE MOSBUTCS CTAPTOBBIN
JUAJIOT IIPOrPaMMBbl YCTaHOBKH.

2. lanee cnenyite MHCTPYKLUUSAM JJIs IPOAOJKEHUS] YCTAaHOBKHU.
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3ananue 2. HactpouTs 001ue napaMeTpbl KOMILIEKCA.
Ilepen Tem, kak HauaTh PabOTY C MPOrPaMMHO-ANIAPATHBIM KOMIIJIEKCOM

«Co00mby» cieyeT BBITOTHUTD €10 MHUIMaIN3auio. [IepBbIM marom 31ech OyaeT HacTpoika 00Iux
[1apaMeTpoB.

1. BxirounTe nuTaHUuEe KOMITbIOTEPA.

2. B mosBuBmemcs okHe BpiOepure KiaBHINEH WM B MEHIO KOMaHAy «HUTIMAMU3aus TiaTely U
HaXMuTE KiaBuiry <Enter>.

ITocne BBINOIHEHU 3TOU MPOLEAYPBI Ha KPAaHE MOSBUTCS TAAJIOL.

3. s mapametpa «KoHTpOIb 11eT0CTHOCTH (haliJIOB M CEKTOPOB» YCTAaHOBHUTE 3HaUeHHE «Jlay. D10 Oymet
03HayaTb, YTO KOHTPOJIb LIEJTIOCTHOCTH BKJIIOUEH.

[Tpu npucBOCHNYM MTapameTpy 3HaueHHS «/]a» Ha SKpaHe MOSBUTCS OKHO JUIS BBOJIA Iy TH K KaTaJOTy C
¢aitnamu mabIOHOB KOHTPOJIIS IIETOCTHOCTH. [Ipy 0OHApYKEHUH 3aIaHHOTO KAaTaloTra U HaXOISIINXCS B
HEM He TIOBPESKICHHBIX (PailyioB MTa0IIOHOB KOHTPOJIS IIEIOCTHOCTH TTapaMeTp TPUMET 3HaueHue «Jla»,
WHa4e Ha SKpaHE MOSBUTCS COOOIIEHHE 00 OIMMOKE U 3HAaYCHHE MapaMeTpa He U3MEHHUTCSI.

«2.0%.

4. Ins mapameTpa «Bepcust KpunTorpaguaeckoi cXemMbl» yCTAaHOBUTE 3HAYCHHE
5. JI7st ocTaBIIMXCS TApaMETPOB BHIOpATh 3HAUCHHMSL.

6. Haxxmure knaBuiry <Esc> 11 COXpaHEHUs YCTaHOBJIEHHBIX TapaMeTPOB.
3aganue 3. 3aperucTpupoBaThCS B CUCTEME B KaueCTBE AJMUHUCTPATOPA.

[Tocne BBIOTHEHHSI HACTPOUKH OOIIMX MMapaMeTPOB CIEAYIOIIMM IIaroM MO WHUIIHAIU3AIMHA KOMILJIEKCa
SBJISIETCS PETUCTpaLUs aAMUHKUCTpaTopa. [Ipu perucrpanuu agMUHIUCTpaTOpa €My HazHayaeTcs Mapoib AJis
BXOJ1a B CUCTEMY U IPUCBANUBAETCS MEPCOHANBHBIN HIEHTU(UKATOP.

Jlist peructpanuu aiMUHUCTPATOPA CIEAYET:
1. BeiOpaTh B OKHE TIOSIBUBIIIETOCS 3alpoca BapuaHT «Jla» W HaxaTh KIaBUIITY
<Enter>.

2. BBeaute naposib aiMuHUCTpaTropa U HaxMute <Enter>. [locie nosBneHus auanora AJisi HOATBEPKICHUS
BBEIUTE TOT K€ MMapOJIb U HAXKMUTE <Enter>.

Ecnu 06a 3HaueHus maposist COBITAIM U JUTHHA TTApOJIsi He MEHbBIIE 33JaHHOW MUHUMAJIbHOH JUTHHBL, Ha
9KpaHe TOSBUTCS 3aIpoc.

3. [I1O0THO MPUIIOKKUTE K CUUTHIBATEIIO IEPCOHANIBHBIN UACHTHU(HUKATOP, TPUCBANBAEMBIN aIMUHUCTPATOPY
koMmriekca «CoOoby.

[Ipu npucBOeHUH MEPCOHATBHOTO UACHTU(UKATOPA B HETO 3aMKChIBAETCs CIy)eOHas nHpopMarus.

4. ITo oxoHYaHHH HWHUNUAJIN3allUU BBIKJIFOYUTC KOMIIBIOTECP U MEPCBCAUTC KOMIIJICKC B PCIKUM
OKCIUTyaTalluu.

3aganue 4. 3aperucTpUpoBaTh B CIIUCKE MOIH30BATENICH HOBOTO MOJIb30BATENSI KOMILIEKCA.

[Tpu peructpamnmy HOBOTO MOJIH30BATENS B CIIUCKE MOJIL30BATENICH KOMIIEKCA €My ITPHCBanBaIOTCSI
CIIeIyIONIHe aTprOyThI: UM, ay TCHTU(UKATOP U MapoJIb JJIsl BXOAA B CUCTEMY, TIEPCOHATBHBIH
uneHtudukarop iButton

CnyxebHas nH(MOpMAIUs O MOJIb30BaTeNIe COXPAHSIETCS B YHEPrO3aBUCUMON MaMSITH KOMILIEKCA —
CO3/J1a€TCsl YUETHAs 3alUCh MTOJIb30BATEIA.

J1y1st perucTpaliii HOBOTO IOJIb30BATEIS BHITOIHSIOTCS CASAYIOIINUE TeHCTBUS:

1. Boiitu B cuctemy, mpeabsBUB NApOJIb U MACHTH(PUKATOP aJMUHUCTpATOpA.

2. B MeH10 aMUHHCTpaTOpa aKTUBUPOBATh KOMaH 1y « CIIUCOK IMOJIb30BaTENC».

3. Haxomschk B cCIUCKe MOJb30BaTeNei, HaXaTh KiaBuiy <Insert>.

4. BBectu M moJbp30Batels, coneprxkaiiee He 6onee 40 cumBosnos. Haxars knasumry <Enter>.

5. BBenurte v MOATBEPAUTE MAPOIb MOJIb30BATENA.

6. [110THO MIPHUIIOKUTE K CUUTHIBATEINIO MEPCOHATBHBIN UACHTH(PHUKATOP, TIPUCBANBAEMBIN MOJIb30BATEIIO.



[Tocne ycnemHoro mpucBOEHUS MOJIb30BATEINIO IEPCOHATBLHOTO HISHTU(HUKATOPA U 3aIUCH CITYKeOHON
MH(POPMALIUHU O PETUCTPALUHU B SHEPTO3aBUCUMYIO AaMTh KOMIUIEKCA Ha SKpaHE MOSBUTCS cO00IIeHHE 00
YCIEUIHOW pPErucTpauu Mojab30BaTelsl.

3amganue 5. CMEHUTH ayTeHTU(HUKATOP aIMUHHUCTPATOPA.

AnmunucTpatop Komriuiekca «Co00b» MOKET CMEHUT Mapoiib IS BXO/Ia B CUCTEMY U ayTeHTU(UKATOP.
AyTeHTU(DUKATOP — CTPYKTYypa JNaHHBIX, XPAHSIIASACS B IEPCOHATBHOM HICHTU(UKATOPE MTOTH30BATEIS
(ayreHTH(UIMpYIOIIas HHPOPMAIIHS TOJIB30BATENIS ), KOTOPasi HApaBHE C IMAPOJIEM MOJIH30BATENS YIaCTBYET
B MIPOLIEAYPE ayTeHTU(DUKAIIUH.

[Tpu cMeHe maposis U ayTeHTH(PHUKATOpa U3MEHSETCS COACPKUMOE MePCOHATBLHOTO UACHTH(UKAaTOpa
aMUHUCTpATopa.

Jljiss cMeHBI ayTeHTU(UKATOPA CIEIYET:

1. B mento anmMuHucTpaTopa Beioepute koMmanay «CMeHy ayTeHTH(GUKATOpa» U HAXXMUTE KiaBuinry <Enter>.
2. BBenute TeKyluil maposp aAMUHUACTpaTopa U HaxMuTe <Enter>.

3. [110THO MPUIIOKUTE K CUUTHIBATEINIO MEPCOHATBHBIA HACHTU(DUKATOP aAMUHUCTPATOPA.

Jlanee MpOMCXOAUT COMOCTABICHNE BBEICHHOTO Maposis ¢ HH(popMaIlen, XpaHsuiencs Ha
uaentudukarope. [Ipu nepBoit cMeHe ayTeHTH(UKATOpa HOBBIM ayTeHTU(UKATOP 3aIHChIBACTCS B
NEPCOHATIBHBIN UICHTU(UKATOP aIMUHUCTPATOPA, IIPH ITOM CTapbIil ayTeHTU(UKATOP COXPaHSIETCs B
NaMsTH NEPCOHATIBHOTO UICHTU(HUKATOPA.

ITo oxoHUaHMM ITPOILETyPhl 3aIIMCH ayTEHTU(UKATOpaA HA HKPaHE MOSBUTCS COOOLICHHE.
3ananue 6. IIpoBectu TectupoBanue namMatu NVRAM.

Tect NVRAM nmamstu npoBepsieT paboToCIIOCOOHOCTh SHEPTOHE3aBUCUMOM TaMsATH KoMIuiekca « CoO0IIby.
B xone mpoBepKu OCyIIECTBIIAIOTCS MOMBITKYA JOCTyIIa HA YTEHHUE U 3alTUCh JJIS1 KaXKI0T0 CETMEHTA JIBYX
6ankoB NVRAM namsTi KoMIuiekca.

Jla npoBepku NVRAM namsitu:

1. BeiOparh B MEHIO aIMUHHUCTpATOpPa KOMaHy «/[narHocTHKa T1aTh»
2. BeiOpars komanay «Tect NVRAM namsiti» u Haxats <Enter>
[Tocne BBIOTHEHMSI 3TOM KOMaH bl HAUHETCS MPOIe1ypa MPOBEPKHU.

3. IIpocMOTpUTE NOJTyYEHHBIE PE3YIIBTATHI.
3anuue 7. KoppektupoBka mabiaoHOB JUIsi KOHTPOJIS LIETOCTHOCTH.

Hcxonnbie mabaoHbI JyIsl KOHTPOJIS IETIOCTHOCTH CO3Iar0Tcs pu ycraHoBke [10 koMmrekca u comepkar
nepedeHpb (PailyioB U CEKTOPOB JKECTKUX JMCKOB, 10 YMOIYAHUIO BKIFOYAEMBIX B ITAOIOHBI.

[IporpamMma noaroroBku 1madia0HoB Sneck.exe sBsieTcsl KOMIIOHEHTOM, BXOSIIUM B KOMILJIEKT MOCTaBKU
«CoOons». [lanHasi mporpamMma rmo3BoJII€T ONPEAETUTh CIIUCKH (PAaiIOB U CEKTOPOB KECTKUX JUCKOB,
LEIOCTHOCTh KOTOPBIX TpeOyeTcsi KOHTPOJINPOBATh.

JU1si BBITTOJTHEHUSI KOPPEKTUPOBKH 1AOTOHOB CIEAYET BBITOIHUTH:

1. Haxxmure kHOTIKY «Ilyck» m akTuBHpy#Te B II1aBHOM MeHI0O Windows KOMaHTy

«IIporpammsl \ ITO amnst anexrponnoro 3amka «Coboib \[Iporpamma noarotoBku madaonoB st KL»»
2. BBIMONHUTE KOPPEKTUPOBKY IAOIOHOB [T KOHTPOJIS [IETOCTHOCTH:

B nuanore ¢aiinsl Beroepute «Dailnibl» mopsekaine KOHTPOIIo

B nuanore «CeKTopbI»BbHIOEPUTE CEKTOPHI )KECTKOTO TUCKA, LIETOCTHOCTh KOTOPBIX TpeOyeTcs
KOHTPOJUPOBATh

3. Haxxmurte kHOnKy «COXpaHUTH», YTOOBI BHECEHHBIE M3MEHEHUS ObUTH COXPAHEHBI.
3ananue 8. BBIIOIHUTH pacueT 3TAJIOHHBIX 3HAYEHUIM KOHTPOJIBHBIX CYMM.

[Tocne koppeKTUPOBKU MIA0IOHOB /1711 KOHTPOJISI LIEIOCTHOCTH HEOOXOAMMO 3aHOBO PACCUUTAThH ATAJIOHHBIE
3HAYEHUS KOHTPOJIbHBIX CYMM.

1. Ilepe3arpy3ute KOMINbIOTEP U BOMIUTE B CUCTEMY C MPaBaMU aIMUHUCTPATOPA KOMILIEKCA
2. B MeHI0 agMUHHCTpaTOpa BbIOEpUTE KOMaHay «PacueT KOHTPOJIBHBIX CyMM».

Haunercs PacuCT 5TAaJIOHHBIX 3HAYCHUM KOHTPOJIbHBIX CYMM 06’beKTOB, 3aJaHHBIX madJoHaMu JUIS
KOHTPOJIA HEJIOCTHOCTH.
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3aganue 9. [IpocMOTpeTh 3alUCH KypHaJa.

3amucu 0 COOBITUSX, PETUCTPUPYEMBIX KoMITIIEKCOM «C0o00Ib» BO BpeMsi CBOeH pabOThI, XpaHSITCS B
KypHAJIe PETUCTPAIIMH COOBITHIA, KOTOPBIM pa3MeliaeTcs B ClielualbHON YHEPrOHE3aBUCUMON MTaMSITH
KOMILJIEKCA.

s mpocMoTpa KypHasia 3arnucem:

1. B MeHI0 aqMuHHUCTpaTOpa BEIOEpUTE KOMaHIy « KypHall perucTpanuu coObITHIDY
2. O3HAKOMBTECH C COZICP)KaHUE KypPHAJIA PETHUCTPAIIMHA COOBITHIA

3. Haxxwmure uia <Esc> Bo3Bpara K MEHIO aAMUHHUCTPATOPA.

3ananue 10. Yoamure 1O mia kommrekca «Co0omaby.

1. HasxxmuTte Ha kHOTIKY [lyck u BeiOepute Hactpoiiku | [Tanens ynpaBneHus.

2. Bribepute «YcTaHOBKA M yIaJI€HUE TTPOTPAMMY).

3. B nosBuBIIemcs criiucke Beioepute «I10 miist anekTpoHHOro 3aMka «CoO0Ib»H HAXKMUTE KHOIIKY
«J1lo0aBUTH/ YIaIUThHY.

4. TlogTBepauTe yaajaceHUe.
Bormnpocs! u npaktuueckue 3aaanus

1. Co3naTh y4eTHYIO 3aIUCh MOJIB30BATENS, KOTOPOMY OYJET pa3pelieH JOCTYI K KOMITbIOTEPY Ha HEJEIIo,
MIOCIIE YETo yueTHas 3aluch OyJeT 3a0I0KMpOBaHa.

2. [TocTaBUTH MOJIB30BATEINIO NAPOJIb, CTCHEPUPOBAHHBIN KOMIUIEKCOM, OJIOKUPOBATH YUETHYIO 3alUCh TIPU
BTOPOM HEYIa4HOM BXOJIE.

. 3anpeTuTh paHee CO3JaHHOMY IOJIb30BATEII0 CMOTPEThH CBOIO CTATUCTHKY.
. [Ipon3BecTn cmMeHy Mapoiis aIMHUHHUCTPATOPA.

. BeIMoTHUTE TeCT cunThIBaTels iButton.

. CKOppeKTUPOBATh CIIUCKU KOHTPOJIUPYEMBIX (haiiIoB.

. O4HCTUTH KypHAI PETUCTPALIMH COOBITHIA.

00 3 N L W

. [IpocmoTpeTs nHGOpPMAIHIO O TPOrpaMMe MOATOTOBKH MIa0JI0HOB KOHTPOJIS LIETOCTHOCTH.
9. Bemonauth quarnoctuky miatsl [IAK «Coboiby.

10. YcranoBuTh yncio nonsITok TectupoBanus JICY Ha 3HaueHne «2».

Cnmcok UCOIb30BaHHBIX HCTOYHHUKOB.

1. DnexTponHsIii pecypc \\ Mapopm3ammTa — pexum noctyna: http:// www. infosec.ru. — 3ami. ¢ skpaHa;
2. PykoBOoZICTBO MO 3KCIuTyaranuu [IporpaMmMHo-anmnapaTHOro KOMIUIEKCA
«Co0bomb»: Mocksa, 2006;

3. DJIEKTPOHHBIN 3AMOK COBOJIb - PABPABOTKA HUIT THOOPM3AILIMTA - HoBble TEXHONOTHE

- JlenoBas mpecca_ DNEKTPOHHBIE Ta3eThl [ DIEKTPOHHBIN pecypc]- Pexxum goctyna:
http://www.buisnesspress.ru/newspaper/

4. DnexTpoHHBIH pecypc // 3ammra nuadopmanuu — peskum gocryna: http://www.zinfo.ru. — 3ari. ¢ skpaHa;
5. DnektponHsIil pecypc // More PC — pexum gocryna: http://www.morepc.ru. — 3ari. ¢ sKkpaHa.

Tema 5. DnexrponHsiid uaeHtTudukarop ruToken.
JlaGoparopnas pabora. Bxon B cuctemy ¢ ucrnionb3oBanuem ruToken
Teopernueckas 4acTh
3aganue 1. YcTaHOBKAa KOMIIOHEHTOB CUCTEMBbI
3amanue 2. Coznanue nmpogus.
3ananue 3. BXoa ¢ MOMOIIBIO AIEKTPOHHOTO HICHTU(UKATOPA.
3aganue 4. Bxoa B cUCTEMy € UCIIOIB30BAaHUEM MApPOJIS.
3ananue 5. Mcrnonb30BaHue JOMOTHUTENBHBIX ONOIHMOTEK ayTeHTH()UKALUT
Bompoch! u npakTuueckue 3aaaHus.
Crnincox nureparypsl
Teopernueckas 4acTh
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Cuctema Zlogin npenna3zHaueHa 1ist AByX(paKTOPHOU ayTeHTU(UKAIIMH TOJIb30BaTENeH CeTH ¢
MCTIOJIb30BaHUEM AJICKTPOHHBIX KIIFOUEH Wi cMapT-KapT. BMecTo maposst mosnb30Baresb JOKEH
IIPEIBbABUTH CMapT-KapTy WK anekTpoHHbI USB-kitou u BBectu PIN-koz.

XapaKkTEepUCTUKU:
MmuorodakropHast ayTeHTU(PUKAIUS C TIOMOIIBIO AIIEKTPOHHOTO Kitoua v PIN-koza;
Hcnonp3oBanue B Ka4eCTBE AEKTPOHHBIX HICHTU(PUKATOPOB cMapT-KapT U USB-krouei;

MuHMMH3auUs «4eaoBedeckoro pakropa». Cucrema 0CBOOOXKIAET MOIB30BaTENEH OT HEOOXOAUMOCTH
3allOMUHATH JJTMHHBIC MTAPOJIU U IEPUOJUYECKH IPUIYMBIBATh HOBBIE MAPOJIH MIPU UX CMEHE;

LlenTpanu3oBaHHOE YIIpaBIeHUE CHCTEMOM uepe3 ciyxkO0y karamora — Microsoft Active Directory umu
Novell NDS/eDirecory;

Bo3moxnocTs ucnonb3oanust comectHo ¢ Novell Modular Authentication Service (NMAS), nnrerpanus
¢ Novell Certificate Server u uHppacTpyKTypoi OTKpbITHIX Kitouei PKI;

B03MOXHOCTE HCITOJIB30BaHUS OTHOI'O SJICKTPOHHOI'0 KiIro4da I 10CTYyIla K Pa3HbIM CCTAM U
IMPUTTOKCHHUAM.

3amanue 1. YcTaHOBKa KOMOOHEHTOB CUCTEMBI.
YcraHoBka A MUHHUCTpaTOpa

Jlnist Havyama yCTaHOBKY HEOOXOMMO 3aIyCTHTh (ailll yCTaHOBKH aJMHHUCTPUPOBaHMs. MacTep ycTaHOBKH
InstallShield mpoBeneT HeoOXoAMMBIEC TPEABAPUTEIIBHBIC OTIEPAIIMHA U OTOOPA3UT MPHUIIIACUTEIIEHOE OKHO.

Haxvure xHonmky —Jlamee >l wu o3HakombTech ¢ JIulleH3WMOHHBIM commamenueM. Haxxvure

—/1al.

Ha cnenyromem srare mpeayiaraeTcst ykazarh KaTtajior JIsl YCTaHOBKH (haiiyioB, HaxkaB KHOMNKY "O0630p", wiun
BOCIIOJIb30BaThCA Mankoi mo ymonuanuto. Haxmure "Jlanee >" nys Hayana yCTaHOBKH.

Jlo)xauTech OKOHUAHUS MTPOLiecca KOMMPOBAHUS U TIepe3arpy3uTe KOMIbIOTEp, BbIOpaB myHKT "/la,
nepe3arpys3uTb KOMIbIOTEp ceiiuac” u HaxaB "['oroBo".

VYcranoBka Kinnenra

Jlst Hayana yCTaHOBKM HEOOXOIMMO 3aITyCTUTh (haiisl ycTaHOBKHU KineHTa. Macrtep ycranoBku InstallShield
MIPOBEJIET HEOOXOIUMBIE MTPEIBAPUTENbHBIEC ONIepallud U O0TOOpa3uT MpUINacUTENbHOE OKHO. Hakmure
kHonky —/lanee >| u o3HakombTech ¢ Jlutien3nonnsM cormamenuemM. Eciau Bol cormacHb! ¢
npeaiaraeMbIMu yenoBusiMu, Haxxmute —/Jlal. Haxxmure "Jlanee >".

Ecmm ycranoBounast mporpamma ooHapy uT [10 a1 paboThl ¢ TepMUHATIBHBEIMU cepBepamu, Bam Oyner
MPEI0KEHO BBIOPATh HEOOXOAMMbIE KOMIOHEHTHI JIsl YCTAaHOBKH.

BriGepuTe Bce KOMITOHEHTHI YCTaHOBKHM M HaxkmuTe "Jlanee".

Jlo)xauTech OKOHUAHUS MPOIiecca KOMMMPOBAHUS U Niepe3arpy3uTe KOMIbIOTEp, BbIOpaB myHKT "/la,
nepe3arpys3uTb KOMIbIOTEp ceifuac” u Haxas "['oroBo".

3amanue 2. Coznanue nmpogus.
Bcrassre USB-kimtou Rutoken B cBoO0HBIN HHTEpdEiic.

OTkpoiiTe MOMYJIb AIMUHUCTPUPOBAHUS: " YIIpaBiieHHE KOMIIbIOTEpOM' U3 manku "AIMUHUCTpUpOBaHUE"
("Administrative Tools") B manenu ynpapieHus. 3aTeéM HYKHO pacKpbITh y3ibl ""CiykeOHbIe TporpaMMb!"”
("System Tools"), "AnmunuctpupoBanue npoaykroB SecurlT", "Zlogin" u Bei6epuTe kitod Rutoken.

Jlnst coznanus npoduiis Heo6xoauMo BeIOpaTh MyHKT "HoBeiid npoduins" B mento "Jleictue" ("Action").

Ha nepBom 3Tane mMacTepa 1o BblAa4e JEKTPOHHOTO WIACHTU(UKATOPA 03HAKOMBTECH C MPEICTOSIIUMHU
neiictBusiMu 1 HaxkmuTte "Jlanee >". Ha Bropom mare norpeOyercs BEIOpaTh Hy>KHBIE YUETHBIE 3aIIUCH JUIS
MOCIIETYIOIIEro BKIIOYECHUS aBTOPU3AMOHHON MHPOPMAITH O HUX B AJIEKTPOHHBIN UICHTU(UKATOP.

ITocraswre ditaxok HarpoTuB OyHKTA "JIOKanpHAs ydeTHAs 3aluCh’ U BHIOEPUTE CBOKO YUETHVIO 3aMUCh.
y y y y
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Ha cnenyromem mare mactepa He0OXOIUMO BBECTH UMs IPOPHIIS — J1000€ MOHATHOE ISl IOIb30BaTENsA
Ha3BaHue podmwisd. Eciau B 0THOM 3J1€KTpOHHOM HIeHTH(HKATOpe OyIeT HaXOAUTHCS J1Ba MU OoJiee
npoduiiei, To epe BXOIOM B CETh MOIb30BaTENI0 Oy/IeT BHIBEACH CIIMCOK UMEH Ipoduieii u oyner
MIPEIOKEHO BHIOPATh OJJMH U3 HUX JJIS BXOAA B CETh.

B naHHOM OKHE MO’KHO TIOCTABHUThH JOTIOJHUTEIbHbBIE OIMLIUU:

" lannbli ipoduiIb OyeT ucmonb3oBarhes B Windows 9x" — ecniu TuiaHUpyeTCsl HCTIOIb30BaHUE TTPODUIIST
JUIS BXO/Ia B ceTh Ha pabounx ctanmusx Windows 98/Me, ormeTsTe 3Ty onmuio. Eciu B mpoduiib Takke
BKJIIOUEHA yueTHas 3anuchk NDS, To umena nonb3oBareneit B NDS u nomeHe (JI0KaabHO) JTOJKHBI
cosmanathk. [Ipu aTom cuctema Zlogin OyaeT Npou3BOAUTH ABTOMATHYECKYI0 CHHXPOHU3AIUIO TTAPOJICH.
“Sanututh npoduns [TMH-kogomM™ — mpuMeHsieTcs Ui Bxoaa B ceTh 06e3 BBoga PIN-kona. Jloctarouno
MOJKITIOYHTD AIEKTPOHHBIN naeHTuuKarop, u Zlogin KiaueHnt cpaszy npousBeieT ayTeHTH(PHUKALUIO B CETH
C MCTIOJIb30BAHUEM JAHHOTO MPOQUIIS.

Ha cnenyromem mare mactep 3aaiiTe MOJIMTUKY CMEHBI Ttaposieii. Beioepure “Ilapons renepupyercst
cucteMoit Zlogin” (03HauaeT UCIOJIb30BaTh

«CHWJIbHBIC» Tapos 14-3HauHOM JAJIMHBI, TeHEepUpyeMble aBToMaTHdecku. Cucrema Zlogin npu nepBoit
MIOTIBITKE BXOJIa B CUCTEMY 3alIPOCHUT MapoJib y MOJIb30BaTeNIs U, €CIIA Maposib OKAXKETCsI MPaBUIIbHBIM,
MIPOU3BEJIET €TO CMEHY ).

[TocraBere praxok “CMEHUTH MMapoOJIb MPU CO3AAHUH MPOdUiIs’ — cpasy Mo 3aBEPIICHUU MacTepa BbIaun
AIIEKTPOHHOTO UJIeHTU(UKATOpa chucTeMa MPOU3BEAET FeHEepaIUIo aposis U cMeHy ero B jomene (NDS)
MeTozioM «cOpocay (reset password). Takum oOpa3zom, 3arrpoc maposisi y MoJIb30BaTeNs TPHU TIEPBOM MOMBITKE
BXO/1a TPOU3BOAUTHCA HE OYy/IET.

Ha nocneanem mare mactepa yoenquTech B IPaBUILHOCTH BHIOOpA YUETHBIX 3alUCEN U MOJIUTUK CMEHbI
napoJiei, mocie yero Haxmute "['oroBo" (pu co3manum nepBoro 3amuiieHHoro PIN-kogom mpoduis
notpeOyercst BBecTr PIN- ko1 JaHHOTO 3JIEKTPOHHOTO WIEHTHU(DHUKATOPA).

3ananue 3. BXoa ¢ MOMOIIBIO AIEKTPOHHOTO HICHTU(UKATOPA.
[ToncoenuuuTe AMeKTpoHHBIN HaeHTHUUKaTOop U BBeauTe PIN-Kko/1 B TOSIBUBIIIEMCST OKHE.

Haxxmute knonky OK. Zlogin npou3sBeneT ayTeHTH(HUKAITUIO TTOJIH30BATENIS C UCITOJIB30BAHUEM YUETHBIX
3anucei, HaXoAsIuxcs B mpoduie.

BriGepuTte cBoii npod ik A1 BXoJa B CUCTEMY.
3amanue 4. Bxoa B cUCTEMY € UCIIOIB30BAaHUEM MAPOJISL.

Bxumrounte T1K npu 3arpy3ke cucTemMbl OSBUTCS OKHO TPUBETCTBUS. BBenuTe MMs y4eTHOM 3alucH,
apob.

[Tocne ycranoBku Zlogin Knuenra pabodast ctaHIys KOHGUTYpUPYETCS TAKUM 00pa3oM, 4TO TIPH BXOJIE C
ANIEKTPOHHBIM HICHTU()UKATOPOM U TIOCIEAYIOMIEM €r0 OTCOSAMHEHUH MTPOUCXOIUT OIIOKUPOBKA KOHCOJIH.
Pabouyto cranmmio Takke MOKHO 3a0JIOKMPOBATh CTAHIAPTHBIMU CITIOCOOAMHU.

J11s pa30IOKUPOBKH KOHCOJIH TOJIE30BATEII0 CIIEYeT MOAKIIOUYUTh IEKTPOHHBIN HISHTU(PUKATODP U
BBecTH PIN-Ko/I.

3amanue 5. Mcnonb30BaHue JONOTHUTEIBHBIX OMOIHOTEK ayTeHTU()UKAIIUH.

Zlogin mpeaoCcTaBIsIeT BO3MOKHOCTD TTOJIKIIFOUATh JIOTIOJIHUTENbHBIE OnOIroTekn Bxona B ceth (GINA) 6e3
MCIIOJIb30BaHUS 3JICKTPOHHOTO UAcHTH(GHKaTopa. Hampumep, B MX Ka4eCTBE MOTYT BBICTYIIaTh CTaHAApTHAS

MSGINA u3 cocrtasa MS Windows min NWGINA ot knuenra i cereid Novell NetWare.

J1y1st HaCTPOWKH TaHHOK BO3MOXKHOCTH HaKMuTE Alt + Z B okHe “Bac nmpuBeTcTByeT onepairoHHas
cucrema Windows”.

BriOpannas 6mbauoTeka 3arpy3uTcs mociie HaxxaTusi KHOnkH “Bruibop”. Teneps, mpu HaxaTHH KOMOWHAITUN
knapuin Ctrl+Alt+Del nmosiButcst okHO BeIOpaHHOM OnbnmuoTeku. Eciu HeoOXoaumMo Kaxaplid pa3 3arpyxarh
ompeeeHHY0 OMOIMOTeKy, HE00X0IMMO TIPEIBAPUTEIHLHO HAKATh KHOIIKY

—Coxpanuts BbIOOpI.
Bompocs! u mpaktuueckue 3agaHusl.
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1. Kakue ¢ynkiun Boimonnset moxyits GINA.DLL?

2. Kaxkoii anroput™m mudpoBaHus UCTIONB3yeTCs B cepTudukarax Zlogin?
3. Co3natb HOBBIN NPO(UIH ¢ UCTIONB30BaHUEM YUYeTHOM 3armucu NDS

4. YcTaHOBUTE TTEPUOMIHOCTH CMEHBI maposieid B Domain Security
Policy

Crnincok nureparypsl.

1. PykoBomcTBO agmunucTparopa Zlogin

2. http://www.securit.ru/ - cai't pazpaborunka (Kommnanust SecurlT)
JlabopatopHas pabota. Pabora ¢ yTHIHTON aAMUHUCTPUPOBAHMS
ruToken

Teopernueckas 4acTh

3anmanue 1. BeiOpars puzaep ¢ noaxitoueHHbIM K Hemy ruToken
3aganue 2. YCTaHOBKA IpaB JI0CTyIa AJIMUHUACTPATOPA.
3ananue 3. YcraHoBka npas noctyna Ilons3zoBarens.

3ananue 4. Pazonokuposanue PIN-koma ITonas3oBarerns.

3ananue 5. Cmena PIN-koxa.

3ananue 6. MsMenenue cuMBOJIbHOro uMeHu ruToken

3amanue 7. Mannmanusanus namsatu ruToken

3ananue 8. [Tomyyenue napopmanmu o mporpamme u o ruToken
Bompock! u mpakTU4ecKue 3aaHus.

Cnucoxk nureparypbl

Teopernueckas 4acTh.

YTunura aAMHUHUCTPUPOBAHHS MTPEIHA3HAYCHA, B IEPBYIO OYEPE/Ib, IS UCTIOIb30BaAHHS
aIMUHUCTPATOPaMH CUCTEM 0€30TacHOCTH WJIA, HHAYe TOBOPS, oduriepamMu 0€301MacHOCTH.

Y1unura agMUHUCTPUPOBAHUS MMO3BOJISIET BBITIOIHATD CIEIYIONINE ONEPALNU:

[Tonmyuenue nHpOpMAIIK O TOAKITIOYECHHBIX ToKeHaX Pasonokuposanue PIN-kona [Tons3oBarens
VYcranoBka HOBbIX PIN-kono0B I[lonb3oBarens u Aamunuctparopa M3meHeHre CMMBOJIBHOTO UMEHN TOKEHA
Vnaunuanu3anys maMsaTH TOKCHa

Jlyis Toro 4TOOBI HaYaTh PaboTy C YTHIIUTOW aIMUHUCTPUPOBAHNS, HYXKHO 3aITyCTHTh MPUIIOKEHUE
rtAdmin.exe.

3ananue 1. BeiOpars puaep ¢ noakiIo4eHHbIM K Hemy ruToken.

[Tepen 3amyckom rtAdmin.exe yoenurech B TOM, 4TO B CHCTEME yCTaHOBIIEH npaiiBep ruToken. Ecnu Token
HE TIOJIKJIFOUEH, TIOJICOeTMHATE er0 K cBobomHoMy USB-mopry.

Br16op puzepa ocymiecTBiseTcs U3 BBIIAAAIOIIET0 CIHCKa, COJIEpKallero MMeHa puaepoB. Puaepsl, k
KOTOPBIM TOJIKJIFOYEHBI TOKEHBI, OTMEUYEHBI B CIIMCKE MUKTOTpamMMoii. it BbIOOpa puaepa HaKMUTE Ha
COOTBETCTBYIOLIUI 37IEMEHT CITUCKA.

3ananue 2. YcTaHOBKa IIPaB 10CTyIIa AJIMUHHUCTPATOpa.

J11s1 BBITIOTHEHUS oTiepalnii pa30I0KupoBaHus TOKeHa, n3MeHeHus: PIN- kofa u nHUIIManu3anuy naMsaT
HY>KHO UMETh IIpaBa JocTyna AJIMUHUCTparopa. s ycTaHOBKHM IpaB JocTyna AJIMUHUCTpaTopa
BhITIONTHsIETCS onepanus Login. [Tocne HaxkaTus B TIIaBHOM OKHE YTHIJIMTHI Ha KHOTIKY [Login] Ha skpane
otoOpaxkaercs nuanor st BBona PIN-kona.

B nuanore TpeOyercs BbIOpaTh ypoBEHb MPaB JOCTyIA U3 Pa3BEPTHIBAIOIIETOCS CIUCKA (10 YMOIYaHHUIO -
AJIMUHHUCTPATOP) ¥ BBECTH

cootBercTBytommidi PIN-kox - 87654321. HaGupaewmsiit PIN-kox oroOpakaercs B Buie CHMBOJIOB '*'. Beero
MOKET OBITh MPEeAnpUHSTO A0 15 mombiTok BBona PIN- kona.

Ecnu mabpan PIN-kox AAMHHUCTpaATOpa, TO JOCTYIHBI I BBIOJIHEHHS Bce onepauuu ¢ ruToken, kpome
U3MEHEHUS €r0 CUMBOJIBHOTO UMEHH.
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3ananue 3. YcraHoBka npas goctyna [lonb3oBarensi.

[Tocne mpenbsaBienus mnpas goctymna [lonb30BaTens CTaHOBITCS JOCTYIMHBI TOJIBKO (YHKIIUN U3MEHEHHUS
PIN-kona I[lonb30oBaresns u CMMBOJIBLHOIO UMEHU TOKeHa. /{151 ycTaHOBKHU npaB aoctymna [lonb3oBarens
BhITIONTHsIETCS onepanus Login. [Tocne HaxkaTus B TIIaBHOM OKHE YTHIJIMTHI Ha KHOTIKY [Login] Ha skpane
otoOpaxkaercs nuanor st BBona PIN-kona.

B nuanore tpeOyercs BbIOpaTh ypoBeHb IpaB gocTyna [loiap3oBaress U3 pa3BepThIBAIOIIETOCS CIIUCKA U
BBecTH cooTBeTcTBYIOomU PIN-kom - 12345678, Habupaemsrii PIN-kon oTroOparkaeTcs B BUIe CUMBOJIOB '*'.
Bcero moxet ObITh ipennpuuaTo a0 15 monsitok BBoga PIN-koza.

Ecam nabpan PIN-kon [Tonb3oBarensi, TO HEOCTYIIHBI onepanuu pazonokupoBanust PIN-koma
[Tonp30BaTens U MHULIMATU3ALUN TaMSITH TOKEHA.

[Tocne 3aBepiieHus onepanuii ¢ TOKEHOM CJIeIyeT BBIIOIHUTH cOpoc TeKymux npas goctyna (Logout), ms
Yero Hy>KHO Ha)KaTh Ha COOTBETCTBYIOLIYIO KHOMKY. Ecniu Logout He BBINOTHEH, 110 3aBEPILIEHUU paOOTHI
YTHJINTHI TEKYIIUMH OCTAIOTCSl HA3HAUEHHBIE MTpaBa JOCTYyIa.

3ananue 4. Paz6onokuposanue PIN-kona ITonb3oBaresns.

PazonmoxupoBanue PIN-kona [Toms3oBarens ruToken BBITTONHSIETCS B TE€X CIydasiX, KOTIa OH ObLT
3a0JI0KUPOBAH MOCIIE OMPEAETICHHOTO YUCIIa MOCIeI0BaTeIbHBIX HEYyauHbIX MMONMBITOK BBOAA. J[J1s1 ero
Ppa30I0KUPOBAHMS HY)KHO Ha)KaTh HA KHOMKY [JIeYnTh| B T7TaBHOM OKHE YTHUJIUTHI.

[Tpu BEIMOTHEHUH ATOH OMepaIy CUETUYUK MOIBITOK 10CcTyna K cooTBeTcTBytomemMmy GCHV-00bexTy
BOCCTaHaBJIMBAETCS B CBOE UCXOJHOE 3HAUEHUE, 33JaHHOE NPU MHUIMAJIN3ALUN TOKEHA.

J1J1s1 BEIIOJTHEHHMSI 9TOM OTepallii HEOOXOAUMO, YTOOBI TEKYIIIMMHU OBLIIH MpaBa A0CTyMa A IMUHHCTpATOPA.
3amanue 5. Cmena PIN-kona.

ITo ymomuanuto qyst PIN-koga [Tonb3oBarens u PIN-koga AIMUHUCTpATOpa YCTAHOBJICHBI 3HAYEHUS
'12345678' n '87654321' cOOTBETCTBEHHO.

[Tpu pabote ¢ ruToken 3nauenust PIN-koma mo ymomganuto HEOOXOAMMO U3MEHUTh Ha COOCTBEHHBIC B
HeJsix odecreueHus Oe30MacHOCTH.

YcranoBka HOBBIX 3HaUYeHMI PIN-kom0B mpousBoauTcs nocie Haxarusi Ha KHonky [PIN-koxa]| B maBHOM
OKHE yTHJIUTHI.

Ecnu crosT mpaBa noctyna AJIMUHUCTPATOpPa, TO JOCTYIHBI BCe rpymnibl ycTaHOBKH PIN-komoB.

Ecnu crosT mpaBa noctyna [lons3oBarens, To JOCTyHA TOJIbKO rpynna ycraHoBKU PIN-koga
[Tonb3oBarens.

VYcranoska PIN-kona [Tonb3oBaresns u AAMUHHACTpATOpa TPOU3BOAUTCS MO OTACIBHOCTH. [[151 yCTaHOBKHU
KQKJIOTO M3 HUX HEOOXOMMO Ha)KaTh KHOMKY | YCTaHOBUTH| B COOTBETCTBYIOIIEH Tpymiie. MakcuMasbHast
nuHa PIN-koga — 16 cuMBOJIOB, pETUCTP YUUTHIBAETCS.

Jiis cmensr PIN-koga A iMuHUCTpaTOpa HEOOXOIUMO, YTOOBI TEKYIIMMHU OBUTH MpaBa I0CTYIIa
AnMHHHCTpATOpA.

Buianenen TokeHna, kotopoMy paspemieHo MeHATs PIN-kox [lonb3oBarens, onpenensercs MOJIUTUKON CMEHBI
PIN-kona Ilonb3o0Bares, onpenenseMon IpyU MHULUAIU3ALNUN [TaMATH TOKEHA.

3amanue 6. 3smenenne cuMBoiabHOTO uMenu ruToken.

CuMBOIBHOE UMS TOKEHA CITYKUT JJIs1 00JeT4eHus ero uaeHTudukanuu. J{ius n3MeHeH!s: CUMBOJIBHOTO
MMEHU TOKeHa TpeOyroTcs mpasa qocryna [lonb3osaresns. [locie ycTaHOBKHM TEKyIIMX MPaB OCTyIa U
Ha)kaTus Ha KHONKY [MMs1] mosBUTCS AUAnor, B KOTOPOM CIIEAYyEeT yKa3aTh HOBOE UMs TOKEHaA.
MaxkcumalipbHast JUIMHA CUMBOJIBHOIO UMEHHU TOKEHA - 255 OailT.

JlomyCTUMBIMU SIBJISIFOTCS] BCE OTOOPa’KaeMble CUMBOJIbI, PETUCTP YUUTHIBACTCSI.

3amanue 7. Manimanusanus namsatu ruToken.

WNuunumanusanus naMsTy peHa3HaueHa B OCHOBHOM JIJISl TOTO, YTOOBI YAAJIUTh COACPKUMOE MaMATH
TOKEHa — HaIlpUMep, IpHU Nepeaade ApyromMy Biaagensiy. [locie BpIMOTHEHNS MHULMATU3AMY B TaMSATH
TOKEHA COJIEP>KUTCS TOJBKO JAEPEBO MPEAOIPENEICHHbIX MANoK CO CIIyKeOHbIMU (haiimamu, a TaKkxKe
GCHV-00bekTsI ¢ PIN-komamu Tlons3oBatens 1 AAMUHUCTpATOpA.
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Jliid 3arycka MTHUIMAIU3alii HY)KHO HaXaTb Ha KHONKY [Dopmar].

[Tocne Haxxarust Ha KHOMKY [ITyCK] BBIBOIUTCS IPEAYNPEKIACHUE O TOM, YTO 3aIPENIAETCS MPOU3BOAUTH
vHUANManu3amuio namsata ruToken B BUpTyanbHbIX MamuHax Tuna VMware. [locnie moarBepxaeHus
3aIyCcKaeTcs MpepbiBaTh

KOTOPBIN Hemb34. [ BBIMOIHEHHS 3TON onepaui He0OX0IMMO, YTOOBI TEKYIIMMHU OBUTH IpaBa I0CTyIIa
AJIMUHUCTpATOpA.

Ecnm npu maketHoM hopmarupoBanuu B mosie «ABTo-Login ¢ PIN-komom:» BBeneHn HeBepHbiii PIN-koz
AJMUHHCTpATOpA, TO TIPH TOJACOCTUHEHUH CIIEAYIOIIET0 TOKeHa OyneT mpeniokeHo HadbpaTth PIN-koz emre
pa3 " MOATBEPUTH €r0 UCIIOJIb30BaHHUE.

Ecnu maketHOE (hopMaTHpOBaHKE HE UCTIONB3YETCS, TO MPU MPUCOSAUHEHIH HOBOTO TOKEHA KaXK/IbIH pa3
Oyner 3anpammuBarbess PIN-kog AMuHHCTpaTOpa

3ananue 8. [lonydyenue nndopmarmu o nmporpamme u o ruToken.
Jlnst momyuenus nHGoOpMaIuy 0 TOKeHE HY)KHO Ha)kaTh Ha KHOTIKY [CBOMCTBa| B TJITaBHOM OKHE YTHUJITUTHI.

B Hem otobpaxaeTcs cienyromas nHpopMmaIus:

CumBonbHOE UM TokeHa (Mmst)

Tun Tokena (Twum), BKirodast 00 B kujtobaiTax

ID tokena B Buje mectHaauatupuaHoro uncia (ID) Bepcus ruToken (Bepcus)

Howmep npotokona oomena ¢ apaitBepom ruToken (ITpoTtokoi)

Homep mukponporpammsl, npoiuToid B TokeH (Mukponporpamma) Homep 3akaza (3aka3)
JlocTymHas mamMsTh ToOkeHa B 6aittax (CBoOOIHAS TaMSITh)

KHomnka [>] B I7TaBHOM OKHE YTHJIUTHI IIO3BOJISICT BHIOMPATH S3bIK (AHIIMHCKUH / pyCCKUil), BBI3BIBATh (haiin
CIPABKH, a TAKXKE BHIBOAUTH HH(POPMAIHIO O IIPOTrpPaMMeE.

[Tocne BeO6Opa myHKTa «O MpOrpaMMe» MOSBISIETCS] OKHO, B KOTOPOM TTOKa3bIBAETCSl BEPCHSI YTHIIUTHI
rtAdmin.exe, a Takxe crcok momyieit [10

ruToken (npatiBepsi, npoBaiiaepsl, Oudnroreka PKCS#11, 6ubiamoreka siapa u T.11.), yCTAHOBJICHHBIX B
cucTeme:

Bompoch! 1 npakTuueckue 3aaaHus.
. Jln1s 9ero nmpeHa3Hau€Ha yTUIUTA aIMUHUCTPUPOBAHUA?
. HaznaubTe xommaecTBo punepos ruToken - 4.
. B uem otnnume npas noctyna AgMuHKMCTpaTopa oT npas poctyna [Tonp3oBarensa?
. Cmenute PIN-koz ITonms3oBarens Ha polsovat.

1
2
3
4
5. Moxuo nu pa3onokupoBarh PIN-kox ITonb3oBarens ¢ mpaBamu qoctyna [lonp3oBarens?
6. 3abnmokupyiite PIN-kon [Tonp3oBatens u pa30noKupynTe ero.

7. U3menuTe cuMBOJIbHOE MMl TokeHa Ha ruTokenl.

8

. Kak moxxH0 mpocmotpets criucok momyieit I[10 ruToken (mpaiiBepsl, mpoBaiinepsl, OnOIMoTeKa
PKCS#11, 6ubnuoreka siipa u T.11.), yCTAHOBJIICHHBIX B CUCTEME?

9. BeimonmauTE COpOC TEKYIIUX MPaB JOCTYIIA.
Crincok nureparypsl.

1. www.rutoken.ru - opuimanbHeIi caiiT pa3paboTunka

2. PyxoBonctBo Ilonb3oBarens ruToken

JlaGoparopnas pabota. Pabora ¢ pexakropom namsaru ruToken
Teopernueckas 4acTh

3ananue 1. M3ydenue rmaBHoro okxa rtEditor.

3agaHue 2. YCTaHOBKA IpaB JI0CTyIa AJIMUHUACTPATOPA.
3ananue 3. YcraHoBka npas noctyna Ilons3zoBarens.

3amanue 4. Cmena PIN-kona Ilons3oBarens.
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3ananue 5. Coznanue daiina B ruToken
3ananune 6. Co3manue nanku B ruToken
3ananue 7. Coznanne GOST-o0bexToB (Kmtoueit mmdposanus [OCT).
3ananue 8. Coznanue SE-00beKTOB (OKpY)EHUIN 0€30TTaCHOCTH).
3amanue 9. [IpocMoTp U perakTupoBanue (Gaityios.
3amanue 10. 3amudpoanue u pacmudposanue qanubix mo 'OCT 28147-89
Bompock! u mpakTU4ecKue 3aaHus.
Cnucoxk nureparypbl
Teopernueckas 4acTh.

Yrumuty rtEditor MoryT ncnonb3oBarh kak AgMUHHUCTpATOp, Tak U [Tonb3oBarens ruToken. Ona mo3Bossier
MIPOCMAaTPUBATh COACPKUMOE NMaMATH TOKEHA, CO3/1aBaTh U PEJaKTUPOBATh OOBEKTHI (PailIoBOM CUCTEMBI,
OTIpeNIETIATh UX CBOMCTBA, CO3/1aBaTh CUMBOJIBHOE MMS TOKEHA, IPOM3BOIUTH MHU(POBaHUE JaHHBIX 110
anroput™my ['OCT 28147-89, BBINOIHATEL APYrue CEPBUCHBIE JEHCTBUSI.

3amanue 1. M3ydyenue rimaBHoro okHa rtEditor.
Jlnist Toro 4ToObI HauaTh PadoTy C PEIaKTOPOM MAMATH TOKEHa, Hy>KHO 3aryCTUTh npuiioxkenue rtEditor.exe.

[Tepen 3anmyckom rtEditor.exe yoeauTech B TOM, 4TO B CHCTEME YCTaHOBJIEH apaiiBep ruToken u, mo kpaiinein
Mepe, OIMH TOKEeH MOKITIOYCH K OJJTHOMY U3

noctynHbix moproB USB. TogkiroueHrne MOKHO OyJeT BBITTOTHUTH TAKXKE MOCIIE 3aITyCKa YTHUIIHUTEHIL.
[Ipu ycrienmrHOM 3aIrycke penakTopa mosBUTCS TaBHOe okHO rtEditor.

B rmaBHOM OKHE 0TOOpaKarOTCs CISIYIONINE YIEMEHTHI yIpaBiIeHus: MeHIo

[Tanens uHCTpyMEHTOB OKHO MTPOCMOTpaA

[Tanens cocTostHusA

OKHO TTpoCMOTpa pa3/eieHo Ha JBa ¢peiima:

B neBom (peiime oToOpaxkaeTcs CIMCOK JOCTYIHBIX TOKEHOB U CTPYKTYpa MAaroK KakKJ0ro U3 HUX.
Kaxp1ii 7oCcTymHBINA TOKEH 0003HaYaeTcs B CIMCKE MUKTOTPAaMMOH, CHMBOJIBHBIM UMEHEM (€CJIA OHO
OTCYTCTBYET, TOKEH MapKUpPYyeTCs KaK ) U UMeHeM puzaepa. CTpyKTypa Mmarnok oro0pa)xkaeTcs B BUJE AepeBa

B npaBom (peiimMe oToOpaxkaercst ConepKuMoe TeKyIIeH Manku: BIOKEHHbIE TaKy, (aibl 1 00bEKTHI
TaHHBIX ¢ yKa3zaHueM 1D, Tuma u pazmepa oObekTa GailioBoil CUCTEMBI.

B nanenu coctosiHus oroOpaxkaercs cienyromias napopmanus: Tekymue npasa gocrymna: [ocTb,
[Tonw3oBarens, Aqmunuctparop ID Tokena B 16-nom popmare (ID (hex))

JloctynHbIi 00beM MaMsTH TokeHa B Oaiitax (CBoOOIHO OaiiT)

Crnucok JOCTYIHBIX TOKEHOB OTOOpa)kaeTcsl B JIEBOM (ppeiimMe oKHa mpocMoTpa. [l y TAHOBKH TEKYLIETO
TOKEHA HY>KHO BBIOpATh €ro B CIMCKE U IIEJIKHYTh JIEBOM KHOIKOW MBI HA €r0 UMEHHU.

3aganue 2. YCTaHOBKA IpaB JI0CTyIa AJMUHUACTPATOPA.

[Tocne BBIOOpA TEKYIIETO TOKEHA TEKYIIME MTPaBa JOCTYIA YCTAHOBJIECHBI B HeM Ha ypoBHE «[ocTb». Jlns
BBITOJIHEHHSI OTIEpaIMii ¥ T0CTyNa K (hainaM 1 o0bekTaM, TpedyromumM npas poctyna [lons3zoBarens wim
AJMHHHCTPATOPA, HY’>KHO BBITIOJHUTH ayTEHTH(HUKALIMIO BIIAJeNbI[a TOKEHA C COOTBETCTBYIOIIUMHU
npaBaMu. i 3TOro CIIy>KUT KoMaHaa MeHto JleficTBus|Login Ui KHOIIKa B MTAHEIM HHCTPYMEHTOB.

B nuanore TpeOyeTcst BBIOpaTh YpOBEHb MpaB IOCTYIA U3 Pa3BEPTHIBAIOIIETOCS CIHUCKA (110 YMOITYAHHIO -
AnmuHHCTpaTOp) U BBeCTH cooTBeTcTBYIoMKA PIN-Kkox - 87654321, HaGupaewmsiit PIN-kox oroOpakaercs
B BUJIE CUMBOJIOB "*'. Bcero MoxeT ObITh peanpuHATO 10 15 monbitok BBoaa PIN- koxa.

ITo ucuepnanuu yucna nmonbITok gocryna PIN-kog AamuHucTparopa OoKupyeTcs: 6€3 BOSMOXHOCTH €T0
pa30JI0KUPOBAHUS U CTAHOBUTCSI HEBO3MOXKHBIM BBINOJIHATH JIIOOBIE IEHCTBUS, TpeOyrolue npas
AJIMUHUCTpATOpA.

Taxoil TokeH MoANIeKUT BO3BpATy MOCTABILUKY /1711 BOCCTAHOBJIEHHSI €0 MOJTHOU paboToCrnocoOHOCTH (B
Mpolecce BOCCTAaHOBIIECHHUS TOKEHA BCE IaHHbIE HAa HEM OyIyT YHUUTOXKEHBI).

3ananue 3. YcraHoBka npaB nocryna [loas3oBarens.
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JUist BBITIOJTHEHHUSI OTIEpaLuii M IO0CTyMa K daiinam u o0bekraM, TpeOyronmm mnpas goctyna [lonbs3oBarens
CITy’KUT KoMaH/1a MeHio [leiicTBus|Login nin KHOMKa B TaHETH MHCTPYMEHTOB.
B nuanore tpeOyetcs BbIOpaTh ypoBeHb npaB noctyna [loap3oBatens U3 pa3BepThIBAIOMIETOCS CITUCKA U
BBecTH cooTBeTcTBYIOINi PIN-Kkox - 12345678. Habupaemsiit PIN-kon oToOpaxaercs B BUI€ CUMBOJIOB '*'.
Bcero mokeT ObITh npeanpuHaTo A0 15 nonbeitok BBoga PIN-koxa. [To ucueprnanum uncia monsITOK
nocryna PIN-kox [Tonp3oBatens O10KupyeTcs U MOXKET ObITh pa30IOKUPOBAH TOIBKO AIMHUHUCTPATOPOM
IIPY TIOMOIIY YTHIIUTHI aIMUHUCTPUPOBAHUS TOKeHa rtAdmin.
[Tocne 3aBepIieHus Onepanuii ¢ TOKEHOM CIIEyeT BBIMOJHUTH COpOC TeKymux npas gocrtymna (Logout), ams
4ero Hy)kHO Haxatb Ha JleiictBue/Logout. Ecnu Logout He BINOMHEH, IO 3aBEPIICHUH PAOOTHI YTUIIUTHI
TEKYILUMHU OCTAIOTCsl HA3HAYCHHBIE ITpaBa JOCTYIIA.
3amanue 4. Cmena PIN-kona I[lons3oBarens.
PIN-kox ITonp30BaTesisa MOKET OBITH U3MEHEH, €CIIH OTO ITO3BOJISIET HOIUTHKA cMeHEI PIN-k0m0B,
OIIpEJEIICHHAs Ha Talle MHULMAIU3ALUU TOKCHA.
JIns cmensl PIN-kona [Tonp30Baresist CIIyKUT ONHOMMEHHAS] KOMAHAa MEHIO WM KHOIIKA B ITAHEIN
UHCTPYMEHTOB
B nnanore Hy:xHO BBecTH HOBBINM PIN-Kkox n monrsepauts ero. Ilpu ycrentHoM BBITOJIHEHUH Ollepaluu
MOSIBUTCS] COOTBETCTBYIOIIEE COOOIIEHUE, B IPOTUBHOM Citydae OyneT Bo3BpaineHa omuoka «IIpasa
JOCTYIIa HEYJOBJIETBOPUTENIbHBI JUISl BBIIIOJTHEHUS KOMAHIBD.
3ananue 5. Coznanue (daiina B ruToken.
@aiinsl MOTyT OBITH co37aHbl Kak B KopHeBoit manke (Master File, MF), Tak u B apyrux nankax. s
CO3J1aHMs HOBOTO (haiiiia Hy»KHO clieNaTh TeKyIel Manky, B KOTOpoil OH OyJeT co3aH. 3arem, mocie
BbIOOpa KoMaH 61 MeHI0 Daitn|Co3nars|Paiin (MO0 aHATOTUYHON KOMaH/Ibl KOHTEKCTHOTO MEHIO HITH
KHOTIKH B ITaHEJIM HHCTPYMEHTOB), MOSIBUTCS JTUAJIOT CO3AaHus (aiina.

Jlst co3nanus aitnoB TpeOyroTCs paBa IOCTyMa, onpeneieHHble arpudyToM Oe3omacHoctu 'Co31arh
(haiin' Tol marnku, B KOTOpO# OyJeT co3/1aBaThCsi HOBBIN (haill.

B sToM nuanore HeoOXOAMMO BBECTH UMsI CO3/1aBaeMoOro (aiiia, ero pasmep, yCTaHOBHTB €0 THIT U
aTpuOyThl 6€30TTaCHOCTH.

ID (upentudukarop ¢aiina, HICIIOIB3YEMBbII B KAUECTBE €r0 UMEHH) - IByXOAMTOBOE YMCIOBOE 3HAYCHHUE,
BBOJIMMOE BBHUJIC MIECTHAAIATHUPUIHOTO YHCIA.

Pa3mep (6aiiT) - pasmep ¢aiina. YkazpiBaeTcs B 0aiiTax U HE MOXKET OBITh U3MEHEH B JaTbHEHIIIEM.

Tun - Tun ¢aiina. BeiOupaeTcst B COOTBETCTBUU C MPEIYCTAaHOBICHHBIMUA HaOOopamMu aTpuOyToB
0€30MacHOCTH.

Jnst ynanenus ¢aiina TpeOyroTcs mpaBa JOCTYIIa, ONpeeNieHHbIe aTpuOyToM 0e30macHOCTH 'YnanuTh aitn'
nanHoro ¢aitna. Eciu ans onepanun Ynanuts (Delete file) ycranosnen arpuOyt 'Huxorna', haiin He MmoxxeT
ObITh yaaneH Hu [lonb3oBareneM, HI AJIMHHUACTPATOPOM - €T0 y/IaJeHUE BO3MOXKHO TOJIBKO MPH
VMHHUIMATIN3AIMHA TOKEHA.

UTo0s! yramuTh Ghaiii, Hy)KHO cliejaTh €ro TEKYIIIUM, a 3aTeM BhIOpaTh koMaHay MeHto daiin| Yaanuts
(y1m00 aHATOrMYHYIO0 KOMaHly KOHTEKCTHOTO MEHIO WJIM KHOIIKY B ITaHEJI UHCTPYMEHTOB).

3ananue 6. Co3manue nanku B ruToken.

[Taniku MoryT OBITH CO31aHBI Kak B KOpHEBOIl manke, Tak ¥ B Apyrux nankax. /s co3naHust HOBO# manku
HEOOXOIMMO C/IeTIaTh TeKyIIeH MarkKy, B KOTOpOi oHa OyJeT co3iaHa. 3areMm, Mmociie BbIOopa KOMaH 1kl MEHIO
@aiin|Co3nars|Ilanky (1100 aHATIOTUYHOM KOMaH/1bl KOHTEKCTHOTO MEHIO MJIM KHOIIKM B TIAHEIIH
UHCTPYMEHTOB), ITOSIBUTCS AUAJIOT CO3/IaHUS alKH.

Jlnst coznanus manku TpeOyIoTCs MpaBa JOCTyIa, OnpeaeiaeHHble aTpudyToM 6e3onacHocty 'Co3aare daitn'
TOM TarnKH, B KOTOPOil OyJeT co31aBaTbcsi HOBASI.

B sToM nuanore HeoOXOAMMO BBECTH UMsI CO3/1aBa€MOM TAIKH, YCTAHOBUTH €€ THII U aTpHOyThI
0€30MacHOCTH.

ID (upenTH(UKATOP MANKH, UCTIOIB3YIOLINICS B KAaUECTBE €€ MMEHHU) — IByX0aiTOBOE UHCIOBOE 3HAUYCHUE,
BBOJIMMOE B BUJIE IIECTHAALATUPUYHOTO YHCIIA.



Tun — Tun nanku. BeiOupaercst B COOTBETCTBUU C MPEIyCTaHOBICHHBIMUA HabopaMu aTpuOyToB
0Ee30I1aCHOCTH.

Jlist ynaneHus namnku TpeOyroTcs paBa I0CTyma, OnpeneleHHbIe aTpuOyToM 0€301acHOCTH 'YIaluTh' ATOM
nanku. Ecnu ycranosnen atpulyt 'Hukorna', manka He MokeT ObITh yaaneHa Hu [loiap3oBaTenem, HA
AJMUHHUCTPATOPOM — €€ y/iaJeHHe BO3MOKHO TOJIbKO NMPU MHUIIMATU3ALUU TTaMsITH TOKeHa.

YroObl yIamuTh Marnky, Hy>)KHO CAENaTh ee TeKyIIeH, a 3aTeM BrIOpaTh koMaHay MeHio Daiin|Yaanuts (1ubo
aQHAJIOTMYHYI0 KOMaH/ly KOHTEKCTHOI'O MEHIO WJIM KHOIIKY B ITAaHEJIN UHCTPYMEHTOB).

3ananue 7. Coznanne GOST-00bexToB (Kmtoueit mmdposanus [OCT).

Kiroun mmudposanus mo 'OCT 28147-89 moryT coznaBathes B manke 1mo ymondanuio (3F00\0000\0001V),
1100 B TEKyIIeH mamnke. MecTornonoxenne 00beKTa TaHHBIX OTPEIeIsIeTCsl 3HAaUCHHEM CTapIiero Oura ero
ID. Eciu crapmmii 6ut ID comepxut 0, 00beKT OyaeT CO3/1aH B MANKe M0 YMOTYaHUIO, eclii | — B TeKyIei
nanke. Eciu nmpeanonaraercs, 9To 00beKT JaHHBIX OyJeT CO3/1aH HE B TAIKe 110 YMOJTYaHUI0, HYKHO
ClIeNaTh IMarky, B KOTOpOi oH OyZeT co3/aH, TeKyIei. 3areM, BHE 3aBUCHMOCTH OT MPEIIIOIaraeMoro
MECTOIIOJIOKECHHSI 00BbEKTa, HY)KHO BBIOpaTh KoMaH 1y MeHi0 Daiin|Cosnats|Kirou (b0 aHamOrHIHOM
KOMaH]Ty KOHTEKCTHOTO MEHIO MJTH KHOIIKY B TIAHEIH WHCTPYMEHTOB). [Tociie 3Toro mosiBUTCS quaior
CO3JIaHMS KITFOUa.

Jlist co3manusi 0ObEKTOB TAHHBIX TPEOYIOTCS TpaBa I0CTyTa, ONpeAesIeHHbIE aTpu0yTOM 0€30MMacHOCTH
'Co3nath 0OBEKT' TOM IMAINKH, B KOTOPOH OYJET CO3/1aBaThCsl OOBEKT JaHHBIX.

B sToM nuanore HeoOXOAMMO BBECTH MIEHTH(PHUKATOP CO3/1aBAEMOT0 O0BEKTa, YCTAHOBHUTH CIIOCO0
NOJTy4eHHUs Kiroya mudposanus (OyIeT J1 OH CTeHEPUPOBAH CAMUM TOKEHOM MJIM HUMIOPTUPOBAH B TOKEH
u3 ¢aiina), ycTaHOBUTH TpeOyeMble CBOMCTBA KIIt0Ua, (yiaru U aTpudyTsl 0€30MaCHOCTH.

ID - unentudukarop odbekra qanubixX. [Ipeacrasmsier co6oit oqHOOAWTOBOE YUCITIOBOE 3HAYCHHUE, BBOJUMOE
B BHJIC IIECTHAIIATUPHUYHOTO YHUCIIA.

Co3arh Kak - onpeessieT METOJT CO3/IaHus: TeHepaIlHio KJIF0ua TOKSHOM, JTH00 HMITOPT KITIoYa U3
BHEIIIHETO JTBOMYHOTO (haiina qmmHoM 32 Gaiita (256 6ur).

@rnaru onpenensioT, OyAeT JIM JOCTYITHA U1 YTSHUS [UIMHA KIIFoYa WM OH OyIET 3aKPBITHIM OOBEKTOM.
Onuun 3axarot pexum mmdposans ['OCT, kotopslit OyneT ucnoiab3oBath qaHHbI GOST-00beKT: mpocTas
3aMeHa, FTaMMHPOBaHHE WK TAMMUPOBaHHUE C OOPATHOM CBA3BIO.

ATpulyThl 6€30MaCHOCTH Ha3HAYAIOT PA3IMYHBIM ONEPALUAM C JAHHBIM 00BEKTOM, TPEABAPSIOIINE X
security-OpueHTHPOBAHHBIC ICHCTBUS, YCIIEIIHOE

BBIMTOJTHEHUE KOTOPBIX SIBJSIETCSI HEOOXOMMMBIM YCIIOBHEM BBITIOJTHEHHSI CAMO# OTIEpaIlH.
3ananue 8. Coznanne SE-00beKTOB (OKpYyKeHUI 0€30MacHOCTH).

OObexThI OKpy)KeHus 0ezonacHocTh (SE-00BekT) MoTyT co3maBarbest B manke o ymomdanuto (3F00\0000Y),
160 B TeKylel namnke. MecTo nosjoxeHne o0beKTa IaHHBIX, COAEPIKAILET0 OKpYyKeHHEe 0€30acHOCTH,
ompenensieTcs: 3HadeHueM crapiero o6ura ero ID. Ecnu crapmmii 6ut ID conepsxut 0, 00beKT OyIeT co3nan
B IAIKe M0 yMOJIYaHuIo, eciu | — B Tekyuieil nanke. Ecnu npeanonaraercs, 4To 00bEKT JaHHBIX OyIeT
CO3J1aH HE B IaIlKe M0 YMOJIYaHHUIO, HY>KHO CJIeJIaTh MarnkKy, B KOTOpOi OH OyJeT co3laH, TeKyIIen. 3arem,
BHE 3aBHCHMOCTH OT IPEI0IaraéMoro MecTonoNI0KeHUs 00bEKTa, HY>KHO BRIOpaTh KOMaHy MEHIO
®aiin|Coznats|SE (1160 aHATOTHYHYIO KOMaH Ty KOHTEKCTHOTO MEHIO WJIM KHOTIKU B TIAHETH
uHCTpyMeHTOB). [Tocie aToro mosiBUTCS Auanor co3mnanus SE-o0bekTa.

B sToM nuanore HeoOXOAMMO BBECTH MACHTH(PHUKATOP CO3/1aBaEMOT0 00BEKTA, 331aTh 3HAUYCHHSI TPeOyeMbIM
KOMIIOHEHTaM OKpPY>KEHHsI 0€3011aCHOCTH, YCTAHOBUTD (h1ar U arpuOyThl 6€30MaCHOCTH.

ID - unentuduxaTop 00beKTa JaHHBIX: OAHOOAWTOBOE YMCIOBOE 3HAYCHUE, BBOAUMOE B BUJIC
[IECTHAALATUPUIHOTO YHCIIA.

@rnaru — onpeAeNsoT ypoBeHb OTKpeITocTH SE-00bekTa. Ecnu ycranoBneH ¢aar '3akpbIThIi', TO HU JAJHHA,
HU COJIEPKUMOE 00beKTa He OyAyT TOCTYIHBI U YTeHUs. YCTaHOBIEHHBIH (rar 'OTkpeiTas amuHa'
O3HAYaeT, YTO JJIsl YTeHUs OyAeT JOCTyITHA TOJIbKO MH(OpMAIHS O JUIMHE Teja, HO HE CaMO TeJIO OOBEKTa.
YeranoBka (ara 'OTKpBITBHIN' 1€1aeT TOCTYIHBIM JUIS YTEHUS U JUIMHY TeJla, U CaMo Tello 00beKTa.
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Kommonents! — conepkar ID 00beKTOB JaHHBIX, KOTOPBIE OYyJIET HCIIOIb30BAHBI TOKEHOM ISl BBITIOTHEHHUS
security-opueHTHPOBAHHBIX ONIEpalliii TIOCIIE TOT0, KaK OKpykeHue Oe3onacHocTu u3 3toro SE-o0bekra
OyzeT 3arpy’KeHO KaK TeKyIIee.
Komno HeHTHI 3Haue
Hue KommenTapuii
A-
komnonenta ID GCHV-
oowekra ID o6bekTa, ncrnonbp3yemoro st ayTeHTuGuKanui. KoMmmoHeHTe MOryT ObITh TPHCBOCHBI
3HaueHus 0x01 (Anmuauctparop) u 0x02 (ITonp3oBarens).
C-
komnonenta ID GOST-
oowekra ID o6bekTa, ncnonp3dyemoro st mudpoBanus qanubix mo 'OCT 28147-89
H-
komnoHeHnrta ID GOST-
obbekra ID o0bekTa, HCIOIB3yeMOro /ISl XeIUPOBaHUS JAHHBIX (BBIpaOOTKH uMuTOBCTaBKU 110 'OCT
28147-89)
Tabmuna 1. Kommonents! co3ganus SE-00bekTOB

AtpubyThl 6e3omacHocTH (Security attributes) Ha3HAUAIOT Pa3IMYHBIM ONEPAIUSAM C JAHHBIM 00BEKTOM,
IpeaBapsIONINe UX SeCurity-OpueHTUPOBAHHBIE ICHCTBHS, YCIICIIHOE BHIMOJIHEHHE KOTOPBIX SBISETCA
HEOOXOIMMBIM YCJIOBUEM CAMOM OTepalyy.

3amanue 9. [Ipocmotp u penakrupoBanue (Haisios.

Jlnst urenus aiina TpeOyroTcs rmpasa A0CTyIIa, ONpeAeTIeHHbIe aTpuOyToM O6e30nmacHoCTH 'Unurars', ais
3aIUCH OTPEaKTUPOBAHHOTO (hailyia — mpaBa JOCTYIa, ONpeesiCHHbIE aTpUOyTOM 0e30MacHOCTH
'O0HOBHTH' AaHHOTO (aiina.

ITocne ycTaHOBKM COOTBETCTBYIOLIMX MPaB 1OCTYyMA (haiil MOXKHO OTKPBITH Il IPOCMOTPA U (UIIH)
pPEIaKTUPOBAHUS JTBOMHBIM IIEITUYKOM JIEBOM KHOIIKH MBIIIHX Ha ero ID, 6o mpu moMomy KOMaH bl
[OTKpBITH | KOHTEKCTHOTO MEHIO.

[Tpu 3TOM OTKpPOETCS OKHO PeAaKTopa, KOTOPBIN MO3BOJISIET MPOCMATPUBATh U PEIaKTUPOBATh (ailsibl B
LIECTHAAUATUPUIHOM HJIM CUMBOJIBHOM PEKHME.

OTpenakTupoBaHHbIN (paiiil MOKHO COXPaHUTH B MMAMATH TOKeHa KoMaH 101 Paiin|CoxpaHUTh WIH OCTaBUThH
HEU3MEHHBIM, 3aKpbIB OKHO PEJAKTOpPA M OTKA3aBILIUChH OT COXPAaHEHUS.

Komanna mento [IpaBka|3anomHUTh CUMBOJIOM. . . TIO3BOJISIET 3aIIOJIHUTH BBIICTICHHYIO 00JacTh (aiina
CHMBOJIOM C BBIOpAaHHBIM ILIECTHAIATUPUYHBIM 3HaYeHUEM. /{11 BbIieneHust 00JacTu Haslo epeMeCTUTh
0 Hell yKa3aTesb MBIIIH, YAepKUBasi Ha)KaToil ee JieByto KHONKY. Komana mento IIpaBka|Beiienuts Bce
UCTIONB3YeTCs JJIs1 BBIACIICHHS BCETO COIEPKUMOTo (aiia.

Komannp! [TpaBka|Komuposats u [IpaBka|BcTaBuTh MO3BOJISIOT CKOMTUPOBATH BBIJCICHHBINA (PparMeHT
(aiina B Oydep oOMeHa U BCTaBUTh cofiepKUMoe Oydepa oOMeHa B TEKYITYIO TTO3UIIHUI0 Kypcopa.
Komanma menro [IpaBka|YnanuTs 3amoiHseT BeIICICHHYIO 001acTh (aiiia mecTHaAIaTHPUIHBIM
3HaueHueM «0».

3amanue 10. 3amudposanue u pacmudposanue qanubeix mo 'OCT 28147-89.

Jlnist BBITOTTHEHUS oniepanuii 3amudpoBanus u pacmudposanust fanabx o F'OCT 28147-89 tpebyrorcst
npaBa JI0CTyNa, onpenenenHslie arpudyrom 6ezonacuoctu 'Mcnonb3oBars' GOST-00bekTa ¢ HY)KHBIM
KITIOUOM MIH(POBAHUSL.

UtoOs1 3ammdpoBaTh JaHHBIE, HYKHO caenarh BEIOpaHHbIH GOST-00bEKT TEKYIIHM U MPU TOMOIIN
KoMaH bl MeHto JleticTBus| 3ammdpoBars (OO0 aHATOTHIHOW KOMaHAbl KOHTEKCTHOTO MEHIO MJIM KHOTIKH
B [TAHEJIM UHCTPYMEHTOB) MHUIIMUPOBATH MPOLEAYPY 3alIHUPpOBaAHUSI.



42

B nuanore ykaseiBaercs (aiin ¢ ganHeIMu a7 3amupoBanus (Mcexonusiii ¢aiin), ums daiina, B KOTOpom
OynyT coxpaHeHbl 3ainppoBaHHbie JaHHbIE (COXPaHUTh KaK) U CIIOCO0 reHepalii CHHXPOMOCHUIKH.
[Tocnennsis MOXeT ObITh creHepupoBaHa TokeHOM (CreHepupoBaTh) UM BBEJCHA BPYUHYIO
(Ucnonw3oBars). Ecnu Beiopanubiii GOST-00beKT peanusyer muppoBaHe B

peXHUMe MPOCTO 3aMeHbl, rpyIna « CHHXPOIMOCHUTKa» OyleT HeIOCTYIHA, T.K. B 9TOM PEeKHUMeE
U(PPOBAHUS CHHXPOIIOCHIIIKA HE UCIIONIb3YETCSl.

[Tocne Toro kak Bce HEOOXOUMBIE MTapaMETPhl BBEJICHBI, ITPOLECC 3aIM(pPOBAHUS 3aIlyCKaeTCsl HaXKaTueM
Ha kHotKy [Ok]. [To okoHuanuu mporecca 3anm@poBaHHbIC TaHHBIE TTOMEIIAIOTCS B YKa3aHHBIN (HaiilT;
€CJIM MIPUMEHSIICS PEKUM MIH(PPOBAHUS, UCIIONB3YIOUINI CHHXPOMOCHUIKY, OHa OyJeT 3aMrcaHa B epBbie 8
OaiT daiina.

[Ipouenypa pacmmdpoBaHus BHITOIHAETCS aHAJTOTMYHBIM CITIOCOOOM KOMaHI0M MEHIO
HetictBusi|PacmndpoBars (1100 aHATOTMYHON KOMaH Ibl KOHTEKCTHOTO MEHIO MJIM KHOTIKU B TIaHETH
WHCTPYMEHTOB).

B kauecTBe mapaMeTpoB B AMaiore yKasblBaloTCs UMeHa (aiiia ¢ 3ammndpoBaHHBIMHI JaHHBIMH
(BammdppoBanublil (aiin) u daiina 1 coxpaHeHus pacin@poBaHHbIX JaHHBIX (COXpaHUTD Kak).

Ecnu BeiOpannsiit GOST-00beKT peanusyer mudpoBaHUe B PeKUME raMMUPOBAHUS UM TAMMUPOBAHUS C
00paTHOH CBA3BIO, B IEPBHIX § OaiiTax 3ammdpoBaHHOrO (ailyia JoKHA HAXOAUTHCS CUHXpOMNochUIKa. [1o
OKOHYaHMH Tpollecca paciir(ppoBaHHbIC JaHHBIC TTOMEIIAIOTCS B yKa3aHHbIN (haiiir; CHHXpOMOChUIKA
TepseTcs.

Bompock! u mpakTU4ecKue 3aaHus.

1. Ins wero npeaHa3zHaveH pegakrop namsatu ruToken?

2. [Nonyuure nadopmarmio 06 00bekTe (ailioBoif CUCTEMBI.
3. I3meHuTe CUMBOJIBHOE UMSI TOKEHA.

4. Co3paiite Ha paboueM crone daiin 1.txt u 3amudpyiire ero.
5. 'me moryT ObITh co3manbl SE-00bekThl 1 GOST-00beKTHI?

6. Co3maiire manky ¢ ID - 3003, Tunom - cnenuanabHas U aTpruOyToM 0€30MacHOCTH - A IMUHHUCTPATOP.
COpocbTe TekIue mpasa J0CTyIa, 3aTeM yAaJIUTe JaHHYIO0 NarkKy.

7. Co3maiite (aityn 11000T0 pa3mMepa U TUIIOM - OOIIIHIA.

8. Cmenure PIN-kon monb3oBaresns Ha 11223344,

9. Kakne 00beKThl MOYKHO CO3/1aBaTh B pefakTope namstu rtEditor?
Crnincok nureparypsl.

1. www.rutoken.ru - oduIIManbHBIN CalUT pa3paboTyrKa

2. PyxoBoactso [TonszoBarens ruToken

Jlabopatopnas pabora. Pabora ¢ 6pay3epom ceptuduxaroB ruToken
Teopernueckas 4acThb

3ananue 1. Be16op 00b€KTOB M TPOCMOTP UX CBOMCTB.

3ananue 2. AyTeHTU(HUKAINS T0JIH30BaTENs.

3amanue 3. JloGaBneHue cepTudukara B XpaHUINIIE CEPTHPUKATOB.
3ananue 4. Umnopt ceprudukara u3 gaiina.

3amanue 5. Ummnopt ceptuduxara uz CER-daiina.

3amanue 6. Umnopr cepruduxara u3z PFX-gaiina.

3amganue 7. DxcnopT ceprudukara B dhaiin

3ananue 8. Dxcnopt ceprudukara B CER-daiin u PFX-daiin
3aganue 9. HazHaueHue KOHTEHHEpPA MO0 YMOJTYAHUIO

3ananue 10. OTMeHa KOHTEHHEPA 10 YMOJIYAHHUIO U yAAJIEHUE KOHTEHepa.
Bompoch! u npakTuueckue 3aaaHus.

Crnincox nureparypsl

Teopernueckas 4acTh.



Yrunuty rtCert MOTyT HCIIONIB30BaTh Bee mojb3oBatenu ruToken. OHa npenHazHayeHa it paboThI C
konteitnepamu MS CAPI u cepruduxaramu X.509, coxpaHeHHBIMU B TaMSATH TOKEHA U MOJICPKUBACT
CJIEyIIUE ONEpaLUN:

[Tpocmotp 3anucanubix koHTEHHEPOB MS CAPI u Xpansmuxcs B Hux ceprudukaros X.509
Peructpanus ceprudukatoB B JINUHOM XpaHUIHUILE CEPTHPHUKATOB

VYnaneHnue 3aperucTpupoBaHHbIX cepTudukaToB u3 Jlmunoro xpanunumia Mmmnopt ceprudukaros u3 PFX- u
CER-daiinos B mamsate ruToken Dkcropt ceprudukaroB n3 mamsatu TokeHa B PFX- u CER-daiins

Ha3naueHue 1 oTMeHa KOHTEHHEpa 110 YMOJIYaHUIO

VYnanenue konteitnepoB MS CAPI BMecTe ¢ ux comepkumbiM u3 amsitu ruToken

3ananue 1. Bei6op 00BEKTOB M IPOCMOTP UX CBOWCTB.

Jlst Hawana paboThl ¢ Opay3epom ceprudukaroB ruToken HeoOxoaumo 3amycTuTh npuinoxeHue rtCert.exe.

[lepen sTuM cienyeT yOeauThCs, YTO B CUCTEME ycTaHOBIeH Apaiisep ruToken u, mo kpaiiHeir mepe, onuH
ruToken noaxmouen k nopty USB. IlogcoennHUTh TOKEH MOXKHO U TIOCTIE 3aITyCKa YTUIIHUTHI.

IIpu ycnemHoMm 3ammycke peakropa MnosiBUTCs IaBHOe OKHO rtCert.

Jlst BBIOOpA HYKHOTO 00BEKTa HaA0 MIEIKHYTh JICBOW KHOIKOW MBIIIA Ha COOTBETCTBYIOIICH CTPOKE
CIIUCKa B JIeBOM (peiime okHa rpocmotpa. [locne atoro B mpaBoM (ppeiime OymyT moka3aHbl CBOHCTBA
00beKTa.

3ananue 2. AyTeHTUHUKAINS T0JIb30BaTENs.
Aytentudukanus [lonp3zoBaress HeoOxoauMa Ui BBIOJHEHHS CIIEAYIOLINX ONepauii:
Wmnopt ceprudukara u3 Qaiina B maMsaTh TOKEHA

Okcnopt ceprudukara u3 namatu TokeHa B PFX-daiin Ha3znauenue u orMeHa KOHTEiHEpa 10 yMOIYaHHIO
VYnanenue koHTeHEpa ¢ cepTU(dUKATAMU U3 TTAMATH TOKEHA

JUist BBITIOJTHEHUS Ay TEHTU(UKAIIMY HY)KHO BBIOpaTh MyHKT MeHIo JleiicTBus|Login (Jinbo aHamoruuHyo
KOMaH]ly B KOHTEKCTHOM MEHIO, TM00 KHONKY B AHEJIH UHCTPYMEHTOB). [IpH 3TOM mosiBIsieTCs UAJIOT, B
KOTOpoM HY>kHO BBecTH PIN-kon u Haxats [OK].

[Tpu ycnemnom BBoze PIN-koma Ha TokeHe OyyT yCcTaHOBJICHBI IpaBa gocTymna [lonp3oBarens.

[Tocne 3aBepIieHUs ONEpaIUil ¢ TOKEHOM CIIETyeT BBITOJHUTH COPOC TEKYIUX MpaB AOCTyIa, /I Yero
HYXXHO BBIOpaTh MyHKT MeHIo [lefictBus|Logout (1n60 aHaIOrnyHyIo KOMaHy B KOHTEKCTHOM MEHIO, JTH00
KHOTIKY B TIAHEJIM HHCTPYMEHTOB).

3amanue 3. JloGaBneHue cepTrudukara B XpaHUINIIE CEPTHPUKATOB.

Ota oneparys Mo3BOJSET 3apETUCTPUPOBATh BEIOPaHHBIN cepTHU(HKAT B JIMUHOM XpaHHUITHILE
CepTU(HKATOB JAHHOTO KOMIbIOTEpa. JlJisi BBIOJHEHHUS ONIEPALIMH TOCTATOUHO MpaB focTyna [ocTs.

JUiist BBITIOJTHEHHUS OTIEPALIMU HAJI0 OTMETUTh HY)KHBIM HE3aperuCTPUPOBAHHBIN cepTU(HUKAT U BHIOpATh
nyHKT MeHIo [leiicTBus|[]o6aBuTh ceprudukar B XpaHuiauile cepTudukaToB (JIuOO aHATOTMYHYIO KOMaHLy
B KOHTEKCTHOM MEHIO, TM00 KHOMKY B ITaHEIH WHCTPYMEHTOB). [Ipu aTOM BbIOpaHHBIi cepTudukar oyner
3aHECEH B NMaMATh KOMITBIOTEPA U 3apEruCTPUPOBaH B JIMUHOM XpaHHUIIHILE.

3aperucTpupoBaHHBINA CepTU(HUKAT MOKHO HUCITOJIB30BAaTh B COOTBETCTBYOIIEM 10, nake eciy TokeH
OTCOEIMHEH OT KOMITbIOTEPA.

ITo 3aBepieHNM onepanuu cepTU(UKAT B CIIUCKE TIOMEYAETCS KaK 3aperuCTPUPOBAHHBIN.

B cnicke ceptudukaros B JeBoM (peiime cepTuUKaThl, 3aperucTpupoBaHHble B JINUHOM XpaHUIIHIIE,
MIOMEUEHBI COOTBETCTBYIOIIEH UKOHKOH. [ TOro 4TOOb!I yJaJITh BHIOPAHHBIHN 3aperucTpUPOBAHHBIN
cepTU(UKAT, HaJJ0 BEIOPATh MMyHKT MeHIO JleHcTBUs|YIanuTh cepTuuKar u3 XpaHUInIa cepTu(hUKaTOB,
(;1u60 aHATOrMYHYIO0 KOMaHly B KOHTEKCTHOM MEHIO, TH00 KHOMKY B MAHEIH HHCTPYMEHTOB).
BriOpannslii ceprudukar Oyaer ynaneH u3 JINUHOro XpaHWIUINA JaHHOTO KOMITBIOTEPA, OHAKO OCTAHETCS
B IIAMSITHU TOKEHA.

3ananue 4. Umnopt cepruduxara u3 daiina.

JUi1s BBIIIOJTHEHHUS OTIEPALIMU UMITOpTa HEOOXOAMMO YCTAaHOBUTH ITpaBa AocTyna [lonb3oBaresns.



[Tpu BeIOOpE myHKTa MeHto JeicTBusi|IMmopt ceptudukara u3 daiina (JInbOO aHATOTHYHONW KOMaH bl B
KOHTEKCTHOM MEHIO, 00 KHOIB IMaHEIH HHCTPYMEHTOB) MOSBISACTCS JHAIOTOBOE OKHO.

3anmanue 5. Umnopr cepruduxara u3 CER-paiina.

[Tpu ummnopre n3 CER-(daitna cnexyer yuuTbiBaTh, 4TO B TAKOM (paiiyie MOXKET XpPaHUTHCS TOIBKO caM
ceprudukar 6€3 COOTBETCTBYIOIIEH eMy KitodeBoi mapbl RSA. B mannoi Bepcuu rtCert UMmopT u3
CER-daiina BO3MOXKEH MTPH BHITIOJTHEHUH JABYX YCIOBUM:

Nmnopt npounsBonutcs B koHTeliHep MS CAPI, yxe cymiecTByIoLil B IaMsITH TOKEHA

B 3TOM KOHTEMHEpPE yKE XpaHUTCS, KAK MUHUMYM, KiTtoueBas nmapa RSA, cooTBeTcTByromas
HMITIOPTHpPYyEeMOMY cepTH(HUKaTy (Tu00 caM cepTu(dUKAT ¢ KIIFOYEBON apoi)

Taxum 00pa3zoM, Ha ceroansHuN 1eHb uMnopT u3 CER-daiina npakTuaecku MPUMEHUM TOJIBKO JJIS
OOHOBJIEHUS WJIM BOCCTAHOBJICHUS COACPKUMOTO KOHTEHHEPA, 0 KAKUM JINOO0 MPUYMHAM HCIIOPYEHHOTO B
nporecce paboThI.

s ummopra u3 CER-¢aiina Hamo BeIOpaTh KOHTEHHED, @ B HEM - KIIIOUEBYIO Mapy WK cepTU(UKAT, Kyaa
Oy/ieT MPOU30BANUTECS UMITOPT. 3aTeM B quaniore MMmopt ceprudukara u3 ¢aitia Hao BEIOpaTh HY KHBIH
tun Qaiina. Koguposka CER-daiina pacrio3HaeTcst yTHIUTON aBTOMaTHYeCKH.

[Tocne Toro kak (aiin BeIOpaH, rtCert MpOBEPHUT, COOTBETCTBYET JIM KIIFOUEBas Mapa B MaMsATH TOKEHA
ceprudukary, xpansmemycs B Beiopanaom CER-¢aiine. Eciu cooTBeTcTBYET, TO KHOMKA [ BEIOpaThH|
CTaHOBHTCS aKTUBHOM, 1 MOKHO Ha)KaTh HA HEE JIJIS 3aBEPILICHUS OTIePAITHH.

ITo 3aBepmienun onepanuu ceprudurar n3 CER-daiina Oyner uMmopTupoBaH B KOHTEHHEP U IOTIOJTHUAT
XPaHSIIYIOCs B HEM KITtodeByI0 napy RSA (0o 3aMeCTUT aHAIOTUYHBIN CepTU(HUKAT, y)KE 3alMCaHHBINA B
koHTeiHepe). B Oymymux Bepeusix rtCert pyHkimonanbHocTh pu padote ¢ CER - daitnamu Oyner
paspelieHa.

3amanue 6. Ummopt cepruduxara u3z PFX-daitna.

B PFX-aiine xpanutcs cepruukar BMECTe ¢ COOTBETCTBYIOIIEH eMy KiroueBoi mapoir RSA, T. e. Takoi
(aiin comepKUT BCe TaHHbIE, HEOOXOTUMBIC IS MOCIEAYIOIIEH paboThl ¢ CePTHPUKATOM.

Nmnopt u3 PFX-daiina conpspkeH ¢ co3naHueM B MaMsTH TOKeHa HOBoro koHTeliHepa MS CAPI, B
KOTOPBIN 1 OyZeT UMIIOPTUPOBAH CepTU(HUKAT BMECTE C KIIOUEBON MapOH.

Jlnst umriopta ceptudurkaTa B maMsTh TOKEHA HY>KHO BBIOpaTh J1I000# 00bEKT Ha TOKEHE, a B IMAJIOre
Wmnopt ceprudukara u3 ¢aiina BoIOpaTh COOTBETCTBYIOUIMNA THIT (haiina, BBIACTUTh HYKHbINH PFX-daiin n
Ha)kaTh KHONIKY [BrIOpaTs].

[Tocne BeiOOpa PFX-(aitna mosBUTCS 1UamoroBoe OKHO, B KOTOPOM HYKHO BBECTHU MAPOIIb ISl 3aKPBITOTO
KJIIOYa M Ha)kKaTh KHOTIKY [/[lanee].

B cnenyromem auanore Hy»HO 3a1ath uMs kKoHTeiiHepa MS CAPI, B koTopbIil OyneT UMIOPTUPOBAH
cepTH(HKAT, a TAKXKe yKa3aTb, OyIeT JIU 3aKPBITHIH KIII0Y Il 3TOTO CEPTU(PHUKATA IKCTIOPTAOETbHBIM.

Wms KoHTeHHEepa MOXKHO 3a/1aTh BPYYHYIO, THOO CTeHEPHPOBATh, HAXKAB KHOMKY [ YHUKAIbHOE MM |.
YeranoBka (ara Pa3pemuTs 3KCIOpT TOMY, UTO 3aKPBITHIM KITIOU U3 KITI0YEBOH Maphbl IS 3TOTO
cepTU(HKaTa P UMIIOPTUPOBAHUHU HA TOKEH MOJyYUT CBOMCTBO «IKCIIOPTAOEIbHBIIN». DTO MO3BOJIUT B
Oy/yIeM 3KCIIOPTHPOBATh JaHHBIN cepTU(UKAT BMECTE € ero KIItoueBoil napoit ooparHo B PFX-daiin.

Ecnu Takas onepanus He MiIaHUPYETCsI, TO PEKOMEHAYETCsl HE YCTaHABIMBATh 3TOT (h1ar, T. K. CTETICHb
3aIUIIEHHOCTH SKCIIOPTA0EIBHOTO KIII0Ya B MaMITH TOKEHA HUXKE.

[To naxxaruro kHomkH [[lanee>] ceprudukar BMecTe co CBOCH KiIr04eBOi mapoit RSA Oynet umnoptupoBaH
B co3/1aHHbIN Ha TokeHe KoHTeiHep MS CAPI. B Tekymeii Bepcuu rtCert UMEIOTCS CIETYIONINAE
OorpaHWYCHUS HA UMTIOPT cepTudukaroB u3 PFX-daiinos:

Nmnopt u3 PFX-daiinos nognepxkusaercs Tonbko B OC Windows 2000 u crapiie

N3 PFX-(aiina uMmopTupyeTcst TOIbKO cepTU(hUKAT HUIKHETO YPOBHS (T. €. IMYHBIN cepTudukar)
B Oynymux Bepcusix rtCert pyHKIMOHATBHOCTH NpH padore ¢ PFX- daitnamu Oyner pacimpena.
3amganue 7. DkcnopT ceprudukara B dai.

bpaysep ceprudukaros rtCert moaep>xuBaeT BO3SMOKHOCTb SKCIIOpTa CepTU(HHUKATA U3 TAMATH TOKCHA B
daiin.

44



45

DKCHOPT BO3MOXKEH B (PaiijIbl TEX e TUIIOB, U3 KOTOPHIX BO3MOKEH UMMOPT. [Ipu BIOOpE MyHKTa MEHIO
JeiictBus | Dxcnopt ceptudukara B paiin (1160 aHATIOTHYHOM KOMaH/Ibl B KOHTEKCTHOM MEHIO, TH00
KHOTIKH B MTaHEJIM HHCTPYMEHTOB) TIOSIBUTCSI TUAJIOTOBOE OKHO.

3amanue 8. Dxcnopt ceprudukara B CER-daiin u PFX-daiin.

Jast sxeniopta B CER-¢aiinbr nocratrouno npas gocrymna l'octs. [ponece sxkcniopra B CER-(daiin cocrour
13 BIOOpa HY)KHOTO CepTH(HKaTa Ha TOKEHE U BbIOOpa IMyHKTa MeHIo JleficTBust | DkenopT cepTudukara B
¢aiin (1u00 aHATOTMYHON KOMaHbl B KOHTEKCTHOM MEHIO, JINOO KHOIIKY B TTAHETH WHCTPYMEHTOB).

B nosiBuBmemcs auanore cnenyet 3aaarh umss CER-(aiina, a B crincke @aiinsl TUIA - BEIOPATh HYKHYIO
konupoBKy. [lonnepxuBaercs 2 Tuna konupoBku: DER u Base64.

ITo naxxaruro kHonkH [ BeiOpars| cepTudukar (6€3 COOTBETCTBYIOMIEH eMy KITF0OUEBOM mapbl) Oynet
AKCIIOPTUPOBAH U3 MaMSITH TOKEHA B YKa3aHHBIN (paiii.

Oxcnopt ceprudukaroB B PFX-daiinbr BeimomHseTcs ¢ mpaBamu goctymna [lonp3oBarens. st KOppeKTHOTO
AKCIIOPTA KJIFOUEBOM Maphl cepTUdUKaTa HEOOX0IUMO, UTOOBI COOTBETCTBYIOIINN 3aKPBITHIN KITI0Y ObLT
IKCIIOPTAOETHLHBIM.

Jnst sxeniopta B PFX-daiin Hy)kHO OTMETUTh HY>KHBIN cepTH(HKAT B OKHE pocMoTpa rtCert 1 BEIOpaTh
NyHKT MeHIo JleiicTBust| Dxenopt ceprudukata B haitn (JinbO aHAJIOTHYHYI0 KOMaH/y B KOHTEKCTHOM MEHIO,
1100 KHONKY B TAHETI UHCTPYMEHTOB).

B nosiBuBImIeMcs auanore Hano 3aaaTh uMs FPX-daiina, a B ciucke Paiinel Tuna BeiOpars «Paiinbsl oOMeHa
nrnuHoi uHpopmarmei (*.PFX)» .

B Hem Hy’XHO 3a7aTh aposb I 3alIUThI 3aKpbITOro Kitoua. [1o Haxaruto kHonku [[lanee>] ceprudukar
BMECTE C KITIOYEBOM Mapoi Oy/eT 3KCIIOPTUPOBAH M3 MaMsATH TOKEHA B YKa3aHHBIN (aiii.

3ananue 9. HazHaueHne KOHTEHEPa 10 YMOIYAHUIO.

[TonsiTHe KOHTEITHEPA 1T0 YMOTYaHHIO BechMa dacto ucnoibzyercs B OC Windows. Tak, mist
ocymectBienus Logon B qjomene Windows ucrosnb3yercs cepTudUKar, XpaHsIuics B KOHTEHHEpE 1Mo
ymomyanuto. Ytunuta rtCert mo3BossieT HAa3HAYHUTh JIIOO0H U3 KOHTEHHEPOB, 3alTMCAHHBIX B MTAMSTH
ruToken, koHTeliHepOM 1O yMoa4aHuio. Eciu cepTudukar, XpaHsmmiicss B 3 TOM KOHTEHHEpe, UMeeT
npusHak Smartcard Logon wim Smartcard User, Takoit ceprudukar Oyaet ucrnoiaszoBan Windows npu
BBITIOJTHEHUH BXO/1a B IOMEH C MCIOJIb30BaHueM AgaHHoro ruToken.

Jlnist Toro 4TOObI HA3HAUYUTH KOHTEHHEP 10 YMOJTYaHHIO, HY>)KHO OTMETHTh KOHTEHHEP B OKHE ITPOCMOTpa
rtCert u BbIOpaTh MyHKT MeHIO JleficTBust|Caenarh KOHTEHHEPOM 10 yMOIYaHHUIO (JINO0 aHAIOTHYHYIO
KOMaHy B KOHTCKCTHOM

MEHIO, 100 KHONIKY B TAaHEJIH UHCTPYMEHTOB). [10 OKOHYaHUM omnepaliii KOHTEHHEp MOMyYUT MPU3HAK IO
YMOJIYaHUIO» U OyJeT OMEUEH B CITUCKE KUPHBIM HIPUPTOM.

Ecau B namMsATH TOKEHA YK€ CYILLECTBOBAJI KOHTEMHED 110 YMOIYAHUIO, HOBBIM KOHTECHHED CTAHET
KOHTEHHEPOM 110 YMOJTYAHHIO BMECTO HETO (T. €. MOJKET CyIIECTBOBATh TOJIBKO OIMH KOHTEHHEP O
yMOJT4aHu10). J{y1s BbIMONHEHHS JaHHOM oneparuu TpeOyroTcs mpasa goctymna [lonb3oBaresns.

3aganue 10. OTMeHa KOHTEHHEpa M0 YMOJIYaHUIO U yaJ€HUE KOHTEHepa.

Brimucanubiii cepTH(QHUKAMOHHBIM HEHTPOM cepTUdHKAT ¢ npu3HakoM Smartcard Logon mim Smartcard
User yaiiie BCEro 3aruchIBacTCs B KOHTEHHEp 10 yMoryaHuio. Eciiu jke B maMsATH TOKEHA YKe CYIIeCTBYET
KOHTEHHEp 10 YMOITYaHHIO, OH MOXET ObITh (PU3MUYECKU YHUUTOXKEH (T. €. epe3anrucal HOBbIM
KOHTeHepoM). UTOOBI n30eXkKaTh 3TOT0 U COXPAHUTh CepTU(UKAT U3 KOHTEHHEpa [0 YMOIYaHUIO, YTHUIINTA
rtCert mpegocTaBisieT BO3SMOKHOCTh OTMEHHUTD PETHUCTPAIIMIO ITOT0 KOHTEHHepa Kak KOHTeHHepa 110
YMOJTYaHHUIO.

J1J1 BBIIOJTHEHMSI ONIEpallii HY’KHO OTMETUTh KOHTEHHED M0 YMOJTYaHUIO B OKHE pocMoTpa rtCert
(KOHTEWHEep 10 YMOJTYAHHUIO BBIJICJICH B CITUCKE KUPHBIM MIPU(PTOM) U BEIOPATh MTyHKT MEHIO

JleticTBusi| YOpaTh COCTOSTHUE «II0 YMOJTYAHHIO» (JTUOO aHAJIOTHYHYIO KOMaH/Iy B KOHTEKCTHOM MEHIO, JIHOO
KHOIIKY B MTAHETTM HHCTPYMEHTOB). [1o okoHYaHuM onepannu B maMsATH TOKEHa He OyJeT KOHTelHepa 1o
YMOJIYaHUIO, U TeTeph MOXKHO OE€30MaCHO BBINKCHIBATh HOBBIN cepTU(dUKaT. J{J1s BBIMOIHEHUS Olepaluu
TpebyroTcs npasa aoctyna [lons3oBarens.
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Onepanus YnaneHue Mo3BoJIseT yIAIUTh U3 naMsaTH TokeHa koHTeliHep MS CAPI BmecTe co Bcem ero
COZIEP’)KUMBIM. {7151 BEITIOTHEHUS oniepaiiiu TpeOytoTcs npasa gocryna [lonb3oBarens. Kpome toro, nomxex
ObITh OTMeueH MyHKT MeHIo Bua|llokasbiBare KoHTEWHEpbI. 115 ynaneHus: KOHTeHHepa HYKHO B JIEBOM
¢peliMe OKHA IPOCMOTPA OTMETUTH KOHTEHHEP AJIS YIaJIeHUs! U BEIOpaTh MyHKT MeHIo JlelicTBus| YaanuTh
KOHTeHHep (100 aHAJIOTUYHYIO KOMaHAy B KOHTEKCTHOM MEHIO, JIN0O KHOIIKY B ITaHEJIN HHCTPYMEHTOB).
[Tocne cOOTBETCTBYIOIIETO MPEaYNPEKACHNs KOHTEHHEP CO BCEM COAEPKUMBIM OyeT (PU3UUECKH yaaleH
U3 [IAMSATU TOKCHA.

Bonpocsl 1 mpakTudecKue 3a1aHusl.
. Jlyst wero mpenHa3HadeH Opaysep ceprudukaros ruToken?
. Kakue snemenTsl yrpasieHus oToOpa)karoTcs B INIaBHOM OKHe Opay3epa cepTu(UKaToB?
. 3aueM HeoOxoauma ayteHTuduKamnms [loap3oBaremns?
. Jlo6aBbTe 11006011 cepTu(UKaT B XpaHUIHUILE CEPTU(PHUKATOB, a 3aTEM YJAJIUTE €To.

1
2
3
4
5. U3 ¢aiiinoB Kakux THIIOB MOKHO UMITOPTUPOBATH CepTUPHUKATHI?
6. Umnoprupyiite moboii cepruduxar n3 CER-paiina.

7. Kakne nMeroTcst B TEKYIIeH BEpCHH OTrpaHUYCHUs Ha UMIIOPT cepTudukaroB u3 PFX-daitnos?
8. DkcropTupyiiTe cepTudukar us modoro daina.

9. HazHaubTe KOHTEHHEpP MO YMOJIYAHHUIO.

Crnincok nureparypsl.

1. www.rutoken.ru - oduIIManbHBIN CalUT pa3paboTyrKa

2. PyxoBoactso [Tons3oBarens ruToken

Tema 6. Cucrema 6uomerpudeckoil uaeHtTudukanuu BioLink.
Jlaboparopnas pabora. BioLink U-Match 3.5
Teopernueckas 4acThb
Omnucanwue I10 BioLink Authentication Center
3ananue 1. YeranoBka BioLink Windows Logon
3ananue 2. [lepBblil BXOA B CUCTEMY IO OTHEYATKY Majbla WK 110 MapOJII0
3ananue 3. PazonokupoBanue paboueit craHuu
3ananue 4. Co3naHue HOBOM MEPCOHBI
3ananue 5. YcranoBka BioLink Password Vault
3ampanue 6. Hamucanue cuenapus muist DialUp — nmopkimroueHus.
3ananue 7. Hanucanue cuenapust 1uist nporpammsl TrueCrypt
3ananue 8. Hammcanue cuieHapus Jjisl TOYTOBOIO CEpBeEpa.
KoHTposnbpHBIE BONIPOCHI
Crrcok UCOIb30BAHHBIX HCTOYHHUKOB.
Teopernueckas 4acThb

BioLink U-Match 3.5 - opuchsriit ontuueckuit USB-ckanep otnedarkoB naibiieB. CKaHEPHI OTIIEYATKOB
naneiieB BioLink U-Match 3.5 nmons3ytorcst 0co00ii momyasipHOCTBIO Y 3aka3urkoB. KommuecTBo
BBIYIIEHHBIX CKAHEPOB JIaHHOM MOJIEH YK€ COCTABIISIET JECATKU ThICAY IITYK, 3TH CKaHEPbI
MPUMEHSIIOTCS] COTPYIHUKAMHU COTEH KOMMEPUYECKUX KOMITAHUN U TOCY/ITapCTBEHHBIX CTPYKTYp Oojiee 4eM B
50 crpanax mupa.

Cucremnbie TpeOOBAHMUS:
- potteccop Pentuim 200 MHz, 32 M6 RAM wu 6onee (pexomenayercs 64 M6 RAM)
- Microsoft Windows 98/ME/NT/2000/XP/2003/Vista

- ceobonubiii USB-niopt

- HAJIM4YKMe Kakoro-ImOo u3 nmporpaMMHbIX mpoaykToB BioLink: IDenium, BioTime, Authentication Center
5.x, SDK 5.x u Bbitte, npyroro I10, pazpaboranaoro Ha ocuoe BioLink SDK

Texnnueckue xapakrepuctuku BioLink U-Match 3.5:

Croco0 ckaHUPOBAHUS ONTHYECKUMA



OKHO CKaHMPOBAHUS OTHEYaTKoB 25,5 * 18 MM
Pazpemenne 508 dpi

Ckopoctb ckanupoBanus 1/15 ¢

False Acceptance Rate (FAR — BeposiTHOCTB
nomycka «uaysxoro») (1 cayuait uz 1 000 000 000)
Pa3meps! (muua * mmpuna *

BbICcOTa) 45 * 63 * 26 MM

Bec 120

Wntepodeiic USB 2.0/1.1, plug&play, kabens

2 M B KOMILJIEKTE TIOCTaBKU

Pabouas Temmneparypa ot -10°C go +55°C
Bnaxxnocts (6e3 kormencara) ot 30% g0 90%
Ouepromnotpedienue (mo USB) 350 MBT (pexxum ckanupoBanus) 100 MBt (pexxum Standby)
40 MBT («cristmuin» pesxxum)

HcnonHenne HacTONbHOE KOPITYCHOE
YCTPOHCTBO

Omnucanwne I10 BioLink Authentication Center

[Tporpammuoe obecnieuenne bmomerpuueckoit uaeHTugukanuu BioLink Authentication Center (BioLink
AC) npuMeHnsieTcst 1711 uaeHTU(DUKAITIN

MOJIb30BaTENEH JIOKATHHBIX KOMITBIOTEPOB (B T.4. HOYTOYKOB). B KOPIOpPaTUBHBIX CETIX IS
UACHTU(HUKAINH MTOJIb30BaTeNIel U YIIPABICHUS UX JOCTYIIOM K HH()OPMAIIMOHHBIM pecypcaM MPUMEHSIETCs
cepsuc BioLink IDenium.

ITO BioLink AC ¢byHKIIMOHUPYET MO/ yIpaBJIEHUEM ONepaIlMoOHHBIX cucTeM Microsoft Windows
9x/Me/NT4/2000/XP/2003. [{st OnomMeTpruveckoi uIeHTU()UKAIIMN TTOJIb30BaTeNeH OMePaIlMOHHBIX CUCTEM
Microsoft Windows Gomee mo3aaux Bepcuii nmpumensercs cepsuc BioLink IDenium.

Ucnonwzys [TO BioLink Authentication Center, MOXXHO 3aMEHSITh OTIIEYaTKOM IaJbIla MHOTOUHCIICHHBIE
MAPOJIH JUTSL TOCTYIA B CETh U K JOKYMEHTaM, 00pa0aTbIBa€MbIM MTPUKIIATHBIMH IIPOTPAMMAMHU.
N300pakeHne oTneyarka najibla npeodpasyercs B iudpoByro Mozens (madioH), oopaTHOe
npeoOpa3oBaHue Ma0I0OHa B M300paKEHHE PEAThHOTO OMOMETPUIECKOTO WACHTU(UKATOPA HEBOSMOXKHO.
[Tpu unenTHUKAIUU MOIB30BaTeNs PopMupyeTcs UGPOBast MOJIETh BHOBD MPEIBIBICHHOTO
uaeHTHu(HUKATOpa, KOTOpask CPAaBHUBACTCS C MOCIBIO paHee 3aperuCTPUPOBAHHOTO OTIeYarka najibia. [pu
COBIIAJICHUU MOJIEIICH pa3pemniaeTcsi JOCTYIl B OMEPAIIMOHHYIO CHCTEMY (MU JIOKyMEHTY, CO3IaHHOMY C
MTOMOIIBIO TPUKIIATHON TIPOTPAMMBI).

B cocras 10 BioLink Authentication Center Bxoaat moaynu BioLink Windows Logon u BioLink Password
Vault.

[lepBbIM Ha KOMIIBIOTEP CIIEAYyeT ycTaHaBIuBaTh koMIoHEeHT BioLink Windows Logon. On oTBeuaeT 3a
OMOMETPUYECKYIO ayTCHTH(HUKAIINIO TI0OIH30BATENSI PU BXOJIE B ONEPAIIMOHHYIO CHCTEMY, TOMEH WIIH
oOpallleHuH K pecypcaM KOMITbIOTepa.

3arewm, 10 KEJIAHUIO TI0JIh30BaTeNsl, MOXKHO ycTaHOBUTH BioLink Password Vault, koTopsriit mo3Bossier
ABTOMAaTH3MPOBAThH M YIIPOCTUTH BBHITIOJTHEHUE MIOBCETHEBHBIX 3a/1a4.

3amanue 1. Ycranoska BioLink Windows Logon.

YroOrl ycranosuth BioLink Windows Logon:

[ar 1. [TogkmounTte K KOMIbIOTEPY YCTpoiicTBo cepun BioLink U-Match, cnemys
MHCTPYKIMSAM 10 YCTaHOBKE YCTpoicTBa. [Ipn HeoOxoanMocTH nepes3arpy3nTe KOMIbIOTED.
[ar 2. BecraBpTe KOMIAKT-AMCK ¢ IporpaMMHbIM oOecriedenrneM BioLink Authentication Center
B YCTPOMCTBO YTEHUsT KOMMAKT-AuCcKOB (CD-ROM).

[Tpumeuanue. Ha xommnbrorepe nox ynpasinenuem Windows NT 4.0/2000/XP neo6xonumo
3aperHCTPUPOBATHCS MO/ YYETHOMN 3aMUChIO JOKAIBHOTO aIMUHHCTPATOPA.

[ar 3. Ecau yerpolicTBo uTeHus: KomnakT-a1uckoB (CD-ROM) ycTaHOBIEHO B pesKuM
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aBTOMAaTHYECKOTO 3aIrycka Autorun, mporpamMma aBro3amycka Autorun 3armyCTHTCS
aBTOMaTH4yecKu. B nmpoTtuBHOM ciyuae Bbl MokeTe 3aIycTUTh €€ BPyUHYIO.
Jlns aTOrO0 B MEHIO
ITyck BbIOepuTe KoMaHay BeinonHuTs n Hakmute kHONKy O030p, BEIOEpUTE CHavaa
ycrpoiictBo CD-ROM Bamiero kommnbiotepa, 3atem (aiin Autorun.exe. B okne 3amyck
nporpamMmmel HaxMuTe KHOnKy OK.
[ar 4. B mento ycranoBku AC BbiOepute koManay YcranoBka BioLink Windows Logon.

B oxHe moaroroBku OyaeT oToOpakarbesi MHIMKATOP MpoIiecca, 9To MO3BOIUT Bam Habmonars 3a XoaomM
nmoaroToBku K ycranoBke BioLink Windows Logon na Bamr kommbrorep.

[ar 5. loxxauTech MOSBICHUS HA YKpaHE OKHA TPUBETCTBUS MPOTpaMMbl ycTaHoBKH BioLink
Windows Logon u naxxmute [lanee.

[ar 6. B okHe CBeeHNst 03HAKOMBTECH C MOCISIHUMU OOHOBICHUSIMU U H3MEHEHHUSIMH B IPOTPAMME U
Ha)XMUTE KHONKY Jlanee.

[ITar 7. B okHe JIMLIEH3MOHHOE COMIAIICHUE TPOYUTANTE TEKCT JULIEH3UOHHOTO COMIAIICHHS A0 KOHLA. J{is
MIPOCMOTPA MOJIHOTO TEKCTA JUIEH3MOHHOTO COMIAIECHUS UCTIONIb3YUTE KIIABUIIM Ki1aBUaTypsl CTperika
Buus, Page Down 1160 Mbib. 3atem Beioepute Jla n Haxmute KHOTKy [lanee.

[Iar 8. B okxe Beibop nanku HazHaueHus: HaxxMuTe O630p, uToOBI BEIOpaTh Manky s ycraHoBkH BioLink
Windows Logon. [yist nponomkenus Haxxmute [lanee.

[ar 9. Ecnu Be1 ycranaBnuBaete BioLink Windows Logon Ha koMIibroTep, Ha KOTOPOM YK€ €CTh 0asza
naHHbIX AC, Ha SKpaHe OSBUTCS OKHO Bb10op BapuaHTa. Bbl MOXeTe ynanuTh paHee CO3TaHHYI0 0azy
JAaHHBIX, BEIOpAB HACTPONKY YaanuTh 0a3y HaHHBIX. ECIu BBl XOTHTE COXPAHUTH CYLIECTBYIONIYIO 0a3y
JaHHBIX, BEIOEpUTE HacTporKy COXpaHUTh UMEIOLTYIOCs 0a3y TaHHBIX.

[ar 10. Eciu 6a3a nanabix AC mycra (3To BO3MOXXHO B TOM cliydae, ecyid Bl ycTaHaBiauBaeTe AC Ha
KOMITBIOTEP BIEPBbIE, MU €CJIU BbI YIAJIHIN CTapyIO

0a3y TaHHBIX ), BBI JIOJKHBI BBECTH UMsI M TAPOJIh JIOKAJbHOTO aqMuHucTparopa AC B OKHE
AJIMHHHUCTPATOP JOKATbHOM 0a3bl JaHHBIX.

[Har 11. B oxkHe Br160p KOMIOHEHTOB BBIOEpUTE KOMIIOHEHTHI, KOTOPBIE ClIeAyeT ycTaHoBUTh. [locie Toro,
KaK KOMIIOHEHTHI BBIOpaHbl, HAKMHUTE KHOTIKY Jlasee.

[ar 12. B okne f3bik nHTEpdeiica BoIOEpUTE A3bIK MHTEp]eiica (Ha3BaHUS KOMAH]], OKOH, TEKCT
cooOuieHuit u T.1.) npuinoxenus BioLink Windows Logon.

[ar 13. B okne Hauyano xonupoBanus (aitioB npencranieHa nHpopmanus o Tex ¢aiinax, KOTOpble BbI
yCTaHaBJIMBAETE HA BAlll KOMITbIOTEP. YTOOBI BEPHYTHCS K MPEABIIYIIEMY OKHY, BOCIOIb3YHTECh KHOIKOM
Hazan. lns nponoikeHnss HaxxMuATe KHOIIKY [laree.

[Tpumeuanue. B xome ycranoBku apaiiBepa ycrpoiictBa BioLink U-Match nHa skpane mosiBUTCS OKHO
udposas noamuck He Haiinena. Haxxmure [la ayis npomonkeHns yCTaHOBKH.

[ITar 14. B okHe 3aBepiieHUs1 YCTAHOBKH HAXKMUTE KHOTIKY [ 0TOBO.

[ar 15. I[locne HaxaTus KHONKU [ 0TOBO KOMIIBIOTED ME€pPE3Arpy3UTCS aBTOMATUYECKH.

3ananue 2. [1epBblil BXOA B CUCTEMY IO OTHEYATKY Majblla WK MO MapoJIko.

UToObI BOWTH B CUCTEMY IO OTIIEYATKY MaJIbIIa, BHIMIOJIHUTD CICAYIOIINE JCHCTBHS:

[IIar 1. 3anmycTuTe KOMOBIOTED

[ar 2. ITocne Toro, Kak KOMIBIOTEP 3aIyCTUTCSI, HA IKPaHE MOSIBUTCSI OKHO Bxo B cucteMy ¢
MIPUITIALLIEHUEM IIPUJIOKUTD MaJel] K OKHY CKaHepa JJIs OTIICYaTKOB IaJIbLICB.

[IIar 3. [Ipunoxurte najnen K OKHY CKaHepa.

[IIar 4. ITocne ycnemnoro pacno3HaBanus Bac no ornedarky Baiero nasbia 3arpy3uThCsi oniepaloHHas
cucrema.

Wim

UTOOBI BOWTH B CHCTEMY 10 TIAPOJTIO:

[IIar 1. BxiatounTe KOMIBIOTED



[ar 2. [Tocne 3arpy3ku Ha 3KpaHe MosABUTCS OKHO Bxox B cuctemy Lllar 3. Bribepure Bkianky Bxox mo
I1apOoJIt0

Hanee:
BBGI[I/ITG CJICAYIOIIUC NaHHBIC:
- VIms mosib30Baresist B 1oJie uMs

- [Tapons nonb3oBarens 11 Bxoaa Ha cepBep AC B nose napoas Haxkmure kHonky OK iy knaBuily BBoga
Enter

3ananue 3. PazonokupoBanue paboueil cTaHIHH.

Hcnonp3oBanue OJIOKUPOBKU KOMITBIOTEPA SBIISETCS OJHUM M3 MEPBOCTENICHHBIX YCIOBUN HAIEKHOM
3aIUTHI PECYPCOB MOJIB30BATENs OT HECAaHKIIMOHUPOBaHHOTO nocTyna. Authentication Center mo3BossieT
UCIIOJIb30BaTh OMOMETPUUECKYIO0 UICHTH(PHUKAIMIO T0JIh30BaTENsl BMECTO AapOJIbHOM Mpu
Ppa30I0KUPOBAHUH KOMITBIOTEPA.

Jliis cHATUS OJOKMPOBKU UCIIOB3YETCs OMMCaHHAas HUXKe mpoleaypa. HezaBucumo oT Toro, Kakum
criocobom BrI 3a0510kHpOBaIi KOMITBIOTED - BpyuHYt0, HaxarreMm Ha kinaBuimi CTRL+ALT+DEL, niu
MTOCPEICTBOM 3AILUIIEHHON apOoIeM SKPaHHOM 3aCTABKU - IPU MONBITKE MOIYYUTh JOCTYI K KOMIIBIOTEPY
Ha dKpaHe nosiBisiercs okHO CHsTHE OJIOKHPOBKH.

YrtoObI pa30IO0KUPOBATh KOMIIBIOTED, BEITIOIHUTE CIIEAYIOMNIHE qeicTBUs: Ha KoMIbIoTepe 1Mo
ympasieaueM Windows NT/2000/XP

[Tpunoxure masner K OKHy CKaHepa OTIEYaTKOB MaJIbLEB, celys HHCTPYKIUSAM B okHe CHATHE
OJIOKHPOBKH.

AN
Bocnons3yiiTecs Bkiaako Bxoa mo maposaro 171 BBOIa UMEHHU U Maposist epcoHbl B AC.
Ha xommnbrorepe nox ynpasnenuem Windows 9x/Me

Haxwmure m100y1o kiiaBuIly AJis BbIBOJAa Ha SKpaH okHa CHsTHE OIOKUPOBKH U 3aTEM MPUIIOKHUTE Majel K
OKHY CKaHepa OTIEeYaTKOB MaJIbLIEB.

Wnu

Bocnons3yiiTech Bkiiaakoit Bxox o mapoiio 1i1st BBojia UMEHHU M naposis nepconsl Authenteon, a 3arem
HaxxMute kHonKy OK.

Ecnu na xommsiotepe, padoraromiem nop yrnpasienueM Windows 95/98/Me, ycTaHOBIIEHA HE 3allUIIICHHAS
mapoJieM SKpaHHas 3acTaBKa, TO Tociie ycraHOBKA AC aBTOMAaTHYEeCKH aKTUBU3UPYETCS OIMIIHS 3alluTa
MapoJieM B CBOMCTBAaX PKPaHHOMN 3aCTaBKH, a HA SKpaHE TOSBUTCS MPEIyTPEKICHUEC.

3ananue 4. Co3naHue HOBOM MEPCOHBI.

ITepcona B AC noimkHa co3/1aBaThes U1l KaKI0TO TOJIb30BaTeNsl, MOTYYalOMIEro JOCTYI K CUCTEMHBIM
u/unn ceteBbIM pecypcaM. [lepcona AC umeer JIMYHbIe UACHTU(DUKATOPHI, KOTOPBIE CIYXKaT JUIs
pacro3HaBaHUs WIK MPOBEPKHU MOJIb30BATENs U BKIIOUAIOT B ¢€0s MMS M ITApOJIb TOJIb30BATEs, a TAKKE
ATAJIOH €ro oTredaTka naibla. Eciam 6a3a nanabix AC He COEepKUT HUKAKUX UICHTU(DUKAITMOHHBIX
CBEJICHHI, TI0JIb30BaTEIh HE CMOXKET MOJyYUTh JOCTYII K pecypcam, 3allUIeHHbIM [ICHTPOM
ayrenTudukanun AC.

[Tpumeuanue. ToabKO MONB30BATENN C MIPUBHIICTUAMU aqMuHUCTparopa AC UMEIOT IpaBo J00aBIsATh
HOBBIE TIEPCOHBI.

YroObI 3aperucTpupoBaTh HOBYIO MIEPCOHY, UCHONB3Ys npuioxkenue BioLink Logon Manager:
[ar 1. 3amycture Mactep BioLink oganM U3 ciemyrommx crnoco0oB:

-B mento Ilepcona BeiGepute Co3aars.

-Haxxmure INSERT.

-Ha nanenu nncTpymeHnToB HaskMuTe KHONKY CO31aHNE HOBOW TIEPCOHBI

-IIpaBoif KHOTIKOW MBIIIH MIETKHUTE 110 UMEHH JTF000M MepCOHBI B JIeBoM obnacTu okHa BioLink Logon
Manager u Beioepute komanay Co3narb B KOHTEKCTHOM MEHIO.

[ar 2. st nponomkenus B okHe Mactep BioLink - JIo6po moxanoBars HaxMuTe KHOTIKY [lasee.



[Tpumeuanue. B 11000if MOMEHT MOKHO IIPEPBATH MPOLIEAYPY CO3/1aHUS HOBOW NMEPCOHBI HAXKATHEM KHOTIKH
Otmena nu6o xnasumu ESC.

[ar 3. B okne Mactep BioLink - Co3nanue HOBO# epCOHBI BBEAUTE UM IEPCOHBI, TOTHOE UMSI IEPCOHBI
(ae 00s13aTenbHO) M onucaHue (He 00S3aTeNIbHO). YKaXKHUTE, €CITH HEOOX0IUMO, CIESTYIOIIHE TOTUTHKU JJIs
MIEPCOHBI:

-YcranoBuTte (iaskok 3arpeTHTh UCIOIL30BaTh MAPOJIh JIUIS ayTCHTU()HUKAIIMN, YTOOBI 3aIPETUTh
TIOJIb30BATEITIO IPUMEHSITH MTapOJIh €0 MIEPCOHBI ITPH BXOJE B CHCTEMY, Pa30JOKHUPOBKE KOMITLIOTEPA,
BeITIoNTHeHNH Password Vault crienapues u T.71.

-YcranoBuTte (haxxok 3anpeTUTh MEPCOHE MEHITh CBOM UACHTU(PHUKATOPHI, YTOOBI 3aIIPETHTh
MOJIH30BATEII0 U3MEHSATh €r0 NACHTU(PHUKATOPHI (3TAJOH OTIEYAaTKA U MApOJIb TIEPCOHBI).

-BBeaute MuHNMaNbHYIO JUIMHY Napoiis NEPCOHBI (BO3MOXKHBIE 3HaueHus ot 1 1o 15).

Jns nponoskenus Haxxmute Jlanee.

[ar 4. OxHo OOyueHue MO3BOISAET 3aPETUCTPUPOBATH MACHTH(UKATOPHI 171 HOBOM nepcoHbl. Beibepute
HY>KHBIW THTT UACHTU(UKATOPA U3 CIIUCKA YCTAaHOBJICHHBIC YCTPOUCTBA U HAKMUTE KHONIKY OOYUYHUTb.

[ar 5. YtoOsl co3aarhk 3TaJOH OTIeYaTKa Majblia ¢ UCIoJIb30BaHueM ycTpoiicTa cepun BioLink U-Match:
-Bri6epure Cranep BioLink U-Match u3 crincka YcraHOBIEHHBIE YCTPOMCTBA.

-Haxwmure knonky OOyunts. OTkpoercs okHo [Iponecc oOyuenus.

-HoBwIii monp30BaTeNb TODKEH MPHIIOKHUTH CBOM IMaliell K OKHY ckaHepa ycTpoiicta BioLink U-Match, u
CJIEZIOBATh MHCTPYKIUSAM MacTepa. Eciau monb3oBarens NpoXoauT Npolerypy 00ydeHus yCIenHo, OKHO
3aKpBIBAETCS aBTOMATUYECKHU.

OOparuTe BHUMaHHE, YTO JJIsi KOPPEKTHOTO 00yUeHHS HEOOXOIMMO KaXK bl pa3 HEMHOTO U3MEHSTh
MIOJIOXKEHHE TMaJbIla MPY CKaHUPOBAaHUH. Kaxk/Iblii pa3 mpy CKaHUPOBAHUY TAJIel] HY)KHO MPHUIIOAHUMATH
BHOBB IPHUKJIAJIBIBATH C HEOOIBIIUM CMEIICHUEM U TOBOPOTOM

[Iar 6. YToOBI BBECTH UMS U TIAPOJTH HOBOU MEPCOHBI:

-Beraenure [Tapons B ciicke YCTaHOBIIEHHBIE YCTPOWCTBA.

-Haxxmute kHONIKY OOYy4HTH.

-BBeauTe aBaxxapl maposib nepconsl B nojsix [lapons u [Hoarsepxxaenue naposns. Haxmure kaonky OK.
[Tpumeuanue. [Tapons, yka3aHHBIN B TaHHOM OKHE, IIPEACTaBIseT c000i maposs nepconsl B AC.
[Tonb3oBaresb MOXKET MPUMEHATH 3TOT MAPOJIb JIsl BXO/Ia B CUCTEMY BMECTO MTPOXOXKICHUSI POLEAY DI
pacro3HaBaHus MO OTIEYaTKy Majblla B TOM CIIy4ae, €CJIU 3TO Pa3pelieHo aAMUHUCTPATOPOM CUCTEMBI.
[ar 7. YToOsI 3aBEpIIUTH MPOIIEAYPY PETUCTPALIMA HOBOM NIEPCOHBI, CHUMUTE (urakok Jla, st xouy
YCTAHOBUTH CBS3b cervac. /[ mpoaomkeHust HaxMUTe KHOTKY Jlanee.

Ecmm ¢maxkox Jla, s X049y yCTaHOBUTH CBSA3aTh ceiiuac yctaHoBieH, Mactep BioLink nmpeninoxuT co3nars
HOBYIO yueTHYI0 3anuch B AC, 1100 BbIOpATh yXkKe CyIIEeCTBYIOIIYIO YUETHYIO 3aIIUCh U CBA3aTh €€ C HOBOIl
MEPCOHOM.

[ar 8. Madopmarus o HOBOM nepcone OyaeT npeacraBieHa B okHe Mactep BioLink - 3aBepiuenue.
Haxxmute kHomnky ['0TOBO /17151 3aBepIlieHUs IPOIIECCA PETUCTPALIMU TTEPCOHBI.

3ananue 5. YeranoBka BioLink Password Vault

[ar 1. BcTaBbTe KOMITaKT-IMCK ¢ MporpaMMHBIM obecrnieuenneM BioLink Authentication Center B
YCTPOMCTBO UTEHUsT KOMMAKT-IuCcKOB (CD-ROM).

[Tpumeuanue. Ha kommsrotepe non ynpasinenuem Windows NT 4.0/2000/XP meo6xoaumo
3aperucTpUpPOBATHCS MOJT YUETHOM 3aMHChIO JIOKAIBHOTO aIMUHUCTPATOPA.

[Iar 2. Ecnu AMCKOBOM YCTAHOBIJIEH B PEKUM aBTOMAaTHUYECKOTO 3amycka Autorun, mporpaMma aBTO3aIrycka
Autorun 3amycTuTcs aBTOMaTHYeCKH. B MpOTHBHOM ciiyyae Bbl MOJKETE 3aIlyCTUTh €€ BpyuHyto. [[i1s1 aToro
B MeHIO [Iyck BeiOepuTe komanay BeimomauTh u HaskmMute kHonky O030p, BeiOepuTe Bam CD- ROM
JMCKOBOJ M 3aTeM ¢aiin Autorun.exe. B okae 3amyck mporpammbl HakmuTe KHOTIKY OK.

[ar 3. B mento ycranoBku Authentication Center Beioepute YeranoBka BioLink Password Vault.
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[ar 4. 3amyctutcs nporpamma ycranoBku BioLink Password Vault.
[ITar 5. B okHE IpUBETCTBHS TPOTrpaMMbl YCTAHOBKHM HAXMUTE KHOMIKY [lanee.

[ar 6. B oxHe CBeneHNs 03HAKOMBTECH C MOCISIHUMU OOHOBIICHUSIMU U H3MEHEHHUSIMH B IPOTPAMME U
Haxxmute Jlaee .

[ITar 7. B okHe JIMLIEH3MOHHOE COMIAIIEHUE TPOYUTANTE TEKCT JULIEH3UOHHOTO COMIAIIEHHS A0 KOHLA. J{is
MIPOCMOTPA MOJIHOTO TEKCTA JTUIEH3MOHHOTO COMVIAIECHUS UCTIONIb3YUTE KIIABUIIM Ki1aBUaTyphl CTperika
BHU3, Page Down 6o meimib. 3atem Boioepute Jla u Haxmure Jlanee.

[Iar 8. B okae Bribop nmanku HazHaueHus: HaxxMuTe O630p, uToOBI BEIOpaTh Manky s ycraHoBku BioLink
Password Vault. Jlns npomomkenust Haxmute Jlanee.

[IIar 9. B okHe Bb160p KOMITOHEHTOB BBIOEPUTE KOMITOHEHTHI /IJ1s1 ycTaHOBKH. [10 3aBepiieHnn HaxMuTe
Hanee.

[ar 11. B oxune Hauano konupoBaHus (HaidjioB IpPOCMOTPUTE HACTPOUKH YCTAHOBKH. UTOOBI BEPHYTHCS
Ha3aJl ¥ U3MEHUTDh MapameTphl, BOCMONb3yHTeCh KHOMKOM Hazan. [[ns nponomkenus naxmute Jlanee.

[ITar 12. B okHe 3aBepiieHuss yCTaHOBKH HaxXMUTE KHONIKY ['oToBO. [locie Haxkatust [ 0TOBO KOMIBbIOTEP
aBTOMAaTUYECKU MEPe3aryCTUTCS.

[Tocne nmepe3amycka cucTeMbl Ha maHeu 3a1a4 Windows mosiBUTcs 3Ha40K rporpammbl Password Vault
Agent: .

Hanucanue cuienapues.

3ananue 6. Hanmcanwue cuenapus mist DialUp — mogkimodeHus.

[ar 1. st Hagana Hy)HO BeIOpaTh nmoakatoueHue. s atoro ITYCK — CereBbie nomkmtouenus — DialUp.

[ar 2. Tanee naxumaem CTRL+ALT+F10. ITosiBUTCS OKHO € TIPEIIOAKEHNUEM 3alIUCaTh CLIIEHAPUA.
[ar 3. 3anonHUTE Bce HEOOXOIUMBIE TOJISI U HAKMUTE Ha KHOTIKY BBI3OB.

Iar 4. Haxxmure CTRL+ALT+F11 s 3aBepiienust npouenypsl 3anucu cueHapus. Ha akpane nosBurcs
OKHO, HH(OPMHPYIOIIEe MOJIH30BATEINsI 00 OKOHYAHUU 3AIMCH CIICHAPHUSI.

[ar 5. Beeaute HEOOX0MUMYI0 HH(DOPMAITHIO O TOIHKO YTO 3aMMCAaHHOM CIICHapuu U HaxxMuTe COXpaHUTh
JUIS €T0 COXpaHEeHUs B 0a3e TaHHBIX.

[IIar 6. B cBoiicTBax cueHapusi, nepernuTe Ha BKIaAKy [lapamMeTpbl 1 OTMETHTE CleAyIoIUe apaMeTphbl
[TpoBepka mpaBUILHOCTH PaOOTHI CIICHAPHSI.

[ar 7. 3akpoiiTe MpuUIoKEHNE UIN OKHO, JUIsl KOTOPOTO OBLT CO3/IaH CIIEHApHUH, a 3aTeM OTKPOWTE ero
BHOBb.

[Iar 8. Ha skpaHe mosiBUTCS NMpUTTIAIICHUE MPOUTH BepUBUKAIINIO TTO OTIEYaTKy najibia. Ciaemys
YKa3aHUSAM MIPOrPaMMBbI, IPUIIOKUTE TaJlell K OKHY CKaHepa.

[ar 9. [Tocne Toro, Kak Mpasa MoJb30BaTENsd NOATBEPKACHBI, Tporpamma Password Vault BeimonHuT
3alMCaHHBIA ClIeHapHii. Pe3ynbTaroM yCHemHoro BEIMOMHEHUS CLICHapHs Oy/IeT 3aIyCK HHTEPHET —
COEIUHEHMUS.

3ananue 7. Hanmcanue cuenapus s nporpammel TrueCrypt.

Iar 1. 3anycture nporpammy TrueCrypt.

[ar 2. Tanee naxumaem CTRL+ALT+F10. ITosiBUTCS OKHO € TIPEIIOAKEHHUEM 3alIUCaTh CIIEHAPUA.
[ar 3. Beibepute Qaiin — KOHTeHHEp U HAXMHTE KHOTIKY Mount.

[IIar 4. Beegute napons 1 HaxkmuTe KHOMKY OK.

Iar 5. Haxxmure CTRL+ALT+F11 i 3aBepiienust npouenypsl 3anucu cueHapus. Ha axkpane nosBurcs
OKHO, HH(OPMHPYIOIIEE MOIH30BATEINsI 00 OKOHYAHUU 3AIMCH CIIEHAPHUSI.

[ar 6. Beeaute HEOOX0MUMYI0 HH(DOPMAITHIO O TOJIHKO YTO 3aMMCAaHHOM CIICHapuu U HaxxMuTe COXpaHUTh
JUIS €T0 COXpaHEeHUs B 0a3e TaHHBIX.



[Iar 7. B cBoiicTBax crieHapus, nepeiinnte Ha BKIaaKy [lapaMeTpsl 1 OTMEThTE HEOOXOIMMBIE MTapaMeTphl
ITpoBepka npaBUIBHOCTH PAOOTHI CLIEHAPHSL.
Iar 7. 3akpoiire TrueCrypt, a 3aTeM OTKPOWUTE €r0 BHOBb.

[Iar 8. Ha skpaHe mosiBUTCS MpUTTIAIICHHE MPOUTH BepUPUKAIIMIO TTO OTIEYaTKy najibia. Ciaemays
YKa3aHUSAM [IPOrPaMMBbI, IPUIIOKUTE TaJlell K OKHY CKaHepa.

[ar 9. [Tocne Toro, Kak Mpasa MoJb30BaTENs NOATBEPKACHBI, Tporpamma Password Vault BeImonHuT
3alMCaHHbIA ClIeHapHii. Pe3ynbTaroM yCHemHoro BEIMOMTHEHNS CLICHapHst Oy/IeT 3amyCcK MporpaMMbl
TrueCrypt, 1 MOHTHpPOBaHHE KOHTEHHEPA.

3ananue 8. Hammcanue cuieHapus Jjisl TOYTOBOIO CEpBEpa.

[ar 1. [lepeiiaute Ha caift http://www.mail.ru.

[ar 2. Tanee naxumaem CTRL+ALT+F10. ITosiBUTCS OKHO € TIPEIIOAKEHHUEM 3alIUCaTh CIIEHAPUA.
[ar 3. 3anonuure noss UMs 1 maposb.

[IIar 4. Haxxmute kHONIKY BoWTH.

[Iar 5. Hasxxkmute CTRL+ALT+F11 qys 3aBepiienus npoueaypsl 3anucu ciieHapusi. Ha skpane nosiButcst
OKHO, HH(GOpMUPYIOLIIee MM0JIb30BaTeNIsd 00 OKOHYaHUH 3alUCH CLIEHAPUS.

[ar 6. Beeaute HEOOX0MUMYI0 HH(DOPMAITHIO O TOJIHKO YTO 3alMMCAaHHOM CIICHapuu U HaxxMuTe COXpaHUTh
JUIS €T0 COXpaHEeHUs B 0a3e TaHHBIX.

[Iar 7. B cBoiicTBax cuieHapus, mepeianTe Ha BKIaaAKy [lapaMeTpbl 1 OTMETHTE HEOOXOIUMBIE TTapaMeTPhI

[TpoBepka mpaBUIILHOCTH PaOOTHI CLICHAPHSL.
[ar 7. 3akpoiite Opaysep, a 3aTeM OTKpPOWTEe ero BHOBb U MepeinuTe mo cepiike http://www.mail.ru.

[Iar 8. Ha skpaHe mosiBUTCS MpUTTIAIICHUE MPOUTH BepUPHUKAIINIO TTO OTIEYaTKy najibia. Ciaemys
YKa3aHUSAM MIPOrPaMMBbI, IPUIIOKUTE TaJlell K OKHY CKaHepa.

[ar 9. [Tocne Toro, Kak Mpasa MoJIb30BaTENs NOATBEPKACHBI, Tporpamma Password Vault BeimonHuT
3alMCaHHbIA ClIeHapHii. Pe3ynbTaroM yCremHoro BeIMOMHEHUS CIIeHapHst OyJleT aBTOMAaTHUeCKUN BXOJI B
IIOYTOBYIO CHCTEMY.

KoHnTponbHbIE BOITPOCHI.

. Ioaxiounte k KommbroTepy ycTpoiictBo BioLink U-Match 3.5.

. YcranoBute porpammHoe obecriedeHue Authentication Center.

. Co3naiite HoBOrO agmuHKucTparopa B Windows Logon.

. Co3naiite orpaHUYeHHYI0 y4eTHYI0 3anuck B Windows Logon, co3aaiiTe HOBYIO TEPCOHY U CBSDKUTE UX.
. Hanummre cuenapuit amst nporpammsl Microsoft Outlook.

. Hanmummre enie onuH crieHapui 1l JaHHOW MPOTPAMMBI.
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. Hanummure cuenapuit amst mo60it Web-ctpanuiibl, cofepskaiiei mosst Juist BBOJIa IMEHU T0JIb30BaTeNs U
apoJIs.

8. Ynanure nporpaMmHblid komruiekc AC.

Crucok UCONIb30BAHHBIX HCTOYHHUKOB.

1. PyxoBoncTBO monb3oBarens Autentication Center

2. http://www.biolink.ru

JlaGoparopnas pabora. Hactpoiika cucteMbl HASHTH(PHUKALINN U ydeTa pabouero BpeMeH!
Teopernueckas 4acTh

3amanue Nel Hacrpoiika nonkimtoueHust komnoneHnTta BioTime Agent

3aganue No2 JloOaBieHHEe COOBITHS

3ananue Ne3 OTmeuaHue OTCYTCTBUS

3amganune Ne4 OTMedaHHe OTCYTCTBHUS ¢ TOMOIIBIO 00macTu « COOBITHSI 32 BEIOPAHHBIN JICHBY
3ananue Ne5 Vianenue coObITUS

3aganue Ne6 YnaneHue oTCyTCTBHS
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3ananue Ne7 IIpocMOTp COOBITHI 32 BEIOpaHHBIH JCHb
3amanue Ne® JloOaBieHHEe HOBOTO OTYETA
3ananue Ne9 IIpocmoTp oTueToB
3aganue NelO DKcnopT 1aHHBIX OTYETOB
3amanue Nell Vnanenne otueToB
Bormnpocs! u npaktuueckue 3agaHus
Teopernueckas 4acThb

[Tpunoxenue BioTime Agent sBIIsIeTCSI K MTHOBEHHBIM HH()OPMATOPOMY TMO3BOJIET OBICTPO U YIOOHO
HaOJIIOIaTh 32 BCEMH COOBITHIIMU, peTUCTpUpyeMbIMU cucTemoil. HTepdeiic mpunoxkenus BioTime Agent
NPEeCTaBJICH Ha PUCYHKE HUKE.

[{udpamu Ha pucyHke 0003HAYCHBI:

1) Ananorosoe okno Hactpoiiku npunoxennus BioTime Agent. ITo3BossieT HacTpanBaTh MOAKIIOYCHUE K
BioTime Server u BHEIIHUI BUJ OKHA MIPHIIOKEHUS

BioTime Agent.
2) Oxno npunoxkenus BioTime Agent.
3) Cnmcok Bcex COTPYIAHMKOB, 3aperucTpupoBaHHbiX B BioTime. OtoOpaxaercs B okHe BioTime Agent.

4) BemusiBaromue cooomenust BioTime Agent, nadopmupytomye moyib3oBaresis 000 BCeX COOBITHSX,
3apeTrUCTPUPOBAHHBIX CHCTEMOM.

5) KontekctHoe mento BioTime Agent.
6) 3nauok npunoxenus BioTime Agent B o61acTu nmukrorpaMm nanesnu 3agad Windows.
[Tpumenenue BioTime Agent onpaBaaHo B CICTYIONIUX CITydasiX:

Cnyx0e nepcoHana Wik pyKOBOIUTENSIM OpraHU3aIK TPeOyeTCs MOCTOSHHBIN KOHTPOIIb HaJl
coTpyaHuKaMu. B TakoMm ciyuae Ha KOMITbIOTEP(bI)

ycranaBnuBaetcs BioTime Agent, mo3Bossitonuii B pekuMe pealbHOTO BPEMEHU aHaAJTM3UPOBATh TIPUXOIbI
Y YXOJIbI 3aPETUCTPUPOBAHHBIX COTPYIHUKOB.

CoTpyaHuKam OpraHu3aluy HeoOXOAUMO 3HaTh MPUCYTCTBYIOT JIM UX KOJUIETH Ha paboueM mecte. B
KPYTHBIX OpraHU3alusiX, Yb1 0(UChl MOTYT 3aHUMATh HECKOJILKO 3Ta)Kei WM BOOOIe HAXOAUTHCS Ha
HEKOTOPOM PAaCCTOSIHUM JIPYT OT Apyra, mpobiema CBsI3U MEX]y COTPYAHUKAaMH OCTAeTCsl IOYTH BCEr/ia
HepaspemieHHor. C momomnisio BioTime Agent Teneps He Ha0 OyAET 0JITO 3BOHUTH KOJUIETE, TIOJHUMATHCS
Ha JIPYTOH ATaK WIM OTIPABIATH MUChMa MO ANEKTPOHHOM MOYTEe, YTOOBI Y3HATh HAXOJUTCS JIM OH(a) Ha
pabouem mecre.

KoHneuHo, yka3aHHBIMU ABYMsI CUTyallUsIMUA BO3MOXKHOCTH TI0 Mcnonb3oBanuio BioTime Agent He
OrpaHUYKUBArOTCH. Bce 3aBucur or KOHKPCTHBIX 3a/1a4, CTOAIUX TICPCI CJIy)KGaMI/I yHpaBJICHUS IIEPCOHAIOM
B PA3JIMYHBIX OpraHu3anugx.

UroOb1 HaOMIOAATh 32 BCEMH COOBITUSIMU, PETUCTPUPYEMBIMU COTPYIHUKAMH, TOCTATOUYHO 3ayCTUTh
npunoxerne BioTime Agent. Kak Toipko kakoe-mu00 coObITHE OyZIeT 3aperucTPUPOBAHO KeM-TH00 U3
COTPYIHHUKOB, IMOSBUTCS BCIUIBIBarOIIee coootenne, coodmatromee PUO coTpynHuka,
3aperucTPUPOBABLIETO COOBITHE, ATy, BpEMS U TUIT COOBITHSL.

OTyeThl — HEOTHEMIIEMAst YacCTh JIFOOOM CUCTEMBI yueTa pabodyero BpeMeH!, 0COOEHHO OMOMETPUIECKOM.
be3 Hux Bce ycunus nepcoHasia KOMIaHUU, cOOp JaHHBIX, PETUCTPALIUs COOBITHI, BBOA MPUYUH
OTCYTCTBHUS U T.J. ObLIN ObI MOJHOCTHIO Oecrone3Hbl. MOXKHO CKa3aTh, YTO OTYETHI — 3TO BU3yaIbHOE
MIPEICTABICHHE IAHHBIX, COIEPKAIIMXCS B 0a3e TaHHBIX CUCTeMBbI. UeM Oosiee THOKMMHU, yIOOHBIMH,
MOHSITHBIMU TOJIb30BATENSIM SIBIIIOTCS. OTUETHI, TEM Tpoiie U 3pdexTruBHEee padoTaTh ¢ CUCTEMON
COTpYIHHMKaM OTAen0B nepconana u HR.

Ortuetsl BioTime

CITy’KaT Il HaIJIS,IHOTO MIPECTaBIICHUs, COPTUPOBKHU M aHAIM3a BCEX 3aperucTpupoBaHHbiX B BioTime
coObITHI B (hopme U BUE,

COOTBCTCTBYIOIIUM



crangaptam Poccuiickoii ®@eneparu B 00J1IacTH yueTa pabouero BpeMEeHU U YIPABJICHUS YeI0BEUECKUMHU
pecypcamu IpeaIpusaTUs;

OTEPATHUBHO M HAIVIATHO WILTIOCTPUPYIOT COOBITUS MPUXOAA/yX0Aa COTPYIHHUKOB,
UX IPUCYTCTBUE HAa PabOYMX MECTax;

MO3BOJISIIOT BBISIBUTH NPOTYJIbI, HEAOPAOOTKU U MepepabOTKU, TOHATH, CKOJIBKO
4acoB OTPabOTaJl TOT UM HHOW COTPYAHMK U BECh OTJIEIN B LIEJIOM;

IIO3BOJISIIOT MTHOBEHHO OLIEHUTH CIIOKUBIIYIOCS CUTYalUI0 B KOMIIAHUHU, IPUHATH
OBbICTpBIE, CBOEBPEMEHHBIE, U, CAMOE INIaBHOE, PaBUJIbHBIE PELICHUs B 00IacTh
ydera pabouero BpeMeH! U KOHTPOJISI JOCTYTIA.

Bunnr otueToB

B BioTime o ymMonm4aHuio y>ke CO34aHbl CIEAYIOLINE BUbI OTYETOB:

Tabens T13 (cTangapTHBI Tabenb yueTa paboyero BpeMeHH, CO3IaHHBIA B COOTBETCTBUHU C TPEOOBAHUSIMHU
u HopMamu P® B obnactu ydera u yrmpaBieHHs KaapamHu),

XKypnan padouero BpeMeHu (OTUET, TOKA3bIBAIOIINUN CTATUCTUKY MOCEIIEHUs orca COTpyIHUKAMH
komnaHuu. ConepkuT cieayronue nojs: Bpems npuxona, Bpems yxona, Otpadorano, Hopma,
Henopa6otka, [lepepaborka, Ono3nanue, Panamii yxon);

Tabens npuxonaa (0TUET, MOKA3bIBAIOLINIA BpeMs IPUXO0/Ia COTPYIHUKOB Ha paboTy);

TaGenb yxoma (0TUET, MOKA3BIBAIOIIUI BPEMS yX0Ja COTPYIHUKOB C paOOThI)

CrarucTHKa MmocemeHui (0TYeT, IMOKa3bIBAIONINI OO0 CTATUCTHKY TOCEIICHUs 0(hrca COTPYTHUKAMHU
OpraHU3aINH).

KypHan aBTOyX0710B (OTYET, BBIACISIONINNA COTPYTHUKOB, 3a0BIBAIOIITUX OTMETUTH CBOM YXOJ] C paboTHI).
JKypHan npuduH oTCyTCTBHS (OTUET, MOKA3bIBAIOIINI B HATMISITHOW (DOPME,KTO U MO KaKOH MpUIHHE
OTCYTCTBOBAJ B orce).

JIHU pOXKACHUS COTPYTHHUKOB (OTYET, 0TOOpaKAIOIINI JHH POXKICHUS COTPYIHUKOB B OTCOPTUPOBAHHOM TIO
MecsiaM MOpsJIKe).

Kypnan ono3nanuii (0TUeT, MOKa3bIBAIONINH OTA3IBIBAIOIINX COTPYIHUKOB, a TAKXKE ATy U BpeMs
OTIO3/IaHUS ).

Tabenb pabouero BpeMeHH (OTUET, MOKAa3bIBAIOUINIA BpeMsi, OTpa00TaHHOE COTPYAHUKAMHU).

Pacnimcanmne pabounx cmeH (0TYET, MO3BOJISIONINI MOTYyYnTh HH(pOpMAIUIo 0 TpaduKax BHIXOIAOB
COTPYIHHUKOB Ha paboTy).

Pacuer 3apaboTHOM 11aThl (OTYET, MO3BOJIAIOMINUN MOTy4YaTh HH()OPMALIHIO O KOIUYECTBE HAYMCIEHHBIX
COTPYIHUKAM JEHEKHBIX CPEJCTB B 3aBUCUMOCTH OT (PAKTHUECKH OTPaOOTaHHOTO BPEMEHHU).

Xon paboThI:
3anmanue Nel Hacrpoiika nonkmtoueHust komrnonenta BioTime Agent.

Hactpouts npunoxxenne BioTime Agent B COOTBETCTBUU C TOTPEOHOCTSIMU U TIPEATTOUYTSHUSIMHI
MOJIH30BATEIIS MOYKHO C TTIOMOIIBIO THAJIOrOBOro okHa HacTpoiiku.

Hacrpoiika BioTime Agent BkitogaeT B ce0sl CIEAYIOIINE 3a0a4u:

HACTpOIKa MOJKIIoUeHus K cepBepy BioTime;

HACTpOIKa 0TOOpaKEHUs CIUCKA COTPYAHHUKOB (Kpome mpudTa 0ToOOpakeHHs M HHTepBaJia 0OHOBIICHUS
CIHCKa COTPYAHHUKOB, MOXHO CO3/IaTh

CBO COOCTBEHHBIN CIIMCOK COTPYIHUKOB, YbU COOBITHS OyayT oToOpaxarscs BioTime Agent).
HACTpOIKa MPO3pavYHOCTH OKHa npuiiokeHus BioTime Agent; BKIIFOU€HNE UTH BBIKITIOUCHHE
BCIUIBIBAIOIIETO COOOIIECHUS;

BKJIIOYEHHE WJIM BBIKJIIOUCHHE [TOKa3a BPEMEHH 3aperuCTPUPOBAHHBIX COOBITUH.

3aganue No2 JloOaBieHUE COOBITHS.

JloGaBiieHre HOBOTO COOBITHS TIPOMCXOIUT € TTOMOIIBIO ogHOMMEeHHOro Mactepa. Ho ropasmo ynooHee
HCIIONIB30BaTh 001acTh COOBITHS 32 BRIOPaHHBIN JIeHb, Tak Kak B 3ToM ciiydae DO coTpynHuka u
MIPUMEPHBI BpEMEHHOW HHTEPBaJl, B KOTOPOM Oy/ET 3aperucTpUpOBaHO COOBITHE, aBTOMAaTHYECKH
N00aBIISIIOTCS. BOOTBETCTBYIOLIME 1ot MacTepa.
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Uto06B1 106aBUTH COOBITHE C TIOMOIITBIO pasaena CoObITHS 3a

BBIOpaHHBIN JCHb, BHITIOTHHUTE CICIYIOIINE JCHCTBUS:

1) B Tlanenn crimuckoB BBIOEPUTE COTPYAHHUKA, TSI KOTOPOTO TpeOyeTcsi 100aBUTh COOBITHE.
2) B paznene Kanennaps Beioepute eHb, Korna Tpedyercst 100aBUTh HOBOE COOBITHE.

3) B paznene CoObITHs 32 BEIOpAHHBIHN JICHh BRIOEPUTE HYKHBIN MPOMEKYTOK BPEMEHH, IIEITKHYB TI0
CTPOKE TAOJIHIIBI MBIIITKOH.

4) HaxxmuTe 1paByl0 KHOIIKY MBIIIHN, YTOOBI OTKPBITH KOHTEKCTHOE MEHIO.
5) B KoHTeKCTHOM MEHIO BblOepuTe myHKT [l00aBUTH COOBITHE.

6) Otkpoercs Mactep n00aBiIeHNsI HOBOTO COOBITHS, T/I€ MOKHO OyZIeT yKa3aTh TOUHOE BPEMSs COOBITHS,
THIT COOBITUS U, €CITH TPEOyeTCs, K3MEHUTH COTPYIHUKA, TSI KOTOPOTO 3TO COOBITHE CIIETYET T0OABUTH.

3aganue No3 OTmMedaHue OTCYTCTBUSL.
YroOBl OTMETHTH OTCYTCTBUE COTPYIHUKA Ha paOOYEM MECTE BBl MOYKETE MCIIONIb30BaTh:
Ob6nacte Kanennaps ¢hyHKIIMOHAIBHOM cTpanuiibl JXKypHa,

O6nacte CoObITHS 32 BRIOPaHHBIN JeHb (DYHKIIMOHATIBLHON CTPAHUIIBI

Kypnau;

Macrep noGaBieHHs OTCYTCTBUSA (3armyckaeMblid ¢ GyHKIIMOHATBHBIX cTpaHull JXXypHan u OOmias
nHpopmarus).

OTtMeuaHue OTCYTCTBHUS ¢ MOMOIIbI0 oOmactu Kanenmaapp

UToOBI OTMETUTH OTCYTCTBUE C TIOMOIIBIO KaJICHAAPS, BBIMIOJIHUTE CICAYIONINE ICHCTBUS:

1) B o6mactu Kanenmapsp 1mierukom JIeBOM KHOTIKM MBIIIY BBIJICIIUTE TIEPBHIN JICHB
OTCYTCTBHSI.

2) He otmyckasi KHOTIKY MBIIIY TOABEANUTE Kypcop K MOCIETHEMY JHIO OTCYTCTBHSL.

3) OTMeueHHBI HHTEPBAJI OKPACUTCSl B CUHUI 1IBET.

4) lllenkHuTEe IPABOM KHOTIKOW MBIIIN HA BBIJICJICHHOM HHTEpBAJIC.

5) W3 mosiBUBIIETOCS] KOHTEKCTHOTO MEHIO BBIOepUTE OTMETUTH OTCYTCTBHE.

6) Otkpoetrcst Mactep no0aBieHus OTCyTCTBHS. Jlanee ciaemnyiTe MHCTPYKITUSAM Ha SKpaHe.
3ananue Ne4 OTMeuaHue OTCYTCTBUS C TOMOIIBI0 001acTu «COOBITHS 32 BBIOPAHHBIHN JIEHBY.

UtoObl OTMETHTH OTCYTCTBHUE C TOMOILIBIO pazzena CoObITHs 3a

BbIOpaHHBIN J€Hb, BBITIOJIHUTE CIIEIYIOIINE JeHCTBUS:

1) B Ilanenu ciucKoB BBIOEPUTE COTPYAHMKA, JJIS1 KOTOPOTO TPEeOyeTCss OTMETUTh OTCYTCTBHE.
2) B paznene Kanennaps BeiOepuTE A€HB, KOTJIa COTPYAHUK OTCYTCTBOBAJ Ha paboTe.

3) BriGepute Hauano MHTEpBaja, MEIKHYB MBIIIKOH 110 HY>KHOM CTPOKE TaOIHIIbI.

4) He oTimyckasi KHOIIKY MBIIIH, BBIJIEIUTE BCE CTPOKU HIKE BILIOTH IO TOTO BPEMEHH, KOTa COTPYIHHK
MpUIIeN Ha PaboTy.

5) Haxxmute npaByto KHOIIKY MBIIIH, YTOOBI OTKPBITh KOHTEKCTHOE MEHIO.
6) B KoHTEKCTHOM MEHIO BblOepuTe MyHKT OTMETHTh OTCYTCTBHE.

7) Otkpoerca Mactep n00aBiIeHUs OTCYTCTBUS, I1I€ MOXKHO OyJeT yKa3aTh TOYHOE BpeMsl Hauajia u
OKOHYAHHUS OTCYTCTBUS, IPUUUHY OTCYTCTBUS U, €CIIU TpeOyeTcs, U3MEHUTh COTPYIHHKA, JIJIsl KOTOPOTO 3TO
OTCYTCTBHE CJI€IyeT OTMETUTb.

3ananue NeS VananeHue coObITHS.

Jnist ynaneHust COOBITHSI BBITIOJIHUTE CIEAYIOIINE NeHCTBUS:

1) B Ilanenu ciickoB BEIOEPHUTE COTPYIHUKA, Yb€ COOBITHE HEOOXOMUMO yIATHTh.

2) B INanenu unpopmanuu B pazaene Kanennaps BeiOepute 1eHb, KOTa yaajiseMoe coObITHE OBbLIO
3apEeTUCTPUPOBAHO.

3) B o6mactu CoObITHs 32 BEIOpaHHBIN JICHD MICIIKHATE MBIIIBIO [0 CTPOKE TAONHUIIBI, COAEPIKAIICH
MH(POPMALIUIO O COOBITHH.
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4) lllenkHUTE IPABON KHOIKOW MBIIIH, YTOOBI OTKPBITH KOHTEKCTHOE MEHIO.

5) B KOHTEKCTHOM MEHIO BBIOEPHUTE MYHKT YAQJIUTh cOOBbITHE. 6)BhiOpanHOE cCOOBITHE OYIET yIaieHo.
3ananue Ne6 YnaseHue oTCyTCTBUSL.

Jlnis yaneHust OTCYTCTBHSI BBIIIOJIHUTE CIIEAYIOLINE JeHCTBUA:

1) B Ilanenu cnuckoB BBIOEPUTE COTPYAHHUKA, Yb€ OTCYTCTBHE HEOOXOIUMO

OTMEHMUTb.

2) B INanenu unpopmanuu B paszaene Kanennapb menkHuTe MpaBoil KHOMKOW MBIIIN

Ha JII00OM JIHE, BXOJSIIMM B yaJIsieMblil HHTEpBal OTCYTCTBUSI.

3) B oTkpbIBIIEMCSI KOHTEKCTHOM MEHIO BHIOEPUTE MYHKT YIAIUTh OTCYTCTBUE.

3ananue Ne7 IIpocMOTp COOBITHIA 32 BEIOPAHHBIN ACHB.

YT0oOBI MPOCMOTPETH COOBITHS 32 BEIOPAHHBIN JICHB, BHITIOJTHUTE

CIEAYIOLIME IECUCTBUA:

1) B Ilanenu ciMCKOB MIETYKOM MBI BBIOEPUTE COTPYIHUKA, YbH COOBITHS HEOOXOAMMO MMPOCMOTPETD.

2) B [Manenu undopmanuu B paznene Kaiennaps BEIOEpUTE JIEHB, 32 KOTOPBINA TPeOyeTCsl IPOCMOTPETH
COOBITHSL.

3) B tabnune B pa3nene CoObITHS 32 BEIOPAHHBIN JA€HB MOSBUTCS CIIMCOK BCEX 3aPETUCTPUPOBAHHBIX B 3TOT
JIeHb COOBITUH [I1 BBIOPAHHOTO COTPYAHUKA.

OOparute BHUMaHKe Ha crUcoK. [Ipuxon u yxox oroOpaxaroTrcs pasHbIMH LBeTaMH. Takke Ipu pyuyHOM
n00aBneHNH COOBITUH B CKOOKaX MOCIE TUIA COOBITHS YKa3bIBAETCS COTPYIHUK, TOOABUBIINN 3TO COOBITHE.

3aganue Ne§ JloOaBieHE HOBOIO OTYCTA.

Uto06s1 106aBuTh B BioTime HOBBIN THIT O0TYETa, 3amycTuTe Mactep 100aBiIeHUS HOBOTO OTYETa M CIICAYHTe
MHCTpYKIMAM Mactepa. Bam Oyzer npeayioxkeHo ykasarh myTh K (aitimy otdeta (.rpt).

Jliis noGaBieHust HOBOTO COOBITHSI BHIITOJHUTE CIEAYIOLINE IEHCTBUS:
1. B Ilanenu 3amau BeIOepuTE M1eMeHT OTUETHI.
2. B paznene JleticTBust BBIOEpUTE MYHKT J00aBUTH HOBBIM OTYET.

— nuu — Haxmure JlerictBus — JJo0aBUTh HOBBIN OTYET.
— WJIM — HICJIKHUTE JIEBOW KHOMKON MBIIIIH 10 COOTBETCTBYIOIIEH KHOIKE HA MMaHEN HHCTPYMEHTOB
3. Otkpoetcst Mactep n00aBieHHss HOBOTO OTYETA.

4. Cnenyute ykazanusim mactepa. [lepexitouenue Mexay 3akiaKkaMyd MacTepa OCyLIECTBISIETCS C
noMouipro KHonku Jlanee u Hazan. st coxpaHeHHUsI CAENaHHbBIX M3MEHEHUI Ha MOCIIETHEM 3TANe HAXKMUTE
Coxpanuts. 1151 BeIXoAa U3 Mactepa HaxxmuTe OTMEHa.

3aganue No9 [IpocMoTp OTHETOB.

YtoOBI MPOCMOTPETH PE3YABTATHI OTYETA, BBHITIOIHUTE CIETYIONINE

NICUCTBUS:

1) B paznene Bribop Tumna otuera GpyHKIIMOHAIBHON CTpaHUIBI OTYEeThI

BBIOEPUTE TOT OTYET, Pe3yIbTaThl KOTOPOrO HEOOXOAUMO MPOCMOTPETh U POAHATIU3UPOBATH.
2) Hacrpotite ®@unptp [anenn Unpopmanuu.

st aToro:

1. B mone OTnen u3 pacKphIBarOIIETOCS CIIMCKA BhIOEpHUTE OTAEN (TIOApa3IeieHne) KOMIaHUH, IO KOTOPOMY
OyleT MOCTPOEH OTYET.

2. W3 packpsiBaromierocs cnucka B nosie CoTpyIHUK BIOEpUTE COTPYIHHKA, IO KOTOPOMY Oy/IeT MOCTPOeH
otdeT. OOpaTuTe BHUMAaHKE, YTO MCIIONIB3YS ATO MOJIE, TAKXKE MOYKHO BBIOPATh KATETOPUIO COTPYIHUKOB,
111 KOTOPBIX Oy/IeT OCTPOEH OTYeT. DTO yA0OHO, €ciI He0OXOAUMO MOCTPOUTH OTYET IO BCEM

COTPYIHUKaM, OTHOCSIIIIUMCS K, HalpuUMep, kareropun Buemtatabie. 3.YcTaHOBUTE IPOMEKYTOK BPEMEHH,
3a KOTOPBIi TpedyeTcs MOCTPOUTh

otueT (o0macth 3a mepuom).
4. Nanee BbIOepUTE BUI COPTUPOBKU. JlOCTYyIHBI cienyromue 3HadeHus: COTpyIHUK
Tlo3unus
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5. Yeranosute [lopsiiok copTHPOBKH, BEIOpaB 01HO U3 ABYX 3HaueHui: [To yOsiBanuto unu I1o
BO3PACTaHHUIO.

6. B obnactu [lomemenus Beioepute nomenieHue. B oryere OymyT oTpaskeHbl JaHHBIC, OTHOCSIINAECS
TOJIBKO K BBIOPAaHHOMY MOMEIIEHHIO.

7. HactpoiiTe JOMOTHUTEIbHBIC PEKUMBI (DMIIBTPALIUHN JAaHHBIX B OTUYETAX, €CJIM TAKOBBIE IPUCYTCTBYIOT.
3aganue NelO DKkcnopT TaHHBIX OTYETOB.
DKCHOPT OTYETOB 110 BHEUTHHE (POPMATHI MOXKET OBbITH yI00eH ISt

oOMeHa JIaHHBIMH C BHEIITHUMH KOPITOPATUBHBIMH CHCTEMaMH (€CJTH SKCIIOPT JAHHBIX HAPSIMYIO B 9TH
cucteMbl He noaaepxkuBaercs BioTime;

e4yaT JaHHBIX OTYETOB B COCTABE APYIrUX NTOKYMCHTOB,

CTPYKTYpUPOBaHHS U XPAHEHUS OTUETOB, €CIIU TOTo TpeOyeT 00I11ast KOHIENIH JOKyMEHT0000poTa
KOMIIaHUH;

OTIIPABKHU OTYETA IO JEKTPOHHOM MOUTE;

UT0oOBI COXpaHUTh OTYET B (paii1, BEITIOJHUTE CIACAYIOIMINUE TEHCTBUS:
1) Co3naiite oTyer.

2) lllenkuuTe 10 cchlike COXpaHUTh PE3YJIbTAT.

3) Otkpoercs crangaptHoe Windows okHo Coxpanuth kak. B mone Tun daiina u3 packpsiBaronierocs
crHcKa BelOepuTe TpeOyeMblil popMaT SIKCIOpTa OTYETA.

JocrymnHbie popMaThl SKCIIOPTa OTYETOB:

Hoxyment Excel; Jokymenr HTML; Jlokyment XML.

4) Haxxmute kHonKy Coxpanutb. OTueT OyaeT coxpaHeH B (haiii.
3amanue Nell Vnamenue oT4eToB.

YroOBl yIamuTh OTYET, BBITOJHUTE CIEAYIONINE ACHCTBUS:

1. B Ilanenu 3a1a4 BIOEPUTE TOT OT/EI, KOTOPBI HEOOXOIUMO YIaIHTh.

2. B paznene [eiicTBUs HAXMUTE YIAIUTh OTAEII.

— WIK — HaXxMuTe J[eficTBus — YIanuthb oTAel

— WJIN — HIEJIKHUTE JI€BOW KHOMKOW MBI IO COOTBETCTBYIOIIEH KHOTKE HA TaHEeJId HHCTPYMEHTOB
Bormnpocs! u npakTuueckue 3aaHus.

. KakoBbl ocHOBHBIE pyHKITMH 1 Bo3MOkHOCTH BioTime Agent.

. KakoBo nmpumenenue BioTime Agent.

. HazoBuTe 0CHOBHBIE (DYHKIIMU M BUIBI OTUYETOB.

. Hactpoiite nogkirouenne komnonenta BioTime Agent.

. lo6aBbTE COOBITHE C TOMOIITBIO pa3nena « CoObITHS 32 BHIOPAHHBINA JIEHBY.

. OT™MeTBTE OTCYTCTBHE C IOMOIIBIO 00nacTu «KaneHnmaapoy.

. OT™MeTBTEe OTCYTCTBHE C MOMOIIBIO pa3aena « CoObITHS 3a BRIOPAHHBIHN JICHDBY.

0 I N W WD

. Ynanute nobasneHHoe Bamu coObITHE/0TCYTCTBHE.

9. C IOMOIIBIO YETO WHCTIEKTOP M OTIEpaTop MOTYT MPOCMAaTPUBATh HHPOPMAIIUIO O BPEMEHHU pabOThI
COTPYIHUKOB KOMITAaHUU (OpTaHU3AIIHH ).

10. /Io6aBbTE HOBBIM OTYET.

11. Dkcnoprupyiite nannubie oryera B JokymeHT HTML.

12. VYoanure oTyert.

Crucox UCTIOIb30BAaHHOM JIUTEPATYPHI.

1. Biolink - [Qnexrponnsiit pecypc]. Pexxum noctyna: http://biolink.ru/
2. Biotime - [OnekrponHbIil pecypc]. Pexxum noctyna: http://biotime.ru/

Tema 7. MeToasl 3alIUThI nporpaMMHOIO obecrieueHust OT HCCAaHKIIMOHUPOBAHHOT'O UCIIOJIb30BAHUS.

Jlabopatopnas pabota. Pazpabotka nmporpammHoro npoaykra st padotsl ¢ S1IT Ha ocHOBE AIIEKTPOHHBIX
kitoueit ruToken

Teopernueckas 4acTh
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Onucanue nNpoaykra.
3amanue 1. Peanuzanus nporeaypsl co3nanus B mamsaTu ruToken HOBOTo KOHTEHHEpa.
3ananue 2. Peanu3anus nporenypsl yaanenus u3 mamatu ruToken xonteitHepa. 4 3ananue 3. Peanu3arnus
MPOLEAYPHI TPOBEPKH CYILIECTBOBAHUS KOHTEUHEPA KITIOUEN
3ananue 4. Peanuszanus npouenypbl FreHepaluy B KOHTEHHEPE 3aJaHHOTO UMEHU KIIFOUEBOM Maphbl
3aJIaHHOTO pa3Mepa. 6
3ananue 5. Peanusanus nporerypbl 3KCIIOpTa OTKPHITOTO Kiltoya U3 KoHTeiiHepa7 3ananue 6. Peanuzanus
IIPOLEAYPBI IPOCMOTPA OTKPBITOTO KJIFOUA.
3ananue 7. Peanuszanus nporenypbl MOANNUCH JOKYMEHTA.
3amanue 8. Peamuzanus nporieaypbl BepupUKAIMK TOANUCH TOKYMEHTA.
Bonpocs! 1 npakTH4ecKue 3aAaHus.
Teopernyeckas 4acTh.
OnekTpoHHas nu(poBasi MOAMUCH - TIOCIEI0BATEILHOCTh CUMBOJIOB, ITOJTyYEHHAs B Pe3yJbTaTe
KpunTorpaduueckoro mpeodpazoBanus MeKTPOoHHBIX AaHHBIX. DT nobGaBisiercs k 610Ky TaHHBIX U
MO3BOJISIET TOJTy4aTelo OJI0Ka MPOBEPUTH UCTOUYHUK U LIETOCTHOCTD JIAHHBIX U 3aIIUTUTHCS OT MOAIEIIKH.
ST ucnonb3yeTcs B Ka4ecTBE aHajiora COOCTBEHHOPYYHOM MOAMUCH JIJIsl OpraHU3aluU IOPUIHYECKU
3HAYUMOTO 3JIEKTPOHHOTO JOKYMEHTO000pOTA.
B peanuzaruu D11 ncnons3yrorcs acCUMEeTpHYHbIE CUCTEMBI IN(POBAHMS, TEHEPUPYIOIIHE ABA PA3HBIX
KJIFOYA: OJIMH U3 KIIIOUEH JEPKUTCS B

CTpOXauIeM cekpere (OH Ha3bIBaeTCs "3aKphITHINA"), Mpyroi - myomukyetcs ("oTkpbIThiil"). [lepenaBaemoe
COO0IIeHUE (JIOKYMEHT) OTIIPaBUTEh MH(PPYET CBOMM 3aKPBITHIM KJIIOYOM. PacimpoBka MpOUCXOAUT C
MOMOIIbIO OTKPBITOTO Kito4a. To ecTh, pacindpoBaTh MOXKET KTO YTOJIHO, a 3alIU(PPOBATH - TOIBKO
oTIpaBuTeNb. TakuM 00pazoMm, Mosrydarelib, paciiupoBbIBas COOOIIEHUE OTKPBITHIM KIIFOUOM
OTIIPaBUTEIS, IPOU3BOJIUT €0 ayTEHTU(PUKAIHUIO.

CryptoAPI

Jnst pazpabotku B cpeae Delphi npunnoxkenunit, paboTaromux ¢ 31eKTpoHHO- 1dpoBoit noxnucsio (SLIT),
UCTIONB3YIOTCS Kpunrorpadudeckue BosMoxkaoctd OC Windows, a IMEHHO KpHUNITOTpaduiecKuit
uHTepdeiic npuknaaueix nporpamm (CryptoAPI).

Kon dynkumii kpunrorpaduaeckoit moacuctemsl CryptoAPI cogepkutcst B HECKOIBKUX TUHAMHYECKU
3arpykaeMbix ouomorekax Windows (advapi32.dll, crypt32.dll). Jns oOpamenus K 3TuM (PyHKITUSAM U3
npuKJIaaHoN mporpaMmMbl Ha Object Pascal MoxHO OOBSIBUTH WX KaK BHEIIHKE, HO TIPOIIE UCIIOIB30BaTh
CHeIMaIbHO pa3paboTaHHBIN MporpaMMucTamMu Microsoft mist 3To# 1ienu Moaynnbp werypt2.pas.,
MOJKITIOYAaEMbIH K IPOEKTY.

Jlst ucnonb3oBanust Bo3moxkHocTer CryptoAPI B pabote PyTokeHa ucrnonb3yercst KpUITOIpoBaiaep
«Aktiv ruToken CSP v1.0» (ycTanaBnuBaeTcs B ONEpaIlMOHHYIO0 CUCTEMY BMECTE C ApaiiBepamu PyTokeHa).
JlaHHBIN KpUOTONIPOBAACD, Kak U Ipyrue, npencrasiset coooi dll-daiin. B nem onmcano 25 dbyHKInn
CryptoAPI, npumenumsix k Pytokeny. (Onucanue ¢pynkumii Aktiv ruToken CSP v1.0 cmotpute B
PykoBoncTBe monb3oBarento Rutoken).

OnucaHue NpoayKTa.

ruTokenEDS (ot anr. EDS — electronic digital signature — snexkTpoHHO- nupoBasi MOAMUCH) -
MIPOTPaMMHBIN TPONYKT, pa3padboTanublil B cpene Delphi u peanuzyromuit D11 10KyMEHTOB ¢ TOMOIIBIO
ruToken.

OIIT mpou3BoaUTCS BCTPOSHHBIMHE BO3MOKHOCTIME Windows ¢ ToMoIpio Kpunromnposaiaepa ruToken mo
CIIEYIOIIEMY AJITOPUTMY:

1. B mamsartu ruToken co3zgaercst Kpuntorprnpuiekuii KOHTEHHEp Ul XpaHEHUs KITI0YeBON Maphl
(OTKpBITOrO M 3aKPBITOTO KIJIIOYA);

2. JUIsl KOHKPETHOTO KOHTEHEpa TeHepupyeTcs apa KIIo4Yel 3alaHHOro pa3Mepa;

3. ToKyMeHT (BhIOpaHHBIN (aityt B mamsaTu Windows) MOIIMUCHIBAETCS: ¢ IIOMOIIBIO 3aKPBITOTO KITFOUa
mudpyercs X1 (aitna, pe3yapTar CoXpaHseTcsl B BUE JBOMYHOTO ¢aiina B mamsatu Windows;



4. mpoBepKa MOAMKUCH JOKYMeHTa (BbIOpaHHbIN (aiin B mamsaTit Windows): ¢ ITOMOIIBI0 OTKPBITOTO KITIOUA,
KOTOPBIN TOJKEH ObLT ObITh MPEABAPUTEIHHO SKCIIOPTHPOBAH MOITYyYaTeINI0 (COXpaHEH B BUJIE IBOMYHOTO
¢aiina ¢ BeiOpanHoit qupexktopun Windows), mpoucxoauT pacimupoBka ¢aiina, To ecTh BepupuKams
TIOATINCH .

@ynkiun Rutoken EDS:

1. PaboTa c KOHTEeHEpaMH KITFOUCH:

» Co3laHue KOHTeHepa

* VnaneHue KOHTeHepa

* [IpoBepka KOHTEMHEPA HA CYIIECTBOBAaHUE

2. PaGora ¢ KIIro4aMHu IOIIINACH:

* ['eHepupoBaHue Mapbl ACCUMETPUYHBIX KIKOYEH B KOHTEHHEpE
* DKCHOPT OTKPBITOTO KJt04Ya U3 KOHTEHHEpa

* [IpocMOTp 3KCIIOPTUPOBAHHOTO OTKPHITOTO KJIHOUa

3. PabGota ¢ mognucsMu TOKyMEHTOB:

* [loanuce 3MEKTPOHHOTO TOKYMEHTA

* Bepuduxanus noanucu 10KyMeHTa

3anmanue 1. Peanuzanus npoueaypsl co3nanus B namsti ruToken HOBoro KoHTelHepa.

B nporpamme 3a co3nanne konTeiinepa B mamsatu ruToken orBedaeT nporneaypa CreateButtonClick
(JIuctunr 1):

JIuctuar 1:

procedure TContainersForm.CreateButtonClick(Sender: TObject); var cont: PChar; err: string; hProv:
HCRYPTPROV; begin err := ContainerEdit. Text; cont

:= StrAlloc(length(err) + 1); StrPCopy(cont, err); if not CryptAcquireContext(@hProv, cont, 'Aktiv ruToken

CSPvl1.0', PROV_RSA FULL, CRYPT NEWKEYSET) then begin //06paboTka omm6ok
MessageDlg('Ommbka coznanus koHTeiHepa: ' + err, mtError, [mbOK], 0); exit; end else
MessageDlg('Coznan konTeitnep ¢ umeneM ' + err, mtinformation, [mbOK], 0); if not
CryptReleaseContext(hProv, 0) then begin //06pabotka ommbok MessageDIg('He ynanocs ocBo60AUTH
KOHTEKCT: ' + err, mtError, [mbOK], 0); end; end;

Cosznanwnst B mamsatu ruToken HOBOTo KOHTEHEpa MPOUCXOAMT IO 3aJaHHOMY MOJIB30BaTEIIEM HMEHH
ContainerEdit. Text.

JU1 MOAKIIIOUEHNS K KPUIITOIIPOBAIEpy C 3aJaHHBIM TUIIOM M IMEHEM U BO3BPALLEHUS €r0 JECKpUIITOpa
(xonTekcTa) unoneiyercs pynkuus CryptAcquireContext (I€CKpUNTOp KPUNITOIIPOBalIepa, KOHTEHHED,
KPHUITONPOBAKep, TUN MpoBaiiaepa, daru). st co3nanust HOBOro KOHTeWHepa QYHKINH MepeIaeTcs
¢nar CRYPT NEWKEYSET.

Jlnist 0cBOOOXKICHHUS AECKpUIITOpa KpHUITonposaiaepa ucnomnb3yercs pynkuus CryptReleaseContext
(mpoBaiinep, dnarm).

3ananue 2. Peanuzanus npoueaypsl yaaneHus u3 namsatu ruToken konTeitnepa.

B nporpamme 3a ynanenue konteitnepa u3 namsatu ruToken orBewaeT nporneaypa DeleteButtonClick
(JIuctunr 2):

Jluctunr 2:

procedure TContainersForm.DeleteButtonClick(Sender: TObject); var cont:

PChar; err: string; hProv: HCRYPTPROV; begin err := ContainerEdit. Text; cont

:= StrAlloc(length(err) + 1); StrPCopy(cont, err); if not
CryptAcquireContext(@hProv, cont, 'Aktiv ruToken CSP v1.0', PROV_RSA FULL,
CRYPT DELETEKEYSET) then begin case int64(GetLastError) of
ERROR_INVALID PARAMETER: err :='ERROR _INVALID PARAMETER';

ERROR _NOT ENOUGH MEMORY: err :='ERROR_NOT _ENOUGH MEMORY";
NTE BAD FLAGS: err

.= 'NTE_BAD FLAGS"; NTE BAD KEYSET: err :='NTE_BAD KEYSET";
NTE_BAD KEYSET PARAM: err :='NTE_BAD KEYSET PARAM'; NTE BAD PROV TYPE: err
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:='NTE_BAD PROV_TYPE'; NTE BAD SIGNATURE: err :='NTE BAD SIGNATURE;
NTE EXISTS: err :=="'NTE _EXISTS'; NTE KEYSET ENTRY BAD: err :=
'NTE_KEYSET ENTRY BAD'; NTE KEYSET NOT DEF: err :='NTE KEYSET NOT DEF;
NTE NO MEMORY: err :='NTE NO MEMORY'; NTE PROV_DLL NOT FOUND: err :=
'NTE_PROV_DLL NOT FOUND'; NTE PROV_TYPE ENTRY BAD: err :=

'NTE PROV_TYPE ENTRY BAD'; NTE PROV_TYPE NO MATCH: err :
'NTE PROV_TYPE NO MATCH'; NTE PROV_TYPE NOT DEF: err :=
'NTE PROV_TYPE NOT DEF'; NTE PROVIDER DLL FAIL: err :=
'NTE_PROVIDER DLL FAIL'; NTE SIGNATURE FILE BAD: err :=
'NTE _SIGNATURE FILE BAD'; else err := 'Unknown error'; end;
MessageDlg('Ommbka ynanenus konteiiHepa: ' + err, mtError, [mbOK], 0); end

else MessageDlg("Vnanen konrelinep ¢ umeHeM ' + err, mtInformation, [mbOK],

0); end;

JIJ1st TIOAKITIOUEHUS K KpUTITONPOBAHIEpy € 3aJJaHHBIM THUIIOM M UMEHEM U YJaJICHUs U3 HEro KOHTeHHepa
3aJIaHHOTO UMEHHU uctnonb3yercs GpyHkimsa CryptAcquireContext (I€CKpUIITOp KPUIITOIIPOBaiIepa,
KOHTEHHED, KpUITTONIpoBaiiaep, Tun nposaiaepa, puaru) ¢ pamarom CRYPT DELETEKEYSET.

JUist mosTydeHust KoJia MocieHel omMOKH UCTIONb3yeTcs QYHKIUS
GetLastError.
3ananue 3. Peanuszanus npolenypbl IPOBEPKH CYIIECTBOBAHUS KOHTEHHEPA KITIOUEH.

Ecnu 3HaueHre MMEHN KOHTEHHEepa KIIF0UEH MOoJIb30BaTEIEM HE BBEIAEHO, TPOBEPSATH KOHTEUHEP C UMEHEM
Tekymiero nosib3zoBarens OC.

3a peanuzanuio B MporpaMMe MPOBEPKHU CyIIeCTBOBaHUS B maMaTh ruTokena KoHTeWHepa KIto4ueH ¢
3alaHHBIM UMeHeM oTBevaeT nporeaypa VerifyButtonClick (JIuctusr 3):

Jluctunr 3:

procedure TContainersForm. VerifyButtonClick(Sender: TObject); var cont:
PChar; err: string; hProv: HCRYPTPROV; begin if length(ContainerEdit. Text) =
0 then begin cont := nil; err := 'mo ymomuanwuio'; end else begin err :=
ContainerEdit. Text; cont := StrAlloc(length(err) + 1); StrPCopy(cont, err);

end; if not CryptAcquireContext(@hProv, cont, 'Aktiv ruToken CSP v1.0',
PROV_RSA FULL, 0) then begin //06paboTka ommbox MessageDlg('Ommbka
OTKpBITHS KOHTElHepa: ' + err, mtError, [mbOK], 0); exit; end

else MessageDlg('Konreitnep ¢ umeneM ' + err + ' yCIemHO OTKPHIT,
mtInformation, [mbOK], 0); if not CryptReleaseContext(hProv, 0) then
//o6paboTka ommbok end;

[Tponienypa aHasioru4Ha mporeaype co3nanus Konternepa, Tonbko pyakmuu CryptAcquireContext He
nepemaercs HuKakoi ¢uar (0).

Ecmm mone ContainerEdit. Text mycTo, TO ”MEeHU KOHTEIHEPA MPHUCBAUBACTCS 3HAYCHHUE TI0 YMOTYaHHIO - nil,
YTO 03HAYACT UM TEKYIIIETO MOJIb30BATENIS CHCTEMBI.

3ananue 4. Peanu3zanus nporeaypbl TeHepallii B KOHTEHMHEPE 3aITaHHOTO UMEHH KITIOYEBOM Taphl
3aJIaHHOTO pa3Mepa.

3a peanu3anyio B MporpaMme reHepanny B KOHTEHHepe 3a1aHHOTO IMEHH KITFOYEBOH MMaphl 3a1aHHOTO
pasmepa otBeuaet npornenypa OkButtonClick (Jluctunr 4):

Jluctunr 4:

procedure TGenerateForm.OkButtonClick(Sender: TObject); var cont: PChar;

err: string; hProv: HCRYPTPROV; KeyExchKey, SignKey: HCRYPTKEY; flag, keyLen:
DWORD:; begin err := ContainerEdit. Text; cont := StrAlloc(length(err) + 1);
StrPCopy(cont, err); if not CryptAcquireContext(@hProv, cont, 'Aktiv ruToken

CSPv1.0', PROV_RSA FULL, 0) then begin //06pa6otka omu6ok MessageDIg('Ommnoka
OTKpBITUA KOHTeHHepa: ' + err, mtError, [mbOK], 0); exit; end; keyLen :=



strtoint(SignKeyLenEdit.text); flag := keyLen shl 16; if not

CryptGenKey(hProv, AT SIGNATURE, flag, @SignKey) then begin //o6pabotka

omu6ok MessageDIg('Omubka cozmanus kiroua noanucu: ' + err, mtError, [mbOK],

0); end else MessageDlg('Knroun ycnemnHo creHepupoBansb! ', mtinformation,

[mbOK], 0); if not CryptReleaseContext(hProv, 0) then begin //o6padoTka

ommbok MessageDlg('He ynamock ocBo6oauTh KOHTEKCT: ' + err, mtError, [mbOK],

0); end; end;

Jly1st reHepaIuy B KOHTEHHEPE KIIFOUEBOM Maphl 3aIaHHOTO pazMepa ucnomnbdyercs Gynkmms CryptGenKey
(mpoBaiiziep, anropuTM, duiard, Kiod): pasmep nepenaercs Bo ¢uare u3 nois SignKeyLenEdit.text.
3aganue 5. Peanu3zanus mporeaypbl SKCIIOPTa OTKPBITOrO KiIto4a U3 KOHTEMHEpa.

3a peanu3aiuio B mporpaMmme dKCIOpTa OTKPHITOTO KJIIoUa U3 KOHTEHHEpa OTBeYaeT Mpoieaypa
OkButtonClick (JIuctusr 5):

Jluctunr 5:

procedure TExportForm.OkButtonClick(Sender: TObject); var cont: PChar;

err: string; hProv: HCRYPTPROV; key, expKey: HCRYPTKEY; pbuf: PBYTE; buflen:
DWORD; f: file; hash: HCRYPTHASH; begin //uannuanu3aius KpUnronpoBaiaepa u
OTKPBITHE KOHTEIHEpa 3alaHHOTO UMEHU ¢ 00paboTkoi ommobok repeat if not
CryptGetUserKey(hProv, AT SIGNATURE, @key) then //06pa6otka omm6ok {$B-} if
not (CryptExportKey(key, 0, PUBLICKEYBLOB, 0, nil, @bufLen)) then begin
//o6paboTka ommbok MessageDlg('Ommbka oTKpbITHS KOHTEHHEepa: ' + err, mtError,
[mbOK], 0); exit; end; GetMem(pbuf, bufLen); if not (CryptExportKey(key, 0,
PUBLICKEYBLOB, 0, pbuf, @bufLen)) then begin //06padoTka ommbdok
MessageDlg('Omubka nmonydyenus kitoda nmoanucu: ' + err, mtError, [mbOK], 0);
break; end; if not CryptDestroyKey(key) then begin //o6paboTka ommbdok
MessageDlg('Ommbka ocBoO0XKAeHUS 1eCKpUNTOpa Kitoda noanucu: ' + err, mtError,
[mbOK], 0); end; //coxpanenue conepxumoro Oydepa pbuf B daiin until true;
//0cBOOOXKIEHNE IECKPHUIITOpA KOHTEHHEpa ¢ 00paboTKoit ommbok end;

YroOBbI 3aIIpOCUTh Y KPUNITONPOBAIEpa JECKPUIITOP CAMOTO 3KCITIOPTHPYEMOTO KITF0Ya UCTIONB3YeTCs
dbynknusa CryptGetUserKey (mpoBaiiaep, onucanue Kitoda, 1eCKpunTop kitoda). OnucaHue Kiroda - 3To
60 AT KEYEXCHANGE (xmroun oomena), 1160 AT SIGNATURE (xirou monnucun).

Hasganue ¢ynkuun CryptExportKey(neckpunrop kitoua, mudpoBaHue, TUIT KiIroda, ¢uard, oydep, amuHa
Oyepa) roBoput camo 3a ce0st. 3aMeTUM, 4TO MapaMeTpsl udpoBaHue U (Garu Uist KpUNTOIpoBalepa
ruToken Bcerna gomkHBI ObITH paBHEI 0.

B nepBeiit pa3 CryptExportKey Bei3biBaeTcst co 3HaueHue Oydepa paBHBIM hil, Tak Kak HE U3BECTHA €T0
nnuHa bufLen. 3arem onpenensercs uymHa B Gyakimuu GetMem(Oydep, niuna O6ydepa). 3areM B QyHKIUH
CryptExportKey yxe ¢ ykazanabM Oydepom pbuf mporcxoauT S5KCIOPT B HETO KiIto4a. 3aTeM UIeT
coxpaHeHue Kioda u3 oydepa B ¢ait.

3ananue 6. Peanusanus nporeypbl IpOCMOTPa OTKPBITOTO KIIHOYa.

3a peanu3anuio B mporpaMmme MpocMoTpa 3aJaHHOTO OTKPBITOTO KITF0Ya, IPEABAPUTEIHHO
skcrioptupoBanHoro B mamsATh OC Windows B Bujie 1BonuHOTO (haiiia, oTBedaeT nporeaypa ViewClick
(JIuctunr 6):

Jluctunr 6:

procedure TMainForm.ViewClick(Sender: TObject); var f: file of byte; b,
i: byte; s: string; begin OpenDialogl.Title := 'Beibepure ¢aiin ¢ OTKpbITON
gacTeio kimroua'; if OpenDialogl.Execute then begin AssignFile(f,
OpenDialogl.FileName); reset(f); s :="'"; read(f, b); s := s + ByteToHex(b);
1:= 1; while not eof(f) do begin read(f, b); s := s +'-' + ByteToHex(b);
inc(1); if i = 20 then begin ViewMemo.Lines.Add(s); 1 :=0; s :="; end;
end; if 1 > 0 then ViewMemo.Lines.Add(s); CloseFile(f); end; end;
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B nmanHOI iporieaype MpouCXoIUT BBIOOP U OTKPBITHE (haiiia ¢ KIIYOM Ha CUUThIBaHHE((DyHKITUU
OpenDialogl.Execute, AssignFile, reset)

3areM MOCHUMBOJIBHOE CUMTHIBAHUE TIEPEBOJI U3 OUTOBOTO TUIIA B CUMBOJIBHBIN U 3amMCh B memo((pyHKIUU
read, ByteToHex, ViewMemo.Lines.Add)

3ananue 7. Peanuszanus nporenypbl MOANNUCH JOKYMEHTA.

3a peanu3anyio B MporpamMme MoJIHCH JOKyMEHTa ¢ TIOMOIIBIO 3aKPBITOTO KITF0Ya YKa3aHHOTO UMEHEM
KOHTeitHepa oTBevaeT nporeaypa SignButtonClick (JIuctunr 7):

Jluctunr 7:

procedure TSigningForm.SignButtonClick(Sender: TObject); var cont:

PChar; err: string; hProv: HCRYPTPROV; key: HCRYPTKEY; alg: ALG_ID; hash:
HCRYPTHASH,; infile, outfile: file; size: DWORD; buf: array [0..511] of byte;
signature: PBYTE; begin // mpoBepka Ha cymiecTBoBaHue (aiiia ¢ UMEHEM
DataNameEdit. Text AssignFile(infile, DataNameEdit.Text); //mpucBanBanue nmMeHu
KOHTEIHepy cont, MHUIIMAIK3amus kpunronposaiaepa alg:=CALG_SHA; if not
CryptCreateHash(hProv, alg, 0, 0, @hash) then begin //06paboTka ommn60ok
MessageDlg('Ommobka co3nanus xemnr-oobekra: ' + err, mtError, [mbOK], 0); exit;
end; SaveDialogl.Title := '3anaiite ums Qaiina 1y XxpaHeHUs: TOANUCAHHBIX
nanubix'; if SaveDialogl.Execute then begin AssignFile(outfile,
SaveDialogl.FileName); rewrite(outfile, 1); BlockWrite(outfile, alg, 4);

reset(infile, 1); size := FileSize(infile); BlockWrite(outfile, size, 4);

while not eof(infile) do begin BlockRead(infile, buf, 512, size);
BlockWrite(outFile, buf, size); if not CryptHashData(hash, @buf, size, 0)

then begin //06paboTka ommbox MessageDlg('Ommubka npu xemupoBanuu: ' + etr,
mtError, [mbOK], 0); break; end; end; CloseFile(infile); if not
CryptSignHash(hash, AT SIGNATURE, nil, 0, nil, @size) then //o6padoTka ommbox
MessageDlg('Ommbka npu onpeneaeHuu pasmepa noamnucu: ' + err, mtError, [mbOK],
0); CloseFile(outfile); exit; end; GetMem(signature, size); if not
CryptSignHash(hash, AT SIGNATURE, nil, 0, signature, (@size) then //o6paboTka
omnbok CloseFile(outfile); exit; end else MessageDIg('®aiin noanucan ',
mtInformation, [mbOK], 0); BlockWrite(outfile, size, 4); BlockWrite(outfile,
signature”, size); CloseFile(outfile); end; if not CryptDestroyHash(hash)

then //o6paboTka ommodoK //0CBOOOKICHHE TECKPUNITOPA KPUTITOTIPOBakIepa ¢
o0paboTkoii ommbok end;

[Tpu momonu ¢pynknuu CryptCreateHash(mpoBaiinep, anroputm, onmuu, (Giaard, X311, HHAIAATA3HPYETCS
00BeKT Xa111. 3areM BeIOUpaeTcs daia B KoTopbiid OyaeT coxpanena DI nokymenTa.

3areM BBIYUCIISICTCS XAIII JOKyMeHTa. J1J1sl BEIYMCIeHHs 3HaueHUs Xa1ma (aiiina u 3amucu ero B Oydep
ucnonb3yercst pynkius CryptHashData(xamr, Oydep, nmuna 6ydepa, daarw) st mognucu BEIYUCICHHOTO
xama (aitna ucronb3yercs Gynkmus CryptSignHash (xam1, onucanue kimtoda, KOMMEHTapui, duiaru,
MOMIMTUCH, JTMHA TIoAnUcH). [IepBbIii pa3 OHa BBI3BIBAETCS YTOOBI MPEXKE BEIUUCIUTE pazMep Oydepa moa
OIIT - GetMem(signature, size). 3aTem ye AJi1 COOCTBEHHO BBIUMUCIICHUS TTOANKUCH U 3aIicH ee B Oydep a
3areM U B (paii.

3amanue 8. Peanmuzamus nporieaypbl BepupUKAIMK TOANMUCH TOKYMEHTA.

3a peanu3anuio B mporpaMmme Bepu(pUKaIK MOIMUCH TOKYMEHTA C TIOMOIIBIO OTKPBITOTO KITFOYa,
peBapuTenbHO dKcropTupoBanHoro B nmamsate OC Windows, orBedaet nporenypa VerifyClick (JIuctunr
8):

Jluctunr 8:



Procedure TMainForm. VerifyClick(Sender: TObject); var err: string; hProv: HCRYPTPROV; key:
HCRYPTKEY; alg: ALG_ID; hash: HCRYPTHASH,; infile: file; size, test, textsize: DWORD; buf:
PBYTE,; signature, signkey: PBYTE; begin if not CryptAcquireContext(@hProv, nil, 'Aktiv ruToken CSP
v1.0', PROV_RSA FULL, CRYPT VERIFYCONTEXT) then begin //o6paboTka ommbok
MessageDlg('Omubka oTkpbITHSs KOHTeHHepa: ' + err, mtError, [mbOK], 0); exit; end; //oTkpeiTue ¢aiina ¢
noAnucaHHbIMU NaHHBIMHE infile B Oydep buf u

//onipenenenne ero pasmepa B textsize if not CryptCreateHash(hProv, alg, 0, 0, @hash) then begin
//o6paboTka ommbok MessageDlg('Ommbka co3manust xem-oobekTa: ' + err, mtError, [mbOK], 0); exit; end;
if not CryptHashData(hash, buf, textsize, 0) then begin //06pabdoTka ommb6ok MessageDlg('Ommbka mpu
xemupoBanuu: ' + err, mtError, [mbOK], 0); exit; end; //Be160p daiina ¢ OTKPHITHIM KIIFOUYOM M 3aTrpy3Ka €ro
B Oydep signkey if not CryptImportKey(hProv, signkey, size, 0, 0, @key) then //o6paboTka omubox
MessageDlg('Ommbka nmmopta kiatoda: ' + err, mtError, [mbOK], 0); exit; end; FreeMem(signkey, size); if
CryptVerifySignature(hash, signature, test, key, nil, 0) then begin MessageDIg('[lonnuce BepHa.',
mtInformation, [mbOK], 0); //coxpanenue noxymenTta 6e3 noanucu u3 Oydepa buf B daiin infile end else
begin //o6paboTka ommbok MessageDlg(err, mtError, [mbOK], 0); end; end;

Jlnist THULMAIW3aluy KpUNTONpoBaiiiepa B pexume cBepku noanucu GyHkius CryptAcquireContext
ucnonsdyerca ¢ (uarom CRYPT VERIFYCONTEXT. s uMmopra OTKpHITOTO Kitoda u3 Oydepa
signkey B kitou key kpuntopoBaiinepa ucnonssyercs ¢pynkuus CryptlmportKey. /lns nposepku DL
nokyMmeHTa ucnoib3yercs ¢ynkuus CryptVerifySignature (xa1r,0ydep ¢ moamnuceto, pasmep Oydepa,
JIECKPUIITOP

OTKPBITOTO KJII0Ya, ONUcaHue, (iaru).

Bomnpocsl 1 mpakTudecKue 3a1aHusl.
1. Yto Takoe DIII u kak ona peanusyercs B cpeae Delphi?
2. KakoBbl (pyHkimu u anroput™ padotsl RutokenEDS?

3. Peanmusyiite npouenypy co3maanus B mamsatu ruToken HOBOro KOHTEHEpa KITFOUeH 1Mo 3aJJaHHOMY UMEHH
(c 06paboTKOIt OIHOOK).

4. Peanusyiite nporenypy yaaneHus u3 namsatu ruToken koHTelHepa 1o 3ajaHHOMY UMEHH (¢ 00paboTKO#
omu0o0K). Eciiu 3HaueHne nMeHN KOHTEHHEpa KITFOUeH MOJIb30BaTelIeM HE BBEICHO, YIANISIETCS KOHTEHHED C
MMEHEM TeKyIero noyb3oarens OC.

5. Peanuzyiite npoiietypy 3KCOpTa OTKPBITOTO KJII04a U3 KOHTEMHEpa 3a/IaHHOT0 UMeHHU B naMsTh OC
Windows (c 00paboTkoii OIMO0K).

6. Peanm3yiite nporienypy nepeBoja Kiroua u3 0aiiToOBOro TUIA B CUMBOJIBHBIN. VcTIonb3ys ee, peanusyite
MPOIEyPY IKCIIOPTa OTKPHITOTO KJIfoua M3 KOHTeHHepa 3aj1anHoro uMenu B maMsate OC Windows (¢
00paboTKu OMHMO0K).

7. Peanu3yiite npoueaypy MOIIHCH JOKyMEHTa ¢ TOMOIIBIO 3aKPBITOTO KITF0Ya YKa3aHHOTO UMEHEM
KOHTEHHEpa ¢ BHIOOPOM alropuT™Ma X31mupoBaHus (aiina (¢ 00paboTku OMMOO0K).

8. Peanmu3yiite nporenypy Bepu(pHUKauy MOIMUCH JOKYMEHTA C MTOMOIIBIO0 OTKPBITOTO KITFOYA,
MpeaBapuTesbHO SKcopTupoBaHHoro B maMsaTe OC Windows (c 00paboTkoit ommooK).

Tema 8. MeTozbl U CpeIcTBa OIPaHUUYEHHUS TOCTYMa K KoMIIoHeHTaM DBM

Jlaboparopnas pabora. Cucrema 3ammuTsl HHOOPMAITUU OT HECAHKIIMOHUPOBaHHOTO JocTyma Secret Net 5.0
ABTOHOMHBIN BapUaHT

Teopernueckas 4acTh

3ananue 1. YcranoBka nporpammel Secret Net 5.0

3aganue 2. BapuaHThl BXoAa B CUCTEMY

3aganue 3. CmeHa naposs.

3amanue 4. BpemeHHas OJIOKHPOBKAa KOMITBIOTEPA.

3amanue 5. CMeHa KIrodei

3ananue 6. Pabora ¢ koH(MUIEHIIUATEHBIMU PECYpCaMU

3amanue 7. MI3MeHeHUe KaTeropuy KOH(UICHINAIbHOCTH.

3amanue 8. Pabora ¢ koHbUAeHIIHATLHBIM JokyMeHTOM B MS Word u MS Excel
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3ananue 9. [leuats KOHGUACHIHATEHOTO qoKyMeHTa MS Word
3amanue 10. lenncramnsaius nporpammbl Secret Net 5.0 (aBTOHOMHBII BapHaHT)
Bormnpocs! u npakTuueckue 3ajaHus.
CnHcoK UCIOIB30BAHHBIX NICTOYHUKOB
Teopernueckas 4acThb
Secret Net 5.0 aBTOHOMHBIN BapHaHT - CHCTEMa 3aIIUTHl HH(OOPMAIIMH OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA
HOBOTO TIOKOJICHHSI, KOTOpask peanu3yeT TpedoBaHus pykoBosnux nokymeHToB u ['OCT mo 3amure
nH(popMaIuu, He orpaHnurBas Bo3MoKHOCTH OC U MPUKIIAJTHOTO MPOTPAMMHOIO 00ECIICUEHUSI.
Secret Net 5.0 - 3T0 mporpaMMHO-aImapaTHbI KOMIUIEKC, KOTOPbIi 00ecreuynBaeT 3aluTy CEpPBEPOB,
pabounx cranuuii 1 MoOmIbHBIX [IK, paboTraromux mox yrnpasieHHEM OnepalnoHHbBIX cucteM Windows
2000, Windows XP u Windows 2003.
KiroueByto poss ceirpano To, yto B Havyase uroHs Secret Net 5.0 momyuwmn ceprudpuxar ®CTIK o
COOTBETCTBUH TPEOOBAHUSAM IO 3aIUTe KOH(UICHIINAIbHON HHPOPMALIUK OT HECAHKIIMOHUPOBAHHOTO
noctyma. JlaHHbI cepTudukar BakeH Jist

paboThl C KOMMEPYECKUMHU OPTaHU3AIUSIMU, a Pe3yJIbTaThl HOBBIX MCIIBITAHUM JAI0OT

«3€NeHBIN CBET» Ha MCIIOIb30BAHNE CUCTEMBI KOMIaHuu « MTHpopM3amuTay yupexIeH!sIMH, 9bs padoTa
CBsI3aHa C TOCYAAPCTBEHHON TaliHOM.

ComnacHo Moy4eHHOMY 3aKJIIOUEHHI0 ceTeBoi BapuaHT Secret Net 5.0 cooTBeTcTBYET 4-My Kilaccy
3aIUIIEHHOCTH OT HECAaHKLIIMOHUPOBAHHOI'O I0CTYIA U 3- My YPOBHIO KOHTPOJISI OTCYTCTBHUSI
HEJIeKJIapUPOBAHHBIX BO3MOXKHOCTEH (B cOOTBeTCcTBUU ¢ TpeboBanusmu P/ I'ocrexkomuccun Poccun).
AtonomHbIi BapuaHT Secret Net 5.0 cooTBeTCTBYeT 3-My KJ1accy 3allUIIEHHOCTH U 2-MYy YPOBHIO
KOHTPOJIS.

Ha npaxTuke COOTBETCTBUE 3TUM KJIacCaM 3aILUIIEHHOCTH U YPOBHAM KOHTPOJIS O3HAYAET, YTO, €CIIU B
CETH KOMIIBIOTEPOB OpraHu3anuu ycraHosieH Secret Net 5.0, raHHast opraHuzanus MOXKET ONEPUPOBATh
nHpOpMaLUel, COCTABIAIONIEH rOCyIapCTBEHHYIO TaifHy BIUIOTH 710 TPUQOB «C» 1 «CC».

3ananue 1. YcranoBka mporpammsl Secret Net 5.0.

[Ipex e yeM NpUCTYNHUTh K yCTaHOBKE, yOeTUTECh B TOM, YTO Ha JAHHOW MalllMHEe YCTAHOBIICHA OJIHA U3
NEPEUUCIICHHBIX HIKe onepannoHHbix cucteM (Windows 2000, Windows XP u Windows 2003).
Buumanue: Cucrema Secret Net 5.0 Hecopmectrma ¢ OC Windows XP Home Edition.

Paccmorpum miponiece ycranoBku C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) Ha MPUMEPE KOMITbIOTEPA
paboraromiero nox ynpasieHuemM OC Windows 2000

1. ns ycranoBku C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) Ha KOMITBIOTEP, pPaOOTAIONINI TTO]T
ympasieaneM OC Windows 2000, TpeOyeTcst Hamu4due yCTaHOBIEHHOTO nakeTa ooHoBneHuit SP4. Tak xe
JOJKHBI OBITH YCTaHOBJIEHBI Oosiee nmo3auue oonosnenus (Hotfix), pacnpocrpansempie kKoMmaHuei
Microsoft.

Pexomenmanmm: KoMmakT-aucK KOMITIEKTa MTOCTABKH COJCPKHUT HEOOXOIUMOE ISl YCTAaHOBKH OOHOBJICHHE
"Windows2000-KB891861-x86..." B karanore \Tools\Microsoft\2000 SP4 Update Rollup 1\. ITepen
YCTaHOBKOHM CHCTEMBI 3aIIUTHI IPOBEPHTE HATMYHE HA KOMITBIOTEPE TaHHOTO OOHOBJICHUS U TIPH
HEOOXOIMMOCTH YCTAaHOBHUTE €TO.

2. Ilepen ycTaHoBKo# Ha KommbioTep, padoratomumii nox ynpasienuem OC Windows 2003, HeoOxoaumo
BKJIIOUUTH PEXKUM pa3pellieHus] yCTAaHOBKU HETIOAIMCAHHBIX IpaiiBEPOB.

3. Ecnu mporpamma ycTaHOBKH aBapHiHO 3aBepiuaeT paboty ¢ cooduienneM "BHyTpeHHsst  ommoOKa:
2738”, HeoOXoauMo ycTaHOBUTH KoMmoHeHT Windows Scripting Host 5.6. ®aiin st ycTaHOBKH

KOMIIOHEHTA COJEPKHUTCA Ha KoMIakT-1ucke B katanore \Tools\Microsoft\Windows Script 5.6 for 2000 and
XP\.

4. Ilpu noneITKe yCTAaHOBKH BO BPEMsI MAKCUMAJILHOM 3arpy3Ku CUCTEMBI (HallpUMep, BO BpeEMs
CKaHMPOBAHUS TMCKA AaHTUBUPYCHBIM IIPOTPAMMHBIM 00€CIIeUeHHEM) MOXKET TPOU30MTH aBapuitHOE
3aBepIIeHHE PadOThl MPOTPaMMbI YCTAHOBKHU.

Pexomennanuu: Jloxxaurech CHUKEHHS 3arpy3KU CUCTEMBI M 3aHOBO 3allyCTUTE IPOrpaMMy YCTaHOBKH.



5. Ilpu ycTaHOBKE OCYIIECTBIISECTCS TPACCUPOBKA PAOOTHI IPOTPaAMMBbI YCTAHOBKH (TIOCIIE 3aBEPIICHUS
YCTaHOBKH TPAacCCHpOBKaA OTKJII0UaeTcst). Eciu B mporiecce yCTaHOBKM BO3HUKIIN MPOOJIEMBI, TPHYUHBI
KOTOPBIX BBISICHUTB HE yIaJI0Ch, 00pAaTUTECh 32 TIOMOIIBIO B CITY>KOYy TEXHUYECKOH MOJIEPKKY KOMIAaHUN
"Nudopm3amuTa". UToObI MOTYyYUTHh KOHCYNIBTAIIMN CIIEIUATNCTOB, BAM HEOOXOAUMO MPEJOCTaBUTh (paiii
TPacCUPOBKH, KOTOPBIM HaxoAuTcs B Karajore c:\logs.

6. Ilpu nmepBoii nepe3arpysKe 1mociie yCTaHOBKH WJIM OOHOBJICHHUS BBITIOIHSACTCSI aBTOMAaTHYECKOE
YTBEp:KJICHHE aNlapaTHoi KOH(PUTYpallul KOMITbIoTepa. B ¢Bs3H ¢ 3TUM anMuHHCTpaTop 0€30MacHOCTH
JIOJDKEH KOHTPOJIMPOBATh MEPBYIO 3arpy3Ky KOMITBIOTEpPA MOCJIE YCTaHOBKH, YTOOBI HE IOIYCTHTD
PETUCTPAIMIO HEXKENATEIbHBIX YCTPOHCTB (KOTOPBIE MOTYT OBITh MOJIKIIOUEHBI K KOMIBIOTEPY /10
3arpy3KH).

7. YcTaHOBKA JOJDKHA OCYIIECTBISATHCS TOJIBKO JIOKAJIBHO MU C UCTIOIBb30BAaHUEM MPOIIETyPhI
aBroMmarnyeckoil ycranoBku C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) Ha KOMIIBIOTEPAX JIOMEHA.
B03MOXHOCTB YCTaHOBKH M3 TEPMHUHAIBHBIX CECCHI HE MO KUBACTCS.

8. Ecnu pernonanbHble HacTporkH "S3bIk mporpamm, He noaaepxubaronmx Unicode" ycTaHOBICHBI HE
IUISL PyCCKOTO S13bIKa, BO3HUKAET OLIMOKA IPH MOMBITKE YCTAHOBKY ITyTeM 3aIycka ¢aiiia setup.exe.
Pexomenpanuu: YCTaHOBUTE pErHOHAJIBHBIE HACTPOUKU JUIsl pPyCCKOTO SI3BIKA.

9. s copmectHo# padotsl ¢ Novell Netware Client BeimosiHuTe ero ycTaHOBKY 10 yctaHoBku C3U Secret
Net 5.0 (aBTOHOMHBIN BapHaHT).

10. Iyt coBMecTHOM paboThl ¢ cuctemoit Citrix He00X0IUMO MCTIOIB30BaTh 0COOBIN MOPSIOK YCTAHOBKH H
crienuanbHbIi Habop Reg-daiinos. J[onomHuTenbHbIC pa3bICHEHHUS U HEOOXOIUMBIE (harIbl
MPEIOCTABIISIOTCS 110 TPEOOBAHUIO.

11. ITocne ycranoBku uinu ooHoBnenust C3U Secret Net 5.0 (aBTOHOMHBIN BapuaHT) pacdyeT KOHTPOJIbHBIX
CYMM JUIS TTOJICUCTEMBI KOHTPOJIS IIETIOCTHOCTH OCYILECTBIISIETCS PH MEPBOM Tepe3arpy3Kke KoMIbioTepa (a
HE BO BpeMsi pabOThI IPOTPaMMBbI YCTAHOBKH).

12. TTocne oonoBnenust C3U Secret Net 5.0 (aBTOHOMHBIN BapHaHT) pacdeT KOHTPOJIbHBIX CYMM B
porpaMMHO-anmapaTHoM Komruiekce "Co0omb" BRIMOTHAETCS TPU BTOPOH Mepe3arpy3ke KOMIbIoTepa.

13. IIpu oonoBinenuu C3U Secret Net 5.0 (aBTOHOMHBIN BapHaHT) BO3MOYKHA PETUCTPAIIUS PsiJia OMUOOK B
KypHaue npuiokeHuil. Kak npaBuso Takue ommOKy He SIBISIOTCS KPUTUYECKUMU U HUKaK HE BIUSIOT Ha
TaTbHEHTITYI0 pabOTy CUCTEMBI.

14. Ecnu ycTaHOBOUYHBIN CKPUNIT POPMUPYETCS C TIOMOIIIBIO TPOrpaMMBbl YCTAaHOBKH, B IIOJIy4€HHOM (aiise
ckpurnta Oynyt HeBepHO ykazanbl napameTpbl: SNSETPERMISSIONS u REBOOTPROMPT. B stom
cilyyae He0OXOAMMO BPYUYHYIO yKa3aTh MPaBUIIbHBIC TApAaMETPhl B COOTBETCTBUH C ONMCAHUEM B
JTOKyMEHTAIHH.

3aganue 2. BapuaHThl BX0/1a B CUCTEMY

CymiecTByeT HECKOJIBKO CITIOCOOOB BXOJ]a B CUCTEMY:

A. Bxox nipu cTaHIapTHOW ayTeHTH(PHUKALINY.

CrangaprtHas ayTeHTU(UKALNS BBIIOTHSAETCS 10 Mapoutio nosib3oBarend. [Ipu crangapTHOM peskrMe Bxojia
MOPSIOK NEUCTBUIA coBOaAaeT ¢ MpuHATbIM B OC

Windows. [locne BKiIIOYEHUSI TUTAHUS KOMITBIOTEPA Ha SKpaHe MOSBUTCS MPUIIIAIICHUE HAa BXOJ B CUCTEMY
Jl11s BXO/1a B CTaHAAPTHOM PEKUME:

1. Hasxxmute komOuHanuio kinasuin <Ctrl>+<Alt>+<Del>. Ha sxpane nosiBUTCS 3apoc Ha BBOA UMEHH U
aposst:

VYKaxuTe Ballli YUCTHBIE JAHHBIE B CUCTEME:!

1. BBegute cBo¢ nms B moiie «Ilop30BaTeinny;

2. B none «Ilaponp» BBEnUTE CBOM MapOiib UM OCTABBTE ATO MOJIE MIyCTHIM, €CJIM BaM Pa3peLIeHO BXOIUTh
B cUcTeMy 0e3 maposs

Ha sxpane kaxaplii CUMBOJ mapodisi oroOpakaercs kak "*" (3Be3qouka). [lomHHTE, 4TO MPU BBOJIE MAPOIIs
pa3nuyaroTcs CTPOYHbIE U 3arIaBHbIC OyKBbI, KHPHJUIMLIA U JJaTUHUIA. ECIH pyu BBOJIE IMEHU HITU MapOJIs
ObuIa HEMIPaBUJILHO Ha)kaTa Kakas-JIM0O KJIaBHIA, yAAJTUTE OIIMO0YHO HAOpaHHbBIE CUMBOJIBI B CTPOKE
BBOJIa C IOMOINBIO KJIABUIIIN <BackSpace> i <Delete> 1 3aHOBO IOBTOPUTE BBOJ, CUMBOJIOB.
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Bri6epuTe B mone "Bxon B" (""Jomern" B Windows 2000) umst oMeHa, B KOTOPOM BBI 3apETUCTPUPOBAHBI.
3. Haxxmure kHonky "OK" miis nmpogoimxkeHust paboThI.

Ecnu BBeieHHBIN BaMu IIapoJib IPAaBUIIBHBIN, BbIONHsETCS 3arpy3ka OC. B nponecce 3arpy3ku Ha 3KpaH
Oy/1yT BBIBOAUTHCS COOOIICHUS O BBIIOTHAEMBIX ACHCTBUSX.

B. Ecniu BbI BXOJUTE B CUCTEMY, UCIIOJIB3Ys EPCOHATBHBIN UACHTU(UKATOP, TO BHIOIHUTE CIEAYIOLIHE
JIEUCTBUS

1. ITocne mosiBICHMS TIPUTTIANIIEHUST HA BXOJ B CUCTEMY NMPEAbsIBUTE CBOM NIEPCOHATLHBIN UACHTH(PUKATOP.
Ecmu unenrudukarop eToken 3amuien HecrangaptabiM utst Secret Net 5.0 PIN- kogom (maponem), Ha
sKpaHe nosButcs 3anpoc. Beeaure PIN-kon u Haxmute kHonky "OK".

He npepeiBas KOHTaKT UACHTU(UKATOPA CO CUUTHIBATEIEM, JOKIUTECh OKOHYAHUS MpoIiecca 3arpy3Ku
TaHHBIX. Bo BpeMs BBINOTHEHMS 3arpy3Ku JaHHBIX U3 uAeHTU(UKaTopa iButton Ha skpaHe oToOpaXkaroTcs
COOTBETCTBYIOIIME coolmieHus. [Tocie Toro, kak cooO1eHust OyayT 3aKpHITHI, HACHTU(UKATOP MOKHO
U3BATH U3 CUNTHIBATEIS.

2. Peakiusi cucTeMbl 3aIlMTHI 3aBUCUT OT HH(POPMAIIUH O MapoJie, COIEp KaIIeicsl B MEPCOHATHLHOM
uaeHTudukarope. BoaMoXHBI clienyromume BApUaHThI:

Cutyanus 1. Ecnu B uaeHTH(UKAaTOpE COACPIKUTCS aKTyalbHBIN MapoJib, TO MOCIE YCIEUTHON NPOBEPKU
IpaB MOJIB30BATENs Ha BXOJ B cUcTeMy BhInonHseTcs 3arpy3ka OC. B mporecce 3arpy3ku Ha 9KpaH OyayT
BBIBO/IUTHCS COOOIIEHUS O BBIMTOTHIEMbIX AEHCTBUSX.

Curyanus 2. Ecnu B uaeHTH(GUKATOPE HET MAPOJIs WU COACPIKUTCS IPYTOH 1MapoJib, Ha SKPaHEe MOSIBUTCS
COOOIIIEHNE O HEBO3MOXKHOCTH BX0/1a B cuctemy. Haxmute knomnky "OK". Ha skpane mosiBUTCs 1uajior
"Bxox B Windows":

Wms monb30Baresst, KOTOpOMY NPUHAISKUT NpebsBIeHHbIN naeHTudukarop [Ipu BBoae maposns
oOpaTtuTe BHUMaHUE Ha cocTosgHue nuaukaropa EN/RU

* Beenure aktyanbHbiil naposis B nosie "[lapons” n Haxxmure kHonky "OK".

Ecnu BBeieHHBIN BaMU NapoJib MPABUIIBHBIN U XpaHEHUE Mapois B uACHTU(UKATOpe HE TPEAYCMOTPEHO,
BhINONHseTCs 3arpy3ka OC. B mporecce 3arpy3ku Ha 3KpaH OylyT BHIBOAUTHCS COOOIIEHUS O
BBIITOJIHAEMBIX JIEHCTBUSX.

Ecnu BBeieHHBIH BaMy NIapoJIb MPABHIIBHBINA M aKTyaJ bHBIM Mapoib HYXKHO 3alMCcaTh B UACHTU(DUKATOP, HA
9KpaHe MOSBUTCS COOTBETCTBYIOLIHI 3ampoc.

* Haxxmute xkHoOnky "/la" B okHe 3ampoca.

Ha skpane mosiBUTCS TUAJIOT, COEP KAl CIIUCOK UACHTU(UKATOPOB, B KOTOPHIE CHCTEMa Ipe/iaracT
3amucarh HOBBIN MapOJb.

* Jln1s1 3am¥cy apoJist MOCIEA0BATEIbHO MPEIbIBUTE UACHTU(DUKATOPHI.

B pesynbrare ycnemnHoi 3aniucy HOBOro naposisi B UIeHTU(UKATOPE TO CTaTyC B CIIMCKE CMEHUTCS Ha
"O6paboran". [Tocye 3Toro naeHTUPUKATOP MOKHO U3BATH U3 CUUTHIBATEIIS.

* [To okoHuaHUM 0OPAaOOTKHU BCEX MACHTH(PUKATOPOB HAKMHUTE B JUATIOTE KHOMIKY "3aKphITh".

[Tocne 3aKpbITHA JUaora BBIIOIHAETCS 3arpy3Ka OlepalMoOHHON cucTeMbl. B mporecce 3arpy3ku Ha SKpaH
Oy/1yT BBIBOAUTHCS COOOIICHUS O BBITOTHAEMBIX ACHCTBUSX.

C. OcHoBHBIE 0COOCHHOCTH BXO/1a TIPY YCHJIEHHON ayTeHTH(PHUKALINU BBIPAXKAIOTCS B TOM, YTO

1. Ecnu mipu BXozie B CUCTEMY B PEKHMME YCHIIEHHOM ayTeHTU(UKAIUU UM TT0JIb30BaTENsI ObLIIO BBEIEHO
HEBEPHO, COOOIIEeHNE 00 OMMOKE BBIAACTCS TOCIIE 3aMpoca Ha MPEAbSIBICHHUE 3JICKTPOHHOTO
uaeHTuduKaropa.

2. [Ipu TepMHHAIBLHOM BXOJIE€ B PEeXKHMME YCUICHHOW ayTEeHTU(HUKAIIMK Ha CepBepe B KypHaJIE MPUIOKEHUN
peructpupytorcs omubdka WinLogon "HeBepHast pyHkims".

Ecnu B cucteme BKITIOUEH PeXUM YCUICHHOW ayTeHTU(UKAIMH, TO TIPH JIIOOOM pEXUME BXOAA B CUCTEMY
(cTaHAapTHOM, CMELIAHHOM WJIM N0 UACHTU(HUKATOPY) MOCIE AUajora Ui BBOJa UMEHH U Napojisl Ha
9KpaHe MOSBUTCS TUAJIOT JJIsl BBIOOPA U MPEIBSABICHUS KIIIOYEBOTO HOCUTEISI, U3 KOTOPOTo OyJeT CUnTaH
3aKPBITHINA KITFOY TOJIB30BATENs (CM. HIDKE).

D. Bxoz B pesxuMe KOHTPOJIS IOTOKOB
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Ecnu B mozcucreMe moJIHOMOYHOTO pa3rpaHUuEHHs! JOCTYTIa BKIIOUEH PEKUM KOHTPOJISI TIOTOKOB
KOH(UACHINAIBHON HHPOPMALIUK, TO TIPU JTIOOOM PEKUME BXOJIa B CUCTEMY (CTaHAaPTHOM, CMEIIAaHHOM
WX TI0 UACHTU(PHUKATOPY) MOCIIE YCIEIIHOM MPOBEPKH MPAB MOJIH30BATENs Ha BXOJ B CUCTEMY Ha SKpaHe
MIOSIBUTCS TUAJIOT ISl BBIOOpa ypOBHS KOH(PUICHIIMATIBHOCTH CeaHca. YKa3bIBas yPOBEHb
KOH(UIACHINAIBHOCTH, BBl TEM CaMBIM YKa3bIBAETE CUCTEME KaTEeropuio KOH(PHUIECHIINATIEHOCTH
JOKYMEHTOB, C KOTOPBIMU COOMpaeTech paboTaTh B TEKYII[EM CEaHCeE.

3aganue 3. CmeHa maposisi.

Ecnu BaM pa3perieHo MeHSATh apoiib, TO Ha SKpaHe MOSIBUTCS JUAJIOT:

1. B mone "Crapplii maposib" BBEUTE Balll TEKYLIUI 1apoJIb B CUCTEME, Ha dKpaHe KaXK/Iblil CUMBOJI I1apOJIs
oroOpakaercs kak "*" (3Be3mouka);

2. B nosie "HoBblii naposs" BBEAUTE HOBBIM 1apoJib;

3. MOBTOpHUTE BBOJI HOBOTO Mmaposis B noie "[lonreepxkaenue".

4. Haxwmute kHonky "OK" miis 3ammycka npoueaypbl CMEHBI ITapoJIs.

Ecnu TpeboBanus, peabsABIseMble B CUCTEME K MapoIsiM, HAPYLIEHbI UM CTapbli apoiib YKa3aH
HETPaBUIILHO, HAa SKpaHEe MOSBUTCS coobmienue 06 ommoke. Haxmure kaomnky "OK" B okHe cooOmieHus u
IIOBTOPHUTE BBOJ MAPOJIEH, YKa3aB UX MIPABUIIBHO.

Ecnu monst auanora cMeHsI apoJist ObLIM 3aII0JHEHbI IPABHIIBHO, Ha SKPaHe TOSBUTCS cOO0IeHHE 00
YCIEIIHOM U3MEHEHUH MapOoIIsl.

5. Haxxmute knonky "OK". Ecnu Bamn crapblii maposib XpaHUTCS B IEPCOHATBHOM UACHTU(DUKATOPE HITH BB
UCTIONb3yeTe ATOT UACHTU(HUKATOP It BX0os1a B KomIuieke "Co0omb" (TOMBKO A7 MASHTU()UKATOPOB
iButton), Ha SKpaHe MOSBUTCS TUAJIOT, COACPKALIUHI CITUCOK BAIIUX MEPCOHATBHBIX UICHTU(UKATOPOB

[Tosicuenue. B cinydae oTkasa ot 3anmucy nH(GOpMAIMK B IEPCOHANBHBIN uaeHTHHKaTop 1Button, KoTophIit
HCIIONIb3yeTcst 7151 Bxoaa B KoMruieke "Cob6omis", Bxos B koMiuieke "Co0oms" OyneT BO3MOXKEH TOIBKO 0
CTapoMy TapoJIio.

6. 1151 cMEHBI TapoJIst WITK 3alUCH HOBOH CITy)kKeOHOW nH(pOopMaIuu, HeoOX0IUMOM TIPH BXOJIE B KOMIUIECKC
"Co0oup", mOCIeI0OBATEIFHO MTPEABIBUTE KaXKABIA UACHTU(UKATOD.

Eciun npenwsasnen uaentudukarop eToken, kKoTopbiii 3amuiieH HecTanaapTHeIM 11 Secret Net 5.0
PIN-komom (maposiem), Ha 3KpaHe nossBUTCs 3anpoc. Beenure PIN- xox 1 Hasxkmute kHomiKy "OK".

B pesynbrare ycnemHo# 3anicu HOBOTO Maposisi B MACHTHU(PUKATOP ero ctaTyc cMeHuTtces Ha "O6paboran".
[Tocne 3Toro naeHTU(HUKATOP MOKHO U3BATH U3 CUNTHIBATEIS.

7. I1o okoHyanun 00pabOTKH BCEX MICHTU(PUKATOPOB 3aKPOUTE JUATOT HAXKATUEM KHOTIKU "3aKphITh'".
Ecnm sxe ycTaHOBIIEHHAs! TOJUTUKA MTApPOJIEH 3alperiaeT BaM MEHSATh Mapoiib, Ha SKpaHe MOSABUTCS
cooOuieHne 06 omuodKe U MpoLeaypa CMEHBI Maposist OyJeT npepBaHa. B 3ToMm ciyyae it CMEHBI TapoJIst
o0paruTech 3a MOMOIIBIO K aJIMHHUCTPATOPY.

3ananue 4. BpeMeHnHast 0J10KUpPOBKa KOMITBIOTEPA.

Ecnu BaM HE0OXOAMMO BPEMEHHO TIpepBaTh paboTy Ha KOMIIBIOTEPE, TO JJISl 3aIUTHI OT
HECAaHKIIMOHUPOBAHHOTO MCIIOIB30BAHUS COBCEM HE 0053aTeNIbHO €T0 BBIKITIOUaTh. MOXKHO
BOCIIONIE30BAThCsl PyHKIIMEH BPEMEHHON OJIOKUPOBKU KOMIBIOTEPA, IPU KOTOPOI OIOKUPYETCs KIIaBUaTypa
¥ DKpaH MOHUTOpPA Pa3010KkupoBaTh KOMITBIOTEP MOXKET TOJIBKO PAOOTAOIINI HA HEM IOJIb30BaTellb WIH
aaMHUHHUCTpATOp. Pa30IoKkupoBaHre KOMITBIOTEPA aIMUHUCTPATOPOM COMIPOBOXKIAETCS 3aBEPIICHUEM
TEKYIIETO ceaHca padoThI IMOJIB30BATENS U TOTEPEH BCEX HECOXPAaHEHHBIX JIAHHBIX. 3a0JIOKUPOBATh
KOMIBIOTEpP MOKHO € TIOMOIIbIO cTaHAapTHBIX cpeactB OC Windows BpyuHYIO (CM. HUXKE) UITH
ABTOMATUYECKH.

ABromMaTtudeckas OJIOKMPOBKA KOMIIBIOTEPA BKIIFOYAECTCSI B TOM CIy4ae, €Clid B TEUYSCHHUE OMPEICIICHHOTO
BPEMEHHU HE UCIOJIb30BAIUCH KJIAaBUATypa U MbIIllb. Takoe BpeMs Ha3bIBA€TCS MHTEPBAJIOM HEAKTUBHOCTH.
JIist akTUBalMK MEXaHU3Ma

ABTOMATUYECKOW OJIOKUPOBKH €0 HEOOXOAMMO TIPEIBAPUTEIHLHO HACTPOUTH.
Jy1st BpeMeHHOM OJIOKMPOBKH KOMITBIOTEPA BPYYHYIO:
Haxxmute komOuHanuio kinapui <Ctrl>+<Alt>+<Del>.



Haxwmure kHonky "biokupoBka" B OsSBHUBILIEMCS HA KpaHE AUAJIOTE.
KnaBuarypa n 3xpan MOHUTOpa OynyT 3a0JI0KMPOBAHBI, HA SKPaHE MOSBUTCS
coo01eHue

Ecnm npensaputenbHO Bamu ObUT HACTPOEH MEXaHM3M aBTOMATHYECKOW OJIOKMPOBKH (CM. HIKE), TO TIO
WCTCYCHUU BPEMEHH, PABHOTO 33JaHHOMY HHTEPBAly HEAaKTHBHOCTH, Ha SKpaHe 3a0JIOKUPOBAHHOTO
KOMIIBIOTEpA MOSIBUTCS BEIOpaHHAS 3aCTaBKa.

Jnist HaCTpOMKM MEeXaHW3Ma aBTOMAaTHYECKON OJIOKUPOBKU:
1. OTKpolTE OKHO HACTPOMKH CBOMCTB dKpaHa U MepeninTe K quanory "3actaBka'.

Ecnu okHO HacTpOWKH CBOMCTB 2KpaHa HEJOCTYIHO WM B HEM OTCYTCTBYET HYy)KHasl 3aKja/iKa, 3TO
O3HAYaeT, YTO aAMMHUCTPATOP 3aMPETHII BaM JIOCTYII K 3TUM 3JeMeHTaM uHtepdeiica. [lyig pazpemenus
BOIpoca o0paTuTech K aMUHUCTPATOPY

2. BeiOepuTe 3acTaBKy M3 pacKphIBAIOIIEroCs crnucka, otanyHyto ot "Her" ("None").
3. Ycranosute 3HaueHue napamerpa "Muartepsan" He paBHbM "0".
4. Haxwmute kHonky "OK".

Paz0mokrpoBaTh KOMITBIOTEP MOXKET TOJIEKO PaOOTAIONIHIA HAa HEM TT0JIb30BaTelb WIH A IMUHUCTPATOP
6e3omacHoCTH. Eciin pa30IoKHupoOBKY KOMIBIOTEpA MPOBOAUT aIMUHUCTPATOP, TO CEaHC PaOdOThI
MOJIK30BaTENs Oy/IeT MPUHYIUTEIHHO 3aBEPIICH C MOTEPEeH HECOXPAHCHHBIX JTaHHBIX.

Jnist pa30IOKMPOBAHNUS KOMIIBIOTEPA BBIMOJIHUTE OJHY U3 CIEAYIOIINX MTOCIIEA0BATEIbHOCTEH AeHCTBUIL:

* Ecniu ucrnonb3yeTrcst yCTpOMCTBO armapaTHONW WASHTH(DHUKAIINH, TIPEIBIBUTE ITEPCOHATBHBIN
UaeHTU(DHUKATOD.

He npepspiBaiiTe KOHTAKT UASHTHU(PHUKATOPA CO CUUTHIBATENIEM JI0 OKOHUAHUS MPOLIEcca 3arpy3KH JaHHBIX.
Bo Bpems BBINIOIHEHNUS 3arpy3KH JaHHBIX U3 UaeHTH(UKaTopa iButton Ha skpane oToOpaxkaroTcs
COOTBETCTBYIOIIME cooluieHus. [Tocie Toro kak cooOmeHus OyyT 3aKpbIThl, HISHTH(PHUKATOP MOKHO
U3BSTH U3 CUNTHIBATEIIS.

Komnbrotep OyneT pa3zda0KupoBaH, e B HACHTUDHUKATOPE ecTh napoib. Eciiu B mepcoHanbHOM
UACHTU(PUKATOPE OTCYTCTBYET MAapOilb, BBEAUTE €T0 C KIABUATYPhI B MOSABUBIIEMCS HA 3KpaHe JUaore U
Haxxmute KHotky "OK".

» Haxxmute komOuHaruto kinapum <Ctrl>+<Alt>+<Del>, BBequTe mapoib ¢ Ki1aBUaTyphl B MOSBUBIIEMCS
Ha dKpaHe auanore u Haxmute kHonky "OK".

3amanue 5. CMeHa KIIOUYEH.

CMmeHa KITI04eBOM HH(POPMALIMU POBOIUTCS B 2 dTAra.

Ha nepBoM BBINOIHSIETCS CMEHA KIFOUEBON MH(DOPMAIMK, XpaHsILIECcs Ha KII0YEBOM HOCHUTEIIE.

Ha BropoM sTarme ocyuiecTBiasieTcs epeBos mMuppoBaHHBIX PECYPCOB Ha MN(POBAHHE HOBBIMH KIIIOUaMHU.

CwMmeHa ki1r04eBoi HH(pOpMAIIMK Ha KIIIOYEBOM HOCHUTENE BO3MOKHA TOJIBKO IO OKOHYaHUHM MUHUMAJIbHOTO
CpOKa JIEUCTBHS JIMYHOM KITIOYEBOM MH(POPMAITUH.

Jl51s cMeHBbI KiTto4eBoi HH(GOpMAIIMU HA KIIFOYEBOM HOCHUTEJIE:

1. BpI30BUTE KOHTEKCTHOE MEHIO UKTOorpammsl Secret Net 5.0, Haxoas1encst B CHCTEMHOM 001acTi
na”enu 3a1a4 Windows, u akTuBupyiTe koMmanay "CMeHUTh KiTto4".

Ha sxpane nosiBuTCs 1uasor:

2. [IpeapsBUTE OMH U3 KIIIOYEBBIX HOCHUTEINIEH, B KOTOPOM COZIEPKUTCS TEKyIas KitoueBas uHpopmarus. B
3aBHCUMOCTH OT BHJIA KJIFOYEBOTO HOCHUTENS (IEPCOHATIBHBIN HICHTU(UKATOP MIIM ChEMHBIN JTUCK)
BBITIOJTHUTE COOTBETCTBYIOLEE IEHCTBUE!

€CJIN Bbl UCTIOJIb3y€ETE IEPCOHAIBHBIN UIEHTU(DUKATOP, IPEIBSIBUTE €I0;

€CJIM BBl UCIOJIb3YETE B KAUECTBE KIIFOUEBOIO HOCUTENSI CbEMHBIN JTUCK, BCTABBTE JUCKETY B AUCKOBO, &
ChEMHBIN ucK B pazbeM USB-nopra, n Haxkmute KHONKy "Jluck".

Coger. Ecnm noaxiit04eHO HECKOIBKO ChEMHBIX TUCKOB OIHOBPEMEHHO, TO JUISl POJOJKEHHUS ITPOLIEAYPbI
BbIOEPUTE B CITUCKE UIACHTU(UKATOPOB CTPOKY C HAMMEHOBAHUEM HYKHOTO ChbEMHOTO JIUCKA M HAXKMUTE
kHonky "OK".



He npepsiBaiiTe KOHTAKT KJIIFOYEBOIO HOCUTEIS CO CYUTBIBATEIIEM, 10 OKOHYAHUS 3arpy3KH KIIFOUEBOU
uHpopmanuu. [To okoHUaHUM 3arpy3KH Ha SKpaHEe MOSBUTCS TUAJIOT

Jlnanor comepHUT CIMCOK BaIllUX KITFOUEBBIX HOCUTENEH, B KOTOPBIE CHCTEMa MpeJIaraeT 3amucarh HOBYIO
KIIFOUEBYIO WH()OPMAITHIO.

3. IlocnemoBaTenbHO MPEABSBUTE BCE KITIOUEBbIC HOCUTENH. ECIIH BBI HCIOJIB3yeTe B KAYECTBE KITFOYEBOTO
HOCHUTENIS AUCKETY (MU IPYTrO CMEHHBIA JTUCK )

— BCTaBbTE JUCKETY B TUCKOBOJ (TTOIKIIFOUYNTE CMEHHBIN IUCK) M HAKMHUTE KHOTIKY "Jluck".

Ecnu npenbsasnen unentuduxarop eToken, KoTopslii 3amuiieH HecTanaapTHeIM 1715 Secret Net 5.0
PIN-koznom (mmaposnem), Ha 3kpaHe nosiButcs 3anpoc. Beenure PIN-kon n Haxkmute kHonky "OK".

B pesynbrare ycnenrHoi 3anucu KIro4eBoi nH(GOpMaIUu Ha HOCUTEIb €ro CTaTyC B CIIMCKE CMEHHUTCS Ha
"O6padoran". [Tocie 3TOro KIOYeBONH HOCUTENh MOXKHO U3BSTh U3 CUUTHIBATEISL.

4. ITo okoHuaHUU 00PaOOTKH BCEX HOCHUTENEH HAXXMUTE KHOIKY "3aKphITh".

* Ecniu He Bce KITroueBbIe HOCUTENH ObUTH 00padOoTaHbl, TO MOCIE HAXKATHs KHOTKH "3aKphITh" (Win
"OtrMmena") Ha PKpaHe TOSIBUTCS 3a1poC

JUist 3anMcy akTyallbHOW KITF0ueBOW MH(OpMAIK HAa HeoOpaboTaHHbIE KITIOYEBBIE HOCUTEN HAKMHUTE
kHomKy "/la" u moBropuTe neiictBue. UtoObl mpepBaTh 00pabOTKY KIFOUEBBIX HOCUTENCH, HAXKMUTE KHOTIKY
HHeT"

3amanue 6. Pabora ¢ koH(UIEHIINATEHBIMU PECYPCaMH.

Jnist ©3MEHEHUs KaTeropuy KOH(PpUICHIIMAIBHOCTH KaTanora win Qaiisia B pexume MoJIHOMOYHOTO
pasrpaHMyYeHMs JOCTYIIA BBl JOJDKHBI 00J1a/1aTh IPUBHIIETHEH "YTIpaBIeHUEe KaTeropusIMH
KoH(puaeHuuanbHocTH". ECiin y Bac HET Takoi MPUBUIIETHH, BBl MOXKETE TOJIBKO MOBBICUTH KaTETOPHIO
KOH(UACHIMAIBHOCTH (hailyia, HO HE BBIIIE CBOECTO YPOBHS JOIMYCKA MM YPOBHS KOH(PHUICHIIMATBHOCTH
ceaHca.

Buumanne! Crnenyiite cienyrommuM peKOMEHIALINAM:

HE MIPUCBAaNBalTe KaTeropuu "KOH(OHUICHIIMAIBHO" 1 "CTPOro KOH(MUISHIIUATBEHO" CUCTEMHBIM KaTajloTraM,
KaTajoram, B KOTOPbIX pa3MelllaeTcs MpUKIaIHOe MporpaMMHOe o0ecIieueHune, a Takxke karanory "Mou
JIOKYMEHTHI" ¥ BCEM TTOIOOHBIM €MY;

BO M30€KaHue HEMPOU3BOIBHOTO MOBBIIICHUS KaTerOpuii KOHPHUIESHIIMATBLHOCTH (PaiiyioB XpaHUTe (ailsibl B
KaTaJiorax ¢ Kareropueil KoH(puIeHINaIbHOCTH, PABHOM KaTeropuy KOH(UICHINAIBHOCTH (haiIoB.
[Tponenypa BeIIONHSAETCS ¢ Ucnoiab3oBaHUeM mporpammsl "IIpoBogauk" OC Windows.

3ananue 7. I3MeHeHNE KaTeropun KOH(PUIESHITUATEHOCTH.
Jnist ©3MEHEHUs KaTeropuy KOH(PpUICHIIMAIBHOCTH KaTaora:
1. B nporpamme "[IpoBomHMK" BBI30BUTE KOHTEKCTHOE MEHIO KaTaJora .

AxTtuBHpylTe KoMaHy «CBoiicTBa». B nmosBuBIIemMcs: Ha skpaHe okHe "CBOHCTBA EperHIuTe K AUAIOTy
"Secret Net".

2. YkaxuTe HeOOXOIMMbIE 3HAYCHHSI TAPAMETPOB:

Bribepute B packpbiBaromemcs criucke mnoss "Kareropus" Hy)XKHYIO KaTeropuio KOHQHUIESHIIMATLHOCTH JUIS
Karajora.

Bribepure pexxuM aBTOMaTHYECKOTO MPUCBOCHUS KaTErOpuH KOH(pUIEHINAIBHO- CTH (paiiinaM karasora,
YCTaHOBHB MapaMeTp "ABTOMaTHYECKU MPUCBAUBATh HOBBIM (aitnam" B monoxkenue "Bximoyeno" wim
"BbIKiII04eHO".

3. Haxmure kHomnky "OK".

JUnist ©3MEHEHUs KaTeropuu KOH(PpHUIESHIIMAIBHOCTH (aiina

Brizosure nporpammy "IIpoBonHuk".

Br13oBuTE KOHTEKCTHOE MEHIO (paiiia v akTUBHpYHTE B HeM KomaHy "CsoiicTsa".

B nosiBuBmemcs Ha sxkpaHe okHe "CBoiicTBa" nepeliaute k nuanory "Secret Net.
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4. BoiOepuTe B pacKphIBIIEMCsl CITUCKe outst «KaTeropus» HyKHYIO KaTeropuio KOH(PHUICHIIUATHHOCTH
¢aiina.
5. Haxwmure kHonky «OK»
3ananue 8. Pabora ¢ koH(puUIEeHIIMATBEHBIM JoKyMeHTOM B MS Word u MS
Excel

[Ipexne uem Havath paboOTy ¢ KOHGUAEHITHATLHBIMU JokyMeHTamu B MS Word unmu MS Excel,
PEKOMEHIYETCSI COXPaHUTh U 3aKPBITh BCE PaHEE OTKPHIThIC HEKOH(DHUICHIINATBHBIC TOKYMEHTHI

JU1st OTKPBITHS KOH(DHUICHIINATBHOTO JOKYMEHTA!
1.2.
3anycture MS Word ninun MS Excel.

AKTUBHUpY#iTE B TJIaBHOM MeHI0 koMaHay "®@aiin OTkpeITh" 1 B 1uanore "OTKpbITHE JOKyMEHTa" BEIOEpUTE
KOH(UICHIUATBHBIA JOKYMEHT.

Ecnu KoHTpOJIb MOTOKOB KOH(HUISHIINATFHOW HHPOPMAIIK OTKIIIOUEH, Ha SKpaHe MOSIBUTCS COOOIICHNE

Takoe coobuienne oToOpaxaercst BCSIKUI pa3, KOTa OTKPbIBAeTCs JOKYMEHT, KaTeropust
KOH(UACHIMAIBHOCTH KOTOPOT'O BBIIIE YPOBHS KOH(QUACHIIUAIBHOCTH TPUIIOKEHHSL.

3. Haxmure kHonky "Jla" 11 OTKpBITHS TOKyMEHTA.

[Ipu coxpanennu KOHPHUAESHINATHLHOTO JOKYMEHTA O] TEM K€ WM MOJ] IPYTUM UMEHEM HeoOX0IuMO
YUHUTHIBAaTh, YTO KaTeropusi KOHQUACHIMAIBLHOCTH (paiiyia JOKyMEeHTa BCErJia OCTaeTCs MPeKHEH, eclu
JOKYMEHT COXpaHsETCs B Karajore, Kareropusi KOHQUACHIINAIbHOCTH KOTOPOTO HE HUXKE KaTEeropuu
JIOKYMEHTa, U JIJIsl KaTajaora BKIIFOUEH PeXUM "ABTOMAaTHUECKH ITPUCBAaUBATh HOBBIM (aitinam".

Baxkno. Jlyis coxpaneHus KaTeropuu KOHPUACHITUATFHOCTH TOKYMEHTa PEKOMEHIYETCSl COXPAHSTh €T0 B
KaTaJIOTH HE HIKE KaTerOpuH KOH(DHUICHIIMAIBHOCTH JOKyMEeHTa. MIHaue BO3MOXKHBI CIIEIYIONINE CUTYaIIHH:

€CJIM TJOKYMEHT COXpaHseTCs B KaTaJlor ¢ Oosiee HU3KOM Kareropuei KoHQUIeHINaIbHOCTH U IJIsl KaTajiora
BKJTFOUCH PEXUM "ABTOMATHYECKU MTPUCBANBATh HOBBIM aiiiam", To KaTeropus KOH(GUISHIINATEHOCTH
JOKYMEHTA MOHMXKAETCS 10 KaTeropuu KOH(PHUIEHINATbHOCTH KaTalora;

€CJIN JIOKyMEHT COXPaHSAETCs B HEKOH(UACHIIMAIBHBIA KaTaJoT MU B KOH(U- TEHIIMATbHBIN KaTajor, s
KOTOPOTO OTKJIIOYEH PEXHUM "ABTOMAaTHYECKH MPHU- CBAaUBATh HOBBIM (hailam", To daiiny JoKyMeHTa
MIPUCBAUBACTCS KATEropusi KOH(PUACHINATIEHOCTH "HEKOH(UICHITUAIIBHO.

3amanue 9. [lewars koHpUAEHIIHATBEHOTO JoKyMeHTa MS Word.
I[JIH IIcuaru KOH(bI/I,Z[eHI_II/IaJ'IBHOFO I[OKyMeHTaI
1. Otkpotite B MS Word xoHpUACHITHATBHBIA TOKYMEHT.

Criucok rpudoB KOHGHUICHIINATHHOCTH, UMEIOIIIUXCS B CHCTEME, 0TOOpakaeTcsl Ha MaHeJId HHCTPYMEHTOB
"I'pudnr Secret Net" B ocHoBHOM okHEe MS Word.

Ecnm manens rpudoB He BUgHA, BEIOEpUTE B OcCHOBHOM MeHIO "Bun | [Tanenu uacTpyMeHTOB | [ prudn
Secret Net".

2. Beibepute HyXHBIHI Tpr( KOHGUIESHIINATEHOCTH U3 PACKPHIBAIOIIETOCS CIIUCKA MaHeau. Beioepure
HY>XHBIU TpU(} KOHPUICHIHMAIBPHOCTH U3 pacKpbIBaromierocs crnucka manenu "I pudsr Secret Net", eciau
rpu¢ OB HECKOJIBKO

3. AxtuBupyiite komanay "@aiin | [Tedats” B II1aBHOM MEHIO.

Ha skpane mosiBUTCS Trasior Juisl HACTPpOWKH moseit rpuda koHpuaeHITaapHOCTH HaxxMuTe KHOTIKY
"Iledars". Ha skpaHe MOSBUTCS CTAaHAAPTHBIA THAJIOT JJIs

OTIpe/ieTICHHs] TapaMeTPOB MEUaTH.
VYKakuTe mapaMmeTpsl Ie4aTd U, €clii He0OX0JMMO, HACTPOITe CBOWCTBA MIPUHTEPA.

7. Haxmutre xHomky  "OK" B nuanore rapaMeTpoB nevyatu. B urore mokymeHT Oynet
pacriedyaran BMecTe ¢ TpudomM KOHPUACHITUATHLHOCTH.

3amanue 10. [lenacramsauus nporpamMmbl Secret Net 5.0 (aBTOHOMHBIIN BapHaHT) .

YroOrl ynamuts nporpammy Secret Net 5.0 Express u3 Bamero PC:

1. OTkpoiite YcranoBka/Ynanenue nporpamm B [lanenu ynpasnenus (ITyck ->



Hactpouts -> [lanens ynpasieHus).

2. Haitnure 3anuck Secret Net 5.0 B criicke u BRIOEpHTE €€.

3. HaxxmuTte KHONKY 3aMEHHUTD/ YIaIUTh, YTOOBI HAYATh YAAJISAThH MPUIOKEHHUE U CICTYyHTE KOMaHIaM.
Bonpocs! 1 mpakTudeckue 3a1aHusl.

. BKimiounTe peskuM KOHTPOJIS IOTOKOB KOH(HUACHIIMATEHOW HH(POPMAITUH.

. Ocy1iecTBuTE BXO/ B CUCTEMY B PEXKHMME KOHTPOJIS IOTOKOB KOH(UIEHIINAIBHOM HHpOpMaLUK.
. OcyiecTBuTe 3arpy3Ky KJIrouei.

. Coznaiite mmdpoBaHHBIN KaTaJIOT.

. Co3paiiTe CIUCOK MOJIb30BaTENEH, UMEIOIUX JOCTYT K MHU(POBAaHHOMY KaTaJory.

. 3ammdpynite daii.

. OcymectBuTe yaaneHue mudpoBaHHOro Karajaora win ¢aiina.
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. Pacmieuaraiite nokyment B MS Excel.

9. HacrtpoiiTe MexaHU3M aBTOMaTUYeCKOM OJIOKUPOBKH.

10. BeImmostHUTE BBITPY3KY KIIFOUE€BOM WH(MOPMAIMH TIOCIIE OKOHYAHUS PaOOTHI.

CnmcoK UCTOIb30BaHHBIX HCTOYHHUKOB.

1. DnexrponnsIit pecypc \\ Uadopmsamniura — pexum gocryna: http://www. infosec.ru. — 3ari. ¢ s3kpaHa;

2. PyKoBOZACTBO 10 KCIUTyaTallM yCTPOUCTBA KpUNITOTpaduuecKoi 3amuThl JaHHbIX Secret Net: Mockaa,
2006;

3. Caiit pa3pabotunka [Dnextponsslii pecype] / AHKA/L Ha 3amumre nHopMamm — peskum 10CTymna:
http://www.ancud.ru.- 3ar. ¢ 3xpana;

4. DnexTpoHHBIN pecypc // 3ammra nuadopmanuu — peskum gocryna: http://www.zinfo.ru. — 3ari. ¢ skpaHa;
5. DnektponHsIil pecypc // More PC — pexum gocryna: http://www.morepc.ru. — 3ari. ¢ sKkpaHa.

Tema 9. [TonsiTue 0OpaTHOTO MPOSKTUPOBAHMS.
JlaGoparopnas pabota. [loHsTHE 0OpaTHOrO MPOEKTUPOBAHHUSL.
Teopernueckas 4acTh

OCHOBHBIMHA yrposamu Uit NporpaMMHOIO IMpOAYKTA, 3allIUIICHHOIO0 OT HCCAHKIMOHUPOBAHHOT'O
HCIIOJB30BaHUs CIIOCOOOM BBOJa KJIIOUE€BOM I/IH(bOpMaI_[I/II/I IIOJIB30BATCIIEM ABJISAKOTCA:

yrpo3a HapyueHus (yHKIHOHAIBHOCTH MOJTYJIS 3alIUThI

yIpo3a pacKphITHs KIFOUEBON HHGOPMAIIIH.

Peanuzanus yrpo3sl HapymeHus (yHKIMOHAIBHOCTH MOYJIS 3aIIUTHl MOXKET 3aKJII0YaThC:

B 00X0/1e MOAYJIS 3aLIUTHI ITyTeM MOJU(UKALIUU KO/IA TPOrPaMMBbI

B TIOJIHOM OTKJIFOUEHUH MOJYJIS 3alUTHI ITyTeM MOAU(DUKAIIUHN KOJ]a TPOrPaMMBI.

Peanu3anust yrpo3bl pacKpbITHs KIII04eBOW HH(GOPMAIIUU — B BBISICHEHUH ITyTEM UCCIIEI0OBaHUS POTPaMMBbl
KJIF0ueBOM MHGOpMaIK, TpeOyeMOol TP perucTpariy.

CyiiecTByeT HECKOIBKO 33]1a4, KOTOPhIE 3JI0YMBIIIICHHUK JOJKEH PEUIUTh MPU peau3alui JaHHbIX yTPo3.
1. 3agaya oOHapy>KeHHS B KOAE MPOTPAMMbI MOJYJIS 3aLUTHI.

2. 3ajava uccieqoBaHUs MOTYIS 3aIUTHI M TIOHUMAHUSI IPUHIIUIIOB €r0 IeUCTBUS.

Crenyer OTMETUTb, UTO 3a/1a4 B IPHHLIUIIE HE PELIAEMBbI 33 IPUEMIIEMOE BPEMS.

D10 00YCIIOBICHO CICAYIOMUMH 0OCTOSATEIHLCTBAMH.

3amaya oOHapyKEHUsI B KOJIE TPOrpaMMbl MOJTYJISI 3aIIUTHI.

1. Momynb 3amuThl 3aHUMAET JJOCTATOYHO MaJIbIii 00beM B OOIIEH COBOKYITHOCTH KOJ/Ia MPOTpaMMBI. 3a1ada
PYYHOTO TIOMCKa OJ10Ka MOyt 3auThl pazmepoM 100 — 200 G6aitT B 00111eM Kojie IPOrpaMMBbl,
3aHUMAIOIIEM COTHH MeTa0ailT, 03 MCITOJIb30BAHUS CIICIIUATU3UPOBAHHBIX CPEACTB B IPUHITUIIE HE
peraema 3a mpuemMiIeMoe BpeMms.

3anada oOHapyKEeHUS B KOJIE MPOTrPaMMbl MOTYJISI 3AILIUTHI.
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2. AHanu3 Koza MporpaMMbl B 3HAUUTEIBHOM CTENIEHU 3aTPYIHAETCS TEM, YTO IPOM3BOIUTCS aHAJIU3 HE
MCXO/IHOTO TEKCTa MPOTPaMMBbI Ha SI3bIKE BHICOKOTO YPOBHSI, @ aHAJIN3 MAIIMHHOTO Kofa, C(OOPMHPOBAHHOTO
xoMnuissiTopoM. Ha pa30opKy u moHMMaHUE TaKOTO KO/Ia YXOIUT 3HAYUTEIBHOE BPeMsl JakKe Y
CIELMATMCTOB BBICOKOTO KJIacca B JaHHOH 001acTu. 3a4acTyro Jake aHaJIN3 HCXOTHBIX TEKCTOB
IIPOrpaMMbl, HAITMCAHHBIX IPYTUM Y€JI0BEKOM, SIBJISIETCS] HETPUBUAJIBHON 3a1aueil. AHaJIN3 K€ MAIIMHHOTO

KOoIa YCIIOXHACT 3aa4y YKC B ThICSAYU pas3. HGI[OCTaTOLIHO IMMPOBCCTHU aHAJIU3 KaX(HOﬁ MAaIIuHHOMN KOMaH/BbI.

Kak nmpaBuno, npu anain3e MalIMHHOTO KOJIa IPUXOUTCS YBS3bIBaTh B €IMHYIO MMOCIEA0BATEILHOCTh
neiictBuii kak MUHAMYM 80 — 100 GaiiT, 4TOOBI MOHATH, YTO ACUCTBUTEIHHO CKPBITO 32 TaHHOU
MOCJIEI0BATENBHOCTHIO KO/I0B. Kak mpaBuiio, 3T0 04€Hb YCIOKHSAET aHAIU3 TPOrpaMMbl

3amavya UCCieI0BaHUs MOIYJIS 3aIIUTH ¥ TTIOHUMaHUS IPUHITUIIOB €TO ICHCTBUS.

370yMBIIIUIEHHUK JTOJKEH TOHSATh, KAKUM 00pa3oM MMOCTPOEHA 3aIlINTa, I7I€ OHA XPAHUT (€CIIU XPAHMUT)
KITIOUEBYI0 HH(POPMAIIUIO, TJI€ COXPaHSET (€CIIM COXpaHseT) CBOM METKU U KIIFOUH, Ha KAaKOM 3Tare
MPUHUMACTCS PELICHNUE O PErHCTPAaUU IPOrpaMMBbl JTH00 00 OTKIOHEHUH peructpanuu. [lpu stom
3JI0YMBIIIUIEHHUK CTAJIKUBAETCs ¢ MPoOJIeMOii aHaIN3a MAIIMHHOTO KO, YTO MPUBOIUT K TPYIHOCTSIM,
IIEPEYUCIICHHBIM B IIEPBOi1 3a1a4e.

TpynHocTH peanusanuu yrpo3 OT yrpo3bl HapyIeHus! (PyHKIIHOHAIBHOCTH MOYJIS 3AIUTHI U OT YTPO3bI
PaCKpBITUS KII0YeBON MH(DOpMAIIH

BriBoa: orcyrerBue HeodxoaumocTH 3amutsl [10!!!

[TponykTs! pupM, MpeHEOPETAIOIINX 3AIMUTON OT pean3aliy JaHHBIX YTPO3, OKA3bIBAIOTCS B3JIOMAHHBIMH
B YHCIIC TTEPBHIX.

Bombioit 00beM B3710MaHHBIX porpaMmM Ha peiHKe [10 ToBOpHUT 00 OOpPaTHOM,— YTO STH yYTPO3bI BIIOJIHE
peanbHbI U OCYIIECTBUMBI.

TpynHocTH peanuzanuu yrpo3 oT yrpo3bl HapymeHus: (yHKIIMOHATLHOCTA MOIYJISI 3aIIUTHI U OT YTPO3bI
PacKpBITUS KIIOUE€BON HHPOpMALIUU

CymiecTByeT MHOXKECTBO IMPOTPAMMHBIX TPOAYKTOB, 00JIETUAIOIINX 37I0YMBIIIJICHHUKY pelIeHne 3a1a4 1 u
2! VX peanusanusi, B OTAEJIbHBIX CIy4asx JOBOJUTCS 0 aBTOMaTU3Ma

AnropuTMm pemeHus 3a1a4 1 1 2 moKa3bIBaeT, YTO OCHOBHAS 11€J1b, peIiacMasi 37I0YMBIIIJICHHUKOM TPH
B3iome I10

0 aHaJIu3 pabOTHl TPOTPAMMBI

0 MOWCK B HEH y4acTKa KoJia, OTBEUAIOIIETO 32 PEaTH3aI[UI0 MOTYJIS 3aIIUTHI

0 JIeTaJIbHOE MCCIICIOBAaHUE IPUHIIUIIOB U MEXaHU3MOB paOOTHI TaHHOTO MOJTYJISL.

Pemenue 3anau | 1 2 nokasbIBaeT, 4UTO OCHOBHAsI LI€JIb, pEIIaeMast 3JI0yMbIIUIEHHUKOM IIpH B3stome [10.

HpI/I OTOM CTABUTCA 3aJada NpCACTaBJICHUA MAallIMHHOI'O KOJa Ha KaK MOXXHO 0oJiee BLICOKOM YPOBHE C
LECJIBIO YIIPOIICHHA €T0 ITIOHUMaHU .

Jii 3moyMblIIEHHUKA Hanbosiee onTUMaIbHbIA BapHaHT — POPMHUPOBAHKE 110 MAITUHHOMY KOy MOAYJIS
3aIUTHI, €r0 TEKCTa Ha UCXOIHOM S3bIKE BHICOKOTO YPOBHSI.

[Tom 0OpaTHBIM MpOEKTHPOBaHUEM (Teverse engineering) MOHUMAIOT MPOIECC UCCIEAOBAHMS M aHAIN3a
MAaIIMHHOTO KOJIa, HAIICJICHHBIN Ha TIOHUMaHUE OOIINX MEXaHHU3MOB (DYHKIIMOHUPOBAHHSI TPOTPaAMMBI, a
TaKXe Ha €ro MepeBoJI Ha 0oJiee BEICOKUN YPOBEHb a0cTpakinu (0oJiee BEICOKUN YPOBEHD SI3bIKA
MIPOTPaMMHPOBAHUS ) BIUIOTH /IO BOCCTAHOBIICHHSI TEKCTA MPOTPAMMBI Ha UCXOTHOM SI3bIKE
MIPOTPaMMHUPOBAHHUSL.

OCHOBHBIMHU METO/IaMU OOPATHOTO MPOESKTUPOBAHMUSI SIBIISIOTCS
* OTJIaJIKa [IpOrpaMM

* TU3acceMOIMpoBaHuE POTpamMM.

CpencrBa (HHCTPYMEHTBI) OOPaTHOTO MPOCKTHPOBAHMUS.

e OmiagunKu

* JluzacceMOnepsl

* MOHUTOPBI COOBITHIA

* Pegakropsl koza.

OTinaguuKu
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[TporpamMmHbIe CpeaCTBa, TO3BOJISIOLINE BHIMOIHATE POTPaMMy B IIOLIATOBOM PEKUME, KOHTPOJIMPOBATh
ee BBITNIOJIHEHUE, BHOCUTh U3MEHEHUS B XOJ1 BBIMOJIIHEHHS. JlaHHBIE CPEACTBA MO3BOJISIOT MPOCIEIUTh BECh
MeXaHHU3M paboThI IPOrpaMMbl Ha IPAKTUKE U SABJISIIOTCS CPEACTBAMHU TUHAMUYECKOTO UCCIIEIOBAHMS
paboThI MporpamMm

Jn3zacceMOnepsl

[IporpaMMHbIe cpeacTBa, MO3BOJISIONINE MOJYYUTh JUCTUHT MPOTpaMMbl Ha sI3bIKe acceMOliepa, ¢ IeJbIo
€ro JajgbHeMIIero crarnyeckoro u3yueHus. J{uzacceMOnepsl SBISIOTCS CPEACTBAMH CTaTHUECKOTO
HCCIIETOBAHMUS.

MoHUTOpBI COOBITHI

[IporpaMmMHBIe CpeICTBa, TTO3BOJISIIONINE OTCIICKUBATH OTPEEIICHHBIC TUITBI COOBITHH, MPOUCXOIAIINE B
cucteme. Hanbosnee omacHbIMHE JIJ1s1 TPOTPAMMHOTO OOECIIEYSHHS C TOUKH 3PEHUS UX 3aIUTHI SIBISTIOTCS
MOHUTOPHI OTIEepaIuid C PEECTPOM U MOHUTOPHI (PAIOBBIX ONEpaIiii, TO3BOJISIFOIIUE TIPOCIEANTh — KaKas
mporpamMma KyJia ¥ 4To 3alichiBajia, CYHUThIBAIA U T.1I.

PenakTtope! kona

3aHUMAIOT OTJENILHOE MECTO CPE/IM CPEACTB 0OOPATHOTO MPOEKTUPOBaHUs. JlaHHBIE Cpe/ICTBa, KaK MIPABUIIO,
BKJTIOYAIOT (DYHKIIHH JU3aCCEeMOIMPOBaHMS, HO TIO3BOJIAIOT TAK)KE€ BHOCUTh H3MEHEHUS B KOJI IIPOTPAMMBI.

Tema 10. Ataku Ha MOy M IPOBEPKH KOPPEKTHOCTH KITFOUE€BOW MH(OpMAIuu
JlaGoparopHas pabota. ATaku Ha MOJYJIM IPOBEPKU KOPPEKTHOCTH KIIFOUE€BOH MH(POpMALIUH.
Teopernueckas 4acTh

JUist BCKPBITHSA 32U THI MOIYJIS IPOBEPKU KOPPEKTHOCTH KIIIOYEBOM MH(OpMAIIUK B TIEPBYIO OYepeib
HEOOXOIMMO HAMTH B KOJI€ TPOTrPAMMBbl MOTHBAIIHS

KO MOZYJIS 3aLLUThI

[Tpouenypy npoBepku
B GonpuimHCTBE MPOrpaMMHBIX MTPOAYKTOB POBEPKA KOPPEKTHOCTH KITFOUEBOM MH(POPMALIUU BHITOIHIETCS
HETOCPEACTBEHHBIM 00pa3oM. [Ipu 3TOM HCXOAHBII TEKCT MPOrpaMMbl BHIVISLIUT MPUOIU3UTEIBHO
CJIETYIOIIUM 00pa3oM.
Object Pascal
If not ValidUser(Login, Password)
then
begin
ShowMessage(,,HeBepHbIit monas3oBaTens);

Halt(1);

end;
C++
If (!ValidUser())

{
Message (“HeBephblii monb3oBatens”);

Abort;
h

3necs, ValidUser() — 6a3oBas npoueaypa npoepku. KitoueBas nHGOpMaIus MOKET BBOAUTHCS
MOJIB30BATENIEM KaK B IAHHOW MpOLIEAype, TaK U PaHee.

Object Pascal

If not ValidUser(Login, Password)

Then

begin

ShowMessage(,,HeBepHslii moap3oBatens ),
Halt(1);

end;

C++
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If (!'ValidUser())

{

Message (“HeBepHblii monb30BaTens”);

Abort;

}

Object Pascal

If not ValidUser(Login, Password)

Then

Begin

ShowMessage(,,HeBepHbIii moap30BaTeNh ),
Halt(1);

end;

C++

If (!ValidUser())

{ Message (“HeBepHblii monb30BaTems ),
Abort;

}
PUSH AX CALL IsValidUser; POP AX OR AX, AX JZ continue PUSH offset str_invalid user CALL
Message CALL Abort COUNTINUE .... If not ValidUser(Login, Password) Object Pascal then begin

ShowMessage(,,HeBepnsriit monszoBarens ); Halt(1); end; If (!ValidUser()) C++ { Message (‘“HeBepnbrii
nosib3oBarens”’); Abort; } Kommmtsitop Delphi Komnunsitop C++ Builder Assembler "6 Assembler — KMb

PUSHAX- 3anecenune napametpa B ctek PUSH — offset str_invalid user — 3aHecenue ykasaresis B CTEK
CALL- Bre13oB niporienypsl (IsValidUser; Message; Abort) POP AX - Bei30B u3 cTeka pesyasrara OR -
oneparop OR JZ — ycnosuslii onieparop (anasor IF) , Pesynprar ... AX- peructpsl cteka (AX, BX, CX..)
COUNTINUE — meTka

Assembler PUSH AX CALL IsValidUser; POP AX B gannom xone komanga CALL IsValidUser
ocymecTBiseT Bp3oB nporeaypsl IsValidUser. [lepenava B nanHyto nporeaypy napaMmeTpoB (Harmpumep,
CCBUIKH Ha KJIIOUYEBYI0 HH(POPMAITHIO) OCYIIECTRBIsIETCS Yepe3 cTek komanaamu PUSH (3anecenue
napametpa B cTek) 10 komauasl CALL u POP (BbI30B U3 cTeka pe3ynbrarta, BO3BPAIIEHHOTO MPOIETY PO
IsValidUser) nmocne xomanast CALL. B ipencraBieHHOM TpuMepe pe3ysIbTaT BRITIOTHEHUS TTPOIIETYPhI
IsValidUser 3anocutcs B peructp AX. Assembler OR AX, AX JZ continue PUSH offset str_invalid user
CALL Message CALL Abort COUNTINUE .... B nanpHemnemM nporu3BOIUTCS MPOBEPKA HA PABEHCTBO
HYJTI0 Bo3BpalieHHoro pesyabsrara (komauasl OR AX,AX). Ecmu AX=0, To kiroueBast uHpopMaIus BepHa,
MIPOM3BOIUTCS €€ PErUCTpaIls U JalIbHEHIIee mpoaoinkeHue padotsl (JZ continue). B uaoM ciy4dae
BBIBOJIMTCS COOOIICHHE O HEBO3ZMOKHOCTH mpoaosnkeHus padotsl (PUSH offset str_invalid user; CALL
Message) u 3aBepiienne padotsl nporpammel (CALL Abort).

* Hex: Asm: Means

* 75 or OF85 jne jump if not equal

* 74 or 0F84 je jump if equal

* EB jmp jump directly to

* 90 nop no operation

77 or OF87 ja jump if above

* 0F86 jna jump if not above

* OF83 jae jump if above or equal

* OF82 jnae jump if not above or equal
* OF82 jb jump if below

* 0F83 jnb jump if not below

* OF86 jbe jump if below or equal

* OF87 jnbe jump if not below or equal
* OF8F jg jump if greater



* OF8E jng jump if not greater

* OF8D jge jump if greater or equal

* OF8C jnge jump if not greater or equal

* OF8C jl jump if less

* OF8D jnl jump if not less

* OF8E jle jump if less or equal

* OFS8F jnle jump if not less or equal
Assembler B nanHo# cutyanuu, nocie oOHapy>KeHHsI IPEICTABICHHOTO BbIIIE IPOrPAMMHOTO KO/1a MOAYJIS
3alUThI, B3JIOMIIMK MOXKET OCYIIECTBUTh aTaKy CIEIYIOLMM 00pa3oM.

* 3aMeHHUTh KOMaHy ycinoBHOro nepexona JE continue Ha komanmy 6e3ycinoBHoro nepexoaa JNE continue.
B nanHoM citydae, peructpaiys nporpaMmsl OyzIeT OCYIECTBIATLCS B JHOOOM Cilydae, BHE 3aBUCUMOCTHU OT
IIPaBUIBHOCTH BBOJIA KITFOUEBON MH(DOpMAIIHH.

* VI3MeHuTh B mporiecce padoThl MpOrpaMMsbl cofepxkumoe peructpa AX nocie komanasl POP AX, nu6o
3HaueHue peructpa ¢muaros nocie komanasl OR AX,AX. B 1anHOM ciiyyae 3/10yMbIIUICHHUK BBIHYKICHHO
3aCTaBIIAET MOIYJIb 3aLUTHI pab0TaTh 10 HYKHOM BETKE.

* HccnenoBars padoty npouenypsl IsValidUser BpyuHyto ¢ 11€71610 BBIICHEHHSI KJIIOUEBOM MH(POPMAITUH.
Peanu3anus nepBbIX JBYyX THUIIOB aTaK Ha3bIBAETCS «OKECTKHUM) B3JIOMOM MPOTPAMMHOTO MPOIYKTa, TaK KaK
OH TpebyeT Moau(duKauu koaa nporpammsl. [lepBbie 1Ba THIIAa B3JIOMa MMO3BOJISIOT OCYIIECTBUTH B3JIOM
MIPOTPaAaMMHOTO MIPOJIYKTA B JOCTATOYHO KOPOTKHE CPOKHU, HE pUiIarasi K 3TOMY CIMIIKOM OOJBIINX yCHUITHNA
(MO>XHO IIPUBECTH ITPUMEPHI, KOIZla TAKHUE 3alUThl B3JIaMbIBAJINCh B TeueHUe 10 cexyHn).

Peanuzanus TpeThero THIA aTaKk HA3bIBAECTCS «MATKUMY B3JIOMOM MPOTrPAMMHOTO MPOIYKTa U BO MHOTHX
cllydasix sIBJsieTcs: 6oJiee MPEeAOYTUTENBHBIM IS 37I0YMBIIIICHHUKA, XOTS U TPeOyeT OT HeTO HECKOJIBKO
OO0JIBIIIMX BPEMEHHBIX 3aTpaT. J[OCTOMHCTBOM JUIs 37I0YMBILIUICHHUKA TPETHETO TUIIA B3JIOMA SIBIISETCS TO,
YTO MHOTJIA, UCCIIEA0BAB JIOTUKY paboThl mporenypsl IsValidUser, MOXKHO HE TOJTBKO BBIYHCIUTD KITFOUEBYIO
MH(OPMALIMIO, HO M HAIMCaTh FeHepaTop KJII0YEeBOI HH(OpMAIIUU IS TTOCIIEAYIOIETO UCTIOIb30BaHHS
IPYTUMH MOJIH30BATENISIMU. DTO BO3MOXKHO CJIENIaTh, €CIIM Pa3paOOTUMK BIOXKUI B MOAYJb 3AIIUTHI
HETIOCPEICTBEHHYIO CBSA3b MEXKY UICHTU(UKATOPOM MOIB30BATENS U €r0 ayTeHTU()UKATOPOM (KITF0UeBOH
uHpopmanueil).

OtcnexxruBaHue 0OpaleHHii K ’TUM aJipecaM MO3BOJIHT JOKAIM30BaTh KO, OTBEYAIOIIHIA 33 TIPOBEPKY
aJIeKBaTHOCTH KJIIOYEBOI MH(OpMAIIHH.

JIOBOJIBHO YaCTO 3J10yMBIIIICHHUKOM POU3BOAUTCS HccieoBanne conepkumoro O3Y Ha OCMBICICHHBIC
MOCIIEIOBATEIILHOCTH CUMBOJIOB, a TAKXKE OTCJICKUBAHUE OOPAIICHUH K ajipecam, TI0 KOTOPBIM XPaHSATCS
3TH mocienoBarenbHoCcTH (Hanpumep, “Invalid Registration”, “Password Fail” , “Error” 1.1.). Kak npasuo,
3TH COOOIICHNS HAXOAATCS HEAIEeKO OT MOAYJIEH 3alUThI, OTBEYAIOIINX 33 IPOBEPKY KOPPEKTHOCTHU
KitoueBoil uHpopmarun. [To oOpamennio kK agpecam, XpaHsAIIUM JaHHbIE COOOIICHNUS, TAKKE MOKHO
JIOKaJIM30BaTh KOJ| IPOBEPKH aIeKBATHOCTH KIIFOUeBOi HHpopManuu. [lepeuncieHHble 3IeMEHTHI SBISIOTCS
HaunOosee ysI3BUMBIMU C TOUKH 3peHHs B3yioMa B mpoueaype IsValidUser. Kak nmpasuio, nepenaua
napaMeTpoB B (PyHKIIMM U MX BO3BpAT ocyluecTisercs uepe3 32-6utneie peructpel EAX, EBX, a Taxoke
ucnomas3ys peructpsl ESI u EDI 151 yka3anust Ha ucnonb3yemMble naHHble. CoBeplnB “MArKui ~ B3JI0M
(moTyYuB KITIOYEBYIO HH(POPMAIIHIO), 37TOYMBIIIICHHUK CHUMAET Bce Mpodiembl «JKecTkuiiy» B310M HHOTAA
3aTPyAHUTEIICH: TIPOBEPKA KOPPEKTHOCTH OCYIIECTBISIETCS B HECKOJIBKUX MECTaX MPpOrpaMMbl U
Pa3NIUYHBIMH CIIOCOOAMHU.

* Hex: Asm: Means

* 75 or OF85 jne jump if not equal

* 74 or 0F84 je jump if equal

* EB jmp jump directly to

* 90 nop no operation

* 77 or OF87 ja jump if above

* 0F86 jna jump if not above

* OF83 jae jump if above or equal

* OF82 jnae jump if not above or equal

* OF82 jb jump if below



* 0F83 jnb jump if not below

* 0F86 jbe jump if below or equal

* OF87 jnbe jump if not below or equal
* OF8F jg jump if greater

* OF8E jng jump if not greater

* OF8D jge jump if greater or equal

* OF8C jnge jump if not greater or equal
* OF8C jl jump if less

* OF8D jnl jump if not less

* OF8E jle jump if less or equal

* OFS8F jnle jump if not less or equal

Tema 11. 3amura nporpaMm OT U3y4YEHUS.
JlabopatopHas pabota. 3amura nporpaMm OT TU3aCCEMOIUPOBAHUSI.
[enb: OCBOMTH TEXHOJOTHIO PAOOTHI C U3aCCEMOIEPOM U IEKOMITHIIITOPOM
Teopernueckas 4acTh

JuzacceMbiep — TpaHCIATOP, IPeoOpa3yIoMUi MAITHHHBIN KOJl, 00BEKTHBIN (hailsl mim 6uOIuoTeyHbIC
MOJIYJI B TEKCT NMPOrpaMMBbl Ha sI3bIKE accemoepa.

[To pexumy pabOTHI € MMOJIb30BaTENIeM ACATCS Ha
* ABTOMaTHYeCKIE
* llnTepakTuBHBIE

[IpumMepoM aBTOMAaTHUECKUX TU3aCCEMOIEPOB MOKET CIIYXKHUTh Sourcer. Takue au3acceMOIepsl
TeHEePUPYIOT TOTOBBIN JIMCTUHT, KOTOPBIM MOXKHO 3aT€M MPAaBUTh B TEKCTOBOM penaktope. [Ipumep
nHTepakTuBHOTO — IDA. OH 1MO3BOJISET U3MEHSTH MPABUIIA TU3aCCEMOIMPOBAHUS U SIBISIETCS BEChMa
yIO0OHBIM UHCTPYMEHTOM JIJIsl UCCIIE0OBAHUS TPOrPaAMM.

Jln3acceMOephl OBIBAIOT OHONIPOXOAHBIC U MHOTOTPOXOAHbIe. OCHOBHAsSI TPYAHOCTb ITpH padoTe
au3acceMoOiiepa — OTIMYUTh JaHHBIC OT MAIIMHHOTO KO/, TO3TOMY Ha TEPBBIX MPOXOJaX aBTOMATHYECKU
WJIA MHTEPAKTHBHO coOupaeTrcst HH(popMaIys 0 rpaHuIax mpoueayp U GyHKIUI, a Ha OCIEIHEM ITPOXOIe
(bopMHpPYETCSI UTOTOBBI JTUCTUHT. THTEpaKTUBHOCTH TIO3BOJISIET YAYUIIUTh 3TOT MPOIIECC, TAK KaK
MIPOCMAaTPHBAs JaMIT AU3aCCEMOTPYEeMOid 00JIACTH MTAMSITH, TIPOTPAMMHUCT MOXKET CPa3y BBIACIUTH
CTPOKOBBIC KOHCTAHTBI, IaTh COJEPKATEIbHBIC MMEHA N3BECTHBIM TOUKaM BXOZa, IPOKOMMEHTHPOBATh
pazoOpaHHbIe UM (PparMeHTHI TPOTPAMMBEI.

Yare Bcero nu3zacceMOnep UCIoNb3yIOT AJIs aHAIM3a MPOrpamMmbl (MM €€ YaCTH ), UCXOJHBIA TEKCT
KOTOPOI HEU3BECTEH — C LENIbI0 MOAU(PHUKAIIMNH, KOTMPOBAHUS MU B3JIoMa. Peske — 15 morcka ommnbok
(OaroB) B mporpammax U KOMIIWISITOPAX, a TAKXKe JJIs aHAJIU3a ONTUMHU3ALUU CO3JaBAEMOT0 KOMITUISTOPOM
MamuHHOTO Koaa. OOBIYHO OTHOMPOXOIHBIN Au3acceMoOiep (Kak U MOCTPOYHBINA acceMOnep) sSBIseTCs
COCTaBHOM 4acThIO OTVIaJUHKA.

3amuTa oT AU3acceMOIMPOBAHUS

[TepBoe HampaBieHUE 3AIUTHI, KAK MPABUIIO, PEATU3YETCs 3HAYUTEIBLHO JIErye, 4eM BTOpOoe, T0IToMY OyieT
NIPUBECH JIMIIb KpAaTKHii 0030p AaHHOTO HanpasieHus. [Ipu peanusanuu 3ammThl IPOrpamMm OT
,Z[I/I33_CCGM6HI/IpOBaHI/I}I MOKHO MPUMCHATH PA3JIMYHBIC ITPUCMBI.

Cpenu HUX HanboJIee YaCTO UCTIONB3YyEeMbIM U A(h(DEKTUBHBIM TPUEMOM SIBJISIETCS 3aTU(DPOBKA U \ UITH
3arakoBKa OT/ICIBHBIX YYaCTKOB UCXOIHOTO KOJIa MJIH BCETO KOJa IIETHKOM, TIPH 3TOM HEOOXOIMMO
M03a00THTHCS O pacrakoBKe \ paci(ppoBKe MPOrpaMMbl Ha TOUKE BXOaa. TakuM 00pa3oM, IMpU IPOCMOTPE
WCTIOJTHSEMOTO MAITUHHOTO KOJIa UCTIOHIEMOTO0 (haiiyia BMecTo pabodero Koja mporpamMmmal OyzeT
O0TOOpaKeH JIHIIb O€CCMBICIICHHBIN HaO0p oneparuii. [Ipu peamuzamnuu 3anuThl OT 1U3aCCEMOIIMPOBAHUS
UCTIONB3YETCS TaKXKe MHOKECTBO IMMPHUEMOB, KOTOPBIE PEaT3YIOTCS C IENbIO 3aITyTaTh MOTEHIIHAIEHOTO
B3JIOMIIMKA. MO)KHO HABECTH HECKOJIIBKO MTPUMEPOB TAKOTO BH/IA TPHEMOB:

- YBEIIMYCHUE UCXOTHOTO KOJIa IPOTPaMMBbI JOOABIICHHEM MHOKECTBA «OECCMBICICHHBIX) OIepalui, a
paboumii y4acTOK MpOTrpaMMEbI 3aIUCaTh B ONPEIEIIEHHOE MECTO 3TOTO MHOXKECTBA,



- 3aMeHa MECTaMU aJI[pecoB 00pabOTUNKOB (BEKTOPOB) MPEpPBhIBAHUI, HAIIPUMED, IOMEHSATH MECTAMHU BEKTOP
npepsiBanus Buaeo cepsuca (INT 10h) ¢ Bekropom npepoiBanus cepuca DOS (INT 21h), nocne takoit
3aMEHBI JJIS BBI30Ba U3 MporpamMmbl Kakoil-minoo ¢ynkmmu npepsiBanus INT 21h Heo6xomumo
M0JIb30BaThCsI BbI30BOM IpephiBanust INT 10h.

Jiis noctikeHus Hanbolee HaIeKHOU U APPEKTUBHOM 3aIIUTHI UCTIONB3YEeTCsI KOMOUHAIUS HECKOIBKUX
MIPHEMOB.

3amuTa oT o1agku/ st 3aIK Tl IPOrpaMMBbl OT TPACCUPOBKH OTJIAAUYUKOM TAK)KE CYLIECTBYET HECKOJIBKO
cioco0oB. Hanbonee pacnpocTpaHeHHBIMU SBIISIOTCS /1BA U3 HUX.

ITepBrrIii criocob

WUnes:

IIpu TpaccupoBke IporpaMMbl KOMaH/Ibl BBIIIOJIHSIOTCS 110 KOMaH/IE Y€I0BEKa, IO3TOMY JJIUTEIbHOCTh
BBITNIOJTHEHMSI ONlepaluii(BpeMsl OT Havyasla OJJHOW Ollepalyy 10 Havyasia cienyoueil) usmensercs. [loatomy
B IIPOrpaMMy MOKHO BKJIFOYATh TOUKH JIJIsl IPOBEPKH BPEMEHU BBINOJIHEHUS OJJUHAKOBBIX Yy4aCTKOB KOJia
nporpaMMsbl. Eciy BpeMsi BBINIOJIHEHNS BBIIIOJHEHHS OIMHAKOBBIX YYACTKOB PAa3JIMYHA, TO 3TO 03HAYAET, UTO
IporpamMma TPacCHUpyeTcs B TaHHBII MOMEHT, HEOOXOAMMO BBIUTH M3 IPOTPaMMBbI, HHAYE - MPOJOIIKUTD
BBITIOJTHEHHUE.

AJITOpUTM peann3aiuu:

1. 3anoMHUTB TEKyllee BpeMs;

2. BBINIOTHUTH KOHTPOJIBHBIN YYaCTOK KOJIa;

3. 3aroOMHMTH TEKYIEE BPEMS U Pa3HOCTh TEKYLIETO U MIPEIBIIYIIEr0 3aIOMHEHHOTO BPEMEHH;
4. BBITIOJTHUTH KOHTPOJIBHBIN Y4aCTOK KOJIa TOBTOPHO;

5. CpaBHUTH pa3HOCTb TEKYILETO BPEMEHU U IPEIBIIYIIErO 3alIOMHEHHOTO TEKYILET0 BPEMEHHU C
IIpEeAbIAYIIEH 3alIOMHEHHON Pa3HOCTHIO;

6. Ecau Pa3sHOCTH COBIAAAIOT, IMTPOJAOJIZKUTH BBITIOJIHCHUC, NHAYC — BBIMNTH U3 mporpamMmslI.

- MeTamopduueckoe peodpa3oBaHKe KOAa MPOTPaMMBI, TO3BOJISIONIEE 3AIUTHTh TPOTPaAaMMy OT
U3acCeMOTUPOBAHMS M MOAU(DUKAIIHH;

- 3aIUTa KIFOUYOM OTACTHHBIX YUYACTKOB KOJIA IPOTPaMMBI (TIOICPKUBACTCS TOJIBKO B 3aPETHCTPHUPOBAHHON
BEpCHUN);

- TOJTHOE pa3pylICHUE JIOTUKH 3AIIUIICHHBIX (parMEeHTOB KOJia, HE TIO3BOJISIONIEE aHAIU3HPOBATh
pOTpaMMy C IMTOMOIIBIO AU3acceMOIepa Witk OTIaIIHKa;

- obHapyxeHue u npoTuBonelicTere omiaauukam Softlce, Ntlce, TD u ap.;

- 3allluTa TOYKHU BXOJ4a,

- 3aIUTa OT MOAM(DHUKAIINHU KOJIA;

- 3aIuIIeHHast paboTa ¢ peecTpoM, He MO3BOIIAIOIIAs TporpaMMaM Bpoae RegMon onpenenuTs, K Kakomy
KITIOUY peecTpa o0palaeTcs TBOsI Iporpamma;

- TEXHOJIOTHS " IMHAMHYECKOTO UMITOpTa", KOTOpas pa3pylIaeT MMEHA BCEX UMITIOPTHPYEMBIX (PYyHKIIHIA, a
Takke He ucnonbiyeT pyHkuuio GetProcAddress;

- C)KaTHe PECYPCOB U UCIIOJIHUMOTO KOZA MPUIIOKEHUS;
- OA/IEPKKa KOPOTKUX CEPUHHBIX HOMEPOB (12 cCHMBOJIOB);

- IOJI/IEpKKa BHEILIHETO reHeparopa cepuiiHbix HomepoB ¢ OLE/DLL-unTepdeiicom;
- rexnonorust OneTouch Trial (o Helt unTail HIKE).

Camoe m1aBHOE, YTO HAC HHTEPECYET — ATO MeTaMopduueckoe mpeodpa3oBaHue Koja MporpaMmbl 1
MO /IeP’KKa CEpUIHBIX HOMEPOB. MeTamopdudeckoe KOTUPOBaHKE TIO3BOJISIET U3MEHUTH KO/ IIPOTPaMMbl
710 HEY3HABAa€MOCTH U 3aIyTaTh OTJIAJUUK U YEJIOBEKA, KOTOPBIN 3aIlyCTUJI 3TOT OTJIaUUK.

JIeKoMITUIISTOP.
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OH mepeBOIUT NIBOMYHBIN KOJI B CHMBOIIBHBIN Ha S13bIKE KOMaH KAKOTO-HUOY/b si3bIka. Hampumep,
nracceMOIepsl, ISKIUNIEp U MHOTHE APYTHe. TH CPelICTBA MOSBUINCH PaHbIIE OTIAJYUKOB, T.K. BHaUaje
HE OBIJIO apXUTEKTYPBI CO BCTPOCHHBIMH CPEACTBAMU OTIaKUBaHUs porpamm. C mOMOIIbI0
JEKOMITUJISITOPOB MOYKHO M3MEHSTh MCXOAHBIM KO porpamMmsbl. JomycTuM HEOOX0MMO BHECTH KPYITHBIE
HU3MCHCHHS B KO IMPOrpaMMBblI. HpSIMaﬂ BCTaBKa IBOWYHBIX KOJOB HC IMTOMOTIacCT, T.K. HAPYIIACTCA
pacmnoioKeHne METOK repexoa u mpoueayp. [IporpamMmma — 3To TUHEHKa Kozia, IO KOTOPOU HYKHO
NnepeMeIIaTbCA HGHHHGIZHO, NEepCXOAUTh C OMPCACIICHHBIM CMCIICHUCM. Ecmnu nmuneiika YAJIUHACTCA HU3-3a
N00aBIEHHS YeTo-TO B Cepe/InHe, BCE CMEIeHHUs Oy/IyT MOKa3bIBaTh HE TyAa KyAa Hy»HO. [loBTopHas
NEPCKOMITUIIALINA BIIUCHIBACT HOBBIC CMCIIICHUS.
Cpenn nexomnuinstopoB MokHO BeiienuTh: Hacker-VIEW (HVIEW), IDA (uHTepakTUBHBII
nu3accemMonep).
C nomompro Hacker-VIEW M0okHO TOCMOTpETH J1F000H UCTIONHAEMBIN (Daiii1 1mo JIF060My CMEIICHHIO.
MO’KHO BBITIOJIHUTH KaKyl0-TO YacTh MPOrPaMMbI. DTO MMO3BOJISIET PACIIU(PPOBBIBATH TPOTPAMMBI H
0OXOMIUTH 3aIIUTY OT TU3acCEMONIMPOBaHUS. DTOT IEKOMIIISATOP «IIOHUMAET» KakK cTapbie (hopMarkl
ucnonusemsix ¢aitnioB DOS-COM u DOS-EXE, tak u ¢popmars! ucronsseMsix ¢aitioB Windows.
IDA odenb MoIHOE CpeicTBO PabOThI ¢ acceMOIepHBIMU TeKCTaMu mporpaMm. O0maiaeT MMpoOKUM
CIIEKTPOM BO3MOYKHOCTEH, uMeeT Oosee ynooHsrit narepdeiic, uem Hacker-VIEW. Ouens xopormro
MPEeIyCMOTPEeHA apXUTEKTypa padoThl mporpamMM B Windows (Takue Bemm, kak DLL, pacmupeHHbIN pexum
paboThI C MAMSATBIO U T.1.).

JIeKOMIMIISTOPHI MPOTrpamMM 3aHUMAIOT CBOE€ MECTO B MHCTPYMEHTApUU B3JIOMILMKA. B OCHOBHOM 3TO
COBMECTHOE HCIMOJIb30BAHUE C OTJIaTUUKAMH.

BTopoe cpenctBo — oTinaguukm.

OTnagurKy 1O3BOJIAIOT 3aIlyCKaTh OT/EIbHBIE YaCTU IPOrPAMMBI U CIEIUTH 332 U3MEHEHUSIMU, KOTOPbIE OHA
MIPOM3BOJINT, 32 PE3yJbTaTaMU e paboThI.

3amuTe OT OTIAJKN HE CTOUT YAENIATh MHOTO BPEMEHHU, T.K. BCE BOBMOYKHBIE XUTPOCTH U IIPUEMBI yiKE
M3BECTHBI U B3JIOMILUKAM U porpaMMmucTam. Tak e u mudposanue. JIro0o0ii xakep, €Ciiy noiaydaeT 3aKa3
Ha B3JIOM, UMEET JOCTYI K HOPMaJIbHOM KOMUHU MporpaMMebl. To eCTh OH ee JINO0 MOXKET KYIUTb, JTH00
IIOIIOJIb30BATHCS €10 HA KOMITBIOTEPE MOKYIIATEII.

Cpenu omnaguukoB Beiaenum: SOFTICE u WINICE.

C nosiBnenueM Windows omiiazika mporpaMM cTajia Ha TOPSJIOK MPOIIe U HAMHOTO yfo0Hee
nau3acceMOmupoBaHus. [[pUHIMITHATEHO H3MEHWIICS CTHIIh HEKOTOPBIX aTak Ha 3alIuTy mporpamm. Tenepb
HE HaJIO IIar 3a IIaroM CMOTPETh Ha acCeMOJICPHBIN KOJI, KITPOIUPATHCS CKBO3b IEOPH HE3HAYAIINX KOJIOB
u 3amuT. Terepb HAaZ0 OTIIOBUTH HYXKHOE COOBITHE U MOHATH KaK Ha HETO pearupyer mporpamma. JTo,
KOHEYHO, He Bcera ObIBaeT TakK MPOCTO, KaK BHIVIIIUT Ha ciioBax. Kak u paHee, omiagaka TpeOyeT 3HaHNE
APXHUTEKTYPHI ONIEPAIIMOHHON CUCTEMBI.

HeBa)kxHO HACKOJIBKO CIIOKHBIM ObUT OBl MEXaHU3M 3aIIUTHI, BCE CBOIUTCS K NMPOCTEHINEH MPOBEPKE WITH
neumgposke. Y B310M, B ciTydae ¢ MPOBEPKO, MOXKHO pa30MTh Ha J(Ba 3Tala: YCTAHOBKA «OpEiiKoB» Ha
«IO03pUTENbHBICY (hi1aru, oOHapyKEHHbIE B IPOIIEYPe 3alUThI; aHaIu3 oopaiueHuii k ¢raram. [To
PeaKIy MporpaMMbl MOXKHO CYIUTH (par 3To WM MPOCTO MEepeMEHHasI.

IIpakTHueckas 4acTs.

1. U3yunth TeopeTnyeckyto yactb. Caenarh 3aucu B TETPAJIN.
2. [IpoBecTu cpaBHEHHE JEKOMITWIISITOPA U OTiIaduka. [10 JTaHHBIM COCTAaBUThH TAOIHILYy CPABHEHHUIA.
3. OTBETUTH HA KOHTPOJIbHBIE BOMPOCHI

KoHTposbHBIE BOIIPOCHI:

. Uro Takoe nuzaccemOnep?

. Kak mponcxonut 3ammra nporpaMmm oT Au3acceMOIUpOBaHUs?
. Kak npoucxoaut 3ammra nporpamMm oT OTJIaAKu?

. Kakue BuUbI OTIIaTYMKOB BBl 3HAETE?

. UTo Takoe neKkoMmuisiTop?

. Kakue oH QyHKIIMM BBITONHSACT?

. UTo Takoe TpaccupoBKa?
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. Kakue Bunpl qusacceMOnepoB BaM U3BECTHBI?



9. Kakue npuemsl 1u3zacceMOIMpOBaHMs BaM U3BECTHBI?

Tema 12. 3amura oT pa3pylIarolUX IPOrPaMMHBIX BO3AE€HCTBUM.
Jlaboparopnas pabora. RuToken u PGP
Teopernueckas 4acThb
YcraHoBKka
Hacrpoiika RuToken
Coznanne kiaroueit B maMmatu RuToken
Hcnonb3oBanue kimoueit xpansmmxcs B namstu RuToken
Bomnpocs! v IpakTHYECKUE 3a0aHUS.
HcTouHuKy ureparypsl
Teopernueckas 4acTh
PGP — 310 kpunrorpaduyeckas (mmdpopanabHas) IporpaMMa ¢ BEICOKON CTEIIEHbIO HaJISKHOCTH, KOTOpast
MO3BOJISIET TIOJIB30BATEISIM OOMEHUBATHCS HH(OpMAIHel B 3JIEKTPOHHOM BUJIE B PEKUME MTOTHOM
KOH(UACHINAIBHOCTH.

['maBHOE IPENMYIIIECTBO 3TOM MPOTPAMMBI COCTOUT B TOM, YTO JIJIsl OOMeHa 3armupoOBaHHBIMH
COOOIICHUSIMU TT0JIF30BATEIISIM HET HEOOXOIMMOCTH TIepeiaBaTh APYT APYTY TallHbIC KIFOYH T.K. 3T
rporpamMma IoCcTpoeHa Ha HOBOM IPHHITUIE paOOThl — MyOIUYHOM KpunTorpaduu Uil 0OMeHe OTKPBITHIMU
(TryOMMYHBIME) KITFOYaMH, T/I€ TI0Ih30BaTEII MOTYT OTKPBITO MOCHUIATH IPYT APYTY CBOM ITyOIHYHBIC
KITIOUH C TTOMOIIBIO ceTH «IHTEpHET» U MPH STOM He OECITOKOMTHCS O BO3MOKHOCTH
HECAHKIIMOHUPOBAHHOTO JOCTYIIA KAaKUX-JIM00 TPETHHUX JIAI K MX KOHPHUIACHIIHATEHBIM COOOIICHUSIM.

B PGP npumeHsieTcs IpUHLMII HCIIOJIB30BAaHUS IBYX B3aMMOCBSI3aHHBIX KJIFOUEH: OTKPBITOTO U 3aKPBITOTO.
K 3akpbITOMY KJIFOUy HMEETE TOCTYII TOJIBKO BbI, & CBOM OTKPBITHIN KIIFOU BBl PACIPOCTPAHSAETE CPEAHN CBOMX
KOPPECIIOHJCHTOB.

YcraHoBKa.

JU1s BBITOJTHEHHUS ATOTO 3aJJaHUsl HEOOXOUMO C/IENaTh ClIeyoIee:

3aiigute Ha calfT pazpaborurka www.pgpru.ru CkauaiiTe HOBYIO BEpCHIO POAYKTA.
CrnenyiiTe HHCTPYKIMAM MPOIIECCA YCTAHOBKH.

Hacrpoiika RuToken

3anycrure yrunuty PGP Desktop:

B menro Tools Beibepute mynkr PGP Options...

[Tepeitnute Ha 3aknanky Keys:

B Brimanaromem cnimicke Synchronize with smart cards and tokens Beidoepute myHkt Other... :

U ykaxwure myTth k Oubmnorexe PKCS#11 ! ¢aiin rtPKCS11.dll (mo ymomuanuio 6ubianoreka HaXoAuTCs B

nanke %SYSTEMROOT%\SYSTEM32), HaxxmMuTe KHONKY OTKPBITh:

3akpoiite okHo PGP Options, HaxkaB Ha kHonKy Ok. Ha 3TOM HacTpoiika nogaep:xku Rutoken 3aBepiiena.
Coznanne kiaroueit B maMmatu RuToken

Jlnst co3nanus KIIFOUeBOW Taphl M pa3MEIleHus ee B 3allMIIeHHON namsaTi TokeHa B yruiute PGP Desktop,
B MeHIo File BeiOepute myHkT New PGP Key...:

OTKpoeTrcs MacTep reHepaluy KIoJei:

[Toaxmounte Rutoken, B mamsiTu KOTOpOro OyayT 3amucanbl Kioun mudpoBanus. Joxaureck, moka
CBETOJUOJ [IEPECTAHET MUTATh.

[Tocne storo cranet nocrynHoii onmusa Generate Key on Token. OTMeTbTe ee raioukoi 1 HAKMHUTE KHOIIKY
Hanee:

3anomaute nong Full Name u Primary Email, mpu Heo6xonumocTu 3a1aiiTe TOMOTHUTEIbHbBIE TApaMETPhI
Ui Kirouer mmdposanus, Haxas kHONKY Advanced. Haxxmure kHonky [lanee:
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Bawm npennoxar BBectu PIN!ko st noctyna k namatu Rutoken. Beenure Texymmii PIN!koz
[Tonw3oBatens Rutoken u HaskmuTe kHOTIKY Jlanee:

Haunercst mporiecc co3nanus KIrouei U 3aicy UX B 3alIUIIEHHYI0 maMaTh Rutoken. I[Tpomecc moxer
3aHATH | - 3 MUHYTBI.

8. Ilo oxoH4YaHMHU ITpoLiecca FeHepaly U 3allucu KIrouel Ha)kKMHUTe KHONIKY [lanee:

9. [MosiBUTCs OKHO MTyONuKammu oTKpeIToro kimtoda B PGP Global Directory. B cimydae HeooxogumocT
MyOIMKalui HAKMUTE KHOTIKY [lanee u crenyiite ykazanusm Macrtepa. Mnaue Haxxmure kHory SKip:

10. Bol BepHeTech B 0ocHOBHOM 3kpaH yTuiuTel PGP Desktop. B ciydae ycnemHoii renepaiuy 1 3anicu
kitoue!Boit mapsl B okHe All Keys Oyaer oroGpaxarscs 3anmuch, COOTBETCTBYIOIAsI CTEHEPUPOBAHHOM
KJTIIoueBOi mape u nuaukarop Validity Oyner 3eneHbIM:

11. Tlpu oTkmroueHn TokeHa nHaMKaTop Validity cTaHOBUTCS CephIM, UTO YKa3bIBACT HA OTCYTCTBUE
JIOCTYyTIa K KJIIOYEBOU Mape.

Hcnonp3oBanue kimoueit xpansmuxcs B mamsatd RuToken
1. B nanpHeiimem, s KCTIONB30BaHUs KIII0Ueil TpeOyeTcst mpeaBapuTesIbHO MOAKII0YNTh Rutoken.
2. Ilpu BBIOOpE THTIA KITFOYa (TaMm, r1e 3To TpedyeTcs) Beioupath Public Key User:

N3 cnimcka kimroueit mmdpoBanus BEIOpaTh TPEOYIOIIHICS:

Bsectu PIN!koz [Tonp3oBarens™ u Haxkath kHOTIKY OK:

* PIN_xox ITonme3oBarens mo ymomuanuto: 12345678

Bompock! u mpakTU4ecKue 3aaHus.

. Cozpnaiite mapy kimroueid Ha mamatu RuToken’a

. 3akonupyiTe psan ¢aitnos (Ha BEIOOP mpemnojaBarens) ¢ ucnoiabzoBanuem RuToken’a
. [IporecTupyiite pe3ynsrar (3ammdpoBaHHbIe Gaiiibl)

. Co3naiiTe HOBBIH zip-KOHTEHHEp ¢ ucnoiab3zoBanueM RuToken’a

. HactpoiiTe mo4ToBBIi afpec ajis 3auiieHHoro oOMeHa nHdopmaruei

. Co3paiiTe 3amuieHHbIH BUPTYyaIbHBINA AUCK ¢ Hcnonb3oBanueM RuToken’a
. Cozpnaiite log 0 UCIIOIB30BaHUY TTOYTOBBIX KJIMEHTOB
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. 3ammdpyiiTe ceTeBylo manky ¢ ucroiaszoBanrnem RuToken’a

9. lo6aBwTe user’a, JOMYIIEHHOTO JIJIs TTOJIb30BAHUS CETEBOM TAITKOM
10. Yoamure xmroun ¢ mamsata RuToken’a

11. 10.Vonamute PGP

HcTouHuKy tuTeparypsl

1. www.pgpru.ru

2. www.rutoken.ru

IIpakTnyeckoe 3aaHue 1l MPAKTHYECKOH MOATOTOBKHU

Tema 12. 3amura OT pa3pylIaroluX IPOrpaMMHBIX BO3AEHCTBUM.
1. JlecTpyKTHBHBIE TPOTrPaMMBbI KaK 0COOBIN KJIACC pa3pylIAIOIIUX TPOTrPAMMHBIX BO3JICHCTBUM.
2. HeoGxonumble ¥ JOCTATOUHBIE YCIOBUS MPEAYIPEKICHHS pa3pyIaloiero BO3ACHCTBHUS.
3. IloHsiTHE U30JIMPOBAHHON MPOTPAMMHOM CPEIbI.

TecTupoBanue

Tema 6. Cucrema Gnomerpudeckor uaeHtTudukanuu BioLink.
Tunossie Bonpocs! st TectupoBanus. Cuctema Guomerpuueckoit unetudukanu BioLink.

1. C moMoripio Kakux BCTPOeHHBIX cpeacTB BioLink (BioTime Agent) BO3MOXXHO OCyIIIeCTBIEHNE
yAaJIEHHOTO MOHUTOPUHTA MIPUXOA0B M YXOAOB COTPYAHUKOB?

a) BioTime Web Reports
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b) BioTime Clock
¢) BioTime WebClock
d) MoOunbHoe npunoxenue BioTime
2. Duepronorpednenue (mo USB) BioLink U-Match 3.5 B pexxuMe ckaHUpOBaHHUS:
a) 100 mBT
b) 350 MBT
¢) 600 MmBT
d) 220 mBT
3. [epssiii Bxon B cuctemy BioLink U-Match 3.5 M0OXHO OCyIIeCTBHUTD:
a) 1O TapoJIIo
b) mo oTneuarky najbia
C) 1O TIAPOJTIO WJIM OTIEYaTKY IajbIia
d) 6e3 maposns
4. OnHa 13 MIIaBHBIX 3aj1a4, KOTOpyto pertaeT nporpamma BioLinkPasswordVault:
a) yIpoCTUTh paboTy MOJIb30BATEINs C 3AIIUIIIEHHBIMU PUIOKEHUSIMHU 33 CUET 3aMEHBI TOATBEPIKICHHS
M0JIb30BaTENs 10 OYKBEHHO-IIM(POBOMY MAPOIII0 OMOMETPUUECKON BepU(UKAITUCH.
b) ynpoctuTh paboTy Mosb30BaTelNs ¢ 3aIlIUIIEHHBIMU PUIOKECHUSAMH 32 CYET 3aMEHBI IOATBEPIKICHHUS
M0JIH30BATENs 10 OMOMETPUYECKOI BeprUpHKauy OyKBEHHO-IU(POBBIM MapojieM

4.3 IIpomexxyTouHast aTTeCTAlUS 110 AUCITUIUTHHE MPOBOAUTCS B hOpMe dK3aMeHa

Tunossie Bonpocsl 3xk3amena (OIIK-7, ITK-1, ITK-6)
1 TIpenMer u 3a1a4u MPOTrPAMMHO-AMIIAPATHOHN 3aIIUTH HHPOPMAIIHH.
2 Tlpenmert u 3a1a4u MPOrpaMMHO-ANMapaTHOMN 3alTUThl HHPOPMAITUH.
3 Knaccudukaius METOIOB U CPEACTB MPOTrPAMMHO-AIIIAPATHON 3aIIUTH HH()OPMALIUH.
4 Unentudukanus.
5 Unentuduxanus cyobekTa.
6 IlonsaTue nmporokosa UACHTU(HUKAIIIH.
7 Unentuduuupyromas nHpopManus.
8 3amuTa TaHHBIX OT HECAHKIIMOHUPOBAHHOTO JOCTYTA.
9 OcHOBHbIE TOJIXO/IBI K 3aIIUTE JAHHBIX OT HECAHKIIMOHMPOBAHHOTO JI0CTYyTIA.
10 [udpoBanue.
11 KonTtposp goctyna u pasrpaHU4€HUE AOCTYIA.
12 Hepapxuyeckuii 1ocTyn K haiy.
13 3ammura cereBoro ¢aitnoBoro pecypca.
14 ®ukcanms nocryna K daiinam.
15 JlocTym K JaHHBIM CO CTOPOHBI MpoIecca.
16 Ilpoueccel n faHHEBIE.
17 CnocoOsl (pukcanuu (akra 10CcTyna.
18 HapexxHOCTh CHCTEM OTpaHUYECHUS JOCTYIA.
19 3ammra }aiiioB OT H3MEHEHHSI.
20 DnexkrpoHHas 1udpoBas MOAMUCH.
21 TIporpammHO-anmapaTHbIe CpesicTBa HIH(PPOBAHUSI.
22 TlocTpoeHue anmaparHblX KOMIOHEHT KPUITO3AUIUTHI JaHHBIX.
23 3amuTa anropuT™Ma MmUppPOBAHUS.
24 TIpuHIUIT 9yBCTBUTEIBHOM 00JIACTH W IPUHITUII TIIABHOTO KJTFOYA.
25 HeoOxoauMple U TOCTAaTOYHBIC (DYHKITUU allapaTHOTO CPEICTBA KPHUITO3AIIHUTHI.
26 Metoasl W cpeiacTBa OTpaHMYECHUsl OOoCTyna K komnoHeHTamMm OBM OrpanuueHue poctyna K
KoMnoHeHTam OBM.
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27 3ammTa nporpamMm OT HECAaHKIIMOHUPOBAHHOTO KOITMPOBAHUS.
28 Tlaponu u KIIrOUH.
29 OpraHu3zaius XpaHEeHUs KIFoUeH.
30 3amuTa mporpamMMm OT U3YYEHHS.
31 OO6mue NPUHLIHUIIBI 3aTUTHI OT U3yYCHHS.
32 3ammra OT OTJIAJIKH.
33 3ammuTa OT AU3acceMOIUPOBAHMUS.
34 3amuTa OT TPaCCUPOBKU IO MPEPHIBAHUSM.
35 3ammra oT pa3pylIaroIlUX IPOrPaMMHBIX BO3IEHCTBUH.
36 KommbproTepHbie BUPYCHI KaK 0COOBIH KJIACC pa3pyIaloIUX MPOrPaMMHBIX BO3CHCTBUN.
37 HeoOxonuMble U TOCTATOUYHBIE YCIOBHS HEIOMYIIEHUS pa3pyIIAIOLIETO BO3ICHCTBHSL.
38 IloHsTHE M30IMPOBAHHON MPOTPAMMHON CPEIBI.

Tunosble 3aganua 1js 3x3amena (OIIK-7, ITIK-1, ITK-6)

1 Ilpoekr xopnopaTMBHOW CE€TH JUIsl KOMIUIeKca 3aaHuil. [IpoekTupoBaHME HEpapXHUYECKOH CETH.
TpeboBanus k cetu. [I[puHIUIIBI CTPYKTYPUPOBAHHOTO MTPOCSKTUPOBAHHUS.

2 Hepapxus ceTu. YpOBEHb A0CTYyNA. YPOBEHb paCIpeieIeHHs. YPOBEHb Apa.

3 KopnoparuBHas apxutekrypa Cisco. Moaynp KoMIUIeKca 3MaHUN MpeanpusaThs. Moayab TpaHHUIIbI
npennpustud. [panuna cetu oneparopa cBsi3u. YaanéHHas GyHKIHOHAIbHAS 00IacTb.

4 PazBuBaromuecss ceTeBble apXuUTeKTypbl. CeTu 0e3 TpaHuil. ApPXUTEKTypa COBMECTHOW palOTHI.
[{enTpsl 06pabOTKM TaHHBIX M BUpTyaidu3anus. Pacuimpenue cetu.

5 Tonknrouenue k rodansHOM cetn. Cetn punuanoB. PacnpenenéHnas ceTh. YCTponcTBa 1100aabHOM
cetu. KommyTanus kaHaioB 1 KOMMYTAIMsI TAKETOB.

6 CepBucel miobanpHOW ceTu. HMupacTpykrypa cetu omneparopa. WMHPpacTpyKTypbl YacTHBIX
m1o0anbHBIX ceTeil. ApeHmoBanHble JimHMH. Kommytupyemsiii moctyn. ISDN. FrameRelay. ATM.
WAN Ha ocHose Ethernet. MPLS. VSAT.

7 Nudpactpykrypa obmenoctynHoi riobamnpHoi cetu. DSL. Kabenb. BecnpoBomHbIe TEXHOIOTHH.
CoroBas cBsi3b. Texnonorust VPN. Bri6op crioco6a mofximodeHus K moodaabHOM ceTu.

8 IlocnenoBarenbHoe coequHeHue "Touka-Touka'. IlocinenoBarenpHble U napajenbHble TOpThl. CBA3b
[0 MOCJEN0BAaTEIbHOMY KaHaly. MyJIbTUILIEKCHPOBAHUE C pa3lei]€HUEM IO BPEMEHHU. YCTpOWCTBa
DTE u DCE. [locnenoBarenpHble Kabemu.

9 Nukancymsmuss HDLC. Tumbl kampoB. Hacrtpoiika W oTiagka mocieqoBaTeIbHOTO WHTepderica.
[Tpuntun padotsr mpotokosia PPP. LCP u NCP. Ctpykrypa xaapa PPP. Ceancs PPP.

10 Hacrpoiika npotokosnia PPP. Komanner 6azoBoii HacTpoiiku. Cxxarue TaHHBIX. MOHUTOPUHT KayecTBa
kanana PPP. IIpoBepka HacTpoek.

4.4. Illkana orieHMBaHMsI IPOMEXKYTOUYHOU aTTECTALIUU

Jeckpuntops! (ypOBHN) — OCHOBHBIC IPU3HAKK OCBOCHUS (TIOKa3aTEIH

Onenka Kommnerenrim
TIOCTYKCHHSI pe3YJIBTaTa)

OIIK-7 JleMoHCTpHUpyeT BBICOKHI YpOBEHB 3HaHUHI
NpOTpaMMHO-aNNapaTHbIX ~ CPEACTB  3alIUThl  WMH(OPMAIUH.
AHanM3upyeT CYIIECTBYIOUINE METOAWKU ONpENeTICHUN TpeOOBaHUS
K 3ammre wuHopMmanmu. J[eMOHCTpUpYET 3HaHUE MPHUHLUIIOB
oOecriedeHus1 3alUThl HMHPOPMALMM M HUCTOYHHKOB yrpo3 Ub.
CrocobeH  TIpOAEMOHCTPUPOBATh  COBPEMEHHBIE  MOAXOABI K
TEXHOJIOTHIM U MeTofam obecrieuenus Ub.




COTITHYHOY
(85 - 100 6amoB)

MK-1

JIeMOHCTpHUpYET BBICOKHI YPOBEHb 3HAHUN BBIIOJIHATH PAaOOTHI 11O
YCTAaHOBKE,  HACTpOMKE M  OOCIYXHBAHUIO  I[POrPAMMHBIX,
[IPOrPaMMHO-ANIIAPATHBIX M TEXHUYECKUX CPEIACTB  3alUTHI
uHpopmanuu O dekTUBHO HCIONB3yeT OCHOBBI PabOTHl ¢
OpOrpaMMHO  ammapaTrHbIMH  cpeicTBaMu  3amuThL.{CBOOOAHO
OPHEHTUPYETCS B OCHOBE pabOTHl C TMPOrPaMMHO ammapaTHbIMU
CcpeacTBaMUu samuteIf[IpakTueckoe 3a7aHue BBIIIOJTHEHO
noJaHOCTHI0.JOTBET MOCTPOEH JIOTMYHO, MaTepuan H3Jaraercs
YETKO, SICHO, XOPOIIMM S3BIKOM, apryMeHTHpoBaHO. Ha BoIpocCsl
OTBEYAET KPaTKO, apTyMEHTUPOBAHO, YBEPEHHO, 110 CYLIECTBY.

IK-6

JIeMOHCTPUPYET BBICOKMM YPOBEHb 3HAHUI COBPEMEHHBIE CPENCTBA
pa3paboOTKM M aHaju3a MPOrPaMMHOI0 OOECTeYeHUs Ha A3bIKaxX
BBICOKOTO ypOBHS. [DPPEKTUBHO HCHONB3YyeT MPOdeCCHOHANBHBIC
cCpeAcTBa pa3pabdOTKU MPOrpaMMHOTO OOECIEeUYEeHHUs, €ro OTIAIKU U
tectupoBanus. YCBOOOIHO OpHEHTUpYETCs, NMPUHHMAs ydyacTHE B
OpraHu3aluu U IIPOBEIECHUU KOHTPOJIbHBIX IIPOBEPOK
paborocrnocoOHOCTH " 3P PEKTUBHOCTH MIPUMEHSIEMBIX
IIPOrPaMMHBIX, NPOTrPAMMHO-ANIAPATHBIX M TEXHUYECKUX CPEICTB
sammTel  MHGopManuu. fIIpakTudyeckoe 3agaHMe  BBIMOJHEHO
oJaHOCTHI0.JOTBET MOCTPOEH JIOTMYHO, MaTepuan H3Jaraercs
YETKO, SICHO, XOPOLIMM S3BIKOM, aprymeHTHpoBaHo. Ha Bompocsl
OTBEYAET KPATKO, ApIyMEHTHUPOBAHO, YBEPEHHO, 10 CYILIECTBY.
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«XOPOIIIOY
(70 - 84 6amnoB)

OIIK-7

JleMOHCTpUpYyeT JIOCTATOYHBIN YPOBEHb 3HaAHUU
MPOrpaMMHO-AIMAPATHBIX ~ CPEACTB  3alIMThl  MH()OPMALUH.
AHanu3upyeT CyIIeCTBYIOIINE METOIUKHU OMpeaeTeHuid TpeOoBaHUS
Kk 3amure wuHbopManuu YAeMOHCTpHpPYET JOCTaTOYHOE 3HAHUE
MPUHLMIIOB oOecredeHusl 3aluThl MHGOpPMAUd U HCTOYHHUKOB
yrpo3 b CniocoGeH mpoaeMOHCTPUPOBAaTh COBPEMEHHBIC TOIXOIbI
K TEXHOJIOTHSIM M MeTonaM oOecreuenus b.

IK-1

JIeMOHCTpHUPYET TOCTAaTOYHBIN YPOBEHb 3HAHHMK BBIMOIHATH PAOOTHI
[0 YCTAaHOBKE, HACTPOWKEe U OOCITYXUBAaHUIO IPOrPaMMHBIX,
MPOrpaMMHO-AIMAPATHBIX U  TEXHUYECKUX CPEACTB  3aIUTHI
uHpopmaruu  JOPGEeKTUBHO HCMONB3YyeT OCHOBBI paldOTHl  C
MPOrpaMMHO  alMapaTHbIMH  cpencTBaMu  3amuThl.YJlocTarouno
CBOOOHO OpPHEHTHUPYETCSI B OCHOBE pabOThI C TMPOrPaMMHO
anmapaTHbIMu  cpeactBamu  3amuThlIpakTueckoe  3amaHue
BBITIOJTHEHO MOJTHOCTHIO WIH c HE3HAYUTEIbHBIMU
HenoueTaMu.JOTBET MOCTPOEH JIOTMYHO, MaTepuan Hu3Jlaraercs
XOpOIIMM SI3bIKOM. Bormpocsl, 3agaBaemble NperojaBaTesieM, He
BBI3BIBAIOT CYIIECTBEHHBIX 3aTPYIHEHUN

[K-6

JIeMOHCTPUPYET JOCTAaTOYHBIM YPOBEHb 3HAHUNW  COBPEMEHHBIC
cpeacTBa pa3pabOTKHM M aHalu3a MPOrPaMMHOIO obOecrieueHHsl Ha
A3bIKAX ~ BBICOKOTO  YPOBHSL. O¢dextuBHO  HCHONB3YET
npodecCHOHaIIbHBIE  CpPEACTBA  pa3pabOTKH  MPOrpaMMHOIO
o0ecrieyeHus1, ero oKy 1 TectupoBanus. /locratouno cBoO6o1HO
OPHEHTUPYETCs, IPUHUMAsT yJacTHE B OPTaHU3AIMH U MPOBEICHUH
KOHTPOJBHBIX TIPOBEPOK paboTocrnocoOHOCTH U 3P (HEKTUBHOCTH
OPUMEHSEMBIX ~ MPOrPaMMHBIX,  IPOTPAMMHO-ANIMAPATHBIX |
TEXHUYECKHX CpeAcTB 3amuTbl uHpopmauuu. Yllpakruueckoe
3aJJaHM€ BBIMOJIHEHO TOJHOCTHIO WJIM C HE3HAYUTEIbHBIMU
HenouetaMu.JOTBET MOCTPOEH JIOTMYHO, MaTepHual H3Jaraercs
XOpOLINM s3bIKOM. Bormpocel, 3agaBaeMble NpenogaBaTesieM, He
BBI3BIBAIOT CYILIECTBECHHBIX 3aTPyIHEHHI




«YIOBJIETBOPUTEIHHOY
(50 - 69 6amnoB)

OIIK-7

JleMOoHCTpUpYyeT HE JIOCTATOYHBIN YPOBEHB 3HAHUU
IPOTrpaMMHO-aNNapaTHEIX CPEICTB 3a/1au 3auThl HHpopmaruu. He
aHAJIM3UPYET CYLIECTBYIOINE METOAMKH ONpPEEICHUN TpeOOBaHUs
K 3amure uHpopMmauuu. JeMOHCTPUpPYET HEAOCTaTOYHOE 3HAHUE
NPUHIUIIOB O0OeCreyeHus 3amuThl MHQOPMAIMM M HCTOYHUKOB
yrpo3 b CriocoGeH B HEKOTOPO#l CTENeHW MpPOIEeMOHCTPUPOBATH
COBpPEMEHHBIE IOAXO/IbI K TEXHOJIOTHIM U MeToaam obecrnieuenust b

MK-1

JIeMOHCTpUpPYET HE JOCTAaTOYHBIH YpOBEHb 3HAHHWW BBIIOJIHATH
paboThI O YCTAaHOBKE, HACTPOMKE M 0OCITY>)KHUBAaHHUIO MTPOTPAMMHBIX,
POTPAaMMHO-ANIIIAPAaTHBIX M TEXHUYECKUX CPEICTB  3aIUTHI
unpopmaruu He cnocobGeH 3¢ (HEeKTUBHO HCIMOIB30BaTh OCHOBBI
paboThl C MPOrpaMMHO anmapaTHBIMU cpeacTBaMH 3amuThL.{Crnabdo
OPHEHTUPYETCS B OCHOBE pabOTHI C IMPOrPaMMHO ammapaTHBIMU
cpexctBamu  3amuthi{IIpakTuyeckoe 3amaHuMe  BBINOJIHEHO HE
MOJTHOCTBIO

[K-6

JIeMOHCTpPUpPYET HE NOCTAaTOYHBIM YPOBEHb 3HAHUN COBPEMEHHBIE
cpeacTBa pa3pabOTKHM M aHalW3a MPOrPaMMHOIO obOecrieueHHs: Ha
SI3BIKaX BBICOKOTO ypoBHs.YHe cmocobeH 3¢ (heKTUBHO MCIIONB30BATh
HCIIOJIB3YET npodeccroHalIbHbIC CpeacTBa pa3paboTKu
IIPOTPaAaMMHOT0 00ecIIeueH s, €ro OTIaaKu U TecTupoBanus. JCnabo
OpPHEHTHUPYETCs, IPUHUMAsT yJacTHE B OpPTaHU3ALMH U MPOBEICHUH
KOHTPOJBHBIX TIPOBEPOK paboTocrnocoOHOCTH U 3P (HEKTUBHOCTH
OPUMEHSEMBIX ~ MPOrPaMMHBIX,  IPOTPAMMHO-ANIMAPATHBIX |
TEXHUYECKHX CpeacTB 3amuTbl uHpopmauuu. Yllpakruueckoe
3aJJaHME BBINOJHEHO HE MOMHOCTHI0.JOTBET HEe Bcerga JOTHYHO
BBICTPOEH, Marepuan u3jaraercss 0e3 TNpPUMEHEHUs HayYyHOH
TEpMUHOJIOTHU. Bonpocsl, 3ajaBaeMble MPENoAaBaTeeM, BbI3bIBAIOT
3aTpyAHEHUSI.

«HEYIOBICTBOPUTEILHO
(menee 50 6amioB)

OIIK-7

He JIEMOHCTPUPYET 3HAHUE METOHAO0JIOTHYECKOTO
MPOrPaMMHO-AMIMAPATHRIX CPEACTB 3aluThl WHpopmaruu. He
aHAJM3UPYET CYIIECTBYIOIINE METOAUKU ONpe/eJeHUuN TpeOOBaHUS
K 3amuTe uHbopMaruu. J[eMOHCTpHpYeT HE JOCTAaTOYHOE 3HAHHE
MPUHIIMIIOB 00eCTeYeHHs 3aluThl WHPOPMAIUM U HUCTOYHHUKOB
yrpo3 Ub. He cnocoGeH mnpoaeMOHCTpUPOBATh COBPEMEHHBIC
IMOIXObI K TEXHOJIOTUSAM U MeTofaM obecrieuenus Vb

MK-1

JIeMOHCTpUpPYET HE JOCTAaTOYHBIH YpOBEHb 3HAHHWH BBIIOJIHATH
paboThI IO YCTAaHOBKE, HACTPOMKE M OOCITY>)KHUBAaHHUIO MTPOTPAMMHBIX,
NPOTPaMMHO-ANIIIAPAaTHBIX M TEXHUYECKUX CPEICTB  3aIIUTHI
uHpopmanuu.fHe cnocobeH UCMoNb30BaTh MPOrpaMMHBIE CPENICTBA
YHe opuenTHupyeTcst B OCHOBE pabOTHI ¢ MPOTPAMMHO armapaTHHIMU
CpeAcTBaMU samutefIIpakTHueckoe 3a7aHue HE
BbIMosiHEeHO.JHeyBepeHHO M JIOTMUYECKH  HENOoCIe0BaTeIbHO
u3jaraer marepuan. HenmpaBuibHO OTBEUaeT Ha IOCTaBIICHHBIE
BOTIPOCHI MJIH 3aTPYIHSIETCS C OTBETOM
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I1K-6 JIeMOHCTpUpPYET HE JOCTaTOYHBIM YpPOBEHb 3HaHUM COBpPEMEHHBIE
cpeacTBa pa3pabOTKHM M aHalW3a MPOTrPaMMHOIO obOecrieueHHs] Ha
a3pIkaX ~ BbIcOKoro  ypoBHsA.[He  cmocobeH  HcCIonb30BaTh
nporpaMMHble cpeacTtBa YHe opueHTHpyeTcs, NpuHUMas y4yacTHE B
OpraHM3alyu U IIPOBEICHUH KOHTPOJIbHBIX IIPOBEPOK
paborocnocoOHOCTH " 3P PEKTUBHOCTH MIPUMEHSIEMBIX
IIPOrPaMMHBIX, NPOTPAMMHO-ANIAPATHBIX M TEXHUYECKUX CPEICTB
3aIIUTHI UH(pOPMALIUH. Yl IpakTueckoe 3a7aHue HE
BbINONHEHO.JHEeyBepeHHO M JIOTMYECKHM  HEMOCJIEA0BaTENIbHO
u3naraer marepuai. HenpaBuwiIbHO OTBEYaeT Ha IIOCTaBJICHHBIE
BOIIPOCHI UJIH 3aTPYAHSETCS C OTBETOM

5. MeTonnueckue yKkazaHusi AJis1 00y4aOIIUXCS 110 OCBOCHUIO M CHUILIHHBI (MOLYJIs)

5.1 MeTtoandeckue yka3aHus 110 OPTaHU3AINA CaAMOCTOSTEIBHOM PadO0ThI 00YUYaIOIINXCSI:

[Ipuctynas K W3y4eHUIO TUCIUILIMHBI, B MEPBYIO odepelb OOydaromuMmcsi HEOOXOAMMO O3HAKOMHUTHCS
comepxaHueM paboueii mporpammbl nuctuiumHbl (PIT[]), xotopas ompexaenser coaepxaHue, o0bem, a
TaKKe MOPSAIOK U3YUCHHsI U MTPETIOaBaHus yIeOHOM TUCIUIUINHEL, €€ pa3/iena, YacTu.

J171 caMOCTOSATENbHOM paboThl BaKHOE 3HaYEHHE UMEIOT paszeibl «O0beM U collepikaHne AUCIUTITMHBD),
«YuebHo-MeTonnyeckoe U HHGOpMAIIMOHHOE 00ecTieyeHIe TUCIUIUIUHB U «MaTepruaabHO-TEXHUYECKOe
obecrnieueHre JUCITUTUIMHBI, TpOorpaMMHOE obecreueHue, MpodecCHoHaIbHBIC Oa3bl TaHHBIX U
MH(OPMAIIMOHHBIE CIIPABOYHBIE CUCTEMBI».

B pazmene «O0bemM u copepkaHHe AMCHUIUIMHBDY YKa3bIBAIOTCS BCE pas3leibl U TEMbl H3ydaeMoi
JTUCLMIUTMHBL, @ TAK)KE BUJIbI 3aHATHI U TUTAHUPYEMBI 00BEM B aKaJIeMUYECKHUX Yacax.

B pasgene «YdeOHo-meTomumueckoe U HH(POpMalLMOHHOE oOecledyeHrne AMCHUIUIMHBDY — yKazaHa
pEKOMeH1yeMasi OCHOBHAsS U JOTIOJIHUTENbHAS JINTEpaTypa.

B paznmene «MarepuanbHO-TeXHUYECKOE OOeCIeueHue TUCIUIUIMHBL, TMPOrpaMMHOE oOecreueHue,
npodeccuoHanbHble 0a3bl JTaHHBIX W WH(GOPMAIMOHHBIE CIPAaBOYHBIE CHCTEMBD» COACPKHUTCS IEepeueHb
npodeccuoHanbHbIX 0a3 JaHHBIX U MHPOPMALIMOHHBIX CIIPABOYHBIX CHCTEM, HEOOXOIUMBIX AJIi OCBOCHHUS
JUCUUIIINHBL.

5.2 PexomeHnanuu o0y4aronumMcs o padore ¢ TEOpeTUYeCKUMU MaTepraiaMy Mo TUCIUIUINHE

[Tpu u3ydeHnn 1 mpopadbOTKe TEOPETUICCKOTO MaTepraia HeOOXOaUMO:

- IPOCMOTPETH €I1I€ pa3 npe3eHTaruo Jekuuu B cucteMe MOODLe, moBTOpUTh 3aKOHCIIEKTUPOBAHHBIN HA
JIEKIIMOHHOM 3aHSATUM MarepuaJl M JOMNOJHHUTh €ro € Y4YEeTOM PEKOMEHJIOBAHHOM JOMOIHUTEIbHOU
JIUTEPaTypBhl;

- IPY CAMOCTOSITEIbHOM M3yUYE€HUU TEOPETUYECKOM TEMBbI CAENaTh KOHCIIEKT, UCIIOJIb3Ysl PEKOMEHIOBAHHbBIE
B PI1/] ucrounuku, npodeccuoHalIbHbIE 0a3bl TaHHBIX U HHPOPMAIIMOHHBIC CIIPABOYHBIE CHCTEMBI:

- OTBETUTH HA BOIIPOCHI JJIsi CAMOCTOSTENILHON pabOTHI, 10 TeMe MpecTaBIeHHbIe B myHKTe 3.2 PI1/I.

- TIPH MOAATOTOBKE K TEKYILIEMY KOHTPOJIIO UCIIOIb30BaTh MaTepuaibl (poHna oueHouHbix cpenacts (POC).
5.3 Pexomennaruu 1o pabore ¢ Hay4HOU 1 yueOHOM uTepaTypoit

PaGota ¢ OCHOBHOW M JOTOJHUTEIBHOW JIUTEPATYpPOH SIBISICTCS TIJIaBHOM (OPMON CaMOCTOSTEIBHOU
paboThl U HeoOXoAMMa MpPU TMOATOTOBKE K YCTHOMY OMNPOCY Ha CEMUHApCKUX 3aHATHAX, K Jebaram,
TECTUPOBaHHUIO, dK3aMeHy. OHa BKIIOYAeT NMPOpPabOTKy JIEKIIMOHHOTO Marepuaja U PEKOMEHIOBAaHHBIX
HMCTOYHUKOB U JINTEPATYPHI 10 TEMATUKE JICKLIUN.

Koncnekr nekuuu 1oimkeH coaepxarb pedepaTruBHyI0 3alIMCh OCHOBHBIX BOIIPOCOB JIEKIIMH, B TOM YHCIIE C
onopori Ha paszMemieHHbie B cucteMe MOODLe mpe3eHTany, OCHOBHBIX MCTOYHUKOB W JIUTEPATYpbl IO
TeMaM, BBIBOJIbI MO KaKIOMY Bompocy. KoHCIEeKT MoxkeT ObITh BBHIMOJHEH B paMKaX pacleyaTKd BbLAAYH
MIPE3CHTAIMI JIEKIINI WK B OTAEIBbHOW TeTpanu mo mpeamery. OH JOKEH OBITh aKKypaTHBIM, XOPOIIO
YUTAeMbIM, HE COJIEPKaTh HE OTHOCALIYIOCS K TeMe HH(OPMAIIMIO UIH PUCYHKH.




KoHcnieKkThl HayyHOW JHUTEparypbl NMPU CaMOCTOSATENBbHOM IOATOTOBKE K 3aHATHUAM JOJDKHBI COJEPIKaTh
OTBE€ThI Ha Ka)KI[BIﬁ IOCTaBJICHHBII B TEME BOIIPOC, HUMCTL CCBUIKY Ha HWCTOYHHUK I/IH(bOpMaI_[I/II/I C
00s13aTeNbHBIM YKa3aHUEM aBTOpAa, HAa3BaHMS W TOJa HW3AAHUS HUCIOJIb3YeMOH HaydyHOW JHMTEpaTyphl.
Koucmexkt moxer 6I>ITB OIMOPHBIM (COI[ep)KaTB JIUIIIb OCHOBHBIC KIIFOYEBLIC HOSI/II_II/II/I), HO TIpU 3TOM
MO3BOJISIIOIIMM  JIaTh TIOJIHBIA OTBET IO BOINPOCY, MOXET ObITh MOAPOOHBIM. OO0bEeM KOHCHEKTa
OMpeaAciACTCa CaMUM CTYACHTOM.

B nporecce paboThl ¢ OCHOBHOM W JOTIOTHUTEIIBHON JTUTEPATYPOH CTYICHT MOXKET:

- JCJIaTb 3alluCu IO XOAYy UYTCHUA B BHUAC MPOCTOr0 WJIMW PAa3BCPHYTOIO IJIaHA (COB,Z[aBaTI: MEpCUCHb
OCHOBHBLIX BOITPOCOB, PACCMOTPCHHLBIX B I/ICTOLIHI/IKG);

- COCTaBJATH TE3HUCHl (LMTHpOBaHHE HauOoJee BAKHBIX MECT CTaTbu MJIM MOHOTpaduu, KOpPOTKOE
U3JI0KEHHE OCHOBHBIX MBICJIEH aBTOpA);

- TOTOBUTH aHHOTAIMH (KpaTKoe 000011IeHe OCHOBHBIX BOIIPOCOB PabOTHI);
- CO3/1aBaTh KOHCIIEKTHI (Pa3BEPHYTHIC TE3UCHI).
5.4. PexoMeHaIMK 10 IOATOTOBKE K OTAEIBHBIM 3a/IaHUSIM TEKYIETO KOHTPOJIS

CobecenoBanue MpennojaraeT OpraHu3aluio Oecelnpl MpernoAaBareist cO CTyAEHTaMH [0 BOIpOcam
MPAKTHYECKOTO 3aHATUS C LIEJbI0 Oojiee OOCTOATEIHHOTO BBISBICHHUS UX 3HAHUN MO OINpeneIeHHOMY
paszgeny, TeMme, mpobieme U T.I. Bce wieHbl Ipynmbl MOTYT Y4acTBOBaTh B OOCYXKIEHUU, J00aBIATH
nH(pOpMaIUIO, TUCKYTUPOBATh, 3a/1aBaTh BOIIPOCHI U T.1.

YCTHBIE OMpOC MOXKET TPUMEHATHCS B pas3audHbIX (Qopmax: (QpoHTaIbHBIN, WHIWBUIYAIBHBIN,
KOMOMHUPOBaHHBIA. OCHOBHBIE KaUY€CTBA YCTHOTO OTBETA MOJIJIEKAIIETO OI[CHKE:

- IPaBUJILHOCTH OTBETA IO CO/IEPIKAHUIO;

- IOJIHOTA U TITyOWHA OTBETA;

- CO3HATENIbHOCTh OTBETA;

- IOTUKa U3JI0KECHUS MaTepuaa;

- PalMOHAJILHOCTh UCIIOJIb30BaHHBIX PUEMOB U CTIOCOOOB PEIlIeHUs TOCTABIEHHON yueOHO! 3a1auu;

- CBOEBPEMEHHOCTh U A((HEKTUBHOCTH UCIIOIB30BAHMS HATMISIHBIX MOCOOM U TEXHUYECKUX CPEACTB MPHU
OTBETE;

- HCTIOJIb30BaHMUE JIOMOTHUTEIILHOTO MaTepuarna;

- palMoOHAJIbLHOCTD HUCIIOIB30BAaHUSI BPEMEHU, OTBEJICHHOTO Ha 3a/1aHue.

YCTHBIM OIIPOC MOXKET CONPOBOXKAATHCS IMPE3ECHTALUEH, KOTOpas IMOATOTaBIMBACTCA IO OAHOMY U3
BOIPOCOB MPAKTUYECKOTO 3aHATH. [Ipy BBICTYIUICHHH C MPE3eHTalMell HeoOX0MuMOo oOpaIiaTe BHUMAaHHE
HA TaKWe MOMEHTHI KaK:

- colep)KaHUE TPE3CHTALMU: aKTyalbHOCTh TEMbI, MOJIHOTA €€ PACKPBITHSA, CMBICIOBOE COMAEp)KaHUE,
COOTBETCTBHE 3asBJICHHOM TEMbI COJIEP)KaHNIO0, COOTBETCTBHE METOAUYECKUM TPEeOOBAHUAM (LIETTU. CCHUIKU
Ha PECYpChl. COOTBETCTBHUE COACpPKAHUS U JIMTEPATyphl), MpaKTUUeCKas HaNpaBIeHHOCTb, COOTBETCTBUE
cofiepaHusl 3asBICHHON QopMe, aJleKBaTHOCTh UCIOIb30BAHUS TEXHUYECKUX CPEACTB YUeOHBIM 3ajlauaM,
MOCJIEZIOBATENBHOCTD U JIOTUYHOCTD MPE3EHTYEMOT0 MaTepuara;

- odopMiieHHE TMpe3eHTAlMU: O00bheM (ONMTHUMaTbHOE KOJWYECTBO), AW3alH (YUTAEMOCTh, HAJIMYHE U
COOTBETCTBHE TpaUKd U aHUMAIMH, 3ByKOBO€ OQOpMIIEHHE, CTPYKTypUpOBaHHE UHOpMAINH,
COOTBETCTBHE 3asBICHHBIM TpPEOOBAaHUSM), OPUTHHAIBHOCTH O(OPMIIEHUS, SCTETHKA, HCIIOJIb30BaHUE
BO3MOXKHOCTH MPOTPAMMHOM CpPeIbl, COOTBETCTBHE CTaHIAapTaM o(pOpMIICHUS;

- TMYHOCTHBIE KaueCTBa: OPATOPCKUE CIIOCOOHOCTH. COOMIOIEHUE PErIaMeHTa, SMOIIMOHATIBHOCTh, YMEHUE
OTBETUTH Ha BOIIPOCHI, CUCTEMaTU3UpPOBaHHbIE, INTyOOKKE U MOIHbIE 3HAHUS 110 BCEM pa3jiesaM MporpaMMmbl:
- coiep)aHWe BBICTYIUICHHUS: JIOTUYHOCTh H3JI0KEHHUS Marepualia, PacKpbITUE TEMBbI, JIOCTYIHOCTh
uznoxkenus, d3PpdextuBHoCcTh npuMeHeHus cpeacts HWKT, cmocoObl u  yciaoBHs —JIOCTHXKEHHUS
pPEe3yNBbTaTUBHOCTH W 3(P(EKTUBHOCTH U1l BBIMOJHEHHS 3a/1a4 CBOeH MpOo(eCCHOHAIBHONW WM Y4eOHOU
NeSITeNIbHOCTH, JI0Ka3aTeJIbHOCTh MPUHUMAEMbIX PEIICHUM, YMEHHE apryMEHTHPOBATh CBOM 3aKIIIOYCHMUS,
BBIBO/IB.

6. YueOHO-MeToAUYecKOe U MHPOPMALIMOHHOE 00ecnieYeHue TUCIHIINHBI

6.1 OcHOBHas nuTEpaTypa:
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1. Ilamerun, B. @&. HWudopmaumonnas Oe3omacHOocTh u 3ammra uHpopmammu. - 2024-09-24;
WNudopmanmonnas 6ezomnacHocTh u 3ammra nHpopmarmu. - Caparos: I[Ipodobdpazosanue, 2019. - 702 c. -
Tekcer : anextponnsrii / [IPR BOOKS [caiit]. - URL: http://www.iprbookshop.ru/87995.html

2. Jlonarun /1. B. IIporpammHo-annapaTHas 3amura HHQOPMAIUH : IEKTPOH. yued. mocodue. - TamOoB:
[b. u.], 2014. - 1 snextpon. ont. auck (CD-ROM)

3. UBanosa, H. 0., Mansixuna, B. I. CucrtemHOe U mpHKIagHOE MpPOrpaMMHOE obecrieueHue : yueOHoe
nocobue. - Becb cpok oxpaHbl aBTOpCKOro npaBa; CUCTEMHOE U MPUKIIAJHOE IPOrPaMMHOE 00eCIIeUeHHE. -
Mocksa: IIpomereit, 2011. - 202 c. - Tekcr : snekrponnsii // IPR BOOKS [caiit]. - URL:
http://www.iprbookshop.ru/58201.html

4. bamer I1. H., bapanosa E. K., badam A. B. MadopmarmonHas 6e30macHOCTh : y4eOHO-IIPAaKTHUECKOE
nocobue. - MockBa: EBpasuiickuii oTKpbIThIii HHCTUTYT, 2011. - 375 c. - Tekct : snexrponnslii // DBC

«YHUBEpCUTETCKAS OunbIMoTeKa OHJIANH» [caitT]. - URL:
http://biblioclub.ru/index.php?page=book&id=90539

6.2 JlononHUTENbHAS JIUTEPATYpA!

1. IIporpamMmHoO-anmapaTHas 3anuTa HHGOpMaLuH : y4e0.-MeTo/. KoMIuIeKe, biiok 5: 3amuTa nporpamm ot
u3ydeHus: TeopeTudyeckue M TEXHUYECKUE ACIMEKThl BBISBICHHUS PAOOTHI 3alIUIICHHOTO MPHIOKEHUS B
aHOMaJBbHBIX M HUCKYCCTBEHHBIX cpemax. - [TambOoB]: M3m-Bo TI'Y, [200. - 1 s1eKTpoH. ONT. IHCK

(CD-ROM).

2. BomnocaroBa T.M., JlenucoB A.B., UnuBapun H.B. KomOuHUMpOBaHHBIE METOIbI 3alIUTHl JAHHBIX B
CATIIP. - [M.]: HoBsle Texnonoruu, Uupopmannonnsie TexHonoruu, 2012. - 32 c.

3. CnenmanpHOE ¥ IPHUKJIAIHOE MPOTPaMMHOE obecrieueHne : yueo.-meron. komruieke, biiok 1: [lnunonckoe
nporpaMMHoOe obOecrniedeHrne. PyTtkuthl. [Iporpammubie 3akmanku: oOHapyXKeHHE W HEWTpaau3amus. -
[Tam60B]: U3a-Bo TI'Y, [200. - 1 sanexTpoH. ont. nuck (CD-ROM).

4. CneumanpHOe W TPHKIAIHOE MPOrpaMMHOE oOecredeHrne : yuebd.-MeToA. KoMIuiekc, biok 2:
BpannmMayspel: MexceTeBble dKpaHbl. llepcoHanbHble MexceTeBble 3KpaHbl. OmnpezeneHre HaAEKHOCTU
MeXCeTeBbIX IKpaHoB. - [TamOoB]: U3za-Bo TI'Y, [200. - 1 anexTpon. ont. auck (CD-ROM).

5. CnenuanpbHO€ W TPHUKIAAHOE TMPOTPAMMHOE OOECIedYeHne : YyueO.-MeTOA. KOMIUIEKC, biok 3:
Boccranosnenne yrepsanoit nabopmanmn. be3Bo3BparHoe ynanenue naopmanuu. AHOHUMHAs paboTa Ha
kommbioTepe. - [Tam6oB]: U3a-Bo TI'Y, [200. - 1 anekrpon. ont. guck (CD-ROM).

6. CriennanbHOE W TIPHUKJIAAHOE TIpPOrpaMMHOe obecrieueHne : yde0.-MeToj. KoMmruieke, biok 4: CkaHepsl
ysi3BuMocTei. - [Tam0OoB]: M3a-Bo TI'Y, [200. - 1 sanekrpon. ont. auck (CD-ROM).

6.3 VHbIe NCTOUHMKMU:

1. ®enepanbuelii mopran «Poccuiickoe odpazoBanue» - http://www.edu.ru/

2. ®epepanpHoe xpanwimine «EnuHas komieknus 1HQPOBBIX 00pa3oBaTENBHBIX pECYpCOB» -
http://school-collection.edu.ru/

3. @enepanbHas ciyx0a 1Mo Haa3o0py B chepe oOpazoBaHus U HaykH - http://obrnadzor.gov.ru

4. Bonpocsl oOpazoBanus - http://www.ecsocman.edu.ru/vo

7. MaTepuaibHO-TeXHHYECKOe o0ecnedeHue M CHUILIMHBI, IPOrpaMMHOe odecrieveHne,
npogdeccuoHaIbHbIE 0a3bI JAHHBIX U HH(POPMAIIMOHHBbIE CTIPABOYHbIE CUCTEMbI

I[JIH MMPOBCACHUA 3aHATUN 11O JUCHUITIINHE HGOGXO,Z[I/IMO CJICAYIOIICC MAaTCpUAJIbHO-TCXHUYCCKOC
OGCCHC‘-IGHI/ICZ yqe6HHe AyauTOpruun Jid TIPOBCACHUA 3aHATUN JICKIUOHHOI'O M CCMHUHAPCKOT0 THIIA,
IPYIIIOBbIX M HHIUBHUIYaJIbHBIX KOHCYJIBTALMM, TEKYLIEr0 KOHTPOJIA M IIPOMEXKYTOYHOM arTecTalud,
IIOMCIICHUSA OJIs1 CaMOCTOSITEIILHOU pa6OTI:I.

VY4eOHble ayTUTOPUN U MTOMELICHHUS ISl CAMOCTOSTEIbHON pabOThl YKOMIUIEKTOBAHBI CHICIIMATM3UPOBAHHOM
MeOeNbI0 U TEXHUYECKUMHU CPEACTBAMH 00yUeHHUsI, CITy>KalllMMU JJIsl TIPeACTaBIeHUs yueOHoM nHpopManuu
OO0JIBIIION ayTUTOPHH.

[TomereHus: A1 CaMOCTOSITEIbHON PabOThl YKOMITJIEKTOBAHBI KOMIIBIOTEPHOW TEXHUKOM C BO3MOXKHOCTBIO
MOAKITFOYEHHUS K ceTn "UnTepuer” u obecrieueHnEeM JloCcTyna B AIEKTPOHHYIO
nH(pOPMAITMOHHO-00pa30BaTEILHYIO CPENy YHUBEPCUTETA.
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Jlnst mpoBeeHusl 3aHATHI JIEKIIMOHHOTO THIIAa UCTIONB3YIOTCS HA0OPBI IEMOHCTPAILIMOHHOTO 000PYI0BaHUS,
o0ecreYnBaroIe TEMaTHYEeCKHE WILTIOCTPAIH (TIPOEKTOP, HOYTOYK, SKpaH/ MHTEPaKTUBHAS JOCKA).

JIumeH3noHHOE MPOrpaMMHOE 00ECTICYCHHE:!
Microsoft Windows 10

®duxkce 3.0 (mporpamma GUKCAIMKA U KOHTPOJIST UCXOTHOTO COCTOSTHUS )
Crypton IP Mobile

CryptonLock

Crypton Jlo3op

CryptonFastDisk

CryptonEmulato

CryptonDisk

Crypton LITE

CryptonArcMail

CryptonOffice

CryptonWipe

bubnuoreka CryptonArcMail

bubmuoreka Crypton DK

Crypton IIudposanue

Hpaiisep mudposanus RuToken

[Tpodeccuonanpubie 6a3bl JaHHBIX U MH(POPMAITMOHHBIC CITIPABOYHBIE CUCTEMBI:

1. DIEKTPOHHBII Karajor DyHIaMEeHTaIbHON OnOIMOTEeKH TI'V. - URL:
http://biblio.tsutmb.ru/elektronnyij-katalog

2.  VYHuBepcuTeTcKas  OMOMMOTEKa  OHJAWH:  DJIEKTpOHHO-OMOmmorewynas  cuctema. —  URL:
https://biblioclub.ru

3. Hayunas snexkrponHas 6ubmuorexka eLIBRARY.ru. — URL: https://elibrary.ru
4. Poccumiickas rocynapctBeHHas onomuoreka. — URL: https://www.rsl.ru
5. [Ipe3unentckas 6ubnuoreka umenu b.H. Enpriuna. — URL: https://www.prlib.ru

JIeKTPOHHasi HH(POPMALIMOHHO-00pa30BaTe/IbHAsA Cpeaa
https://auth.tsutmb.ru/authorize?response type=code&client id=moodle&state=xyz

B3aumoneiicTBue mnpernopaBaTenss M CTy[JEHTa B TIpolecce OOy4eHHUs OCYLIECTBISETCS MOCPEICTBOM
MYJIBTUMEMMHBIX, THIIEPTEKCTOBBIX, CETEBBIX, TEICKOMMYHHUKAIIMOHHBIX TEXHOJOTHUH, HUCHOJIB3YEMBIX B
ANIEKTPOHHOH MH(OPMAIIMOHHO-00pA30BATEILHON CPEe YHUBEPCUTETA.



